


AHTUBMPYC KacnepcKkoro

Kak OH BbIrAANT NP HOPMasibHOWM 3alluUTe

[EZ AnTneupyc Kacne pckoro aaa Windows Workstations Q@@]

E AHTuUBUpPYc Kacnepckoro
ansa Windows Workstations

@ Jawmrta l ':' NMopaeprxKa ’

4 @ Mposeputb MoK KoMnbioTep lNocTroanHan 3amWuTa BKAYEHA.
MNpoBEPHTL CHEMHBIE AMCKH Q YeTaHoBNeH peKOMEHAYEMBIN YPOBEHE SalLMTEL

NposepnTb 06BbEKTHI

Q MonHan nposepka KoMNbTEPa Gbifia NPOUSBEAEHA YCNEWHO.
MocnegHaa NonHaA NpoBepKa KoMNboTepa Gblna NpouMseeaeHa 2 gHA
Hasaa.

OBHOBMTb AHTHBHPYCHDLIE ...

Q AHTUBUMpYCHbIE 6a3bi B aKTYasfilbHOM COCTOSIHUM.
HNara aHrueupycHblx 6a3: 12.01.2006 10:00:56 [npowno aHers: 0).

Pe3epBHOE XpaHHAHLLE

3a spemsa pabtorn AntuBupyca Kacnepckoro ana Windows
Workstations nposepeHo datinos: 3327, ckpunros: [, MakpoKomMaHa:
0, o6Hapy#eHo eupycos: 0.

(o]

OTyeTn!

:H KapaHTHH

ofopaTopka
340 "Nadoparopus Kacnepckoro', 1996-2004. Bce npasa SaluuWeHb!. |(A(n P (I(o o




[1pn He npaBunbHOW paboTe

JauHTa : paboTaer

OOHapy»weHbl ONnacHble 00beKTbi!

Ecero nposepeHo:
OOHapyMeHo:

He obpaboTaHo:

7 SAanycK:
Z9 AnruTenceHoCcTEe: 00:01:15
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sHpvc EICAR-Tesk-File
expyvc EICAR-Tesk-File
erpyvc EICAR-Tesk-File
eHpyc EICAR-Tesk-File
ApOrpaMMa-pernamMa ne

NporpaMMa-peknamMa ne
nporpaMMa-peknama ne
TROAHCKaA NPorpamMa
TROAHCKaA NPorpaMMa
EpeACHOCHAA Nporpanl

NeunTb
¥YaanTe

AoDaEMTE B ADBEREHHYHD Z0HY ...

Mokazate dann
¥ AANHMTE M3 CAHCKS
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MHaukaTopsl

NHankaTop 3enéHbin
CTaTyC 33Tl KOMNBHTEPa

O Bpe A0HOCHbIX 00 beKTOB He 00HapYKeHo

:Q CurHarypbl ebinyuwlenb! 10.07.2007 12:55:14

(€2 Bce KoMNOHEHTBI 3aWUTbI BKJIHOYEHb!

NHANKATOP HOCUT MHGBOPMALIMOHHbINA XapaKkTep,; yKa3blBaeT Ha
TO, UTO
3allMTa cepBepa Ha A0/IHKHOM YPOBHE, HUKaKMUX npobrem B

HACTpPOWKE NPUNOXeHNa N paboTe ero KOMMNOHEHTOB HE
HabnwaaeTcq.



VIHOMKaToOp opaHXeBbI

NMHANKaTop obpatllaert Balle BHUMaHnNe Ha
HEKOTOPbIE OTK/IOHEHUS B

paboTte AHTUBMUPYCa Kacnepckoro oT
DEKOMEHAYEMOrro pexxuma paboTbl, UTO

MOX>XeT CKa3aTbCs Ha 3almTe nHdopmauunm,
[To>kanymncrta, BHUMATENbHO OT-

HEeCUTECb K peKOMeHAaunsaM crneumanncToB
«JlabopaTtopunn Kacnepckoro»,

rnpnBeaeHHbIM B pa3jgesie KOMMeHTapUueB U
COBE€TOB IN1aBHOIo0 OKHa NpuJio>XXeHW4.



MIHOMKaTOop KpacCHbLIN

« MHANKATOP OTPA)>XaetT KPUTUUYECKU Ba>XKHbIE
cuTyauun B 3alumTe cepepa. [NoXXanyucra,
CTpOro cneaymte pekoMeHaauunsmM,
npuBeaeHHbIM B pas-

» Jle/le KOMMEeHTapueB 1 COBETOB M1aBHOIO
OKHa npusioXeHunsi. Bce oHM HanpaBJ/ieHb
Ha MOBbILLEHME 3alUnNTbl cepBepa.
PekoMeHayeMble AeNCTBUS

=« OPOpMJIEHbI B BNAe CCbI/I0OK.
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Ecrnn 3Ha4yoK akTUBHbLIN (LBETHOW), 3TO O3HAYAET, YTO
3almMTa Ballero KoMnboTEPA BKNKOYEHA.

Ecnun 3Ha4yoK HeakTUBHbIN (YepHO-6€enbIv), 3HAYUT 3amTa
BbIKJ1HOYEHA.

BbinonHaeTca npoBepka gpansna, KOTopbiM OTKpbIBaETe,
COXpaHseTe
NN 3anyckaeTe Bbl UMW HEKOTOpAasd nporpamMmma.

BuinonHaeTca obHOBIEHME CUTHATYp Yrpo3 n Mmoaynemn
NPUIIoXXeHns
AHTUBUpPYCa Kacnepckoro.

[MpounsoLuen cbon B pabote Kakoro-nmdo KOMMNOHEHTA
AHTUBUpPYCa
Kacnepckoro.



Pa3gen HaBMrauMoHHOU 4YacTw

' Jauura
o

MEHNOERIA AHTHEMPYE

rnaBHOro OKHa

© ) MNowck Bupycos
@ HpHTHYECKHE 0fnacTH
MoK FoMneHTER
OB BEKTE SETOZANYOKS
@ Cepuc Pa3gen CepBuc BKIO4YaeT
Obrioenehe OOMNONHUTENbHbIEe PYHKUMN AHTUBMpPYCA

DaHNE! A3HHELX K acne p CKOTO
Moaaepska '




Pa3gen HaBMrauMoHHOU 4YacTw
rmaBHOro oKkHa

Pa3gen KoMMeHTapueB U
COBETOB COMNpoBOXOaeT
F'E!F-'.Clr-1E!H.ﬂ.':.-'E!Tl::-'-I MPOBECTK MOnHYH

NpOBEPEY KOMNEHITERA HA EMPYCRL, BaLIJy pa6OTy C
ﬂpl/lﬂO>KeH NeM.

BHYMaHWE

MpoeepvTh Mo KoMnbHoTEp

B aToM pasgene Bbl Bcerga CMOXETE Npo-
4YeCTb COBET O TOM, KaK MOBbICUTb CTEMEHb
3alUKnTbl cepBepa. 34eCh Xe NpuBoasTCS
KOMMEHTapun K TekyLlen paboTte NpunoxeHma n ero napametrpam. C NOMOLLbIO
CCbINMOK JaHHOro pasgena Bbl MOXETe cpasy NeEPENTU K BbIMONMHEHUIO
peEKOMeHOYEMbIX B KOHKPETHOM Cliy4ae AenCcTBUM Unu
boree nogpobHO 03HAKOMUTLCA C MHJOPMaLMEN.



KTo ero cosaart

AHTUBUPYC Kacnepckoro
co3aan xutenb r.CaHkKT -
[leTepbypr EBreHmnu
Kacnepckumn oTctoga u
Ha3BaHne Kacnepckunu



OKHO HacTpPOWKM NapaMeTpoB

_ MPUJT10XEHNA

HacTpoWKa: AHTHBHMpYC Kacnepcxoro

J Hacrporka ' JammTa
a5
TebliE

s (AR NOBEIR BHTHEHPWE v BrnoqHTE SaumTy

E] HP”C*‘: EHPYCOE I ZanvckaTe NPHACM#EHHE NPH BEKAFYEHHH KOMOBRTERS
: - MpHTHMECKME obnacTH

o MoF KomneroTep
s DBBEKTEI SETOSaMYCKS

AoEepeHHaA S0Ha. ..

El CEepBHC — KarteropyH speAcoHOCHOro Mo
o OBHOBNEHHE ¥ Brpycel, 4epEH, TROAHCKHE M XaKEPCKHE NPOrpante
- maFnel AaHHBEX

: " LnroHckoe, peknamHoe Mo, nporpamMrel CkpeIToro 4A0ss0Ha
=1 S ¥ |
I OorenumaneHo onacHoe MO (riskyare)
A cornaceH, 49To HEKOTOpBIE NErankHBIE NpoOrpaMMel MOy T
AbITE KNaccHfHUHpOEaHb] Kak MOTEHUMANEHO-0MNAacrHBIE, H
¥OMdy, YToOEl OHKM BOCAPHMHHMANHCE KAk Yrposa Ha 3ToM
KOMABHITERE.,

— AononHHTENEHO

[v ¥eTwnaTe pecypobl ApWrHM APHMACHEHHSM

MNMpoHEECAHTENEHOCTE. .. |

SAKpEITE | NEHMEHHTE |




[1pn BbIOOPE B rEBOM YacTM OKHA
HACTPOWKN Kakoro-nmbo pasgena,
KOMMOHEHTA
nnMbo 3ada4vn B NpaBou YacTu OKHa oyayT
npeacTaBrieHbl ero OCHOBHbIE Napa-
MeTpbl. [1Nns getanbHOM HAaCTPOUKU
HEKOTOpPbIX NapaMeTpoB BaM OyaeT
npeaoXXeHo OTKPbITb OKHA HAaCTPOUKA
BTOPOro n TpeTbero yposHew. [logpobHoe
OonMcaHMe HaCTPOUKN NapaMeTpoOB
npunoXxeHuns oyaeT npuBegeHo B pasgenax
OaHHoro PykoBoacTia.



OBOHapyXeH BUpYyC
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AHTUBUNPYC Kacnepckoro
OAWH N3 CaMbIX
3HAMEHUTbIX aHTUBUPYCOB.

B ero 3alwjuty BXoaa Takme
MDYHKUMN KaK 3aluunTa
3N1eKTPOHHOU MOYThI,
NaHHbIX MONb30BaTeENS, U
3alluTa OT P13 BUPYCOB.



B coctaB Kaspersky AntiVirus Personal Pro
BXOAAT:

Kaspersky AntiVirus CkaHep,
Kaspersky AntiVirus MoHuTop,
Kaspersky AntiVirus LleHTp ynpaBneHus.

AVP CkaHep nMmeeT yaobHbIN NOSIb30BaTENbCKUM
MHTepdenc, 6onblLLlO0e KONUYECTBO HACTPOeEK,
BblbMpaeMbIX Nonb3oBaTesieM, a TakXe oAHYy U3
CaMbIX 60MbLWINX B MUPE aHTUBUPYCHbIX 6a3, 4To
rapaHTUpPyeT Ha4eXHYH 3alWnTy OT OrPOMHOI0
YMcnaa caMblX pa3HoObpa3HbIX BUPYCOB:
NOJIMMOPMHBLIX UIN CaMOLLINDPYHOLLLNXCS
BMPYCOB; CTeJIC-BUPYCOB WU/IN BUPYCOB-
HEBUANMOK, MaKpO BUPYCOB, 3apa)atLmx
nokymeHTbl Word n tabnuubl Excel.




« AVP CkaHep npoBepdeT Ha Haindme BUPYCOB
onepaTUBHYO NMaMaTb, dansbl, BKIOYas
apXVBHbIE U YNaKOBaHHbIE, CUCTEMHbIE CEKTOPQ,
coaep>xkawme Master Boot Record 3arpy304HbIN
cekTop (Boot-cekTop) n Tabnuuy p836VIeHVIFI
nncka (Partition Table).

= AVP MOHUTOp — pe3naeHTHbIN MoAY b,
HaxXxoAsLWNNUCSA NOCTOAHHO B ONEPATUBHOM MaMATU
KOMMbIOTEPA U OTC/IEXMBAKOLWKMN BCe PannoBblie
onepaunn B cucrteme. lo3BondeTr o6HapyXuTb U
yAanuTb BUPYC 40 MOMEHTa peanbHOoro
3apaXXeHnd CUCTEMbI B LIE/IOM.

= AVP LleHTp ynpaBfieHns obecneymBaeT yAa0OHbIN
Nonb30BaTENbCKUN NHTEPDENC, CO30aHUE,
COXpPaHeHue n 3arpysKy 60/bLLOr0 KOMMYECTBA
Pa3/INYHbIX HACTPOEK, MEXAaHU3M MPOBEPKU
LLeTOCTHOCTU aHTUBUPYCHON CUCTEMbI, MOLLHYIO
CUCTEMY MOMOLLM.



Norton Antivirus

Obnagatenb caMmoun 6onbLion 6a3bl AAHHbIX
BUPYCOB.

Norton AntiVirus — nporpaMMma Ha peakoCTb
«BbeasinBas>», U3-nof ee KOHTpPosiad He yUaeT HuU
OJVH 3anylleHHbIN Ha KOMNbOTEpPe npoLecc.
[Tocne yctaHoBkM Norton Antivirus (Hanpumep, B
coctaBe koMmmnnekTta Norton System Works) o Heun
MO>XHO Boobule 3abblTb — NAV cama
NPOKOHTPOSINPYET BCE, UTO HYXHO.



AHTUBUPYC ABacCT

AHTMBUPYC ABAcCT TaKXe BXOAUT B
TPOWUKY NINAepoB.

B ero dpyHKUMM BXOAUT 3aLLUTA
9M1EKTPOHHOWM MOYTbI, AAHHbIX
noJsib3oBaTend, 3alumTa oT 3L

BUPYCOB, N OT NMPOHUKHOBEHUA
BUPYCOB U3 ceTun MIHTepHeT.



KaK OH BbIMMA4uT.

TeRyIAN BepCHa aHTHBIPYCHON 0a3bl Aa.., 05111, 17.05.05

PeinaeHTHan saupra: Bpyutyw

BbIKn

http: 'www.avast.com




ADinf32

PeBu3op amcka ADIinf32 - coBpeMeHHOe cpeacTBO
ANng 3aWmnTbl OT BUPYCOB U A1 KOHTPOJIS
LLe/TOCTHOCTM U COXPAHHOCTU MHPOPMaALUN Ha
BalleM AUCKe. DTa aHTUBUPYCHAas nporpaMmma
dbunkcmnpyet nobbie n3MeHeHnss B ansioBomn
cucTeMe KomnbtoTepa u obnianaet yao6HbIM
NoNb30BaTebCKUM UHTepdencomM. lNporpamma
ADinf Ha NpPOTAXEeHWN MHOIMX JIET 3aC/TYXEHHO
ABNAKOTCA CaMbIMU nonyndapHbiMKU B Poccum
peBmn3opamMun anioBbliX CUCTEM U YCMNELIHO
MCMOJIb3YTCH HA COTHAX ThICAY NMepCcoHabHbIX
KOMMbIOTEPOB.



OcTtaBasiCb OAHUM M3 CaMblX HaAeXHbIX CpeacTB
obHapyXeHus n yaaneHmnsa KOMNblTEepPHbIX
BUpycoB, nporpamma ADinf yxe gaBHO MHOMrMMH
MCMONIb3YeTCs KaK noBceagHeBHOE CpeacTBO
KOHTPOJIS 3@ COCTOAHMUEM UHPOPMaLIMN Ha ANCKaX
KoMnbloTepa. Hantmn nortepdaswinmmnca aun,
npoaHann3npoBaTb pe3ysibTaThbl cbos
KoMnbloTepa, y6eanTtbCcsd B COXpaHHOCTU 6a3
ANAHHbIX U IOKYMEHTOB, HAaUTW, Kyaa BAPYT
nponano Bce cBob6oaHOe MecTo Ha AUCKE,
0bHapyXuTtb n 06e3BpeanTb KOMMNbIOTEPHbIN
BUPYC,— BCe 3TO no3BosiseT aenatb ADinf.



Kak OH BbIrNaaunT

1;3 ADinf32 v3.00/30-anHeBHan o3HakoM. sepcua ( Hacrponku no ymonqa...!Em

Pexummbl

Advanced Diskinfoscope™ | EBSQRC'

R = & == Pabounin cton
B = & B MonkomnbioTep _He gbHoe. l
& AuckeTa 35" A ;‘
@& Avek C:12 aex 2000 r,
d& OAmek D:12 nex 2000 r.
&= Anvek E: 12 aex 2000 r.

=
o
Q
N
g
O
°
-
=
2
™
(=9
-—
-
X

Aucku:
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Haxmute "CrapTt" ang Havana pabote unui F1 ana nomMowm




DrWeb

AHTUBUPYCHblIE NMporpamMMbl CEMENCTBA
DrWeb BbIMOAHSAT MOUCK U yAaNneHune
M3BECTHbIX NMpPOrpaMMe BMPYCOB U3 NaMATHU
M C ANCKOB KOMMbIOTEPA, @ TaK Xe
OCYLLEeCTB/IAOT 3BPUCTUNYECKNN aHanNuns3
dansioB U CUCTEMHbIX 06/1aCcTEN ANCKOB
KoMnbloTepa. DBPUCTUYECKUN aHaInN3
NO3BOJISIET C BbICOKOW CTENEHbIO
BEPOSITHOCTU OOHApPY>XMBATb HOBbIE, paHee
HEN3BECTHbIE KOMMbIOTEPHbIE BUPYChI.



Kak OH BbIrNaaunT

<> Dr.Web® Scanner for Windows 95-XP v4.31b
Bua Hactporkn HAseik  MoMowe

MokasbieaTe Paiink I #-Jd Ouek 3.5 (&)

@ TWINDOWS 98 (C)
&g 1Documents (D:)
+-&ga 1CD-ROMv.4.0 [E:)
+-&ga 1CD-ROM[10-11] (F:)
BoifpaHHbIe Nyt +-&ga 1CD-ROMv.3.1 [G:)

+-Sga 2Video [H:)
@ +-&ga 20RIGINAL (1)
e Wl

+-Gga 2APXMEB (K
& Hprenion

<A DVD/CD-RW auckosoa [M:)
Craryc

BeinonHeHo




