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2010 1o B UMdPAX
$1 TPITH YPOHA OT KUBEP-MPECTYIIEHUA

O 9

B 56% komMnaHuu B 85% cny4asx 80% aTakK - Ha
bblna nonbITka NonbITKa B3/10OMa KOHEYHYH TOYKY
B3/10Ma yBeHYanacb ycnexom

[MporpamMMHbIe cpeacTBa 3aliUThbl He CrpPaBASAOTCA

e CTposTcs Ha npeayragbiBaHUKM (CUrHaTyp, aTtak, u T.1.)
e TpebyloT NOCTOAHHOIO OOHOBIIEHUS
o He pacno3sHaloT ueneHanpaBrieHHbIX aTak (Hydrag Stuxnet)
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INZERO

@ Protected Web Browser

i'} Firewall

o
- \(\’l,e(
®®s Secure Instant Messaging
VPN and Remote Access —
Q ' / ()gl
{f/ Secure USB Flash Drives

@ Secure Downloads,
File Preview and Filtering Engine

“Tubepuyc” odmumancHbin npeactasutens InZero Systems | Kues, yn.Kukeuase 10A | 38 044 490 27 87 | info@inzero.com.ua



INZERO CEPBUCDHI

3awumTta Peanusauus
A AnnapartHas 3awuTa, 6e3 aHanusa curHatyp, 6e3 Heo6xoaUMOCTU NOCTOSAHHOMO
HTUBUPYCHas obHoBNeHnA 6a3
Firewall AnnapaTtHbI MOLWHbIN Firewall Ha OCHOBE iptables
AnnapaTtHO 3aLUNLLEHHbI HaBop OPUCHBIX NPUNOXeHNI (Browser, VolP, IM, PDF,
Sandbox Archiver, Office)
AnnapaTtHoe RO Ansi Bcex KOHPUrypaLumMOHHbIX (0annos U NPUIIoXeHnn. RW
RO\RW "paBa TOJIbKO Ha user-space
E-mail AnnapaTHoe noaTBepXAeHNE cxogsLen nodTsl, SPAM-uneTp (BXOOALLNMN,

NCXOAALLMIA), MOANUCH UCXOOALLIEN NoYTbI

OOMeH gaHHbIMM

AnnapaTtHoe noaTsepxaeHue: nepegadn annos, JaHHbIX, KONMPOBaHNA B
Oydep obmeHa

KoHnBepTauusa annos

YHuKanbHasi TEXHOMOorusi KOHBEPTUNPOBAHWA, npe06pasyeT BXoasLne Cb&ﬁ.l'lbl B
©es3onacHble C*)OpMaTbI, NCMOJIHEHNE CKPUNTOB HEBO3MOXHO

npOKCVI Hekelwwmpyowmn npokeu, dunstpaums no URL wabnoHam (simple nnun RegExp)
A CobcTBEHHasa AnarHoCcTnka, BO3MOXHOCTb nepegaydm noros Ha 1K
yanT agMunHucTpartopa
PKI Peanunsaums PKI ¢ nogaepxkon X.509
BoccTaHoBREeHMe BocctaHoBneHne B pabo4unii pexunm 3a 2 MUHYTbI, COpOC B 3aBOACKYHO
- KOHPULYPaLIO.=-1-MUHYTA.
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INZERO KOMMYHUKAL A

(

Ethernet

D Wi-Fi

SSL (Client/Server)

Lo
@

IPSEC (Client/Server)
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1IN LI\

ynpaBneHue INZERO BHeapeHue
LleHTpanu3oBaHHOE ynpasrieHue. He KOHMIMKTYET C CcyLLeCTBYOLLMMN
peLueHnaAM.

MpuHyauTENnbHOE NPUMEHEHNE
MNONMUTUK. Be3 npepbiBaHUsA paboTbl CETU.

AyTeHTudumKaLma Ha ocHoBe x509.

Hight Risk PC i D
.
y aEssTTETIvermm

Internet

«,

) /& Organizational Network ‘
% \ - . -
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INZERO keuncobl

Pa3zpnenenune LAN n WEB

Bupeo-

nepenaqu
OaHHbIX

NoaknoyeHne n-ceteun - g
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KomnbloTe !
InZero

BesonacHbIn
OHnavH BaHKUHI

WNHTepHe
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CTporo ‘ WHTepHe
3afaHHble
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JaHHbIX

MNopokniovyeHue YoaneHHoOro

()QQMCR!

WNHTepHe
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TMABHbIA
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WHTepHe
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INZERO npoaykrhbl
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InZero Gateway

InZero Notebook wapr2011)

InZero Datacenter
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INZERO npwu3HaH

EiSAVVIS. +rTelos

EKCIEPTHUM BUCHOBOK

Baratopyukuionaapunii o B Amaicpiut

3aci6 3axucry indopmauii
InZero Gateway
(cepii InZero)

3a pesynbTaTAMH EKCIEPTHIH
__Garatodynknionansmuii

83 32006y TeXNINNOro 1aX

escrypt

Mg KepyBanusM mporps
AKMH HANAHO HA eXCNEPTH3Y

01103, m

BIHMOTaM HOPMATHBHHX JIOKYMEHTIB CHCTEMM TCXHIHOrO saxucty indopmauii n
Yipaiti B o6casi dymxuil, 3a3Ha4CHHX Y NOXYMEHTI , BaraTodyHKIHONATLHKH
3aci6 saxucry inpopmanii cepii I . Texuiumi sumoru 33 KpuTepisMu -
| TEXHIYHOTO  3axMcTy  iHGOpMAIL”, KYNHICTE  AKHX  BH3HAYACTHCR
dynkuionansinm npoditem: KA-1, KA-2, KB-2, I1A-1, UA-2, 10-2, [1B-2,
J3-1, 1B-2, HP-1, HP-2, HH-2, HK-1, -2, HII-2, HT-2, HB-1 3 pissen
rapauTifi I'-2 xopekTHocTi ix pean sriamo 3 HJ T3] 04-99.
Buxopucranna B nocayrax Gesnexn KB-2, 1[B-2, HB-1 mexaniamis
KPHITOIPA(IYHKX MCPETBOPEH’ JUIA 3aXHCTY iHQOPMAUIL, AKA € BAACHICTIO -
Acpxany, 260 indopmatis 3 oGMeKeHHM A0CTYNOM, BHMOTH 1010 3axucTy % BRG] oro o
AKOI BCTAHOB/CHI 32KOHOM, MOKAHBC THINE 33 HAABHOCTI JOKYMCHTIB, AKi o o
3aCBIAYYIOTS BIANOBIAHICTS WX MEXAHITMIB BUMOTAM HOPMATHEHO-NPABOBIX 3 P h I I I p ZI m m e rm a n n
AKTiB 3 KpirTOrpadiunoro saxucty indopmanii. B
> Bumory 20 ymoB excntyarauil Ta cepH BHKOPHCTaHHS 06’ekta - -
CKCTICPTHIH BH3HAYEHI Y BIANOBIAHOMY PO3ALMI LBOTO EKCHEPTHOrO
BHCHOBKY. S

mheite (f ) e 5 One of the “Top 50 Tech Visionaries of the last 50
: ; years” — PC World
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KOHTAKTDI

OdomumnanbHbIn
npeacTaBuTenb

InZero Systems B YKpauHe
OO0 «Tnbepuyc»

Appec: 01103, r.Kues, yn. Knkemugse 10A
Ten.: (044) 490-27-87
dakc: (044) 285-32-97

KoHTakTHOEe nuuo: MaTpocos [leHunc

. nouTa: denis.matrosov@inzero.com.ua

inzero.com.ua
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INZERO hackers challenge

InZero Hackers Challenge | InZero Hackers Challenge

Attacks & Origination
Through October 21,2010

Eastern Europe%
— "
\T IP 64.94.76.157 . &;::‘:A:‘a ‘

.‘ \ e »
o e I
2 “ Flag y
\//,

PROTECTED PC

« Hardware: 1 Laptop, 2 Servers including:
Local SharePoint I, SQL Server, Switch

10. 1 1 101 . R al IP addre: 64 94.76.157 of the laptop
ected to th rnet
r— « IP addre: n LAN connection 10.1.1.101

IP 10.1.1.10 IP 10 1 1 20 « Dummy Use ailable 9AM-12PM and

()
4PM-7PM Monday.Friday EST =
: Gmaila alicious links or Total Attacks Successful Attacks
Zero.onlinetest@gma m
« AFlag is placed on all servers and the laptop: 29 740 149 0
ciiflag.txt

be3 npeayctaHoBNeHHbIX Antivirus U Firewall

VcnonHsawoTtca Bce npeasyioXeHHble NHCTPYKUNA

3JTIOYMbIWJTIEHHNKOB

be3 obHoBNeHus KOHUrypauum Ha InZero
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INZERO ctoumocTtb BnageHus (TCO)

Gartner, 2008

Desktops Notebooks: Day Extenders Notebooks: Traveling Workers

Desktop vs Locked Locked

Notebook Down Down

TCO: Different Somewhat | Moderately | and Well- Somewhat | Moderately [ and Well- Somewhat | Moderately | and Well-
Base

Users Mix Managed | Managed Managed Base Managed Managed | Managed| Base| Managed| Managed Managed

Hardware & Software | $1,312 | $ 1,293 |$ 1,271 1,226 | $1,515 1495|% 1472|$  14251%$1525 |$ 1,505 |$ 1,482 1,435
IT Ops. Labor 1,045 1,092
Admin Labor 263

Direct Costs $2,218 2,147 |8 2,056 | $ 1874 | $2,823 2,719 |$ 2594 ($ 2344)9$2899 2,790 |$ 2,660 2,590
End-User Costs $ 3,649 3,122 |$ 2,594 % 1,539 | $6,400 S 5473 | $ 4545($ 2,689]$7,023 6,004 |$ 4,983 S 4,440

1co  |sseer mmm mmm

Source: Gartner (March 2008)

CokpaliueHue 3aTpar Ha:

o OOHOBNEeHunm OC HaTllK
o KOH(Urypaumto nonnTmk 6esonacHocTu

InZero

° MPUMEHEHMNSA HOBbIX MONUTUK
, besonacHocTu

MOHWUTOPUHI NMPUMEHEHWA MNMOJTUTUK
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Micro-perimeter Defense Matrix:

3 Possible Threat Vectors with Percent Distribution™

(LAN and WAN)

l Network-Originated Threats

[ 1 I Application-Layer Threats J 100%

Browser
‘ 85%

Hardware
sandbox with
read-only
memory

Protection level:
Highest

-

Network-Layer Threats ] 100%

Email Downloads
Removable Media

.
3

[ Protocol

Insider Threats,
MITM

] [Port Services]

‘w% ‘S%

Mail transparency; “Run in protected
“Run in protected memory” engine;
memory”engine; Filters & Conversion
Filters & Conversion Engine
Engine

Protection level:

Protection level:
Highest

highest

*
.

‘ 10%

VPN / encryption

Protection level:

Highest

InZero PC Gateway

l 50%

Stateful firewall

Isolated TCP/IP stack

Protection level:
Highest

Device architecture;

keyboard/ mouse
protection

Protection level:
Highest

Network control
service

Protection level:
Highest

Data Encryption

Part of Host PC hard drive that InZero
PC Gateway allocates as “protected
storage” - optional

*: 9% attacks source - Symantec report 2008, CERT report 2008, and other public sources of information

Attacks by malware
present on Host PC

Attacks on InZero
Gateway drivers

Attempts to bypass
InZero PC Gateway
network adapter
with Host PC or
USB-based network
adapter

Host PC Originated Threats
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