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[lpocnepnsBaHe n
yrnpaBrissHue Ha npouecu.
3alnTHU cteHu (Firewalls)

LR ! )
kN /l'lexuvm YeTBBLpTA

(- NogeyenHdo Ha:
http://logman.tech.officelive.com/MBA _Security.aspx
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CTpyKTypa Ha nekumaTa
* BbBeaeHne. OCHOBHU TEPMUHU

< I'Ipocnep,;lBaHe U yrnpaBJieHUe Ha npouecu

*Windows Task Manager
* DETECTING AND REMOVING INSTALLED
*Tips for Cleaning & Securing Your Website —

- CocpTyep 3a 3alUTHU CTEHN
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oduLLEeH OTYeT Ha

pianttdd  Pew Internet :

“Four in ten internet users have had
spyware, adware, or both.”
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OCHOBHU NOHATUSA

O6wo onpeneneHue Ha Badware

An application is badware/adware/s PYWaAre in one of two cases:

«If the application acts deceptively or irreversibly;

*If the application engages in potentially objectionable behavior without:
First, prominently disclosing to the user that it will engage in such behavior, in clear
and non-technical language, and
Then, obtaining the user's affirmative consent to that aspect of the application.

TepmuHu: THE MULTI-COMPONENT THREAT;
ased Intrusion Prevention program (HIPS);
Removal and Prevention (MRP)

M a “TposiHCKM KOH” fgageHa nporpama
pesu.qnpa B MamMeTTa Ha Ballus KOMNIOTHLP U
U3NbJIHABA 3/IOHaMepPeHn AeUCTus
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[lpocnepgsaBaHe n ynpaBrieHMe Ha

npouecu

* Windows Task Manager

£l Windows Task Manager
File Options View Windows ShutDown Help

Processes || Performance | Networking || Users |
Task Status

@Control—Alt-DeIete - Wikipedia, the free encyc... Running
@My watchlist - Wikipedia, the free encydopedi... Running

XP

| i

CPU Usage: 7%

Processes: 39 Commit Charge: 249112K [ 6347

=S

‘= Wi-ndows TasI:VMana ger
File Options View Windows Help

Applications | processes [ Services l Performance ] Networking [Usefs

Task 2 Status
’éWmdows Task Manager - Wikipedia, the freeen... Running

VIST

SwitchTo | | New Task...

! Processes: 85 CPU Usage: 6% Physical Memory: 48%
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Windows Firewall
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BxnrouyBaHe n U3KnouYBaHe Ha
3aliMTHaTa ctTeHa B Windows

cAkTBMpaHe Ha Internet Connection Firewall

Network Setup Wizard

*Protect my computer or network (lpeanasBaHe Ha
KOMMIOTbPAa UNu Mpexara).

-D,eaKTMBgl aHe Ha Windows Firewall

h, '8 ' «llpakHeTe Bbpxy Start (CTapT), usbepetre Run (U3nbnHwm),
€ o B'bBeJJ,eTé neto Firewall.cpl n HatucHeTe OK.
S . ‘ B pasgen: neral (O6wwm) nocrasete otmetka B Off (not

wr N
4 . recommy

|
_ N

d) (U3kn. (He ce npenopb4Ba)) 1 HaTucHeTe OK.

ki
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N3non3sBaHe Ha 30HUTEe 3a
CUTYPHOCT B Internet

BuaoBe 30HUM 3a CUTYPHOCT
*30Ha Ha nokanHusa uHtpaHet (Local Intranet Zone);
30Ha ¢ HagexaHu cautoBe (Trusted Sites Zone)
~ *30Ha c orpaHn4yeHu cantoBe (Restricted Sites Zone)
i, °[lpomMmsiHa HA|HNBOTO Ha CUTYPHOCT NO noapasdounpaHe
4,32 30Ha } :
"¢ [lepcoHanunsu € Ha HaCTPOMKUTE 3a CUTYPHOCT Ha 30HA
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“ 3a ponbrAutenHa nHopMaLms OTHOCHO AOMENHUTE

OT Hau-BUCOKO HMBO, NOCETETE CneHUs CanT Ha

Internet Corporation For Assigned Names and Numbers (ICANN):

Crecpan OpaxeB, UKkoHOMUYECKU YHUBepcUuTeT-BapHa n LogMan
STE@BULTIMA.NET p us4u : e u



(L bl | [ AL

TN BE3OINACHOCT WU 3ALLUTA B KOMIN-CBAT foo)”

Windows Vista
Network perimeter firewalls

Management and control of network traffic;

«Stateful connection analysis;

y l’g, y )
' ;,w -Virtual pri\,te network (VPN) gateway functionality;

K‘\‘ )
)\ i -$ervera

lomain isolation

I/I3TernV| AOKYyMeHTauusTa oT
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ZoneAlarm MHCTanuupaHe

2[ 20 ZoneAlarm
Aﬂ L {ﬂ License Wizard @ PROGRAMS

[

) a
¢= ZoneAlarm | £= User | INTERHET o/} JIEHIEEAL

Firewall Main Zones

The firewvall protects you
from dangerous traffic. i

Cvaraedl has two Zones. £ High High: Stealth mode. Your computer is hidden

and protected from hackers. Sharing is

p."'_}du' ) not allowed. This setting is

millior Fi " 'm;"“:t't_ ZOPQ Fork B recommended for the Intemet Zone.
11O irewall protection from unknown

« GloH We're confident you'll enjoy the s compuers:
s protection of ZoneAlarm. And if V| P?g[taml Trusted Zone: For sharing
* omay yourself wanting more ... protect ONUOL yith trusted computers.

Vi ili Medium: Sharing mode: Computers can see
for choos « Hom privacy, utility ... check out ZoneA Alerts & @t Zone contains your computer and share its

Zone La It's available anytime from your 0 Logs all of the computers on the ; resources. This setting is

panel pictured here. E.mail Weh by default. Use the recommended for the Trusted Zone
Zones tab to add
computers to the Trusted
Zone.

For more advanced control Advanced

Thank you, and enjoy ZoneAlarm of Zones, inclucling
networking, privacy

controls, and creation of a
Blocked Zone, choose
ZoneAlarm Pro.

Congratulations ...

Protection

With instant Click, Try, and Go Baq
trial is totally seamless and hass

"Security you caj

7 Ty ZONEALARM PRO Now!

cli Click here to upgrade to ZoneAlarm Pro.
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[Tone3Hun e-KHUrun

Control Panel (Windows)
http://en.wikipedia.org/wiki/Control_Panel %28Windows

%29
U3non3BaHe Ha 30HUTe 3a CUTypPHOCT B Internet

Explorer

http://support.microsoft.com/kb/174360/bg

Windows Firewall
’ ' http://technet.microsoft.com/en-us/network/bb545423.as

i 8-A History and Survey of Network Firewalls Kenneth

Ingham and Stephanie Forrest
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