be30nacHoCTb
Windows NT Server 4.0




KopnopatnBHas ceTb

YpoBHU MHPOPMALMOHHON UH(PPACTPYKTYPbI
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KopnopatuBHasi CeTb

Windows NT

 KnneHTckune paboyue
CTaHUuun
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‘KopnopatnBHas ceTb

Windows NT

 KnneHtckue paboymne
CTaHUuumn

e CepBepbl OU3HeC
NMPUIOXEeHUN

e CepBepbl B[l

e CepBepbl thannoB u
neyaTtu




KopnopaTtnBHas ceTb

Windows NT

e KnnueHTCcKne paboumne
CTaHUMMU

e CepBepbl Ou3HecC
NMPUIOXEeHUn

e CepBepbl B[4

e CepBepbl hannos u
neyaTtu

e CepBepbl DMZ
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KopnopaTtnBHas ceTb

Windows NT

e KnnueHTCcKne paboumne
CTaHUMMU

e CepBepbl Ou3HecC
NMPUIOXEeHUn

e CepBepbl B[4

e CepBepbl hannos u
neyaTtu

e CepBepbl DMZ
e MapwpyTusatopbi, MO

o 133
C—BNNECT
=000




Cuctema 6e3onacHoOCTuU

[lpouecc Bxoaa
B cuctemy WinLogon

| [aKeT
ayTeHTndmKaumn

1.0
JlokanbHbIV
agMUHUCTpPaTop

[ [ucnetyep yy4eTHbIX ]

3anucen (SAM)

kil

ayaunta YYETHbIX
7 3anuceu

Yy
[ MoHuTop 6e3onacHocTn (SRM) ]




Cucrtema 6e30nacHoOCTMU

[lpouecc Bxoaa
B cuctemy WinLogon

[TpHMMaeT 3anpockbl Ha

perncTpawmio

JTokanbHbIN \...\System32\Winlogon.exe
aAMUHUCTPaTOP

ayauta

7

y

[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT



Cuctema 6e3o0nacHOCTU

[lpouecc Bxoaa

B cuctemy WinLogon rCosnane mapkepa

besonacHoro gocryna

E *YnpaBneHne cUcTemMHou
JlokanbHbIv MONNTUKOW

agMUHUCTpaTop *YnpaBrneHue nonnuTmukom

ayguta

] £

\...\System32\Lsass.exe

ayauTa

7

Yy
[ MoHuTop 6e3onacHocTn (SRM) ]

| CONNECT
o | [ “:u » |
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Cucrtema 6e30nacHoOCTMU

[1pouecc Bxoaa
B cuctemy WinLogon

JTOKanbHbIN
afMUHUCTpaTop

XpaHeHne aaHHbIX ayauTa

ayouta \...\System32\Config\SecEvent.evt
7

Yy
[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cucrtema 6e30nacHoOCTMU

[lpoBepka MMeHn 1 Naporns

[TakeT
\...\System32\Msv1_0.dIl ayTeHTUUKaLum

[ucnetyep yy4eTHbIX
3anucen (SAM)

kil

YYETHbIX
3anuceu

[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cucrtema 6e30nacHoOCTMU

| [aKeT
ayTeHTndmKaumn

1.0
Oopaepxka 6a3bl 4aHHbIX ‘
Nonb30BaTenbCKUX BHOIKETOB [

[ucneTtyep yyYeTHbIX ]

\...\System32\Samsrv.dIl 3anucen (SAM)

YYETHbIX
3anuceu

[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cuctema 6e3o0nacHOCTU

| [aKeT
ayTeHTndmKaumn

M.S{ _0
XpaHeHne nHdopmMaumm o

OtomkeTax nonb3oBareneu, rpyn, [ [incnetyep y4YeTHbIX ]

KOMMbIOTEPOB 3anucen (SAM)

XpaHUTCA B HECKOSTbKMX MeCTax
o\...\System32\config\sam

e \...\repair\sam._

*ERD

YYETHbIX
3anuceu

| CONNECT
- 7:—) ‘7"\ “v.‘ "‘!

¥
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Cucrtema 6e30nacHoOCTMU

[1pouecc Bxoaa
B cuctemy WinLogon

JTOKanbHbIN
afMUHUCTpaTop

[lpoBepka gocTtyna
[eHepauma cooblieHnn ayauta

aapo OC

ayauta

7

y
[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




BbrogxeTbl

IToap30Barennb

/I

['pynna

Komrmsrorep

C—BNNECT




CTRL+ALT+DEL

BBoO OaHHbIX

ma: [laponb: [HomeH:

Winlogon [J LSA

LSA (1 MSV1 0

roaxe
rnokanbH
bIN?

ObpaboTka Ha yaaneHHoM

[Mony4yeHune SID

yane u nonydenue SID

Winlogon [ Win32

Pabo4unit cton

. CONNECT

- m-j rﬂx ‘v‘) ﬁ.’
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naHHbIX SAM

e bas3a gaHHbIX SAM XpaHUT ABa Kpuntorpa-
donyeckumx xalla Ana Kaxaoro naposns.

— LAN Manager Password. licrnonb3syetca ans
COBMECTMMOCTM cOo cTapbiMu Bepcuamu OC
Microsoft u He MoXeT 6bITb 60nbLUe 14
C/IMBOJ10B.

— Windows NT Password. ba3unpyeTtcsa Ha
Unicode n orpaHnyeH 128 cumBosiaMu,




naHHbIX SAM

LAN Manager Password.

user: user1
password: gwerty

1. QWERTY
2. QWERTY 00000000

3. QWERTYO 0000000

= xom1 (16 6auT)

CONNECT




naHHbIX SAM

Windows NT Password.

user: user1
password: gwerty

1. KouBeptupoBanue B UNICODE
2. llIudpoBanue no MD4




CeTeBas ayTeHTUPUKaL U
| Cnocobbl ayTeHTUukaumm (HaynHasa ¢ SP 4)

— LAN Manager
— NTLM

— NTLMv2




CeTeBas ayTeHTUPUKaL U
' Hive: HKEY_LOCAL_MACHINE

‘ Key: System\CurrentControlSet\Control\Lsa
Name: LMCompatibilityLevel
Type: REG_DWORD

Value: 0 -5




‘HacTpouka cuctemMbl 6e30NnacHOG

| CuctemMHaga nonutuka
HacTpounka npaB nonb3oBaTteneun
McnpaBneHune owmnbok OC

HacTpouka goctyna K oObekTam

YCcTaHOBKa KIto4Yen peecTpa




CucremHas noinTUKa

Account Policy

Computer: GAMDALF

Password Restrictions
M aximum Password Age Minimum Password Age

" Password Never Expires " Allow Changes Immediately

{+ ExpiresIn| 180 =4 Days * Allow Qhangeslnl 1 EDays

Minimum Password Length Password Uniqueness

" Permit Blank Password " Do Not Keep Password History
v At l_.eastl 8 E Characters (* Remembel| 24 Passwords

" No account lockout
* Account lockout

Lockout after | 3 E bad logon attempts
2 sl
Reset count after 30 minutes

Lockout Duration

¢ Forever [until admin unlocks)

" Duration | E minutes

[V Users must log on in order to change password

Cancel




MpaBa nonb3oBaTtenen

dannbl 1 Nanku
Kntoumn peectpa

Cnyxosbl

| coanneCT



Mpouecc HaCTPOUKHN

IT
Security
Policy

‘hitp://lwww.c-cure.org/’ and

‘hitp://www2.dti.gov.uk/cii/security.html’ ——
CONNECT




YTuUnutbl ANa HACTPOUKMU
| C2 Config - Windows NT Resource Kit

‘ Security Configuration Manager (SCM)

PykoBoacTea No HAacTpouke
* NSA Guide
* Windows NT Security Guidelines




Confiqguration

'g’ih Microsoft Management Console - [MMC1 - Console Root\Security Configuration Manager\Configurations\C:AWINNTAS .. [H[=] B3
Tﬁ] Console Window Help

! ¥ Acton ¥ View || Ez B2 X &

(] Console Root Attribute | Stored Configuration Setting
=1+ Security Configuration Manager 28] Maximum log size for Application Log 5120 KBytes
E Database: C:\WINNTASecurity\D atabase' _ﬂ Mawimum Log Size for Security Log 5120 KBytes
= j Configurations _,ﬂ Maimumn Log Size for System Log 5120 KBytes
= j C WINNTAS ecurity’\Templates _ﬁ'] Restrict Guest access to Application Log Enabled
B, @ basicdcd ‘f,:] Restrict Guest access to Security Log Enabled
E:z:z;vkt _,ﬂ Restrict Guest access to System Log Enabled
compdcd _,_j Retain Application Log for Not Configured
compwsd _,_':| Retain Security Log for Not Configured
hisecdcd _,_ﬂ Retain SystemLoqg for Nat Configured
hisecisd _ﬂ Retention method for Application Log As Needed
off97srl _,ﬂ Retention method for Security Log &s Needed
securdc4 _ﬁ'] Retention method for System Log As Needed
-2 Account Policies _,ﬂ Shutdown system when security audit log bec...  Not Configured
[+ =¢] Local Policies
ﬁ E}.fent Log L R R R
-4 ey | * Compatible Configuration
-8 Restricted Groups
8 ﬁ e s *Secure Configuration
+ ﬁ File System . . .
secuwsd * High Secure Configuration

CONNECT




Tﬁ] Console Window Help

2FE 0@

¥ Action ¥ View

BB X & Em

(] Console Root

=[] Security Configuration Manager

MName

| Description

2 dccount Policies

-2 Account Pc
=1-2¢) Local Palici
281 Audit Py

2¢) Security

= g¢) Event Log

£¢) Setting:

{9 System Ser
=8 Registry

- USERS

-l MACHI

=& CURRE

=& CURRE

upen
Open database...
Analyze System Now...

Configure System Now...

Import Configuration
Export Configuration...

{29 Resticted [~

19 -0

New window from here

v Scope Pane
Description Bar

_4 IE|Database C\ {Iklk[l]Tll"--...Il..l J_L-L_.-l.--.-tup.sdb ||C|es

Fvent Log
Restricted Groups
bystem Services
Heqistry

File System

#-(8 File System
#-_8 Configurations

- CLASSES_ROOT

Password and account lockout policies.
Auditing, user rights and security options policies.
Event Log settings and Event Viewer.

Restricted Groups

System service settings

Reaqistry security settings

File security settings

CONNSCT




Tﬁ Console Window Help
AEH 0B

| ~ acion ~ vew || B2 2 X = &[m

(1 Console Root Attribute | Stored Configuration ... | Analyzed System Set... |
=[] Security Configuration Manager ¥ Audit Account Management Success,Failure Failure
=208 Database: C:AWINNT\Security\database® |27 sudit Logon Events Failure Failure
& ‘f‘ Account Policies g}s.&udil Object Access No &uditing Failure
=g Local F’Iicie @ Audit Policy Change Success,Failure Failure
—fj . @BAudit Privilege Use Failure Failure
-ﬁ Lises ights Sssignaent ff_fj.&.udit Process Tracking No Auditing No Auditing

= _'ﬁ ',‘E‘Eﬂei:’ E::;ty Ontons ;@Audit System Events Success,Failure Failure

_g_ﬂ Settings for Event Logs
[ Restricted Groups
[ System Services
=8 Registry
- USERS
- gl MACHINE
& ﬁ CURRENT_USER
& ﬁ CURRENT_CONFIG
[+ ﬁ' CLASSES_ROOT
-8 File System
#-_8 Configurations

CONNECT




