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Tema 3

NMpotokon TCP




Copep)xaHue:

1. ®yHKUMKM npoTokona TCP.
2. 3aronoBok TCP-cermeHTa.
3. [NpoMeXXyTo4YHble COCTOAHNA COeANHEHMS.




1. PyHkuum npotokona TCP:

- bazoBasa nepepayva AaHHbLIX;

- ObecreyeHne AOCTOBEPHOCTU;
- PazpeneHne KaHanos;

- YnpaBneHne coeANHEHUAMU;
-YnpaBfieHne NOTOKOM;




[lpoTokon TCP (Transmission Control
Protocol, [llpoTokon KOHTpons nepenayn)
obecrneynBaeT CKBO3HYIO AOCTaBKY AAHHbIX

Mexay NPpUKIaAHbIMU npoueccamm,
3anyLLEHHbIMU Ha y3nax,
B3aMMOAENCTBYOLLINX no CETH.

CraHgapTHoe onucaHue TCP coaoepXXuTtca B
RFC-793.




ba3oBas nepeanava AaHHbIX

Moaynb TCP BbinoNHAET nepenavy
HenpepbIBHbIX MOTOKOB AAHHbLIX MeXay
CBOUMW KJIMEHTAMM B 060mX
HanpaBneHuax. KnneHtamum TCP aBnsa0TCA
NpUKagHble NPOLECChl, Bbi3blBaloLmne
moaynb TCP npmn HeobxoamMocCTu
NOJTYYUTb UIN OTNPaBUTb AAHHbIE
NpoLeccy-KIIMEeHTY Ha APYroM y3ne.




O6ecneyeHne AOCTOBEPHOCTM.

Moaynb TCP obecneunBaeT 3alnUTy OT
nospexaeHus, notepu, aAyémpoBaHns U
HapyLleHnst ouepeaHOCTU NoJTyYeHUs
[IAHHbIX.




Pa3aeneHue KaHaJ10B.

[lpoTokon TCP obecneunBaeTt paboty
OQHOBPEMEHHO HECKOJ/IbKMX COEANHEHUN.
3aronoBok TCP-cerMeHTa coaep>XUT HoMepa
NOPTOB MpoLIeCCa-OTNPaBUTENS N NpOoLecca-
nonyyarens. Npu nonyyeHnn cerMeHTa Moaynb
TCP aHanu3mpyeT HOMep nopTa nosydaTens u
OTNpaB/seT AaHHblE COOTBETCTBYIOLLEMY
NPUKIaAHOMY MpoLueccy




~ YnpaBneHue coegUHEHUsIMU.
CoeanHeHue - 3TO COBOKYMHOCTb
MH(MOPMaALIUN O COCTOAHUM NOTOKA
OAHHbIX, BK/1IOYAlOLWaa COKETHI,
HOMepa MOCAaHHbIX, MPUHSATBIX U
NOATBEPXAEHHbIX OKTETOB, pa3Mepbl
OKOH.

Kaxxgoe coeagnHeHne YHUKanbHO
naeHTuduumpyeTca B VIHTepHeTt
Napou COKETOB.




YcTtaHoBka TCP-coeanHeHus

1 SYN,ISN 3anpoc
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ynpaBJieHue NOTOKOM.

MeTo[ CKOMb34Llero okHa

[omyuaerue < oxHo 6000 >
AAHHBI{ TI0H-
TE efIKAEHO | T eK VLM
< » ITepe ] a6 aeMbIH
CETMEHT
: +“—»
‘ '1001 iUUI IBUUI ﬁﬂﬂl iSUUl FDDI I?UUI Ly
I3N=0 ACK T eK YL I

2001 N




2. 3aronoBok TCP-cerMmeHTa.

TCP-cerMeHT COCTOUT U3 3arosioBKa U AaHHbIX.

0 7 15 23 31

mource  Port Destination Port

sequence Number (5N)

Acknowledgment Number (ACK)

Data reserved | U &4 P| Rl 5| F Window
Rl C| 3| 8| Y1
Oftset | (9 ol gul 7| vl
(0-3)
Checksum Urgent Pointer

Options Padding




[IpOMeXyTOUHbIE COCTOSIHUS COeANHEHMUS
TCP-coeanHeHne BO BpeMst (YHKLIMOHUPOBAHMUS
NPOXOANUT Yepe3 psia, MPOMEXYTOYHbIX
cocTosAHMN. DT0 cocTosAHms LISTEN, SYN-SENT,
SYN-RECEIVED, ESTABLISHED, FIN-WAIT-1,
FIN-WAIT-2, CLOSE-WAIT, CLOSING, LAST-ACK,
TIME-WAIT, a Takke (OUKTUBHOE COCTOSIHME
CLOSED. (CoctositHne CLOSED sBnsietcs
(PUKTUBHBIM, NOCKOJIbKY OHO NpeACTaBAsSeT
OTCYTCTBUE COeANHEHMUS.)




da3a ycTaHOBNEHNA coeanHEHUS

ACTIVE-OFEN

CO3R.- TCB:
IIOCEUIKA SV

I CLOSED

PASSIVE- OPEN
cwA. TCH

LISTEN

TIOITYHEeH SR
IIOCEUIKA SV 1|
ACK

SEND

MOCEOIKA SV

IIOCEUIKA AR

SYN-RECEIVED

SYN-SENT

TIOUTYHEH ACK
AIA CBEOEro SV N

MY HeHBISY N |
ACK

MOCBUIKA AC K

CLOSE

MMOCBUIK A FIHN

ESTABLISHED

FIN-WATT-1




da3za 3aKpbITUS coeanHeHns

SY N-RECEIVED

I ESTABLISHED

CLOSE

IIOCBEIIK A FIN

IOy =€ FIN

IIOCEOIKA AR

FIN-WATIT-1 I CLOSE-WATT I

CLOSE

IIOCEOIKAFIN

IOy e ACK
AIA CEOero FIN

I CLOSING I

| LAST-ACK I

IOy e ACK
AIA CEOero FIN

TIONIY=EH ACK
A1A CBOEro FIN

JIMES M AlFA T

BRINLIIO E P EnIA
O AH A
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».I CLOSED I

¥

N

TIOIY=EH FIN

IIOCEUIKA AT R




OnpeaeneHsbl cneaytollye 3anpochl
npouecca-knmeHTa moaynto TCP (¢ kaxabiMm
3anpocoM, kpoMe OPEN, nepenaetca nm4
coenHeHUs):

ACTIVE-OPEN - akTnBHOE OTKpbITUE
coeanHeHus;

PASSIVE-OPEN - naccuBHOe OTKpbITHE
coegnHeHuns




SEND - oTnpaBka AaHHbIX (NepenaeTcs
yKa3aTenb Ha 6ydep AaHHbIX, pa3Mep
bydepa, 3HayeHus ¢naros URG n PSH);

RECEIVE - nonyyeHne aaHHbIX (NepeaaeTco
yKa3aTenb Ha 6ydep AaHHbIX, pa3mMep
6ydepa; BO3BpalLaeTCs CHETUUK
NosTy4YeHHbIX OKTETOB, 3Ha4YeHns @naros
URG u PSH);

STATUS - 3anpoc coCToaHNA coeanHEeHUs ;




CLOSE - 3aKkpbiTMe coegmnHeHus
(Npon3BOAUTCA AOCbIIKa BCEX
HeoTrnpaB/ieHHbIX AaHHbLIX 1 0ObMeH
cermeHTamu ¢ 6utom FIN);

ABORT - nukBmagaumna coegnHeHud
(YHn4TOXatoTcs 6nok TCB u Bce
HeoTrnpaB/eHHble AaHHble, MOChIIaeTCcs
cerMeHT c 6utom RST).




CocrossHua coeguHEeHuUH.
LISTEN - npouecc naccMBHO >KAET 3anpoca
CO CTOPOHbI YYy>XNX COKETOB.

SYN-SENT - npouecc otnpasun ceon SYN
n xaet vy>xoro SYN.

SYN-RECEIVED - npouecc nony4mn 4y>ou
SYN, otrnpasun (paHbLLe UK TOSIbKO YTO)
cBon SYN m xaet ACK Ha cBoun SYN.




ESTABLISHED - npouecc otnpasun ACK
Ha yy>xoun SYN, nonyunn ACK Ha cBou
SYN; coeanHeHue ycTaHOBEHO.

FIN-WAIT-1 - npouecc nepBbi OTAPaBUIT
cBon FIN 1 XpeT peakumio TOU CTOPOHbI;
MpWY 3TOM OH, BO3MOXXHO, NPOAO/MKAET
Nnosly4aTb AaHHbIE.




ESTABLISHED - npouecc otnpasun ACK
Ha 4y>xon SYN, nony4yun ACK Ha cBou
SYN; coeanHeHmne ycTaHOBIIEHO.

FIN-WAIT-1 - npouecc nepBbI OTrpaBuI
cBoun FIN n xxgeT peakuunto TOM CTOPOHBbI;
Npy 3TOM OH, BO3MOXHO, NPOoaOoSIKaeT
nony4yaTtb AaHHbIE.




-IN-WAIT-2 - npouecc nonyuun ACK Ha cBom
paHee oTnpaBneHHbi FIN, HO HE nonyyYnn Yyy>xom
FIN; xpeT vy>xon FIN; npu 3TOM, BO3MOXHO,
NpoAo/KAET NONy4YaTb AaHHbIE.

CLOSE-WAIT - npouecc, He otnpasuB cBon FIN
(BO3MOXHO, He cobupasicb nNpeKkpawaTb
coeanHeHme), nony4vaet yyxon FIN; oH
otnpasnseTr ACK Ha uyxoun FIN, HO npu 3TOM,
BO3MOXXHO, MPOAO/HKAET OTNPAB/IATb AAHHbIE.




LAST-ACK - npouecc otnpasun ceon FIN, HO
paHee OH yxe nony4ymn FIN ¢ Ton cTopoHbl U
oTnpaBua Ha Hero ACK; nosToMy npoLecc
oxuaaet dy>kon ACK Ha cBon FIN ans
OKOHYATENIbHOI0O 3aKPbITUS COEANHEHUS.

CLOSING - npoLecc paHee oTnpaBua CBOM
FIN u elle He nony4ymn He Hero
noaTBepXXAeHue, Ho nony4dmn vyxxon FIN (1
otnpaBun Ha Hero ACK); xaet ACK Ha cBou
FIN.




TIME-WAIT - npouecc paHee oTrnpaBui CBOW
FIN n nonyynun Ha Hero noaTBepXXaeHue,
nony4mn vy>xon FIN 1 TonbkoO YTO OTNPaBUII
Ha Hero ACK; Tenepb npouecc >XaeT
HekoTopoe BpeMs (ABa BPpeMEHU XXU3HU
cerMeHTa, 06bI4YHO 4 MUHYTbI) A1 rapaHTUK
TOro, 4Yto Ta ctopoHa nonyynt ero ACK Ha
cBon FIN, nocne yero coeanHeHne byaet
OKOHYaTeNlbHO 3aKpbITO.

CLOSED - coeauHeHue OTCYTCTBYET.




Bonpochkl Ansa cCaMonpoBEpPKX:

. KakoBbl HeaocTtaTku npotokona TCP? NoaxoAab! K
NX PELLEHUIO.

. Kak npunoxeHue B3aMmMoaeNCTBYET CO CTEKOM
TCP/IP?

. Ha kakoM ypoBHe cteka TCP/IP HaxoauTcs
npotokon TCP?

. B ueM cocTouT NpuHLUMN aCMHXPOHHOU U
CUHXPOHHOW NMepeaayn AaHHbIX?

. YeM nageHtnduumnpyetca npuknagHon npouecc B
npotokone TCP?

. YTO Takoe MeToa CKOMb3ALWero okHa?
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Mcnonb3oBaHue MaTepuasioB Npe3eHTauum

icnonb3oBaHMe AaHHOW MPE3EHTaLMK, MOXET OCYLLECTBNATLCSA TONbKO NMPWU YCNOBUKN cObNoAEHUS
TpeboBaHWIN 3aKOHOB P® 06 aBTOPCKOM MpaBe U UHTENNEKTYalbHOW COBCTBEHHOCTM, @ TakXe C
y4yeToM TpeboBaHMI HACTOALLEro 3asiBIEHUS.

Mpe3eHTaums sBnseTcs co6CTBEHHOCTLIO aBTOPOB. Pa3peluaeTcs pacneyatbiBaTb KON Ntobou
YacTu Npe3eHTauMmn ons MMYHOro HEKOMMEPYECKOr0 MCMOMb30BaHUS, OAHAKO HE A0MYCKAETCS
pacneyaTbiBaTb KaKyl-nmbo 4YacTb Npe3eHTaumm ¢ 1tobon MHOM LEeNbio UK No KakuM-inbo
NpUYMHAM BHOCUTb M3MEHEHMS B N0BYt0 YacTb Npe3eHTaummn. Micnonb3oBaHue ntobor yactu
Mpe3eHTaumm B ApyroM Nnpou3BeaeHnM, Kak B NeYaTHOM, SNEKTPOHHOW, TakK U MHOM (opMe, a
TaKXXe MCMoJIb30BaHMeE N060M YacTu Npe3eHTauumn B Apyron npe3eHTaumm NocpeacTBOM CCbISIKM
WM MHBIM 06Pa30M AOMYCKAETCS TOJIbKO MOC/E MOMyYEHUSI MMCbMEHHOMO COrslacus aBTOPOB.




