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O630p OCHOBHbIX MOHATUN B
obnactn MHpopMaLMOHHOW
b6e3onacHOCTU




OCHOBHbIE NOHATUSA

[log npomokosiuposaHueM rnoHNMaeTcsa coop u
HaKonneHne nHdopmaunum o cobbimusx, NPONCXoaALLMX B
MHOpMaLMOHHON cucTeme. Y Kaxaoro cepsuca cBon Habop
BO3MOXHbIX CODbITUI, HO B NtOOOM cry4ae nx MOXxHo
pa3gennTb Ha BHELLHUE (Bbl3BaHHbIE AEVUCTBUSIMU OPYIUX
CEepBUCOB), BHYTPEHHWNE (BbI3BaHHbLIE OENCTBUAMU CaMOro
cCepBUCca) N KNMeHTcKkne (Bbl3BaHHbIE AENCTBUSIMU
nonb3oBaTenen u agMUHUCTPATOPOB).

Ayoum — 3T0 aHanm3 HakonfeHHoOn nHpopmaLuum,
NPOBOAUMbIN ONEPATUBHO, B pearibHOM BpeEMEHU UM
nepunognyecku (Hanpumep, pas B AeHb). OnepaTuBHbIN ayauT
C aBTOMaTU4YECKNM pearnpoBaHem Ha BbISIBNEHHbIE
HelwlTaTHble CUTYaLNU Ha3bIBAETCH aKTUBHbIM. |
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OCHOBHbIE NOHATUSA

Peanunsauuna NnpoTOKONMPOBAHUSA U ayauTa pellaeT
cnegytoLime 3agavu.

[ obecnevyeHne nodomyemHocmu nosib3oBaTenen u
aaMUNHNCTPAaTOPOB;

O obecneyeHmne BO3MOXKHOCTN PEKOHCTPYKLMK
nocrnenoBaTeNbHOCTU COBLITUN;

] oOHapyxeHne NonbITOK HapyLweHNU MHAOPMaLMOHHON

—_besonacHocTy;

1 npepocTtaBneHne nHdbopmMmaumn Ans BbigBAEHUSA U aHanm3a

npobnem.
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OCHOBHbIE NOHATUSA

[TpoToKONMpoBaHne TpedbyeT Ansi CBOEN peanusaymn
3apaBoro cmbicria. Kakne cobbitusi pernctpupoBatb? C Kakon
cteneHbto 0emarnu3ayuu? Ha nogobHble Bonpochl
HEBO3MOXXHO AaTb YHMBEpPCcarnbHble OTBETLI. Heobxoanmo
crneanTb 3a TeM, YTobbl, C OQHOW CTOPOHBI, JOCTUranmuch
nepevncneHHble Bbllle Lenu, a, ¢ Apyron, pacxoq pecypcos
ocTaBarsica B npegenax gonyctumoro. Crnnwkom odLmnpHoe
nnn NnogpodHoe NPOTOKONMPOBAHUE HE TONbKO CHUXKAaET

—_Npou3BOAUNTENBLHOCTb CEPBUCOB (4TO OTpULATENBHO
ckasblBaeTcst Ha docmyrnHocmu), HO 1 3aTPyAHSAET ayauT, TO
eCTb HE YBENMNYMBAET, a YMEHbLUIAET NHPOPMALMOHHYIO
©e3onacHoOCTb.
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OCHOBHbIE NOHATUSA

Pa3ymMHbIV nogxod K ynoMAHYTbIM BONpocamMm NpUMEHUTENBLHO K
onepaunoHHbIM cuctemam npeanaraetcd B "OpaHxeBoun
KHUre", rae BblaeneHsbl criegyoLwme cobbITus:

] Bxoa B cnctemy (ycnewHbIW Unn HeT);

O BbIXO4 N3 CUCTEMDbI;

) obpalyeHue K yaaneHHoOWn CUCTEME;

] onepauun ¢ pannamm (OTKPbITb, 3aKPbITb, MEPENMEHOBATD,

—_yoanutb),

] cMeHa npuBunernn nnn NHbiX atpubyToB Ge3onacHoOCTH
(pexxuma gocTtyna, YpoBHS briaroHageXXHOCTM Mosib30BaTend U
T.M.).
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OCHOBHbIE NOHATUSA

[Tpy NpOTOKONMPOBAHNN CODLITUA PEKOMEHOYETCH
3anucbiBaTb, MO KpanHen Mmepe, crnenyoLlyo MHopMauuio:

O nata n Bpemsi cobbITus;

] YHUKanbHbIM UOEHTUMUKATOP NoMb3oBaTens — nHMumnaTopa
NEUCTBUS;

4 TMnN coBbITUS;

O pesynbrart gencteua (ycnex unm Heygada);

[ nCTOYHKK 3anpoca (Hanpumep, UM TepMmHana);

] nmeHa 3aTpoHYTbIX OOBLEKTOB (HanNpUMep, OTKPbIBAEMbIX UMW
yoansemblix pannos);

] onncaHne n3amMeHeHnn, BHECEHHbIX B Ba3bl AaHHbIX 3aLUThH
(Hanpumep, HoBasi MeTKka be3onacHOCTN 0ObeKTa).
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OCHOBHbIE NOHATUSA

Ewe ogHo BaxHoe noHATue, purypupytoulee B "OpaHxeBon
KHUre", — ebIbOpPOYHOE MPoMmMoKosiuposaHue, Kak B OTHOLLEHUM
nonb3oBaTtesien (BHUMaTenbHO cnegnTb TOMNbKO 3a
NoO03pUTESNIbHBIMM), Tak U B OTHOLLEHUN COBBLITUN.

XapakTepHasi 0CODEHHOCTb MPOTOKONIMPOBAHNS N ayauTa —
3aBUCUMOCTb OT APYrnx cpeacTts 6e3o0nacHoOCTW.
ioeHTupmkauma n ayteHTMdukaumsa cnyxart oTnpaBHOU
—_TOYKOM NOOOTYETHOCTU NOSb3oBaTENeNn, nNornyeckoe
yrnpasneHne OOoCTynoM 3alimilaeT KoHpuaeHUnanbHOCTb U
LEenOCTHOCTb peaucmpayuoHHoU UHgopmMauuu. Bo3MOXKHO,
Ona 3alunTbl NpUBNEKaTCA U KpunTorpadguyeckne MeToasbl.
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OCHOBHbIE NOHATUSA

BoaBpalladach K uenam npoTOKONMPOBaHNSA U ayauTa,
OTMETUM, YTO obecrnevyeHne NoJoTYETHOCTU BaXKHO B MNEPBYIO
oyepenb Kak caepxuatollee cpeacTtBo. Ecnu nonb3oBaTenu U
aAMWUHUCTPATOPbI 3HAIOT, YTO BCE UX OEUCTBUSA PUKCUPYIOTCH,
OHW, BO3MOXHO, BO34epXXaTcAa OT HE3aKOHHbIX onepaLui.
O4yeBUOHO, eCNN €CTb OCHOBAHMS NOAO3peBaTh KAKoro-nmbo
nosnb3oBaTens B HEYECTHOCTU, MOXHO PErMCTPUPOBAaTh BCE Ero
OEVNCTBUA, BMNOTb OO0 KaXOoro Haxatus knasuwu. [Npu aTom
—_obecneynBaeTcd He TONMbKO BO3MOXXHOCTb paccreaoBaHus
Cry4YaeB HapyLUeHUs pexnma 6e3o0nacHoOCTU, HO U oTKaT
HEKOPPEKTHbIX N3BMEHEHWUI (ECMNN B NPOTOKOMNE NPUCYTCTBYIOT
OaHHble 00 1 nocne moaudgukaummn). Tem cambiM 3aLUMLLAETCS
LEeNTOCTHOCTb MH(pOpMaLIUN.
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OCHOBHbIE NOHATUSA

PeKkoHCTpyKUUA nocrnenoBaTenbHOCTN CODbITMI NO3BONSET
BbISIBUTb CraboCcTu B 3aLUuTe CEPBUCOB, HAUTU BUHOBHMKA
BTOPXXEHUSA, OLEHNTb MacLiTadbbl NPUYNHEHHOTIO yLliepba v
BEPHYTbLCS K HOpMaribHOM paborTe.

OBbHapyXeHne norbITOK HapyLUeHUN MHPOPMAaLIMOHHON
6e3onacHOCTU — (PYHKLMS aKTUBHOMO ayamTa, O KOTOPOM
nonaeT pedb B cneayouwem pasgene. ObblYHbIM ayauT
—___MO3BOMNSAET BbISIBUTb NOJOOHbLIE NOMNLITKA C ONO30aHNEM, HO U
3TO OKa3blBaeTCs NonesHbIM. B cBoe BpeMs NonmKka HeEMeELKUX
XakepoB, gencrteoBaBLUKMx No 3aka3y KI'b, Hayanack ¢
BbISIBIEHNS NOJ03PUTENBHOMO PAcXoXXAeHUS B HECKOMbKO
LIEHTOB B €)XeQHEBHOM OTYETE KPYMHOIO BbIMUCIIUTENBHOIG,
LeHTpa. ¥ Tge



OCHOBHbIE NOHATUSA

BoissBrieHne n aHanna npobrnem MoryT nomMoYb YryyllinTb
Takon napameTp 6e3onacHOCTU, Kak AoCTynHOCTb. OBbHapyXmB
y3Kne Mecta, MOXHO MonbITaTbCs NePEKOHUrypmpoBaTb UK
nepeHacTpouUTb CUCTEMY, CHOBA U3IMEPUTb
NpOn3BOANTENLHOCTb U T.A.
HenpocTo ocyLlwecTBUTb opraHn3aLmnto cornacoBaHHOro
NPOTOKONMPOBAHUA U ayauTa B pacnpeneneHHon
pasHopoaHoWn cucteme. Bo-nepBbiX, HEKOTOPbIE KOMMOHEHTHI,
—___BaXHble anga 6e3onacHOCTU (HanpuMmep, MapLLIpyTM3aTopsbl),
MOryT He obnagaTtbe CBOMMU pecypcamMu NPOTOKONMPOBAHUS; B
TakoM cry4vae nx HY>XHO 9KpaHMUpoBaTb APYrMMn cepBucamum,
KOTOpble BO3bMYT NPOTOKONIMpOBaHMeE Ha cebsl. Bo-BTopsbIX,
HeobXxoaMMO yBA3bIBaTb MeXay cCoOOOM CObbITUS B pasHbIX
cepBucax. ¥ Tge



AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

[Ton modo3pumesibHOU aKMUB8HOCMbIO NOHUMAETCH
noBegeHMe nNonb3oBaTensa UnM KOMNOHEHTa MHPOPMaLMOHHON
CUCTEMBI, SIBNSOLLEECS 3/TOYMbIUWITI€HHbIM (B COOTBETCTBUN C
3apaHee onpenerieHHon normiMTUKon 6e3onacHoOCTH) Unu
HETUMNUYHbIM (COrnacHoO MPUHATBLIM KPUTEPUAM).

3aJada aKkTUBHOro ayanTa — onepartmnBHO BbIABIATb
noAo3puUTENbHYHO aKTUBHOCTb N NPEAOoCTaBIIATb CpeaAcTBa aAJlA
— dBITIOMaMmu4eCcKocO peacupoeaHus Ha HEeE.
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

AKTUBHOCTb, HE COOTBETCTBYIOLLIYIO MOSIUTUKE DE30MacHOCTH,
LenecoobpasHo pa3fennTb Ha amaku, HanpaereHHble Ha
He3aKoHHOe Mnosly4eHne nonHoOMo4Yun, U Ha OencTeug,
BbIMNOSTHSIEMbIE B paMKax UMEIOLLIMXCHA NOSTHOMOYUN, HO
HapyLlalLme NonnuTuKy 6e3onacHoCTH.



AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

ATaku HapyLlatoT NobYyH OCMbICIIEHHYO MOSIUTUKY
be3onacHocTu. IHbIMK crioBaMmun, akTUBHOCTb aTaKYHLLETO
ABNSAETCSA pa3pyLLUNTENbHON HE3ABUCUMO OT MOSUTUKM.
CnepoBaTenbHO, A8 ONUCaHUS U BbISIBIEHUS aTak MOXHO
NMPUMEHSTb YHMUBEPCarbHble METOAbI, MHBAPUAHTHbIE
OTHOCUTENbLHO MOMUTUKN BE30MAaCHOCTU, TakMUe Kak CUrHaTypbl

1 UX OOHapy>XeHne BO BXOAHOM MOTOKE COObITUI C MOMOLLbIO
annapara 3KCrepm=HbIX CUCMEM.
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

Cu2Hamypa amaku — 3T0 COBOKYMNHOCTb YCITOBUW, Npwu
BbINOJTHEHMM KOTOPbLIX aTaka CYMTaeTCd MMeEKoLEN MeCTo, YTO
BbI3bIBAET 3apaHee onpeaerneHHyo peakymio. Npoctenunn
NpuMep CUrHaTypbl — "3aPUKCUPOBAHbI TPU
nocnegoBartenbHble HeyaayHble NonbITKM BXo4a B CUCTEMY C
ogHoro TepmMunHana’, npmMmep accoummpoBaHHOW peakunm —
briokMpoBaHue TepMuUHana 4o NPOACHEHUA CUTyaLumn.
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

[encTteus, BbIMNOMHAEMbIE B paMKaxX UMEKLLMXCA NONMHOMOYNN,
HO HapyLuaoLne nonmTuky 6esonacHoOCTU, Mbl byaem
Ha3blBaTb 3110yrnoTpebrneHnemM NoSTHOMOYNAMM.
3royrnompebrieHus1 noriHoOMoYuUsiMU BO3MOXHbI N3-3a
HeaadeKkBaTHOCTU CPeACcTB pasrpaHnYeHns gocTtyna
BblOpaHHOM nonuTtuke 6esonacHocTu. NpocTenwinm NnpMmepom
3noynoTpeodreHnn ABNSETCA HEITUYHOE MNOBEeAEHME
cynepnonb3oBaTensi, NpocMaTpUBatoLLEro NMUYHbIe hannbl
—__Apyrux nonb3oBatenen. AHann3npysa perncTpaunoHHy
NHopMaLNIO, MOXHO OBHaPYXUTb NOJODOHbLIE CODLITUS U
CoOBLLNTb O HUX adMuHuUcmpamopy bezornacHocmu, XoTa ang
9TOro HeEOBX0AMMbI COOTBETCTBYIOLLIME CPEACTBA BblpaXkeHUs

MONIUTUKN BEe30MacHOCTMW. B
BY>C
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

BbigerneHne 3noynotpebrneHn NoriTHOMOYNUAMU B OTAENbHYIO
rpynny HenpaBOMEPHLIX AENCTBUN, BbISIBIIAEMbIX CpeaCcTBaMu
aKTUBHOIo ayauTa, He aBnseTcd obLenpuHATLIM, OQHaKo, Ha
Hall B3rnsig, nogodHbIN nMoaxon MMeET NpaBo Ha
CylLLecTBOBaHME U Mbl Byaem ero npnaepxmBaTbCs, XOTH
Hanbonee pagukarbHbIM peleHnem Obino Obl pasBuUTUE
CpeacTB pasrpaHmyeHua goctyna (cMm. "Bo3aMOXHbIN noaxon K
ynpaBneHno JOCTYNoM B pacnpeneneHHon 06 beKTHON

____cpene').
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

HeTnnmnyHoe nosedeHue BbIABNSAETCA CTAaTUCTUHECKUMUA
MeTogamun. B npocTtenwlemM cnyyae npuMeHsoT CUCTEMY
r10p0208, NPEBbILLEHNE KOTOPbIX ABMNAETCH NOA03PUTENBHbIM.
(Bripoyem, "noporoBbin” METOO MOXXHO TPaKTOBaTb M KaK
BbIPOXOEHHbLIN CnyYaun CUrHatypbl aTaku, N Kak TpuBManbHbIN
cnocob BbIpaXkeHUsa NonNUTUKM besonacHocTn.) B bonee
Pa3BUTbIX CUCTEMAX NPOMU3BOAUTCA COMOCTaBEHNE
OONTOBPEMEHHBLIX XapaKTEPUCTUK pabdboThbl (Ha3biBaeMbIX
—00/120CPOYHbIM r1pogurieM) C KpamKoCpOYHbIMU MPoguUiamMu.
(34ecb MOXXHO YCMOTPETb aHanoruo buomMeTpmnyeckomn
ayTeHTnduKaumm no noBeaeHYeCKUM XxapakTepmucTukam.)
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

[TpMeHNTENLHO K CpeacTBaM akTUBHOMO ayauTta pasnuyatoTt
OwubKuU rnepeoa2o n 8mopo20 pooa: rporycKk amak v J10XKHbIe
mpeeoau, COOTBETCTBEHHO. HexenaTenbHOCTb OLLIMOOK
nepBoOro poga oMeBuaHa; oLLNMOKM BTOPOro poga He MeHee
HEenpUSTHbI, NOCKOSbKY OTBIIEKAOT aaMUHMUCTPAaTopa
6e30nacHOCTM OT AENCTBUTESNIbHO BaXXHbIX A€Er, KOCBEHHO
CnocobCTBYSI NPONYCKY aTak.
[locTOMHCTBA CUrHATYPHOro MeToaa — BblCOKas
—_NMPON3BOAUTENBHOCTb, Maroe 4Yncro ownbok BTOporo poaa,
060CcHOBaHHOCTbL pelueHnn. OCHOBHOW HEAOCTATOK —
HeyMmeHne obHapyXmBaTb HEN3BECTHbIE aTakn N BapuaLnm
N3BECTHbIX aTaK.
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

OCHOBHblEe JOCTOMHCTBA CTATUCTUYECKOro noaxoaa —
YHMBEPCASIbHOCTb 1 0OOCHOBAHHOCTb PELLEHUN,
noTeHUMarnbHasa cnocobHOCTb ObHapyXmMBaTb HEN3BECTHbIE
aTaku, TO eCTb MMHUMM3aLKUA Yyncna ownbok NnepBoro poaa.
MWHyCbI 3aKnto4arTCs B OTHOCUTESTIbHO BbICOKOW Aone
OLLIMOOK BTOPOro poaa, nnoxon pabote B criyyae, korga
HenpaBoMepHOEe NoBeaeHne ABAAETCH TUMNUYHbIM, KOoraa
TUNUYHOE NOoBeAEHME NMTaBHO MEHSIETCA OT fierasribHoro K

—___HenpaBoOMEPHOMY, a TakXe B criydasx, korga TUMmMYHOro
noBeaeHns HET (Kak nokasbIiBaeT CTaTUCTUKA, TaKnx
nonb3oBaTtenemn npumepHo 5-10%).
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

CpencTtBa akTUBHOrO ayauta MOryT pacnosiaratbCs Ha BCeX
NNHUAX 06OPOHbI MHDOPMALMOHHOW cucTtemMbl. Ha rpanuue
KOHTPOSIMPYEMOW 30HbI OHN MOTryT ODHapyXnBaTb
NOAO03PUTENBHYO aKTUBHOCTb B TOYKaX NOAKITHOYEHUS K
BHELUHUM CETSAM (HE TOMbKO NOMNbITKWU HENeranbHOro
NPOHUKHOBEHUSA, HO U OEUCTBUSA MO "NpoLLynbiBaHMIO"
cepBucoB be3onacHocTn). B kopnopaTtuBHOW CETU, B paMKax
MHOPMaLMOHHBLIX CEPBUCOB N CEPBUCOB DE30MacHOCTH,
—__aKTUBHbIN ayguUT B COCTOSIHUN ODHaPYXUTb M Mpeceyb
NoAO3PUTENBHYO aKTUBHOCTb BHELLUHUX N BHYTPEHHUX
Nnonb3oBaTeNen, BbIIBUTb Npobrnembl B padboTe cepBUCOB,
Bbl3BaHHbIE KaK HapyLleHNsIMN 6e30MacHOCTU, Tak u
annapaTHo-NporpaMmMHbIMU OLLOKaMW.

20
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

Ba)XHO OTMETUTb, YTO aKTUBHbIWN ayauT, B NMPUHLUKMNE, CNOCODEH
obecneynTb 3alUUTy OT aTak Ha AOCTYMNHOCTb.

K coxxaneHuto, bopmynmpoBka "B npuHuune, cnocobeH
obecrneunTb 3aWmUTy" He cnydanHa. AKTUBHbIW ayauT
pa3BunBaEeTCcs bonee AecsaTn NeT, N nepBble peaynbraThl
Kasanmcb BecbMa MHoroobeuiatowmmun. [1JoBoribHO ObICTPO
yaarnochb peanu3oBaTb pacrno3dHaBaHMe NPOCTbIX TUMOBbIX
—____aTak, oHaKo 3aTteM 6bIf10 BbISIBIIEHO MHOXECTBO NPOOem,
CBA3aHHbIX C ObHapyXEeHMEM 3apaHee HEN3BECTHbIX aTak,
aTak pacnpenerieHHbIX, pacTAHYTbIX BO BpEMEHU U T.1M.

21
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AKTUBHbI ayanT (OCHOBHbIE MOHATUSA)

BbINo 6bl HAMBHO OXKAAaTb MNOMHOMO peLeHns NoAO0BHbIX
npobnem B brninxanwee spemd. (OnepatMBHOE NOMOSTHEHNE
6a3sbl curHaTyp atak Takum pelleHnem, KOHEYHO, He
ABNSeTCs.) TeM He MeHee, N Ha HbIHELLHEN CTaann pasBUTUS
aKTUBHbLIN ayanT Nones3eH Kak oauH U3 pybexen (BepHee, Kak
Habop NPOCNOEK) aWerToHUPO8aHHOU OBOPOHHI.
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(DyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U
dPDXUTEKTYPA

B cocTtaBe cpeacTB akTUBHOIO ayauMta MOXKHO BblOENUTb
cnegytowine dyHKLUMOHaNbHbIE KOMMOHEHTbI:

(] KOMNOHEHTLI reHepaLnn perncTpaunoHHoOn NHgopmaunn.
OHM HaxodsTCcAa Ha CThlIKe MeXay cpeacTBamMm akTUBHOIO
ayamTa n KOHTPOnmMpyeMbiMn ObbEKTaMU;

(] KOMNOHEHTbLI XpaHeHs creHepUpPoBaHHOWN PErnMcTpaLMOHHOW
MHdoopmMmauum,



@YHKLIMOHAMbHbIE KOMMOHEHTbI U
apXMTEKTYPa

(] KOMNOHEHTLI U3BNEYEeHNa pernctpaLMoHHoON NHopmMaLmn
(ceHcopnbl). OBbIMHO pa3nnyatoT CeTEBbLIE U XOCTOBbLIE
CEeHCOopbl, UMeA B BMAY Mo rnepsbiMy BbleNEHHbIE
KOMMNbIOTEPbLI, CETEBLIE KAPThl KOTOPbLIX YCTAHOBIIEHLI B PEXNM
NpoCnyLUMBaHNSA, a NoA BTOPbIMWN — MPOorpamMmmsl, YMTatoLme
perMcTpaunmoHHbIe XypHanbl onepaunoHHOU cucTteMbl. Ha Halu
B3rns4, ¢ pa3sBuTMeM KOMMYTaLUMOHHbBIX TEXHOMNMOMMN 3TO
pasnnyne rnocTeneHHO CTUPAETCH, TaK Kak CeETEBbIE CEHCOPGI

—___NpuxoguTcs ycTaHaBnnBaTb B aKTUBHOM CETEBOM
obopyagoBaHUK 1, NO CYyTU, OHU CTAHOBATCS YaCTbO CETEBOM
OC;

] KOMMNOHEHTbLI NPOCMOTPa pPerncTpayMoHHOU MHdopMaLnW.
MoryT noMouYb Npy NPUHATUM PELLEHUSI O pearpoBaHnn HA
NOAO3PUTENBbHYH aKTUBHOCTb; ¥ Tge



(DyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U

dPDXUTEKTYPA

(] KOMNOHEHTLI aHaslu3a NHopPMaLUnn, NOCTyNMBLLEN OT
CeHCopoB. B cOOTBETCTBMM C AaHHbLIM BbilLEe onpeaeneHnem
CpeacTB akTUMBHOIO ayauTa, BblAENSAOT NOPOroBbIN
aHanusartop, aHanusaTop HapyLeHUU NOSINTUKN
6e30MacHOCTN, 3KCNEPTHYIO CUCTEMY, BbISIBMSIIOLLYIO
CUTrHaTYpbl aTak, a Takke CTaTUCTUYECKUN aHann3aTop,
OOHapyXxuBarLLMN HETUNUYHOE NOBEAEHUE;

(] KOMMNOHEHTLI XpaHeHUa NHPOPMaLUK, y4acTBYIOLLEN B

—____aHanuse. Takoe XpaHeHne Heobxoamnmo, Hanpumep, Ans
BbISIBMIEHMS aTaK, MPOTSAXEHHbIX BO BPEMEHW;

25
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(DyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U
dPDXUTEKTYPA

(] KOMMOHEHTLI MPUHATUA PELLEHNN U pearnpoBaHngA
("pewamenu"). "Pewwartenb" MOXeT nony4vaTtb MHOpMaLUIO HE
TOJIbKO OT JloKarbHbIX, HO N OT BHELUHNX aHann3aTopos,
NpoBOAS TaK Ha3blBaeMbl KOPPENALMOHHLIN aHanms3
pacnpeneneHHbIX CodbITUN;

(] KOMMOHEHTbI XpaHEHUA MHPOPMAaLIMN O KOHTPONMPYEMBbIX
obbekTax. 34eCb MOTyT XPaHUTbCHA KaK NacCUBHbIE OaHHbIE,
Tak 1 MeTObl, HEOOXO0ANMbIE, HANPUMEP, ONA U3BMNEYEHNSA N3

____obbekTa permctpaunoHHOn nHpopmaLnm nnu ans
pearmpoBaHus;

26
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(DyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U
dPDXUTEKTYPA

(] KOMMNOHEHTbI, UrpatoLLne posib OpraHmn3yrolen 060NOYKM A
MEHEI)KEPOB aKTUBHOIO ayamTa, Ha3blBaeMbl€ MOHUTOPaMU U
00beanHAKLWNE aHanNnU3aTopkl, "peluarenn”, XpaHunuiie
onncaHnm obbLEKTOB U UHMepgbelcHbIeE KOMNOHEHTHLI. B yncno
nocnegHux BXoOAT KOMMOHEHTbI MHTEpMEenca ¢ apyrumu
MOHUTOPAaMM, KaK paBHOMNPaBHbIMU, TaK U BXOOALLMMU B
nepapxmuto. Takme nHrepdencsl Heobxoanmsl, HanpumMmep, ang
BbISIBIIEHUA pacnpefeneHHblX, LUMPOKOMACLUTaOHbIX aTak;

L] KOMMNOHEHTbLI MHTEPJENCA C aAMUHNCTPATOPOM
be3onacHocTMW.
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CDyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U
dPDXUTEKTYPA

CpeacTtBa akTUBHOIO ayauTa CTPOSITCA B apXUTEKTYype
meHeoxepl/aceHm. OCHOBHbIMW areHTCKUMMM KOMNOHEHTaMU
ABMAKTCA CEeHCOopbl. AHANM3, NPUHATNE peLLEeHNN — PYHKLUNN
MeHeakepoB. O4eBMOHO, MeXay MeHeIKepaMn N areHTamm
OOMKHbI ObITb ChOPMUPOBaHbLI JOBEPEHHbIE KaHarbI.




(DyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U
dPDXUTEKTYPA

[ToayepKkHEM BaXXHOCTb MHTEPMENCHBIX KOMNOHEHTOB. OHK
Nones3Hbl Kak C BHYTPEHHEW AN CPEACTB akTUBHOIo ayauTa
TOYKKM 3peHns (obecnevmBatoT paclUMpAEeMOCTb, NOAKIYEHNE
KOMMOHEHTOB pPa3nU4YHbIX NPON3BOANTENEN), TAK U C BHELLHEWN
TOYKM 3peHns. Mexay meHemkepamu (Mexay KOMrnoHeEHTaMum
aHanusa u "pewatensmMmn”) MOryT CyLLeCcTBOBaTb
ropn3oHTanbHblE CBA3KU, HEODXOANUMbIE AN aHanm3a
pacnpeneneHHon akTuBHoCcTN. BO3MOXHO Takke

—___ (bopmupoBaHmne nepapxum cpeacTs akTUBHOIO ayauTa C
BbIHECEHMEM Ha BEPXHME YPOBHU MHOPMaLMK O Hanbonee
MacLiTabHOW 1 ornacHOW akTUBHOCTMW.
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CDyHKLI,I/IOHaJ'IbeIe KOMMNOHEHTbI U
dPDXUTEKTYPA

ObpaTnm Takke BHUMaHNE Ha apXUTEKTYPHYIO OOLLHOCTb
CpeacTB akTUBHOIO ayanTa v ynpaBneHust, ABRAsIOLLYCS
creacTBmMemM OOLHOCTU BbINONMHAEMbIX OYHKLUNA.
[MpogymMmaHHble MHTEPPENCHBIE KOMNOHEHTbLI MOTYT
CYLLIECTBEHHO 0ONErYnTb COBMECTHYO paboTy 3TUX CPEeacTB.




LLindposaHue

Mbl NpUCTynaem K pacCMOTPEHUIO KpUNTorpadonyeckmnx
cepBucoB 6€30MacHOCTN, TOYHEE, K N3NOXEHULO
3fIEMEHTapPHbIX CBEAEHUIN, MOMOratoLLMUX COCTaBUTb 00LLEE
npeacraBfieHUe O KOMMbIOTEPHOM KpunTorpapum n ee MecTe B
obLlen apxutektType MHOOPMaLMOHHbIX CUCTEM.

Kpuntorpadgpua Heobxoauma anga peanusaunum, no KpanHen
Mepe, Tpex cepBmcoB He30MacHOCTH:

] wndppoBaHue;

(] KOHTPOSb LUENMOCTHOCTH,

] ayTeHTndunkaumsa (3TotT cepBmc Dbl paCCMOTPEH HAMU

paHee). s
sTY>e

)

f
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LLindposaHue

LllucpposaHue — Hanbonee MoOLLHOE CcpeacTBO obecneyeHus
KOH(pmaeHumanbHoCcTn. Bo MHOrMX OTHOLWLEHUAX OHO 3aHMMaET
LeHTpanbHOE MEeCTO cpeaun nNporpaMmMmHO-TEXHUYECKUX
perynsatopoB 6e30nacHOCTU, SABMNSSACb OCHOBOW peanm3aunm
MHOIMMX N3 HUX, N B TO XK€ BPEMSA rnocrnegHnm (a nogdvac u
€OWHCTBEHHbIM) 3aLlUMTHBIM pybexom. Hanpumep, ans
NOPTaTUBHbLIX KOMMBLIOTEPOB TOMNLKO LN POBaHNE NO3BOMNSET
obecneunTb KOHPMOEHUMANbHOCTb AAHHbIX AaXe B Criyyae
—_Kpaxu.
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LLindposaHue

B 6onblUMHCTBE cny4vaeB U lWndpoBaHMe, 1 KOHTPOIb
LeNOCTHOCTU UrparoT rnyboko MHAPACTPYKTYPHYIO pPOrib,
OCTaBasiCb NMPO3payHbIMN U AN NPUTOXEHUW, N ANS
nonb3oBaTtenen. TMNM4YHoe MecTo 3TUX CEPBUCOB
6e30nacHOCTN — Ha CETEBOM U TPAHCMOPTHOM YPOBHSIX
peann3aunmn cteka CeTeBbIX NPOTOKOSIOB.
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LLindposaHue

Pa3nn4yatoT ABa OCHOBHbIX METOAA WUGpPO8aHUS:
CUMMEMPUYHbIU N acuMMempu4HbIU. B nepBOM U3 HUX OOUH U
TOT e KITHoM (XpaHALWMNCS B CEKPETE) UCMOSb3YETCA U ASS
3alndgpoBaHna, U onsa pacwugpoeaHus AaHHbIX.
Pa3paboTaHbl BecbMa 3 deKTUBHbIE (ObICTPbIE U HAOEXHBLIE)
METOAbl CAMMETPUYHOIO LWNppoBaHua. CyLLecTBYET U
HaUMOHanbHbIW cTaHAAPT Ha noaobHblie metoabl — [OCT
28147-89 "Cuncrembl 006paboTkm nupopmaumun. 3awmra

—___KpunTtorpadudeckas. Anroputm Kpuntorpadgpunyeckoro
npeobpasoBaHua".
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LLindposaHue

Puc. 11.1 unnocTpmpyeTt ncnosrib3oBaHne CUMMETPUYHOIO
lndppoBanms. [Ina onpeneneHHOCT Mbl ByemM BECTU peYb O
3awmTe coobLeHnn, XoTa CobbITUSA MOTYT pa3BMBaTbLCS HE
TOJIbKO B NPOCTPAHCTBE, HO N BO BPEMEHMW, Korga
3aLln@poBbLIBAOTCA N pacLLN@pPOBLIBAOTCA HUKyAA He
nepemellaroLumeca pannol.
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LLindpposaHue

CoobuweHue CoobuweHune

JawudpoeaHHoOe
coobueHune

JawudppoeaHue PacuudppoBaHue

ObWMK CexpeTHbI KNy

MeHepaTop KNOUYEH

Puc. 11.1. Mcnonb30BaHWe CMMMETPUYHOro MeToaa WWdpoBaHUSA.




LLindposaHue

OCHOBHbIM HEQOCTAaTKOM CUMMETPUYHOIO LLNMPPOBaAHUS
ABNSAETCA TO, YTO CEKPEMHbIU K104 OOSKEH ObITb U3BECTEH U
oTnpaBuTento, n nony4vatento. C oaHON CTOPOHbLI, 3TO co3aaeT
HOBYIO Npobnemy pacripocmpaHeHus Krirodeu. C apyroun
CTOPOHbI, Nony4aTtenb Ha OCHOBaHUM HaNM4us
3aLlndpoBaHHOIO N paclumdpoBaHHOIO COOBOLLIEHNSA HE MOXET
AoKasaTb, YTO OH NOMNy4unsi 3To coobLEeHNE OT KOHKPETHOIO
OTNpaBUTENS, NOCKOMNbKY TaKoe e coobLleHne OH Mor
_____CreHepupoBaTb CaAMOCTOATENbLHO.
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LLindposaHue

B acnMmmeTpuyHbIX MeTodax ncnonb3yrTcda asa knwoya. OaunH
N3 HUX, HECEKPETHbLIN (OH MOXET NyOnmMKoBaTbCHA BMECTE C
OPYrMMUn OTKPbITbIMU CBEAEHNAMU O NOfb3oBaTene),
NPUMEHSIETCA ANs WndpoBaHus, OPYron (CEKPETHbIN,
N3BECTHLIN TOSTIbKO NOny4artento) — Ans pacwmdpoBaHus.
CambIM NonyrsgpHbIM N3 aCUMMETPUYHbBIX SABMSIETCA METOA
RSA (PauBecT, lLamup, AgnemaH), OCHOBaHHbIW Ha
onepauuax ¢ oonbwnmm (ckaxem, 100-3Ha4YHbIMKU) NPOCTbIMU
—___4ucnamMmum n nx rnpon3BeaeHnUsIMu.

[TpounnocTpmpyem ncnonb3oBaHME aCUMMETPUYHOIO
lnppoBaHmsa (cm. puc. 11.2).
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LLindpposaHue

CoobueHune CoobuweHune

JawudpposaHHOe
coobueHue

JawudposaHue

PacuudppoepaHue

CexpeTHbIn
KNy

OTKPHLITHIA
KNy

FeHepaTop knwoyua

Puc. 11.2. Mcnone20BaHne acMMMETPUYHOr0 MeToaa WudpoBaHUA.




LLindposaHue

CyLlecTBEHHbIM HEQOCTATKOM aCUMMETPUYHbBIX METOOB
LUNPpOBaAHMSA ABNAETCA UX HU3KOE DbICTpoaeNCTBNE, MOITOMY
OAHHbIE METOAbI MNPUXOOUTCS codeTaTb C CUMMETPUYHBIMU
(acuMMeETpUYHbIE MeTOoabl Ha 3 — 4 rnopsiaka meaneHHee). Tak,
Ona pelweHnsa 3agavn adodpeKTUBHOIO LUMAPOBAHNA C
nepegadvyen CeKpeTHoro Krw4va, MCNonb30BaHHOIO
oTnpaBuTenem, coobLleHne cHa4yana CUMMETPUYHO
3aln@pPoBbLIBAOT CNyYauHbIM KIHOYOM, 3aTEM 3TOT KIHOY

—_3almndpoBbLIBAIOT OMKPbIMbIM aCUMMETPUYHBIM K/TH0HOM
nony4yaTens, nocne 4ero cooOLEHNE U KoY OTMNPaBnsoTCS
Nno ceTn.
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LLindposaHue

Puc. 11.3 nnnoctpupyeTt addPeKTUBHOE LLINMDPOBAHUE,
peann3oBaHHOE NyTeEM COYETAHUS CUMMETPUYHOIO U
aCMMMETPUYHOIro METOAOB.

Ha puc. 11.4 nokasaHo paclundppoBaHme adpPEKTUBHO
3aLLndpoBaHHOIO COODLLEHUS.

OTMETUM, YTO aCUMMETPUYHbIE METOAbI MO3BOSTUIN PELLNTL
—___BaXHYyI0 3aga4y COBMECTHOW BbIPabOTKN CEKPETHLIX KITHOYEN
(3TO CYLLECTBEHHO, €CNU CTOPOHbLI HE AOBEPAIOT APYr APYry),
oOCnyXnBarwLLmMxX ceaHCc B3anMOAENUCTBUSA, NPUN n3Ha4YasrIibHOM
OTCYTCTBUM 0OLLMX cekpeToB. [1na 3Toro Ncrosib3yeTcs
anroput™ dudpdpun-XenmaHa.
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LLindpposaHue

CHMMETpHUYHOE 3awundpoeaHHoOe
3awundpoBaHue coobueHew

CoobuweHue

ACHMMETpPHUYHOE
3awndpoBaHue

3awnppoBaHHBLIK
KNy

MeHepaTop KNOYEH
Ana kaxpono coobweHa
MEHEpMPYETCA CEOM KNoY

OTKPHITHIA KNIOY Nonyyarens

Puc. 11.3. 3ddekTneHoe wmdpoeaHme coobuieHus.




LLindpposaHue

JawudppoeaHHoe
coobueHune

CHMMEeTpHUHOe

pacuudpoBaHue CoobueHue

ACHMMETpPHUHOE

3awuppoBaHHbLIKA
pacuwuppoBaHue

Koy

CexpeTHLIH KDY nonyyarens

Puc. 11.4. PacwudpoeaHme 3pPpeKTMBHO 2awmndpoBaHHoro coobueHus.




LLindposaHue

OnpepgerneHHoe pacnpocTpaHeHmne nonyvunna pasHoBUAHOCTb
CUMMETPUYHOIO WNdpOoBaHNSA, OCHOBaHHaA Ha
NCNOSIb30BaHNU cocmasHhbIX Krodel. Yloes cocTouT B TOM, YTO
CEKPETHbIN KN4 AennTcs Ha ABE YacTu, XpaHsaLwmecs
otaeneHo. Kaxxgasa 4actb cama rno cebe He rnossonset
BbINOMHUTL paclungpoBaHue. Ecnu y npaBooxXpaHUTENbHbIX
OpPraHoB NOABNATCA NOA03PEHNA OTHOCUTENBHO NMLUa,
MCMONb3YHLLEro HEKOTOPbLIN KoY, OHU MOTYT B

—_YCTaHOBIIEHHOM NopsaKe NoMyYnTb MOSIOBUHKM KIoYa U
aanblue gencteoBaTb 0ObIYHBIM OS19 CUMMETPUYHOIO
paclumdpoBaHnsa obpasom.
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LLindposaHue

[Topsigok paboTbl ¢ COCTABHbIMM KITtO4aMU — XOPOLLUUWA NPpUMEpP
crieqoBaHua npuHUmMny pasgeneHns obasaHHocTen. OH
NO3BOSISIET CcoYeTaTb NpaBa Ha pPa3HOro poga TauHbl
(NnepcoHanbHy0, KOMMEPYECKY0) C BOBMOXHOCTbIO

9P PEKTNBHO CNeanTb 3a HapPYLUUTENAMM 3aKOoHa, XOT4,
KOHEYHO, 30eCb O4YEHb MHOIO TOHKOCTEW U TEXHUYECKOTO, U
tOPUANYECKOro nnaHa.
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LLindposaHue

MHorue kpuntorpagpuyeckme anropntmbl B Ka4eCTBe O4HOro
N3 napameTpoB TPeOYT NceBaocnyvYanHoe 3Ha4YeHne, B
criyyae npeackasyemMocTu KOTOPOro B anroputMme nosiBnsieTcy
YA3BUMOCTb (NogobHoe ya3Bnmoe Mecto bbIno obHapyKeHo B
HeKkoTopbIX BapmnaHTax Web-HaBuratopoB). eHepauus
ricesdocriyyatiHbix riocrie0ogamersibHocmeu — BaXXHbIW acrnekT
KpunTorpadun, Ha KOTOPOM Mbl, OAHAKO, OCTaHaBNNBATbLCA He
bynem.
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KOHTPOMb LIeNOCTHOCTK

Kpuntorpaguyeckne metoabl NO3BONAOT HAOEXHO
KOHTPONMpPOBaTh LEeNMOCTHOCTb KaK OTAESNbHbIX MOpLUU
OAaHHbIX, TaK U X HAOOPOB (Taknx Kak NoTok coobLieHnn);
onpenenaTtb NOANIMHHOCTbL NCTOYMHUKA OAHHbIX; rapaHTUpPOBaTh
HEBO3MOXHOCTb OTKa3aTbCA OT COBEpPLUEHHbIX AEUCTBUN
("HeoTKaszyemocTb").

B ocHoBe KpunTtorpadunyeckoro KOHTPONs LEenoCTHOCTU nexar
_____/1Ba MNOHATUS:

] X3oLW-yHKUMS;
) anekmpoHHas yugposas rnoorucek (SLI).
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KOHTPOMb LIeNOCTHOCTK

Xaw-gpyHKyusi — 310 TpyaHoobpaTnmoe rnpeobpasoBaHue
AaHHbIX (0OHOCMOPOHHSIS OYHKUUS), peann3yemoe, Kak
npaBuno, cpeacTteamMm CUMMETPUYHOIO LUN(PPOBaHUSA CO
cBA3blBaHMEM 6rokoB. Pe3ynbraT wndppoBaHUs NOcreaHero
brioka (3aBucALLMN OT BCEX NMpeablayLmnX) N CIyXuUT
pe3ynbLTaToM X3L-QPYHKLUN.
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KOHTPOMb LIeNOCTHOCTK

[TyCcTb MerTCa AaHHble, LeNOCTHOCTb KOTOPbIX HYXHO
NpPOBEPUTL, X3LU-PYHKLUNA N paHee BblYUCNEHHbIN pe3ynbTaT
ee rNMPUMEHEHUS K NICXOOHbIM AaHHbIM (Tak Ha3biBaEMbIN
datioxxecm). OB6o3HaUYUM X3L-PYHKLUUIO Yepesd h, ucxogHble
OaHHble — Yyepe3 T, npoBepseMble gaHHble — 4vepe3 T'.
KOHTpONb LIENOCTHOCTU AaHHbIX CBOAUTCA K MPOBEPKE
paBeHcTBa h(T') = h(T). Ecrnin OHO BbINOSTHEHO, CHUTAETCH, YTO
T'=T. CoBnageHne ganmkecTtoB Ans pasfnuyHbiX AaHHbIX
—_HasblBaeTcs Konnusmen. B npuHumne, KoONnNm3mm, KOHEYHO,
BO3MOXXHbl, MOCKOJIbKY MOLLHOCTbL MHOXeCTBa Aaua)XeCToB
MeHblUe, YeM MOLLHOCTb MHOXECTBA X3LWNPYEMbIX AaHHbIX,
O4HaKo TO, YTO h eCTb PYHKUMNSA OQHOCTOPOHHAA, O3HAYaeT,
4TO 3a NpremnemMoe Bpems crnelmanbHo opraHn3oBaTtb
KONMNN3MI0 HEBO3MOXHO. ¥ Tge



KOHTPOMb LIeNOCTHOCTK

PaccmoTpum Tenepb NpUMeHeHne aCUMMMETPUYHOIO
LUndbpoBaHUSA Ansa 8bipabomku 1 rposepKuU 3r1eKmpoHHOU
yugbposou rnoodrnucu. INyctb E(T) o6o3HavaeT pesynbrar
3almndpoBaHua Tekcta T ¢ NOMOLLbIO OTKPLITOro Krtoya, a
D(T) — pesynberaT pacwmdpoBaHus Tekcta T (Kkak npaBuno,
LLUMPPOBAHHOIO) C MOMOLLbIO CEKPETHOTIO Kntova. YTobbl
aCUMMETPUYHbIN METOA MOI MPUMEHSATBLCA ANA peann3aunm
OLUI, Heobxoanmo BbINONHEHME TOXOECTBA

E(D(T)) =D(E(T)) =T

Ha puc. 11.5 nokasaHa npoueaypa BbipabOTKN 311EKTPOHHOM
LndppoBOnN NoANUCK, COCTOALLAA B LUUPPOBaAHUN "

npeobpasosaHnem D paitmkecta h(T). ¥ smme



LLindpposaHue

CoobweHue T' CoobueHue

3nexTpoHHasn
noaAnNKchL

aurn D{h(T))

CexpeTHbLIH KoY OTNpaBuTens I

Puc. 11.5. BuipaboTka 3neKTpoHHOW uudpoBOon Noanucu.

Ranpxect h{T)




LLindpposaHue

CoobueHue T' CoobuleHue

SnexTpoHHan
nognuch S*

Aa, sce
B nopajke

OTKPLITHIA KNIOY OTNPaBUTENA




KOHTPOMb LIeNOCTHOCTK

13 paBeHCTBa
E(S') = h(T')

cneayer, yto S' = D(h(T'") (ans gokasatenbcTBa 4OCTAaTOYHO
NPUMEHNTb K 06enm Yyactam npeodpasoBaHme D 1 BbIMEPKHYTb
B NIEBOW YacTu ToXaecTBeHHoe npeobpasoBaHue D(E())).
Takum obpasom, aneKkTpoHHast umdpoBas NOANMUCH 3alluLLaeT

—___LIeSTOCTHOCTb COOBLLIEHNS N YOOCTOBEPAET NMUYHOCTb
oTnpaBuTENS, TO €CTb 3aLUULLIAET LLENOCTHOCTb NCTOYHNKA
OAaHHbIX U CIY>XUT OCHOBOW HEOTKa3yeMOCTW.
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KOHTPOMb LIeNOCTHOCTK

[Ba poccuncknx ctangapta, FOCT P 34.10-94 "lMpouenypsl
BbIpabOTKMN 1 MPOBEPKMN INEKTPOHHOM LIMdPOBOMN NOANMUCU Ha
ba3ze acMMMETPUYHOro KpunTorpaduyeckoro anroputma” v
[OCT P 34.11-94 "®OyHKUMA XawmpoBaHna", o0begnHEHHbIE
obwnm 3aronoskom "MHopmMaLMOHHAA TEXHOSOMUSL.
Kpuntorpaguyeckaa sawmrta nHgopmauumn", pernamMmeHTnpyoT
Bbluncrnenune ganmkecrta n peanmnsauuto SLUIN. B ceHTabpe
2001 ropa 6obin yTBEpxaeH, a 1 nona 2002 roga BCTynun B

__cuny HoBbin ctaHgapTt AU — TOCT P 34.10-2001,
pa3paboTaHHbIV cneumnanmctammn GAIMNCH.



KOHTPOMb LIeNOCTHOCTK

[Ins KOHTpONSA LEenoCTHOCTU nocrenoBaTernbHOCTU COOOLEHU
(TO eCcTb ANs 3aLlUnTbI OT Kpaku, AyornmpoBaHus 1
nepeynopsgodeHunsi CooOLLIEHUIA) MPUMEHSIOT BPEMEHHbIE
LUTaMMbl U HyMepaLuio 3NeMeHTOB NocreaoBaTernbHOCTU, MpU
9TOM LUTaMMbl U HOMEepa BKITO4YaT B NOAMNUCHIBAEMbIA TEKCT.

§



LndpoBkle cepTuukaThl

[Mpn ncnonb3oBaHMN aCUMMETPUYHBIX METO0B LLINAPOBAHUS
(1, B YaCTHOCTM, 3NEKTPOHHOW LMdPOBOM MNOANUCH)
HeobXoaMMO UMETL rapaHTUO NOASIMHHOCTU napbl (MM
nonb3oBaTens, OTKPbITbIN KoY nonb3oBaTtens). [ns peleHus
9TON 3aga4un B cneymdunkaumax X.509 BBogaTcst NOHATUS
uugposo2o cepmucukama n yoocmosepsruw,e2o UeHmpa.
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Lindposble cepTudmkaThl

Yoocmoeepsirowiutli yeHmMp — 310 KOMMNOHEHT 2s5106ar1bHOU
cry>bbl Kamasio2o8, 0TBeYaloLLun 3a yrnpasreHne
KpunTorpaduieckmmm knrovamm nosrnb3osaTtenen. OTKpbITblE
KIo4Yn 1 apyrasi tHopmaumsi 0 nNonb3oBaTeNAX XPaHUTCS
yOOCTOBEPSIIOLLNMMN LIEHTPaMN B BUAE LINADPOBbLIX
cepTndunKkaToB, UMEKOLLNX CEaYIOLLYI0 CTPYKTYPY:

] nopsakoBbIN HOMEP cepTUdUKaTa;
L1 nageHtndunkatop anroputma afieKTPOHHOU noanucu;
1 umMAa ygocToBepstoLLero LeHTpa;
] cpOK rogHoCTH;
1 nmsa Bnagensua ceptudukara (MMs NonbL30BaTeNsd, KOTOPOMY

NpUHAONEXUT cepTndoukar); 5
ETY3C

)

f
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Lindposble cepTudmkaThl

] oTKpbITBLIE KMOYKM BNagenbLua ceptudukara (Krnoven MoxeT
ObITb HECKOSBKO);

O naeHTudmkaTopbl anropuTMoB, aCCOLIMMPOBAHHbIX C
OTKPbITLIMW KIl04aMu Biagensua ceptudukara,

(] anekTpoHHaa nognucb, creHepmMpoBaHHaA C UCMNOMNb30BaHNEM
CEKPETHOro Kntova yaoCcToBepSoLLEro LeHTpa
(noanucbIBaeTcs pesynbsraT X3WnpoBaHUAa BCen MHMopmaunu,
XpaHsLenca B ceptndukare).
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Lindposble cepTudmkaThl

LindppoBble cepTudukartsl obnagarot cnegyrowmmm
CBOMCTBaMMU:

O ntobon nonb3oBaTesnb, 3HAKLWWUA OTKPbITbIN KITHOY
YAOCTOBEPAIOLLENO LIEHTPA, MOXET Y3HaTb OTKPbLITbIE KIMHO4K
OPYrnx KNUEHTOB LEHTPa 1 MPOBEPUTb LENOCTHOCTb
cepTudukarta;

O HUKTO, KpOME YOOCTOBEPAIOLLENO LIEHTPA, HE MOXET

—_mMoamndunumpoBaTtb MHOPMaLUUIO O nosb3oBartesie 6es
HapyLUeHNs LLeNOCTHOCTU cepTudukara.
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Lindposble cepTudmkaThl

Kpuntorpadonyeckmnx Knoyem n ynpaBneHns UMm, oaHaKko
aarTca HekoTopble obwine pekomeHgaumn. B yactHocTu,
OroBapmBaEeTCs, YTO Napbl KNKOYEN MOryT NOPOXKAATLCS NMOObLIM
n3 cnegyroLwmx cnocoboB:

O Ko4YM MOXKET reHepmpoBaTb caM nosb3oBaTerb. B Takom
Criy4ae CEKPETHbIN KoY He nonagaeT B PyKU TPETbUX NN,
OLHAaKO HYXXHO pelwlatb 3agady 6e3onacHOW CBA3MU C

—_VOOCTOBEPAIOLLMM LIEHTPOM;

] KnouKM reHepupyeT JoBepeHHoe nuuo. B Takom crnyyae
npuxoguTcs peLaTb 3aaa4m 6e3onacHom AOCTaBKu
CEKPETHOro Kroya Bragensuy 1 npegoctaBneHns

[OBEPEHHbIX AaHHbIX ANS CO3AaHus cepTudpukara;
BTYC
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LndpoBkle cepTuukaThl

] KNo4mM reHepupyroTCca yOoCTOBEPSAOLWMM LLeHTPpOM. B Takom
cIly4ae oCTaeTcs TOMbKo 3agadva 6e3onacHou nepenaydn
Krnoven Bnagenosuy.

LindopoBbie ceptudukartsl B popmate X.509 Bepcumn 3 ctanu
He ToNbKo dpopMaribHbIM, HO U PaKTUYECKMM CTaHOapPTOM,
nogaepXxnBaemMblM MHOIOYUCNEHHBIMU YOOCTOBEPAIOLLNMMU
LeHTpaMu.
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