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Oobwme cBegeHus o ceptudukatax
-

Ceptudumkat (Uundoposon cepTuduKkaT, cepTuukaT OTKPbLITOro Krio4ya)
npeacTaBnseT cobon UMdpoBonN JOKYMEHT, NOATBEPXKOAIOLLNN
COOTBETCTBME OTKPbLITOro Krtova 06bekTy. OCHOBHOE Has3HadeHune
cepTndmKaTtoB — rapaHTUpPOBaTb, YTO OTKPbITbLIN KoY, coaepKalluunca B
cepTudukarte, 4eNCTBUTENBHO NPUHAONEXUT ODOBLEKTY, YKa3aHHOMY K
ceptudmkarte. CeptndomkaTbl UrpatoT rMaBHYI Porib B MHPACTPYKTYpe
OTKPbLITOrO Knroya.

CepTtudukat MOXET COCTOATb U3 OTKPLITOrO Knto4a, nognncaHHoro
OoBepeHHbIM 00bekTOM. Hanbornee LWMPOKO UCMonb3yemMble CTPYKTypa U
CUHTaKCUC LUnppoBbLIX cepTudmnkaToB onpeneneHsl B fokymeHTe ITU-T
Recommendation X.509. Ha puc. 13-2 nokasaH cepTudomkar,
MCNoSib3yeMbI ONs NPOBEPKU NOANMHHOCTU OTNpaBuTeNsa coobLieHuns
9MEKTPOHHOW NOYTHLI.

- Ceptudpukat X.509 cooepxuTt nHdopmaLuio, onpeaesnsoLLyto
nosib30BaTesid, opraHM3aumnio, BbINYCTUBLLYIO CepTUdUKaT, CEPUNHBIN
HOMep cepTudukara, CpoK ero A4encTBus, UMn 1 NOLANUCH
3anpalwmnBatoLlen CTOPOoHbl U MMA cybbekTa (unn nonbtoBaTcns). B
KayecTBe cyObeKTa MOryT BbICTyNaTb ou3nveckoe nnuo, LWKosa,
KOMMepYecKas unu gpyrasa opraHusaums, e Tom vucne LIC.
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Co3spaHue cepTudunkarta
c__

CepTvlchKaTbl N3roTaBMBaKOTCS LEHTPOM CepTI/IC*)I/IKaLI,I/IVI
KOTOPbIN MOXET ObITb NOOON JOBEPSEMON CIYyXO0U Unu
OOBEKTOM, XKenarLwmnm NPoBEPUTL NMNOASIMHHOCTbL TOrO,
OnNs KOro cemechKaT BbIMYLLEH, U €ro CBSA3b C
KOHKPETHbLIM KntovyoM. KomnaHuu Bnpase BbiNycKaTb
cepTudmkaTbl Ana CBOMX pabOTHUKOB, LLUKOSbl — ANS
CBOMX y4valumxcs, u 1. rn. Heobxoanmo, 4ToObI
OOCTOBEPHOCTb OTKPbLITOrO Kfito4Ma LeHTpa ceptudomkaumnm
Oblfia NOMHOCTLIO onpeaereHa, nHavye He byaeTt ooBepus
K BblMyCcKkaeMbIiM UM cepTudmkaram. Tak kak UC moxeT
co3fdaTtb KTO YrogHo, CTerneHb JOBEPUSA K HEMY
onpeaensaeTcsa CTENEHbIO JOBEPUS K OpraHmn3aLumn,
BblaBLUEN eMy Kntod. Huke onmncaHbl LWeCTb 3Taros
rpoLecca 3anpoca 1 Bbinycka ceptudukara.



JTanbl Npouecca 3anpoca u

BbiNyCKa cepTUdukKarta
c——

1. NeHepauyus napbl knoyen. MNpeTerHgeHT reHepupyeT napy U3 OTKPbLITOro U 3aKpbITOro Krto4va
NN Ha3Ha4aeT aBTopa napbl Knoyen N3 CBoen opraHn3auuu.

2. C6op Tpebyemon nHgpopmaumn. lNpeteHaeHT cobmnpaeT BCO MHGOPMaLnIo, HEOBXoaNMYHO
LIC ona Bblgayun ceptudmkata. OHa MOXET BKIloMaTb agpec 3NEKTPOHHOM NOYTbI
npeTeHaeHTa, CBUAETENLCTBO O POXAEHUWN, OTNEeYaTKn nanbues unn gpyrme HotapuasbHO
3aBepEHHble AOKYMEHThI, NoATBEPXAAtoLLMe NOANMHHOCTL npeteHaeHTa. LIC co ctpornmm
noeHTNdrKaunoHHbIMM TpeboBaHNAMM BbiMyCKaloT CEPTUdUKATBLI C BLICOKOW CTENEHLIO
posepusi. O camnx LIC roBopsAT, YTO OHM MMEIOT BbICOKYHO, CPEAHIOK UMW HU3KYHO CTEMEHDb
aosepust.

3. 3anpoc ceptudukara. lNpeteHaeHT noceinaet B LIC 3anpoc Ha cepTudmkaT, COCTOALWMNA U3
CBOEr0 OTKPbITOro Kritova 1 HeobxogmMmoun AononHUTENbHOW NHopMaumn. 3anpoc Ha
cepTudurkaTt MOXeT BbITb 3anMdpoBaH C UCMONb30BaHNEM OTKPbITOro Krtoya LIC.
3anpocbl paspeLlaeTcs NocbliaTh Mo ANIEKTPOHHOM NoYTe, NOCPeaCTBOM OObIYHOW MOYThI
NN KypbepCcKou Cry>bbl, Hanpumep npu HeOBXOANMOCTU HOTapUanbHOIo 3aBepPEHNS
camoro 3anpoca.

4. lNpoeepka nHpopmaumn. Ytobbl yaocToBEPUTLCS B TOM. YTO NPETEHAEHT NONyyunT
ceptudukar, LIC npumensieT nobblie Heobxoanmble npaBuna NonMTUK. B cootTeeTcTBun ¢
NoeHTUPMKaLNOHHBIMK TpeboBaHNAMM NONUTUKA U Npoueaypbl Bepudunkaumm LIC simsioT
Ha CTerneHb JOBEPUS BbINyCKaeMbIX UM CEPTUIMKATOB.

5. CosgaHue ceptudukaTta. L|C cosgaeTt n nognuceiBaeT UMPOBON AOKYMEHT, COAEPKALLNI
OTKPbIThIN KMNOY NPeTEHAEHTA U ApYryto Heobxoanmyto nHgopmaumio. MNMognuce LIC
noaTBePXXOaeT NPUBA3KY MMEHM CyObekTa K ero OTKpbITOMY Kritoyy. lNognucaHHbin
AOKYMEHT U ABMISIETCA CEPTUPUKATOM.

6. OTnpaska nnu paccolisika ceptudgukata. LIC otnpaenseT npeteHaeHTy cepTudmkart unm
NOMeELLLaeT ero B KaTanor.



Knaccbl ueHTpoB cepTudmnkaumumn
-

Cnyxbbl cepTudmrkaumm npegycmatpmatoT ABa BapmaHTa
NONUTUK, paspeLlaronx NCnosib3oBaHne OBYX Krnaccos
LIC: koprnopaTBHOIo n n3onmpoBaHHOro. B kaxabin
Krnacc BxogaT asa tuna LC: kopHeBOW M NOAYNHEHHbIN.
Moaynu nonnuTtukn onpeaensatoT U3MeHSAeMbIN Npu
HeEoObX0AMMOCTU NMOPSAAOK AENCTBUN, NPeanpPUHUMAEMbIN
LIC npu nony4yeHnun 3anpoca Ha cepTudukar.

LIC opraHn3soBaHbl nepapxmyecku: Hambonee oBEPEHHbIN
LIC HaxoouTtca bnuxke Kk BepwmnHe. Windows 2000 PKI
nogaepXxmeaet nepapxmnyeckyro mogernos LIC. B Hen
MOXET ObITb MHOXECTBO He CBA3aHHbIX MeXay cobon
nepapxmn. CoBmecTtHoe ncnonb3oBaHne scemu LIC
obulero poanTenst BEpxHero ypoBHA He TpebyeTcs.



KopnopaTtusHbin LIC
-

Ha npeanpusatumn kopHesble LIC obnagatoT camon BbICOKOW
cteneHbto goeepusda. B pomeHe Windows 2000 MoxeT ObITb
HECKOMNbKO KopnopaTuBHbIX KOpHeBbIX LIC. HO TonbKO
OOHOMY M3 HUX pa3peLleHO OCHOBaTb NepPapXuLo.
OcTarbHble ABMNAKTCA KOpNopaTtuBHbIMU NOAYNHEHHbLIMA

LiC.

OpraHunsauma yctaHaBnmBaeT KoprnopaTtueHbin LIC onsa seigayum
cepTndukaToB CBOMM MOSIb30BATENAM UITN KOMIMbIOTEPAM.
HeT HeobxogumocTun yctaHaBnueaTth LIC B kaxxgom gomeHe
opraHusaumn. Hanpumep, nonb3oBartenu JoYepHero gomMeHa
mMoryT obpatutbca K LIC B poautensckom gomeHe. Moaynb
nonuTukn kopnopatmeHoro LIC npeanuceiBaeT nopsaok
0bpaboTKn 1 Bbinycka ceptndukartoB. Heobxognmasi aTnum
MO4YyNAM MHpopMaLma O NONUTUKE XPaHUTCS
ueHTpanusosaHHo B Windows 2000 Active Directory.



N3onupoBaHHbIin LIC
—

OpraHunsaumsa, KoTopas npegnonaraeT BbilyckaTb
cepTnduKkaTthl Ana nonb3oBaTenien nnm KOMMbOTEPOB,
pacrnosfioXeHHbIX 3a ee npegenamMmu, JofmMKHa YCTaHOBUTb
n3onunpoBaHHbIn LIC. IX MOXKET ObITb HECKOMBKO, HO B
KakOon nepapxmm Oornyctmmo CyLeCTBOBaHME TOMNbKO
onHoro naonmnposaHHoro LIC. OctanbHble LIC B nepapxuu
cUUTaloTCs U30SIMPOBAHHBIMU UMMM KOPNOPAaTUBHLIMU
nog4YnHeHHbIMn LIC.

ABTOHOMHbIN LIC nmeeTt OTHOCUTENBHO NPOCTOW 3a4aHHbIN
No YMOS4YaHUIO MOAYSIb MOSINTUKN N HE XPaHUT
MHpopmaumo yaganeHHo. Noatomy nsonmposaHHomy LIC
He HYyXXHa cnyxba Active Directory.



Tunbl LEHTPOB cepTUdUKaLnUn
c-

KopnopaTtusHbin kopHeBou LIC

Cuuntaetca kopHem mnepapxum LUIC B opraHnsaumn. Ero yctaHasnueatort, ecnu LIC
npegnonaraeT BblMyckaTb cepTuduKkaTbl AN Nosfib3oBaTenen n KOMMNbTEPOB
CBOEW opraHmsaumn. B 6onbLunx opraHn3auunsx KopnopaTtmBHbIM kKopHeBown LIC
NPUMEHSETCS TOSbKO ANS BblNycka cepTudmkaToB nogvynHeHHbiM LIC, koTopble
reHepupytoT ceptTndurKkaTbl Ana OCTaribHbIX NOfb30oBaTenem n KOMMNbLITEPOB.

KopnopatuBHbI nog4YuHeHHbIn LIC

BbinyckaeTt cepTudukartsl, 4encTByloWmMe B npeaeniax opraHnsaumn. He ssnsaetca
cambiM gosepeHHbiM LIC B opraHusauum n nogunHeH gpyromy LIC B nepapxmu.

U3onupoBaHHbIN KOopHeBowm LIC

Asnaetca kopHeM goBeputernbHon nepapxum LIC. [ns Hero TpebytoTcs
agMUHUCTPATUBHbIE MOSTHOMOYMA Ha NnokasribHOM cepBepe. OpraHusauum
HeobXo4MMO YCTaHOBUTbL U30NMpoBaHHbIN KopHesoun LIC, ecnn oH byaet
BbINyCKaTb CepTUuKaThl 3a npenernsl KopnopaTMBHOW CETU OpraHn3aunu, u
HeobxoaMMo, YTOObI OH OblST KOPHEBBIM.

N3onnpoBaHHbIM noa4YuHEHHbIN LIC

PYHKUMOHUPYET KaK OTAENbHbIN CEPTUPUKALMOHHBIM CEpBEP UMK .B COCTaBe
noseputensHon nepapxum LIC. YctaHaBnmBaeTca Ons Bblaadn cepTndmnkaToB
obbekTam 3a npeaenamMmm opraHmsaLnm.



Pa3BepTbiBaHUe LEeHTpa cepTudumnkaumm

KntoyeBble aTanbl:

 YcTaHOBKa agomeHa Windows 2000;
 UHTerpaumnsa cnyxobl Active Directory;
 BLIOOp HecyLero cepBepa;

e HazHayeHue NMeH;

e [eHepauuna kKnroyen;

e Ceptudonkaumsa LUC;

* [lonuTUKa BbiNyckKa.

[Tocne yctaHoBkM KopHeBoro LIC pa3speluaetcs
YCTAHOBUTb NPOMEXYTOUYHbIN NN nogyYnHeHHsin LIC.



3alwuTa ueHTpa cepTudmnkaumn
c__

» dusnyeckaa 3awmTa. LUIC Ha npeanpuatmm aBnstoTcs o6 bekTaMmm C BbICOKUM
OOBEPUEM, MO3TOMY MX HEOOXOAMMO 3allmLLaTb OT BMELLATENLCTBA U3BHE.
OT0 TpeboBaHMe 3aBUCUT OT 3HAYMMOCTU CEPTUPUKATOB, BbldaBaeMbIX
LIC. ®usnyeckas nsonsauus cepsepa LIC B mecTe, 4OCTYNHOM TONbLKO
agMMHUCTpaTopam 6e30NacHOCTU, MOXET 3HAYNTESNTIbHO YMEHbLUNTL
BO3MOXXHOCTb Takux hM3NYECKMX aTaKk.

* YnpaeneHue knodvamu. 3akpbiTeln knod LIC aBnsieTcsa ocHoBoW ans aoBepud
B npouecce cepTtudukaumm. Ero HeobxoamMmo 3awmilaTtb OT BHELLHNX
BTOpXXeHun. Kpuntorpaduyeckme annapaTtHble Moaynu (4OCTyn K cnyx6am
ceptudukauymm npm nomowin CryptoAPI CSP) obecneunBatoT HagexHoe
XpaHeHUe KIoven n otaeneHmne BbliNOSTHEHUS KpunTorpauyeckmx
onepaunun ot pabotbl octanbHoro 1O cepBepa. ITO CyLECTBEHHO
YMEHbLUAET BEPOSATHOCTL KOMMpomMeTaunm knroya LIC.

» BocctaHoBneHue. Bbixog na ctpos LIC (Hanpumep, n3-3a oTkasa
obopynoBaHus) co3gaeT psg aaMUHUCTPATUBHBIX U OnepaTUBHbIX
npobnem 1 NnpegoTepallaeT aHHYNIMPOBaHNE CYLLECTBYIOLLNX
cepTtudukartoB. Cnyxobbl cepTudukaumm noaaepxmMBaroT pe3epBHoOE
KonnpoBaHue ak3emnndpa |JC B uensax ero BOCCTaHOBNEHUSA. OTO BaXHad
YacTb Bcero npouecca ynpaesneHus LIC.



Perncrtpauuna ceptudumkara
c-

[Tpouecc nonyyeHns UnMppoBoro ceptTudukara
Ha3bIBalOT ero peructpaunen. VMIHppacTpykTypa
oTKpbITbIX Kntoveun (PKI) Windows 2000
noggepXXmBaeT permcTpaunto ceptndonKkaTon B
KOpNopaTUBHbIX, aBTOHOMHbIX N CTOPOHHUX LIC.
Perncrpauua He 3aBUCUT OT TpaHCMNopTa 1 OCHOBaHa
Ha UCMOSIb30BaHUM MPOMBbILLSIEHHbIX CTaHOapPTOB
LLUNPpOBaAHUA C OTKPLITLIM Krtoyom PKCS #10
(CoobLeHuna ¢ 3anpocom ceptudukara) n PKCS #7
(OTBETHI, coaepKallne BblAaHHbIN cepTUdUKAT UNu
nocnegoBaTeribHOCTb CEPTUIUNKATOB).



OOHoBMneHue cepTudukKara
-

KoHuenuuns obHoBneHust ceptndomnkaTtoB NoXoXxa Ha pernctpaunto
N UCMOJSIb3YEeT NPENMYLLECTBO OOBEPUTENbHbBIX OTHOLLEHWUN,
KOTOPbIM OTNNYalTCA CyLWeCcTBYyoWmMe cepTudunkarol.
O6HoBNeHMe npeanosaraeT, YTo 3anpallnBaroLemMy OObEKTY
HYy>X€H HOBbIN cepTudurkaTe TEMU Xe aTpnubyTamu, 4To Uy
CYLLECTBYHOLLEro, HO C NPOASIeHHbIM CPOKOM aenucteud. [pum
OOHOBEHMN UCMONbL3YETCS CYLLECTBYHOLLNIA NN HOBbLIN
OTKPbITbIN KITHOM.

ObHoBneHne naet B ocHoBHOM Ha LIC. 3anpoc Ha obHoBneHne
obpabaTbiBaeTcs bonee aPdPEKTUBHO, NOTOMY YTO HET
HeobXoaMMOCTU NPOBEPSTH YXKE CYLLECTBYIOLLWA CEPTUGUKAT.
B HacToAWwWmMM MOMEHT OOHOBIEHME NoaOEPKMBAETCS B
Windows 2000 PKI gna aBTomMaTtu4yecku 3apernctpnpoaaHHbIX
ceptudumkaToB. B apyrux cuctemax obHoBneHue
paccMaTpuBaEeTCs Kak HOBbIM 3anpoc Ha peructpaumio.



BoccTtaHoBneHue ceptudukarta v
Kno4a

[MTapbl OTKPLITbIX KITHOYEN N cepTUdUKaTbl MMEKT 6onbluoe 3HadYeHne. [Npu
yTparte B pe3ynbrate cb60si CUCTEMbI X 3aMeHa OTHMMAET MHOIO
BpeMeHn 1 aeHer. [Anga pewexna gaHHon npobnemsl B Windows 2000
PKI BCcTpoeHa BO3MOXHOCTb apXnBMPOBAHNA U BOCCTAHOBIIEHUSA
CEePTUIUKATOB U CBA3AHHbLIX C HUMU Nap KINYeEN, NCNONb3ys
aAMUHUCTPATMBHbIE MHCTPYMEHTHI YrpaBreHns ceptudpurkatamu.

[1pu akcnopTe cepTudumkara cpeacrsamu gucrneryepa nosib3oBartenb
BrpaBe TakXe 3KCMopTUPOBaTb U CBA3AHHYIO C HUM Napy Kritoden. [Npu
9TOM MHOPMaLNA IKCMOPTMPYETCA B 3alMdpoOBaHHOM (HAOCHOHe
napons nosnb3oBaresnsi) coobweHmnn PKCS #12. 3atem ero MoXHo

MMMNOPTUPOBATbL B CBOO UIN OPYryt0 CUCTEMY USTM BOCCTAHOBUTL
cepTndunKaT 1 KITHo4M.

[MTapy kntovyen MOXHO aKcnopTuposaTb cpeacrteamu CSP, Hanpumep, Ha
6a3e Microsoft, ecnn Bo Bpems reHepaumm Habopa Kroden NoMeTUTb
donaxok akcnopTta. CSP cTOpoHHUX onpM MOryT noanepXxueatb Unu
He noaaepXuBaTb SKCNOPT 3aKPbITOro Krkoya.

[Ona nporpammHbix CSP ¢ HeakcrnopTMpyeMbiMM Kito4amMn arisTepHaTMBOU

CNY>XUT MONHOEe pe3epBHOE KONMpoBaHMe obpasa CUCTEMBI, BKNOYad
BCIO MH(popMaLMIO peecTpa.



[lpoueanypa Bbigauum ceptudukara
c-

[Mocne npeacraBneHna oObeKTY cepTudmkaTa Kak cpeacrsa ero (cybbekra
cepTudmkarta) naeHTudmnkaumm o6 beKT JOIMKEH Bblpa3nTb JOBEPUE BbldaBLleMY
ceptudmkat LIC. Beinyck cepTudmkaToB NPONCXOLAUT B HECKOSTbKO 3TaroB.

* [eHepauums krtova. [NpeTeHaeHT, 3anpawmvsarowmn cepTndmkaT, reHepupyeT napy 13
OTKPbITOrO N 3aKPbITOro Kritoven. MicknioyeHnem aBnseTca co3gaHme nepcoHarbHbIX
umpoBbIX cepTudumkaTos, Ans KoTopbix LIC cam reHepupyeT OTKPbITbIN U 3aKPbITbIN
KITHO4YM U paccblfiaeT UX.KOHEYHbIM MOfb30BaTENsAM.

* [lpoBepkKa cooTBeTCTBUA NONUTUKe. [peTeHaeHT npegocTaBnseT AONONHUTENbHbIE
cBefieHus, Heobxoanmble ANA Bblgaym cepTudukarta (Hanpumep, yaoctoBepeHme
NMMYHOCTU, HOMEP HanoronnaTesnbluMKa, agpec 3NIEKTPOHHOM NOYTLI U T. M.).
Tpebyemble onga Bblgayn ceptudukata gaHHole onpegenstorcs LIC.

* Paccbinika OoTKpbITbIX KNno4vern u uHpopmauuu. lNpeteHaeHT BoickinaeT B agpec LIC
OTKPbITbIE KIT0YM N HeOBxoanmMyto MHGOpMaUKIo (4acTo 3andPOBaHHYIO OTKPbITbIM
kntoyom LIC).

* [lpoBepka Hpopmauuun. [1ns npoBepkn BO3SMOXHOCTU rnpuema npeteHgeHTom
ceptudmkata LUC npumeHsieT nodble Tpebyemble npasusia NosiMTUKK.

» CozpaHue ceptudpumkara. LIC cosgaet umcdpoBon AOKYMEHT CO BCEN HEOOXOANMOWN
HHI doopmaumen (oTKpbITble KNOYK, AaTa UCTEYEHNSA CpOKa OEeUCTBUA U apyrue
OaHHble) 1 NOANUCBIBAET €ro CBOUM 3aKPbITbIM KITHOYOM.

* Paccobinka ceptudgpumkara. LIC nocbinaet ceptnudumkar npeteHaeHTy unmn nyonmkyeT ero
B XpaHunuwe. CepTudumkar 3arpy>kaetcs B CUCTeMY MOfb3oBaTess.



OT3bIB cepTUdunkKaTta
c__

LIC ny6nukyet CRL, cogepkalume oTo3BaHHbIE UM CcEPTUDUKATHI.
3akpbITbIN K04 Bnagenbua ceptndmkata MOXeT ObITb
CKOMMNPOMETUPOBaH, NMbO Ans 3anpoca Ha cepTudukat
ncrosib3oBanacbh HeBepHasi uHdopmaumnsa. CRL no3sonsiert
yoanuTtb ceptudomkar nocrie ero soinycka. CRL gocTynHbl Ans

3alPpy3kKn N NUHTEPAKTUBHOIO NMPOCMOTpPa KITMEHTCKUMIN
NPUINTOKEHUAMMN.

[na npoBepku ceptudukata Heobxoammbl OTKPbITbIN Koy LIC n
OOCTYN K CNUCKY OT3bIBa, onybnukosaHHOro atum LIC.
Ceptudomkatsl n LIC ycTpaHaoT npobriemMbl pacnpocTpaHeHus
OTKPbITbIX KIHOYEU U UCMOSNb30BaHUA HECKOMbKNX OTKPbITbIX
KItoYen ogHUM cybbekToM. Ecnn oTKpbIThIn Kitod LIC He
BbI3bIBAET NOAO3PEHUN, HA HErO MOXKHO nonaratbca angd
NPOBEPKU OPYrnX CepTUPUKaTOB.



