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[1naH nekunn

= [1pOTOKOMbI TPAHCMOPTHOIO YPOBHH

s CokeTtbl

s /lcnonb3oBaHMe cokeToB Ha Java

s Knacc URL mn ero ncnonobsosaHue
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Moaens OSI

= YPOBEHbL NPUNOXEHUN (layer 7, data)
= YPOBEHbL NpeacrtaBneHunsa (layer 6, data)
(

= CeaHcoBbIN YPOBEHb ayer 5, data)

= [paHCNOPTHLIN YpOBEHL (layer 4, segment)
= CeTeBOU ypOBEHbL (layer 3, packet)

= YPOBEHb COegNHEHUd (layer 2, frame)

= Pn3nvecknn ypoBeHb (layer 1, bit)
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MHKancynauua nakerta

YpoBeHb
NMPUNOXEeHNN

YpoBeHb
npeacraBrieHnA crny>eobHasn

CeaHcoBbIN nHdopmaumsa
ypOBeHb

TpaHCNOPTHbLIN nonesHble
YypOBEeHb AOaHHble
CeteBoM
ypOBEeHb
YpoBeHb

coeAnHeHus
dusnvyeckumn
ypOBeHb

.
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[lepepava cooOLLEHUA NO CeTH

= CoOoOLLUEeHne COCTOUT K3 3aronoBka U AaHHbIX

= [1Na Kaxxgoro cneayrouwlero ypoBHS
coobuleHne npeabiayLero ypoBHS
npencraBnsieTcAa Kak egmMHoe Lienoe

= Ha donsnyeckom ypoBHe coobuieHune
COOEPXUT MHAPOPMaLNO BCEX CEMU YPOBHEN,
KOOUPYETCS U nepegaeTca nony4vyartento

NetCracker




Transmission Control Protocol

s | CP — OCHOBaHHbIVN HA coeanHEHUAX
NPOTOKOM, obecnevymBatoLLn HaJEXHYHO
nepegavy AaHHbIX Mexay OBYMS
KOMMNbOTEPAMU, C COXPAHEHUEM MNOpAIKa
cnenoBaHUAa OaHHbIX

= Vicnonbayetca B: HTTP, FTP, Telnet n gp.
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User Datagram Protocol

s UDP — He ocHOBaHHbIM Ha coeaAnHEHUAX

NPOTOKOS, peanu3yoLwnn NepechbInKy
He3aBUCUMbIX NAKETOB AAHHbIX, HAa3blBaeMbIX

nentarpammamu, oT OgHOro KoOMnbeoTeEpPa K
apyromy 6e3 rapaHTum Ux 4OCTaBKM
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OCHOBHbIEe XapaKTepPUCTUKN

TCP n UDP

TCP

[1ns paboTbl ycTaHaBAMBAET
coegnHeHne

UDP

PaboTaeT 6e3 ycTaHOBNEHUS
coeNHEHNS

[[@apaHTUpOBaHHAsA AOCTaBKa

[@paHTNUN [OCTaBKWU HET

[Mepenaya coobuieHuns
OTAE/IbHbIMN CEerMeHTaMmn

[NepenaeTt coobleHnda LenMKom B
BMAe gatarpamm

Mpwn nonyyeHmnn cooblieHmne
cobupaeTcs U3 cerMeHToB

[NpHMMaeMble coobLeHns He
o6beanHsaTCS

[lepecblslaeT 3aHOBO NOTEPAHHbIE
CerMeHTbl

NoaTBEPXAEHUA O AOCTAaBKE HET

KOHTpPOJZIb MOTOKA CErMeHTOB

Be3 KOHTpO/SIA NOTOKa AaTarpamMm
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Moaenb «KnueHT-cepBep»

= [lopagok paboThbl

o Kaxgasi n3 CTOpoH BMPTYyanbHOro CoeanHeEHNs
Ha3bIBaeTCcsl «COKeT» (socket)

o [MpunoxeHune-cepBep NHULMANU3UPYETCH NPU 3amnycke U
nanee 6e3gencTByeT, OXmaas NocTynreHus sanpoca oT
KINMeHTa

e [lpouecc-kKnneHT nockIfiaeT 3anpoc Ha ycTaHoBMNeHNe
COeVHEHUSA C cepBepPOM, TPebys BbIMOMHUTL ON1A HEro
onpeneneHHy pyHKLUUIO

= Buabl npunoXxeHun-cepesepos
o CepBep nocnegoBaTeribHON 00paboTKM 3arnpocoB
o CepBep napannensHomn obpaboTku 3anpocoBs
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[ToHATHe nopTa

= KomMmnboTep (00bIMHO) MMEET TONbKO OA4HO
dmanyeckoe coeanHeHMe C CETLIO

= CoeaunHeHue onuncblBaeTcsd, Hanpumep, |IP-
agpecom (32 buta Ha HbIHELLHUA MOMEHT)

= Kak pasnunyatb MHopmMauuo angd pasnmnyHbIX
NPUNOXEHNIN?
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[ToHATHe nopTa

TCP or UDP

Packet

= CoKkeT npmBsA3bIBAETCA K NOPTY
= [lopT onucekiBaeTcsa 16-OUTHBIM YMCITOM
= [lopTbl 0-1023 3ape3epBrpoOBaHbLI

NetCracker
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UHTepdenc coketoB

= B 80-bix romjax amepukaHcKoe npaBUTENbCTBEHHOE
areHTCTBO Mo nogaepXke nccrnenoBaTeribCKUX
npoekToB (ARPA), dbuHaHcmpoBano peanunsauuto
npotokonoB TCP/IP ana UNIX B KanngopHunckom
YHUBepcuTeTe B I. bepknu

= Pa3paboTtaH nHtepdemnc npuknagHoro
nporpaMMmnpoBaHnUa Onsi CETEBbLIX MPUITOXEHNN
TCP/IP (TCP/IP API)

= [CP/IP sockets nnn Berkeley sockets
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CBA3b ¢ (hannoBou CUCTEMOU

= VIHTepdenc coketoB — Yepes CUCTEMHbIE BbI30BbI
UNIX

s CucrtemHble BbI30BbI BBoAa-BbiBoaa UNIX BbirmaaaT
KaK nocnegoBaTeribHbIU LUWKIT:

o OTKPbITb
e CUMTaTb/3anuncaTb

e 3aKpbITb

= HeT pasnunyun mexagy dannamm n BHELLHUMU
YCTPOUCTBaMWU

NetCracker
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[MTpoGnembl ceTeBOro
BBoAa/BbIBOAA

= Mopgenb knneHT-cepBep He COOTBETCTBYET CUCTEME
BBoaa-BbiBoga UNIX

e He ymeloT ycTaHaBnmBaTb COeQUHEHUS
e Mcnonb3yeTca doukcupoBaHHbIM agpec pavna

o CoegnHeHne c hannom OOCTYMNHO Ha NPOTSXKEHUN BCErO
LMKNa 3anncb-CYNTbIBaHNE

= [1nAa He opMeHTUPOBAHHbLIX HA CoeaNHEHNE
NPOTOKONOB OUKCUPOBAHHbLIN agpec — npobnema:
npu nepenaye gentarpamMmmbl agpec ecTb, a
COeVHEHNA HET
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AOcCTpaKLunsa cokeTa

s CeTeBoe coegmHeHne — 3To npouecc
nepegadn gaHHbIX MO CETU Mexay ABYyMS
KOMMbOTEPAMU UK NpoLLeccamu

s COKET — KOHEYHbIV NYHKT nepega4vv gJaHHbIX

= [1na nporpamMmm COKeT — 0gHO N3 OKOHYaHUI
CEeTeBOro coegnHeHusa

= [1Na ycTaHOBNEHUA COEAUHEHUS KaXKaast U3
CeTeBbIX NporpaMmm OOrmkKHa UMETb CBOW
COOCTBEHHbIN COKEeT

NetCracker
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AOcCTpaKLunsa cokeTa

= CBA3b MeXxay ABYMA COKETAMU MOXET ObITb
OPUEHTUPOBAHHOMN HA COEAUHEHME

= CBA3b MeXxay ABYMA COKETAMU MOXET ObITb
HE OPUEHTUPOBAHHOW Ha COeANHEHUNE

= COKeT cBsiI3aH C HOMEPOM rnopTa

NetCracker
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NetCracker

connection

connection |
T ——

16



A 4YTO XXe Ha Java?

s CokeTbl NHKarNcCyJinpoBaHbl B 3K3EMIJIAPDI
crneunasibHbiX KJ1aCCOB

= Bce HM3KoypoBHEBOE B3aMMoOdenuCcTBme
CKpPbITO OT Nonb3oBaTtengd

= CyllecTByeT CEMEUCTBO KI1aCcCoB,
obecne4ynBaroLLMX HACTPOWKY COKETOB U
paboTy C HUMMK

NetCracker
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[lakeT java.net

» AQpecauus
s YcTaHoBneHune TCP-coeanHeHusa

= [lepenava/npuem gentarpamm vepes UDP

= OBbHapyxeHne/maoeHTnuKaumna ceTeBbIX
pecypcoB

= besonacHocTb: aBTOPU3aumns / NnpaBa OocTyna
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Aapecauus

= |IP-agpecauyms

= ApEC COKeTa

NetCracker

[ InetAddress ]

[Inet4Address] [InetGAddress]

[ SocketAddress ]

[ InetSocketAddress ]
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MeTtoabl knacca InetAddress

m public static InetAddress getLocalHost() ;
co3faeT OOBLEKT Kracca AN TeKyLLero siokasibHoro ysrna

m public static InetAddress getByName (String
host) ;

co3faeT oObekT aapeca No MMeHU YaaneHHoro yana cetm

m public static InetAddress]|]
getAllByName (String h) ;
BO3BpaLlaeT MaCCuUB aapecoB, CBA3AHHbLIX C Y3J/10M CETHU

m public byte[] getAddress()
BO3BpaLlaeT MaccuB U3 YeTblpex 6ant IP-agpeca obbekTa

llC Str:Lng getHostName () D
"e'&?ﬁéﬂeneme MEeHU V3afa OaHHOMo o6bekTa aapeca 20



Obwasa cxema coeanHeHUS

Client
Application

new

NetCracker

socket
instance

Server
Application

o serversocket

’ instance

i accept() o}
™

r
Iretu +[ Socket
instance

N

The
accept()
method
hlocks the
caller until a
connection
has been
established.

The two
sockets are
now
connected.
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Knacc Socket

= Peanunsyert KNMeHTCKUN COKET U ero PyHKUUn
= KOHCTpYKTOpbI
e Socket()
e Socket (InetAddress address, int port)

e Socket (InetAddress address, int port,
InetAddress localAddr, int localPort)

e Socket(String host, int port)

e Socket(String host, int port, InetAddress localAddr,
int localPort)

= MeToabl

void close()

InetAddress getLocalAddress ()

InputStream getInputStream()

OutputStream getOutputStream/()

static void setSocketImplFactory (SocketImplFactory fac)
N npoune...

NetCracker
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[Mopsapnok paboThl
C KIIMEHTCKUM COKETOM

= OTKpbITNE COKETA

= OTKpbITWE NOTOKA BBOAA WU/MUMK NOTOKA
BblBOAa ON19 COKeTa

s HUTeHune n 3anmncb B NOTOKM COrflacHo
YCTAHOBIIEHHOMY MPOTOKONY ODLLEHNSA C
cepBepomMm

= 3aKpbITUE NOTOKOB BBOAA-BbIBOA

= 3aKpbITUE COKETA

NetCracker
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[TlpumMmep KnneHTa

public class EchoClient {
public static void main(String[] args) throws IOException ({

Socket echoSocket = null;

PrintWriter out = null;

BufferedReader in = null;

try {
echoSocket = new Socket("taranis", 7);
out = new PrintWriter (echoSocket.getOutputStream(), true);

in = new BufferedReader (new
InputStreamReader (echoSocket.getInputStream())) ;

} catch (UnknownHostException e) {
System.err.println("Don't know about host: taranis.");
System.exit (1) ;

} catch (IOException e) {

System.err.println("Couldn't get I/O for connection to
taranis.") ;
System.exit (1) ;
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[TlpumMmep KnneHTa

BufferedReader stdIn = new BufferedReader (new
InputStreamReader (System.in)) ;
String userInput;

while ((userInput = stdIn.readlLine()) '= null) {

out.println (userInput) ;
System.out.println("echo: " + in.readLine())

}

out.close() ;
in.close() ;
stdIn.close() ;
echoSocket.close() ;
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Knacc ServerSocket

= PeanuayeTt cepBepHbIA COKET N ero oyHKLUK

= KOHCTpyKTOpPbI
e ServerSocket ()
e ServerSocket (int port)
e ServerSocket (int port, int backlog)

= MeToabl
e void close()
e Socket accept()
e void bind (SocketAddress endpoint)
e /1 npouue...

NetCracker
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Co3paHue cepBepHOro Cokerta

try {
serverSocket = new ServerSocket (4444) ;

} catch (IOException e) {
System.out.println(
"Could not listen on port: 4444");
System.exit(-1);

Socket clientSocket = null;

try {
clientSocket = serverSocket.accept() ;s

} catch (IOException e) ({
System.out.println ("Accept failed: 4444");
System.exit(-1) ;
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CepBep napannenbHOn oopadoTKu
3anpocos

= Ctapgusa 1

YcTaHoBneHne coegmnHeHUs Knuent 1 |< >|  Cepsep
KIMMNEHT-cepBep

= Crtagusa 2
CepBep napannernbHomn Cepaep
obpaboTkn nepenaet |
ynpasreHne go4YepHemMy — [ oo
npoueccy npouecc 1

= Crtapusa 3
Ecnun Bo Bpemda obpaboTku Cepsep—
3anpo aeT 3anpoc oT
ApYroro KrnveHTa, cepsep — [ Tiowepmmi
napannensHon o6paboTku npouecc 1
I aBrieHne HOBOMY
Ao4HepHeEMY npoueccy S OoyepHuin

© “| npouecc 2
® I

NetCracker 28



Hentarpammbi

= Jdentarpamma — HE3aBMCUMOE,
camogocTtaToyHoe coobLeHne, nocblisiaemMoe
No CeTU, Yba AOCTaBKa, BpemMs (MopsiaoK)
OOCTaBKM N COOEPXKUMOE He rapaHTUpyroTCS

= MoryT ncnonb3oBaTtbCcs Kak ans agpecHou,
TaK 1 ANng WwmnpoKoBeLllaTernbHOW pacchifiku

NetCracker

29



Knacc DatagramPacket

=  OK3eMnnspbl Knacca siBNSTCA NpoToTMNaMn gentarpamm-
coooLweHunmn

= KOHCTpYKTOpPbI

e DatagramPacket (byte[] buf, int offset, int length,
InetAddress address, int port)

e W npoune...
s MeToabl
e byte[] getData()

e int getLength ()
e int getOffset()
e SocketAddress getSocketAddress ()
e void setSocketAddress (SocketAddress address)
e void setData (byte[] buf, int offset, int length)
e W npoune...
» o
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Knacc DatagramSocket

= JK3eMNnsapbl ABMATCA HE OPUEHTUPOBAHHLIMU Ha
coeluHeHne cokeTamMmu

= KOHCTpYKTOpPbI
e DatagramSocket ()
e DatagramSocket (int port, InetAddress laddr)
e U popyrue...
= MeToabl
e void bind(SocketAddress addr)
e void close()
e void connect (InetAddress address, int port)
e void send(DatagramPacket p)
e void receive (DatagramPacket
e U popyrue...

NetCracker
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[lepepnavya pentarpamm

| Application II

nen Datagramsocket

instance

E LS g DatagramPacket
: : instance dp

i send (dp) =

NetCracker
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Uniform Resource Locator

= URL - agpec pecypca B IHTepHeT

= l/Ima npoTtokona
[TpoTOKOM, NCNOSb3yeMblIv AN CBA3M

s VMg xocTa
iIMa KomMnbloTepa, Ha KOTOPOM PacroSioXeH pecypc

s /ima dpavina
[TyTb K dobanny Ha KoMnbloTepe

= Homep nopta
Homep nopta ana coegmHeHust (HeobasaTeren)

s Ccbinika
Ccbinika Ha 06paboTymnK paboTbl C NPOTOKONOM (HeobsizaTernbHa)

=  MoxeT 6bITb abCONOTHBIM U OTHOCUTESTbHbBIM
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[Tpsamoe yTeHue u3 URL

import java.net.*;
import java.io.¥*;

public class URLReader {
public static void main (String[] args) throws Exception

{

URL yahoo = new URL("http://www.yahoo.com/") ;
BufferedReader in = new BufferedReader (

new InputStreamReader (
yahoo.openStream())) ;

String inputline;
while ((inputline = in.readLine())
System.out.println (inputLine) ;

in.close() ;

'= null)

NetCracker

34



YTeHue us
URL-coeanHeHus

import java.net.*;
import java.io.¥*;
public class URLConnectionReader ({
public static void main(String[] args) throws Exception
{
URL yahoo = new URL("http://www.yahoo.com/") ;
URLConnection yc = yahoo.openConnection () ;
BufferedReader in = new BufferedReader (

new InputStreamReader (
yc.getInputStream())) ;

String inputline;

while ((inputLine = in.readLine()) '= null)
System.out.println (inputLine) ;

in.close() ;
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3anuchb B
URL-coeanHeHue

import java.io.¥*;
import java.net.*;
public class Reverse {
public static void main(String[] args) throws Exception {
if (args.length !'= 1) {
System.err.println("Usage: Java Reverse" +
"string to_ reverse");

System.exit (1) ;
}

String stringToReverse = URLEncoder.encode (args[0],
"US-ASCII") ;
URL url = new URL(
"http://java.sun.com/cgi-bin/backwards") ;

NetCracker
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3anuchb B
URL-coeanHeHue

URLConnection connection = url.openConnection() ;

connection.setDoOutput (true) ;

PrintWriter out = new PrintWriter (
connection.getOutputStream()) ;

out.println("string=" + stringToReverse) ;

out.close () ;

BufferedReader in = new BufferedReader (

new InputStreamReader (
connection.getInputStream())) ;
String inputLine;
while ((inputline = in.readLine()) != null)
System.out.println (inputLine) ;
in.close() ;
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Cnacubo 3a BHUMaHue!
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