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SAHATTA 3 AUCLUUINMNIHU “ CNEUIAJTIbBHA
MNaroToBKA”

TEMA 1: “OCHOBU NObyOoOBU
ABTOMATU3OBAHUX CUCTEM YINPABIIHHA
BIMCbKAMM. ”



3aHAaTTa 1/1: OcHoeu nobydoeu asmomamu3o08aHUX
cucmem ynpaesliHHSA silicbKaMu.

HaByanbHIi NUTaHHSA:

1. 3azanbHa xapakmepucmuka ma eumoa2u 00 cy4YyacHuUx
asmomamu3o8aHuUx cucmem ynpaesliiHHs silicbKamu.

2. OCHOBHI NTOHSAMMSs ma eU3Ha4YeHHs1, W0 8UKOPUCMOBYHOMbLCS Y
cy4YacHUX aemomMamu308aHUX cucmemax yrnpaesliiHHsA gilcbKaMu.

3. 3axodu 6e3neku npu po32opmaHHi ma ekcrsiyamauii KOMnekKcie i
3acobie aemomamus3auii.



3azanbHa xapakmepucmuka ma eumoa2u 0o cy4yacHux ACYB

Bumoru BignoBiAHOCTI onepaTtnBHO-TAKTUYHUX, TAKTUKO-TEXHIYHUX NapaMeTpiB Ta XapakTepPUCTUK
CUCTEMMW YNPaBIIiHHA BINCbKaMW Cy4aCHUM BUMOram rnpussenu o HeobxigHOCTI MOLWYKY NPUHLMNOBO
HOBOIO LUNSXY T NPOEKTYBaHHSA, PO3P00KM Ta BrNpoBagKEHHS.

MpunHaTo po3ainatn ACYB Ha Kifibka KraciB y 3aneXXHOCTi BiJ, BAKOHYBaHMUX cucteMaMmn OyHKLN
. Command (KomaHga),

. Control (KoHTponb),

. Communications (KomyHikauii),

. Computers (Komn'totepu),

. Intelligence (Possigka),

. Surveillance (CrnoctepexeHHs),

. Reconnaissance (TakTndHa posBigka/pekorHecuepoBka).

NOOPRL,OWOWN-=-

C4ISR — emarioH, idearsn, nputamaHHnn ACYB onepaTtuBHoOI abo onepaTuBHO-
CTpaTeriyHol NaHKN BINCbKOBOIO yrpaBniHHA.

Cuctemu ynpaeniHHA B SKUX aBTOMAaTM30BaHI TiNbku ABi pyHKUii, Hanpuknag, Command and
Control, BigHocaTbCA Jo knacy «CCy». [Ina npoctoTn abpesiaTtypa knacy no3HavyaeTbca K «C2».

Ao B cnctemi aBtomatmsoBaHi Yotupu dyHkuil, (Command, Control, Communications,
Computers), To Taky cuctemy cnig BigHectn 0o knacy « CCCC», abo «C4».



Cuctemu knacy C2 0o3BonsitoTb KOMaHANPOBI NULLE:
- LWBMOKO OOBECTU yXBaneHe HUM pilleHHs 4o nignernux;
- NPOKOHTPONOBATU Xif, NOro BUKOHAHHS.

[Mpy LboMy (PYHKLUIT OLiHKM OBCTAaHOBKM | yXBaneHHs pilleHHS MOBHICTIO MOKNagatTbCHa Ha camMoro
komaHaupa. Okpim camoro komaHampa, cuctema nosigomnsie 6yab-skum ob'ekT yrnpasIiHHSA Npo
MOJSIOXKEHHS | CTaH CyciaiB B xodi BUKOHaHHA DOMOBMX 3aBAaHb — peari3yeTbCs Tak 3BaHa “cuTyaTuBHa
00bi3HaHICcTb”.

ICHYIOTb CUCTEMM ynpaBniHHSA, WO MaloTb gogaTtkoBe no3HavyeHHs “SR” (Surveillance and
Reconnaissance) i no3Ha4vatoTbcs sk C2SR ab6o C2+.

BoHu 3p0aTHi:

- BUKOHYBaTM B3aEMHe po3ni3HaBaHHSA 00'eKTIiB, L0 BXOAATbL B CUCTEMY, 3a MPUHLNMNOM “CBIN-YYXXUIA”,
- BUKOHYBATM igeHTuUIKaLito uinen i Bugady B aBToMaTUM4HOMY PEXMMI LifieBKa3iBKM 3acobam
BOFHEBOIO YPa)KEHHS, LLO BXOAATbL B CUCTEMY.



[MoHATTS “C4ISR” BU3Ha4Ya€eTbCa K apxiTeKTypa Ta KoHUenuisi B3aemogil cknagoBux CUCTemMm
BonoBoro ynpaeniHHA ornepaTtMBHOIO Ta onepaTuBHO-CTPATErYHOro PiBHA.

Apxitektypa C4ISR o3Hauvae€ nigxig, skun nependadvyae KOMMNNEKCHY iHTerpauito 3acobiB onepaTtnBHO-
cTpaTeridyHol po3BigKKu, CMOCTEPEXEHHS Ta BicbkoBol po3sigku (Intelligence, Surveillance and
Reconnaissance) i3 cuctemamu ynpaeniHHS, KOHTPOIO, 3B’SA3KY Ta ob4ucnoBanbHUMN 3acobamum
(Command, Control, Communication, Computers) B eguHOMY iHpopMaLinHOMY cepenoBULLi, SKe, Y
CBOI0 Yepry, 3abesneyye iHTerpadito HaBirauinHol, 3aranbHoreorpagivyHol Ta TakTUYHOI iHhopmalii B
€OWHIN reorpadivHin cuctemi KoopauHar.

Pasom nepenivyeHi iHTerpauinHi npouecu garTb 3MOry peanizoByBaT MepexeLeHTPUYHY apXiTeKTypy
ynpasniHHA BiCbKaMK, SiKa y Aesikin Mipi 3aMiHuNa nigxoam Ao BeaeHHS DONOBMX Ain 3a paxyHOK
BUKOPUCTAHHS NPUHLMNIB MepeXeLeHTPUYHOCTI.

C4ISR TakoX po3yMmitoTb 9K €AMHUN MacLTabHUM NporpaMHo-TeXHIYHMI Komnnekc. Y Ha3si C4ISR
(koMaHOyBaHHSA, KOHTPOSb, 3B’S130K, KOMM'IOTEPU, PO3BiAKa, CNOCTEPEXEHHS, PEKOTHOCLMPOBKA)
nepepaxoBaHi PyHKUIl, Ki MaloTb OYTKM aBTOMaTn3oBaHUMN. ToMy cuctemm, nobyagoBaHi 3a noagibHoo
KOHUEMLUIe, HOCATbL Ha3By IHTErpoBaHUX CUCTEM PO3BIAKU Ta ynpaBIiHHA.



Ha BigmiHy Big C2+ abo C2SR (Command, Control, Surveillance, Reconnaissance) — koHuenu,il
TaKTUYHOrO PiBHA, A€ CaMOCTIMHOK OAVHULEID € OKPEMMUIA conaaT Yu BiCcbKkoBa TexHika, y C4ISR ui
OAMHULI CTalTb YNeHaMN TaKTUYHOI MepeXxi abo DONOBOro iIHTEPHETY.

ApxiTektypu Ta KoHuenuii C4ISR i C2+ nepeabayaloTb CTBOPEHHA iHhopMauinHOro
cepenoBuMLUa, IKe AAa€ 3MOry:

- aBTOMaTM4YHO BU3HA4YaTW NOSMIOXKEHHS | NepeMILLEHHS CBOIX NiApo3A4inis (aBTOMaTUYHO
BigobpaxkaeTbCa Ha eNEeKTPOHHUX KapTax);

- aBTOMAaTUYHO BM3HAYaTV NOMOXEHHSA NPOTUBHUKA i NOro nepemillieHHs (TakoxX BigobpaxkaeTbcsa Ha
eNeKTPOHHNX KapTax); aBTOMaTUYHO 0OMpaTn MapLUpyTH PyXY;

- aBTOMaTU4HO AaBaTu LineBkKasiBkm 3acobam BOrHEBOIO YPaXEeHHA,

- aBTOMaTU4HO iHdbopMyBaTK CBOI NigPO34inn nNpo Ail i Micue3HaxXo4KeHHS X CycidiB | MPOTUBHUKA.



Ho 3a3HavyeHux pyHKUin ana C4ISR, To6To onepaTtMBHOro piBHSA, cnig goaaTu:

- NOBHa aBTOMaTKn3auis 36opy iHopmadii Ta 1T 06pobka;

- aBTOMaTM30BaHe HafaHHS BapiaHTIB pPilLEHHSI KOMaHAMpa, 3aCHOBaHMX HA aBTOMAaTUYHO OTPUMaHUX
po3BigaaHux, a TakoX Ha iHbopmalil Npo cunu i 3acodun, Wo € B pO3NOpPAaKEHH;

- MOAentoBaHHA 6010 | MOro MOXIMBUX pe3ynbTarTiB;

NPONO3uLii YaCTKOBUX pillieHb AN KoMaHaupa B xodi 6010, 3acHOBaHi Ha MOTOYHIN cuTyaLlil.

OTXKE, pi3HMUA MK TAKTUYHUM | ONepaTUBHUM PIBHSIMW CUCTEM Nondrae B MOXMNUBOCTI aBToMaTuaauil
NPUNHATTSA pilLeHHA, MoAdesntoBaHHI 6010 | NPOrHo3yBaHHi pesynbTaTiB.

Kpim Toro, C4ISR mae po3LimpeHy aBTomatumsauito gnsa norictuku. Obnik ButpaT HeobxigHux 3acobis
CUCTEMOIO BEAETbCA NOCTINHO.

HaHi npo notpebu nigpo3ainis y NoONoBHEHHIi BOEKOMNIEKTY, 3acobax NoricTMYHOro 3abesneyeHHs,
HeoOXxiHi 3an4acTuHK Ta iHWe — 0BpobnAlTECA Be3nepepBHO, L0 AaE 3MOry CBOEYACHO 34iMCHIOBATH
NOCTaBKM BCbOro HEOBXiAHOro ANs BeAEHHS YCnilHNX 60MoBMX OiN.

[MpuHUMnoBa BiAMiIHHICTL cnuctem knacy C41SR Big knacy C2 nonsirae y BULLOMY CTYIMEHI
aBTOMaTu3auil iHpopMaLuinHnX (ynpaBniHCbKMX) 3aBaaHb!!!



®yHkuii cydacHux ACYB

1.Mokas i nepegaya copmyrnboBaHMx 6OMOBMX 3a4ay Nianernnum opraHam ynpasriiHHS

(o6'ekTax ynpasniHHSA) y doopmarnisoBaHOMY TEKCTOBOMY i rpadpiyHomy Burnagi (dannu) 3
BUKOPUCTAHHAM €OMHOT «Be3LWOBHOI» 0B4MCntoBanbHOI MEPEXI.

2. ABTOMaTU4YHE BN3HAYEHHSA CTAHOBMLLA CBOIX 00'EKTIB ynpaBniHHA (40 OKPeMOro
TpaHCNOPTHOro 3acoby) i NnepiognMyHe CMOBILLEHHS CBOIX OpraHiB ynpasniHHA Ta CycigiB nNpo ix
MiCLEe3HaxXomKeHHSA 3 BigobpaeHHAM Ha eNIEKTPOHHUX KapTax.

3. PyyHe abo HaniBaBTOMaTU4HE (3 BUKOPUCTAHHAM danekomipa) BigobpaKeHHs Ha
ENIEKTPOHHNX KapTax i aBToMaTU4HMN OOMIH JaHMMKM NPo 06'eKTU NPOTUBHMKA, NepeLlKkoaax i
efiemMeHTax iHppacTpyKkTypu Ha nose 60oto, BusiBreHnx (o0b6'ektamn) enemeHTaMmm CUCTEMI.

4. ABTOMaTU4YHMIN pO3paxyHOK i BUBIp MapLLpyTiB pyxy 3a BigOMUMM JAaHUMKN MPO LOPOXKHBbOT
Mepexi Ta BigobpaxeHHs wnaxy, npongeHoro ob'ektom cuctemu (BFT - blue force tracking).



Cuctemu knacy «C4» (KpiMm BUKOHaHHS (PYHKLIN, pearnidoBaHnX B cuctemax knacy «C2» i «C3»),
MOBWHHI OYTW 34aTHI BUpiLLyBaTW TakKi 3aBOaHHS:

1. NoBHa aBTOMaTU3aUiss MeToAiB 36opy Ta 06pobku iHbopMaLlil.

2. I[HdpopmauinHa nigTpumka BUpObNeHHA KOMaHAMPOM BapiaHTIB pilleHHs (HAsBHICTb nporpam Tuny
«Sketch in the decision» (Hayepk B pilleHHS).

3. MaTtemaTnyHe MogentoBaHHA pesyrnbraTtiB 0onoBumx Aiv no obpaHnmM BapiaHTamM BUKOHAHHS BONOBUX
3aBAdaHb (LWBKAKICHA aHaniTu4Ha nporpama «Blitzkrieg» (bniukpur) 3 rpadivHUM BigobpakeHHAM
3MOLENLOBAHOIO X0y i pesynbraTiB 60MOBUX OiN HA eNIEKTPOHHUX KapTax, B TOMY YnUChi - 3
BUKOPUCTAHHAM 3acobiB TPUBMMIPHOro BigobpaxkeHHs nons 60to.

4. lHdbopmMaLinHa NnigTpMMKa po3pobKM NriaHy4vnx JOKyMeHTiB (nporpama «Sketch in the plany
(Hayepk B nnaH), sika 30iNCHIOE NEPETBOPEHHS rpadoivHUX | ayaio maTtepianis B NfiaHyo4i JOKYMEHTH.

5. [HpopmauinHa nigTpumMKa NPUUHATTSA NPUBATHUX PilleHb B XO4i BUKOHAHHSA OOMOBOro 3aBOaHHS
(nporpama «Crystal spherey, W0 34iNCHIOE OHOBIIEHHS OLIIHOK | BUCHOBKIB, HA OCHOBI iHGbopMaLiT,
OTpMMaHOI B XoAi onepauil).
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02.02.2019

AHani3 ocobnuBocTen ynpasniHHA QIANbHICTIO BIMCbK BU3Ha4yae cneundivHi
BuMoru ao cy4dacHoi ACYB:

- be3nepepBHICTb YNpaBniHHS;

- OyHKUIOHYBaHHSA B peanibHOMY MacLluTabi vacy;

- BUNepeaxarya roToBHICTb CUCTEMM YNpaBSliHHA MOPIBHAHO 3 BiNCbKamMu
(cunamn);

- aanToBaHICTb CUCTEMM (MOXITMBICTb 1 pEKOHIrypauii Ta HapoLLyBaHHS)
3anexHo Big 3aBAaHb, LLO BUPILLYIOTLCS B MUPHMIA Yac Ta B 0cobnmemnmn nepios.
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OcHoO8HI MOHsIMMsi ma 8U3Ha4YeHHSsI, W0 8UKOPUCMOBYHOMbLCS ¥ Cy4YaCHUX
asmomMamu30o8aHuUx cucmemax yrnpaeJsliHHs1 8iuCbKaMu.

KaHnan nepedayi daHux - 3acobu JBOCTOPOHHLOrO OO6MIHY AaHMMMU, LLIO BKITHOYAOTb
kaHanoyTeoptotody anapatypy (AKL) i niHito nepegavi gaHnx (NiHito 3B’s13Ky).

lMakem GaHux - B TENEKOMYHiKaUiaX Le BiadopmaToBaHU BNOK AaHUX SKUIN NepedaeTbcs 3a
A0MOMOror KoMyTalil nakeTiB B KOMM'IOTEPHIN MepeXi.

KomyHikauinHuin npoTtokon - Lie 00yMOBNeHi Hanepea npasura nepegadi gaHnx Mk gBoma
npucTposmu. [1o OCHOBHMX napamMeTpiB, SKi ONNUCY€E NPOTOKOS, BiGHOCATLCA:

- TUM NEePEBIPKM MOMUIIOK, WO BUKOPUCTOBYETHCS

- MeTOoA KOMIpPECIT (CTUCKaHHSA) iIHdhopMaLlil (KO Takum €)

- Ccrnocib BM3HaAYeHHS nepenarynm NpUCTPOEM 3aBEPLLEHHS nepeaadi.

Pi3Hi npoToKONN BigpPi3HATLCS CBOIMU XapakTePUCTUKAMK: 0aHI — BinbLUOO HadIMHICTIO, OpYyri —
LUBUAKICTIO Nnepeaadi gaHux, TpeTi — NpOoCTOTOHO.

B ranysi TenekomyHikauii, NpOTOKoN 3B'A3Ky — Lie Habip cTaHgapTHUX NpaBuni npeactaBneHHd
iHCbopMalii, nepeaadi curHanis, igeHTUdiKauil Ta BUSBIIEHHSI MOMUITOK HEOBXigHMN anst 06MiHy
iHpopmauieto.
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OcHO8HI MOHSIMMSs1 ma 8U3Ha4YeHHSs1, W0 8UKOPUCMOBYHOMMbLCS ¥ Cy4YaCHUX
asmomMamu308aHuUx cucmemax yrnpaeJsliHHS 8iiCbKaMu.

lMponyckHa 30amHicmb - Le NOKa3HWK KiNbKOCTi oANHULB iHbopMaLii, SiKky cuctema mMmoxe obpobnaTtu
3a NeBHUN NPOMIXKOK Yacy.

IP-adpeca - ue igpeHTudikatop (yHikanbHWI YUCITOBUIA HOMEP) MEPEXKEBOTO PIiBHS, AKUN
BUKOPUCTOBYETLCSA AN agpecaLii KOMM'loTePIB YM MPUCTPOIB Y Mepexax, Lo nodbyaoBaHi 3
BUKopUcTaHHAM npoTtokony TCP/IP.

MAC-adpeca (disnyHa agpeca) — L€ YHikanbHWUM igeHTudikaTop, WO 3iCTaBNAETbCS 3 Pi3HUMMU
TMNamMun yCTaTKyBaHHSA N8 KOMM'IOTEPHUX MEPEX Ta NPUCBOIKETLCH MEPEXHUM iHTepdencam
BUPOOHMKaMN MepexHoro obrnagHaHHS.

CepBep - Lie abOoHeHT (BY30s1) MepPEXI, WO HaZdae CBOI pecypcu iHWMM aboHeHTaM, arne cam He
BUKOPUCTOBYE IXHi pecypcu. TobTo, cepBep obenyroBye mepexy. BuaineHun cepsep — Le cepsep, Lo
3aMaEeTbCS TiNIbKN MEPEXHUMU 3aBOaHHAMW. HeBuaiNeHun cepeep Moxe KpiM 00CryroByBaHHS
MepexXi BUKOHYBaATW U iHLUI 3aBOaHHS.

KriieHT - ue aboHEHT Mepexi, WO TiNbKN BUKOPUCTOBYE MEPEXHI pecypcu, ane cam CBOI pecypcu B
MepexXy He Bigaae, ToOTo Mepexa NMoro obCnyroBye, a BiH HEKO TiNTbKM KOpPUCTYeTbCA. Komm'toTep -

KMNIEHT TAKOX YacTO Ha3MBalOTb POGOYOID CTaHLLiEH. 3



3axodu 6e3neku npu po32opmaHHi ma ekcrisiyamauii KOMIsieKcie i
3acobie aemomamu3auii.

KepieHi dokymMeHmMu 3 npaeusi mexHiku 6e3neku.

3aezarsnbHi nonoxeHHss HMOY Ne 133 2003 pik ,[lpasuna 6e3rneyHoi ekcrinyamauii 8iicbKoguX
e/1eKmpoycmaHOB80K “.

Bumoru MNMpasun 6e3neyHol ekcnnyatadii BINCbKOBMX €fTEKTPOYCTaHOBOK, PO3pO0bieHnx Ha
ocHoBI «[1paBun 6e3neYyHol ekcnyaTalii eNeKTPoyCTaHOBOK CMNOXMBAYiBY», 3aTBEPOAXKEHNX
HakaszoM [depxHarnagy 3 oxopoHu npaui Big 9 ciyHa 1998 poky Ne 4, nowmprooTbCs Ha ditodi
BiICbKOBI €NTEKTPOYCTaHOBKM Ta 0COD0OBUM cKnaa, SKuKr 1xX 0b6cnyroBye, NpoBoANTb MOHTaXHI,
HanarogXyBaribHi Ta PEMOHTHI poboTn abo BUNPobyBaHHSI, a TaKOX OpPraHi3oBYyeE
eKcrnnyartauito 1 PEMOHT LMX efIEKTPOYCTaHOBOK.

Bumorn [paeBun € oboB’a3koBMMKM AN BCIX Migpo3ainiB, BiMCbKOBUX YacCTUH, 3’€OHaHb,
yCTaHOB, OpraHi3auin Ta BilCbKOBO-HaBYanbHUX 3aknagiB (4ani BiNCbKOBI YaCTUHMW).
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lNpaBuna HagaHHA nepLioi gonomMmoru (Bigeo)

Meana BocnpouseeaeHne Avano  Bnaeo  MHCTpyMeHTel  Bua  lMoMowb

00:04

09:41

WEk Em FE




