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Cnocobbl ayTeHTUudmnkaumm B
ORACLE APEX

bes3 ayTeHTUdnKaunmn (BCTpoeHHas
doyHKUMOHAaNbHOCTb)

AyTeHTUdpunKkaumna nonb3osarenen bll(BcTtpoeHHagq
BO3MOXHOCTb, ayTEHTUAUKALMIO NPOXOAMT Bnagenew

cxembl B[], B KOTOPON XpaHUTCA NPUNOXEHNE OOBHEKTDI
0a3bl)

AyTeHTUdunKaumna nonb3osarenen APEX(BCTpoeHHas
JdYHKLUMOHANbLHOCTb, ayTEHTUMUKALNIO NPOXo4AT
nofib3oBaTeNN, 3aperncTpupoBaHHbie B APEX B
WORKSPACE COOTBETCTBYHOLLEINO NPUIMOXEHUS)

CUSTOM —ayTeHTudmKaumsa(npoueaypa
ayTeHTUdmKaLmm AormkHa O6bITb onucaHa

pa3paboTYMKOM B COOTBETCTBUM C ONpeaerneHHbIMM
npasunnammu)



Korga yctaHaBnmBaeTcs crnocob
ayTeHTnduKauum (npm co3gaHunm
NPUNOXEHNA)?

(¢

%5 | https--cabinet.spbu [2) Moura |4, Araexc

l https://apex.oracle.com/pls/apex/f2p=4000:3020:15089337183797:NO L-ac H\j apex.oracle.com — fiHaekc: Ha...| ® HnAeKcTenenporpaMMasCan...‘ A Create Application
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;) Create Application

Create an Application

D

Attributes

Authentication Scheme
Database Account
No Authentication

<>

Language

<>

User Language Preference Derived Application Primary Language
From

Date Format AN

Date Time Format AN

Timestamp Format AN

Timestamp Time Zone Format N v




Kak MOXXHO U3MEeHUTb cnocob
ayTeHTuduKaumm gnga co3gaHHoro
NPUNOXKEHNA?

* Edit Application Properties -> Security ->

e Authentification -> Define Authentification
Schema
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ORACLE Application Express
D Application 81750 ~ Shared Components

Authentication Schemes Subscription

Application Builder Team Development

Q| Hv | @v ¥

Authentication Schemes

® %

Qv ||

0o

Name =

Application Express Authentication - Current

Sl n.grafeeva@spbu.ru @ grafeeva

Subscribed From

Application Express Accounts

Copyright © 1999, 2015, Oracle. All rights reserved.

& | | & 101 ®
Authentication Schemes

An Authentication Scheme is
saved configuration you can
apply to your application.

To turn off authentication you
must create and make current a
No Authentication scheme.

Application Express 5.0.1.00.06
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@ Application 81750 = Shared Components = Authentication Schemes = Create

alsv ov @2
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Method
When you create a new authentication scheme, you have several options. Most let you reuse implementations that
already exist in your application or in other applications within your workspace. There are even some pretested
schemes you can copy to get you up and running immediately.
Create Scheme: i} Basedona pre-configured scheme from the gallery
O Asa copy of an existing authentication scheme
> Information
Cancel Next >
v
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.. o Authentication Scheme
< Authent|cat|on SCheme Cancel Create Authentication Scheme

Authentication is the process of
establishing each user's identify
Name before they can access your
application. It may require a user
to enter a user name and
QEENTDOOR password or could involve the
use of digital certificates or a

*
Name

" e TN YoM Application Express Accounts secure key.
Custom Use this page to create or edit
Database Accounts Authentication Schemes and set
HTTP Header Variable the one which your application is
LDAP Directory using. The current
No Authentication (using DAD) Authentication Scheme
Open Door Credentials determines how your application
Oracle Application Server Single Sign-On identifies and verifies the end

user. Depending on the selected
Authentication Scheme Type,
you can use various settings and
program hooks to fine-tune your
application's authentication.

[ Return to page
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i) Application 81750 = Shared Components = Authentication Schemes () Y? QAD 101 @
Action processed.Authentication scheme activated as current authentication scheme. X Authentication Schemes
SR s o : An Authentication Sch i
Authentication Schemes Subscription History LaUsTsIon e

saved configuration you can
apply to your application.

oo -
Qv Go A== Actions Reset To turn off authentication you

must create and make current a
No Authentication scheme.

Name = Scheme Type Subscribed From Subscribers
Application Express Authentication Application Express Accounts
No_Auth - Current No Authentication (using DAD)
OPEN_DOOR Open Door Credentials
1-3
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Administration->Manage Users and Groups
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ORACLE Application Express

Application Builder

1T ) Manage Users and Groups = User Group

User Groups

Show All

Group Details

SQL Workshop

Group Details

Team Development

Group Name  ADMIN
Description ABMUHMCTpaTOPS]
14 of 4000

Croun (Crantc

Packaged Apps

Cancel Create Group

Group Grants

User Groups

You can create user groups to
restrict access to various parts of
an application. However, user
groups are not portable over
different authentication
schemes. User groups are
primarily useful when using
Application Express workspace
authentication.

To create a new user group,
identify the group name and an
optional description.




[lepBagd rpynna (Admin) co3gaHa
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1T ) Manage Users and Groups

Users Groups Group Assignments User Groups

Qv | | | Go | BB ‘ B Actionsv View Dashboard  [IOISRTRTRSYCIMR  User groups enable you to
L restrict access to various parts of

an application. User groups are
not portable over different
R authentication schemes and are
primarily useful when using
Application Express Account
Credentials authentication.
To edit an existing user group,
1-1 select it. Click Create to create a
new group.

ADMIN

Tasks

Cha-nqe My Pa_ssword




Co3gaanm BTOPYHO rpynny
nonb3oBaTeneun (USER)

LS EO) A htps://apex.oracle.com/pls/apex/fIp=4350:54:150893371 54 - - - e )2 Carn| B Create/Edit User Group
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1 ) Manage Users and Groups = User Group

User Groups
User Groups Cancel P

You can create user groups to
restrict access to various parts of
an application. However, user
groups are not portable over
Group Details different authentication
schemes. User groups are
primarily useful when using
Application Express workspace
authentication.

Show All Group Details Group Grants

*
Group Name  USER

Description rpynna npocThiX Mosib3oBaTesied|
To create a new user group,

identify the group name and an
optional description.

28 of 4000
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1 ) Manage Users and Groups

Users Groups Group Assignments User Groups

E Actions v View Dashboard Create User Group > User groups enable you to
restrict access to various parts of

an application. User groups are
not portable over different
R (Q‘ authentication schemes and are
primarily useful when using
Application Express Account
Credentials authentication.
To edit an existing user group,
1-2 select it. Click Create to create a
new group.

oo
oo

a | B

ADMIN USER

Tasks

Chime My Pa_ssword
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1 ) Manage Users and Groups = Create User

Users
Create User Cancel Create and Create Another

Use this page to control access

Show All User Identification Account Privileges Password Group Assignments for Application Express
application developers,
workspace administrators and

User Identification end users.

Developers can create and edit

*
Username  ADMIN_1 applications as well as create
and modify database objects.

* . .
Email Address | N.Grafeeva@spbu.ru X Workspace administrators can
additionally create and edit user

accounts, manage groups,
manage development services.

First Name

End users have no development
privileges and are defined to
provide access control to
Description applications that do not use an
external authentication scheme.

Last Name

Default Date Format

Account Privileges

<>

Default Schema ~ GRAFEEVA

Accessible Schemas (null for alli USER




BOT cnncok co3gaHHbIX
nosib3oBaTenen

&« > https://apex.oracle.com/pls/apex/wwv_flow.accept g Manage Users
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ORACLE’ Application Express ~ Application Builder ' SQLWorkshop | Team Development “  Packaged Apps “/ Q  Kv O~ CQ‘\"V A

1 ) Manage Users and Groups

/" User created. X Manage Users

Use this page to control access
for Application Express
workspace administrators,

Q N Go 88 E Reset View Dashboard Create Multiple Users > application developers, and end

users.

Actions Workspace administrators can
create and modify applications

and database objects as well as

User ==T Email Account Type Locked Builder Last Login Created manage user accounts, groups,
and development services.

Users ‘ Groups Group Assignments

ADMIN_1 N.Grafeeva@spbu.ru End User No = 95 seconds ago Developers can create and
modify applications and

N.GRAFEEVA@SPBU.RU N.Grafeeva@spbu.ru Workspace Administrator No 16 minutes ago 4 weeks ago database objects.
USER_1 N.Grafeeva@spbu.ru End User No - 1 seconds ago End users have no development
privileges and can only access
1=3 applications that do not use an

external authentication scheme.

Tasks
Change My Password
About Application Express

Monitor Activity

Bui XoTUTe COXpaHWTB Napons Ha oracle.com?  [oapobres | na He ana storo caiita x Manage Service v
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@ SQL Commands Schema  GRAFEEVA <

Rows 10 & Clear Command Find Tables Save m

select * from apex_workspace_group_users

Results Explain Describe Saved SQL History

WORKSPACE_ID WORKSPACE_NAME WORKSPACE_DISPLAY_NAME USER_NAME GROUP_NAME
12443959264218247255 GRAFEEVA GRAFEEVA ADMIN_1 ADMIN
12443959264218247255 GRAFEEVA GRAFEEVA USER_1 USER

2 rows returned in 1.14 seconds Download

2 n.grafeeva@spbu.ru @ grafeeva @ en Copyright © 1999, 2015, Oracle. All rights reserved. Application Express 5.0.1.00.06
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3 https://apex.oracle.com/pls/apex/f7p O ~ @ ¢ || 4 Application Builder

@ Dept

@ Home

Go

Actions

Deptno Dname Loc
4 10 ACCOUNTING NEW YORK
¥ 20 RESEARCH DALLAS
4 30 SALES CHICAGO

OPERATIONS BOSTON

BB Show Grid

ﬁ} Home [ Application 81750 & Edit Page 2 ® session 7] View Debug Fo3 Debug {K: Quick Edit ‘LT' Theme Roller @
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Co3nagnm cxembl aBTopusaummn (Shared
Components ->Security->Authorization
Schemas)

. © + @ C || B Authorization Schemes | ] ok oE

Q@[ https://apex.oracle.com/pls/apex/f?p=4000:4070:1128
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ORACLE Application Express Application Builder SQL Workshop Team Development Packaged Apps Q 9;, v @ N4 v
\’T_\) Application 81750 = Shared Components = Authorization Schemes @ %‘7: OAD & 2 @
Authorization Schemes Subscription by Component Utilization History Authorization Schemes

Qv | Go as E Actions Copy Reset You manage authorization for

applications, pages, and most
other components using
Authorization Schemes.

You associate an Authorization
Scheme with an application,
page, or other component on
the component's attributes
page.

No data found. Authorization Schemes are
pass/fail checks. Common
Authorization Scheme types
include Exists, Not Exists SQL
Queries, and PL/SQL Function
Returning Boolean.

To enhance performance, the
success or failure of an
Authorization Scheme is cached
on a per session or per page
view basis.

,Q. n.grafeeva@spbu.ru @ grafeeva @ en Copyright © 1999, 2015, Oracle. All rights reserved. Application Express 5.0.1.00.06
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(1) Application 81750

% 7
Create Authorization Scheme x | [,D ‘ [ ®

yrization Schemes

] .

Qv Creation Method anage authorization for
S | tions, pages, and most

:omponents using

Specify how you want to create your authorization scheme. You can create an authorization scheme from scratch or copy fization Schemes.

it from another application. If you copy an authorization scheme, you can modify later. P ociate o Atthorization
e with an application,
Create Authorization Scheme:  ® From Scratch e (Eompc.)nent on
mponent's attributes
O AsaCopy of an Existing Authorization Scheme

fization Schemes are

3l checks. Common
ization Scheme types

> Exists, Not Exists SQL
s, and PL/SQL Function
ing Boolean.

ance performance, the

s or failure of an

iization Scheme is cached
er session or per page
asis.

2 n.grafeeva@spbu.ru é Application Express 5.0.1.00.06




B ocHOBe cxeMbl aBTOpM3aumm — SQL 3anpoc
C UCNOJIb30BAHNEM CUCTEMHOMN NepemMeHHOou
:APP_USER 1 npeacraBneHnd

APEX WORKSPACE GROUP USERS

a@ https://apex.oracle.com/pls/apex/f2p

5 | https-—-cabinet.spbu [ Mouta |4 firaexc

86: O~ @ HAuthonzatlcn Schemes | l

ORACLE Application Express

(1) Application 81750

Authorization Schemes

Qv

Application Builder

Application:
*
Name
*
Scheme Type

*
SQL Query

*

Identify error message displayed when

,Q, n.grafeeva@spbu.ru E

Cancel

scheme violated

SQL Workshop Team Development

Create Authorization Scheme x

81750 N Grafeeva 1

ADMIN_SCHEME

Exists SQL Query

SELECT NULL

FROM APEX_WORKSPACE_GROUP_USERS
WHERE USER_NAME = :APP_USER

AND GROUP_NAME = ‘"ADMIN'

Packaged Apps

yrization Schemes

Details anage authorization for

ations, pages, and most
A tomponents using
fization Schemes.

sociate an Authorization
e with an application,

or other component on
mponent's attributes

<>

fization Schemes are

2il checks. Common
fization Scheme types

2 Exists, Not Exists SQL
s, and PL/SQL Function
ing Boolean.

1ance performance, the

s or failure of an

fization Scheme is cached
er session or per page

Y Bac HeT Mpae ANA MPOCMOTPa 3TOW CTpaHuubi!

asis.
v

Create Authorization Scheme

Application Express 5.0.1.00.06
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(1) Application 81750 L Bn M2 ‘ ®
Create Authorization Scheme x . -

[ Authorization Sc . yrization Schemes

[ Qv A Creation Method anage authorization for

ations, pages, and most
components using

Name =] Specify how you want to create your authorization scheme. You can create an authorization scheme from scratch or copy rization Schemes.
it from another application. If you copy an authorization scheme, you can modify later. sociate an Authorization
ADMIN_SCHEME e with an application,

Create Authorization Scheme:  ® From Scratch o= r:ompc.)nent on
mponent's attributes
O AsaCopy of an Existing Authorization Scheme

fization Schemes are

3l checks. Common
rization Scheme types

s Exists, Not Exists SQL
s, and PL/SQL Function
ing Boolean.

ance performance, the

s or failure of an

rization Scheme is cached
er session or per page
asis.

,2 n.grafeeva@spbu.ru E Application Express 5.0.1.00.06
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ication % (1
(O Akt tizeg Create Authorization Scheme . Bzl

] @ @
Details anage authorization for

T S O O O tions, pages, and most
A tomponents using

Name =1 Application: 81750 N Grafeeva 1 fization Schemes.

yrization Schemes

sociate an Authorization

ADMIN_SCHEME * Name  USER SCHEME e with an application,

or other component on
mponent's attributes

*
Scheme Type  Exists SQL Query c
* ization Schemes are
SQL Query  SELECT NULL 3l checks. Common
FROM APEX_WORKSPACE_GROUP_USERS fization Scheme types
WHERE USER_NAME = :APP_USER > Exists, Not Exists SQL
AND GROUP_NAME = ‘USER' s, and PL/SQL Function

ing Boolean.

ance performance, the
s or failure of an
iization Scheme is cached
er session or per page
v asis.
Y Bac HeT MpaB ANA MPOCMOTpa 3TOW CTpaHuubl!
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ORACLE Application Express Application Builder SQL Workshop Vv Team Development Packaged Apps Q 9; M @ M @ W
@ Application 81750 = Shared Components = Authorization Schemes ® || = OAD 2 @
{ Authorization Schemes Subscription by Component Utilization History Authorization Schemes

Qv Go as E Actions Vv Copy Reset You manage authorization for
£ 5| applications, pages, and most

other components using
Name =T Type Caching Subscribed From Subscribers Updated Authorization Schemes.
You associate an Authorization
ADMIN_SCHEME Exists SQL Query Once per session 5 minutes ago Scheme with an application,
page, or other component on
the component's attributes
page.

USER_SCHEME Exists SQL Query Once per session 2 seconds ago

Authorization Schemes are
pass/fail checks. Common
Authorization Scheme types
include Exists, Not Exists SQL
Queries, and PL/SQL Function
Returning Boolean.

To enhance performance, the
success or failure of an
Authorization Scheme is cached
on a per session or per page
view basis.
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