IIPOEKTHUPOBAHUE U
SAIIIUTA B



Bbe3onacHoOCTbL cuctem 6a3 AaHHbIX

HapylwieHne LenoCTHOCTM [OaHHbIX MOXEeT ObiTb BbI3BaHO
PSO0M MPUYH:

cbon obopyaooBaHusi, duandeckne BO3OENCTBUSA UK
CTUXUWHblE DeaCcTBUS;

OMBKN  CaHKLMOHUPOBAHHbLIX  MOMNb30oBaTeENen  Unu
YMbILLUNEHHbIE NencTBuUS HEeCaHKLUMOHMPOBAHHbIX
nosb3oBaTeneu;

nporpaMmmublie owmnbkn CYB nnn OC;
OLLIMOKN B NPUKNaaHbIX NporpamMmmax;
COBMECTHOE  BbINOMHEHME  KOHMMUKTHbLIX  3anpocoB

nonb3oBaTtenen n ap. "



TUNbI NOJNIb3OBATEJIEU B[

agMUHUCTpaTopbl 6a3 AaHHbIX;
agMWUHNCTPATOPbI MO 3alUuTe OaHHbIX;
pPa3padboTUMKM MPUNOXKEHUN;
agMUHUCTPAaTOPbI MPUIOXKEHN;
agMUHUCTPAaTOpPbl CETY;
nonb3oBaTenu 0asbl JaHHbIX.



OBA3AHHOCTU AODMUHUCTPATOPA bj

yCTaHOBKA HOBOro nporpaMmmHoOro obecne4vyeHus,
KOH(pUrypauumsa nporpaMmMHOro U annapaTHoOro
obecneyeHunsn (BMecTe c CUCTEMHbIM
aAMUWHUCTPATOPOM);

obecnevyeHune 6e3onacHoOCTU : JobaBneHne n yoaneHue
nonb3oBaTtenien, ynpaBneHne KBOTaMu, NaApPOSIbHOMU
NONUTUKOW,  ayauT 7 paspellueHune npobrnem
be3onacHoCTY;

HaCTpOFIKa npon3dsoanNTesibHOCTU U MOHUTOPUHT;

pe3epBHOe KoOMnMupoBaHME U  BOCCTaHOBJIeHMue
CUCTeMbl - npoueaypa nNfIaHOBOro o6cnyXuBaHUA,
TecTUpoBaHMe N HAaCTPOMKA;

nioKkanusauma HeucrnpaBHOCTEN, BOCCTaHOBJIeHMe
cucTemMbl nocne cooA.



PeweHusa no 3awute b

MHOTO(aKTOpHasi ayTeHTU(PUKaus (MOATBEPKACHUS IIPaB JOCTYyNa
K aKKayHTY).

MHorogaxkTopHas ayreHTUPUKANUA — STO TEXHOJIOTHUS KOHTPOJIA
JOCTYyNa B HECKOJIBKO ATaIlOB: MOMHUMO BBOJIa JIOTMHA W Mapois K
aAKKayHTY, IT0JIb30BaTEIb BBOJUT KOJI MOJATBEPKACHMS, TTOJTYUYCHHBIN B
SMS-coobmenun (one time password — OTP), npoXoauT rojocoByro
BepU(PUKALINIO WA UCTIOJIB3YET TOKEH.

pa3rpaHUYeHuE T0CTYIIA.
mr(ppoBaHUE JTAHHBIX.
pe3epBUPOBAHUE TAHHBIX.
ayIUT JIOCTYyIIa K TaHHBIM.

TECTUPOBAHUE HATPY3KHU, ONITUMHU3ALKSA 3aIIPOCOB,
UHIECKCUPOBAHUE.

MOHHUTOPHUHT TpaUKa U 3aluTa 0a3bl JAHHBIX OT HEXKEIATECILHOU
AKTUBHOCTH.

npuMeHenne RAID-MaccuBoB. ]



RAID - TexHonorus

Ha BTOPOM MeCTe MO HeHadeXXHOCTU (Nocrie YerioBeka)
B KOMIMBbHOTEPHbLIX CUCTEMAX - ABINAETCA XKECTKUN OAUNCK.

[lna ysenunyeHns HageXHOCTWU OUCKOB WCMONb3YHTCH
anckoBble maccuBbl( RAID).

RAID-MaccuBbl 3TO BbICOKOMPOM3BOAUTENbHbIE,
YCTONYMBbIE K OTKa3aM noacucTembl BBOOA-BbIBOAbI.

RAID - 39TO TexHonorus ans pacwmpeHust NponyckHoOu
CNOCOBHOCTN cucTeMbl BBOA4a/BbiBOA4a U obecrneyeHuns
BO3MOXHOCTWU XPaHEHUS U3DbITOYHbIX JAHHbIX.

AKTyanbHO ONa “KPUTUYECKN BaXKHbIX CUCTEM” (“mission
critical”), “ONEeKTPOHHOU KoOMMepuun” (“e-business”™) W
“24x7 0e3 npocToen”.



OCHOBHbIE MPUHLUMWIbI RAID

N30bITOYHLIM MacCcuUB HeQoOpPOrnx AUCKOB (Redundant Arrays of
Inexpensive (Independent” (He3aBMcUMbIX) Disks — RAID)

[MpuHUMN RAID-TEXHOSIOMMN COCTOUT B UCMOMNb30BAHNN HECKOMNbKNX
HaKoNuUTenem Ha XecTKMX OucKax B BUAE MaccuBa, KOTOPbIM BO
MHOIMMX OTHOLLUEHUAX OENUCTBYIOT Kak OAUH 60MbLUION N OLICTPbLIU
HaKonuTtenb.

MaccuBOM Ha3blBalOT HECKONbKO HaKonuTernew, KoTopble
LleHTpanM3oBaHHO HacTpauBaloTcs, dopMaTupyioTca U
ypaBngoTCS.

Jlormyeckmm maccuB - 0Ooriee  BbLICOKMM  YPOBEHb
npeacTaBfeHnsi, Ha KOTOPOM He y4nTbiBalTCA domsnyeckme
XapaKTeEPUCTUKM CcUcTeMbl. Jlormdeckme OUCKM MOryT noO
KONin4ecTBYy U 00beMy He coBnagaTb C PU3NYECKNMU
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OCHOBHBbIE NMPUHLUMUIbI RAID

CTpannuHr(yepegoBaHue) — NPOLIECC pa3feneHns AaHHbIX Ha OTAErNbHbIE
4yacTun 1 pacnpegeneHne nx Ha HeCKONbLKO ANCKOB. RAID 0.

3epkanupoBaHue — NpoLecc 0gHOBPEMEHHOW 3anncu JaHHbIX Ha ABa Unu
bornee AMCKOB MpWU KaXkgow onepauumn 3anncu, no3BoSiieT MPUNOXEHUAM
paboTatb OO TeX Mop, Moka uena XxoTsas Obl ogHa u3 konui. Moxet
obecnevnTb 1 ynydlleHne onepauunii YTeHns. RAID 1.

KoHTponb no 4YeTHOCTUM cBA3aH C o00paboTkon owmnbok. Koabl,
reHepupyemMble anropuTMOM KOHTPOMS MO YEeTHOCTWU, UCMNONb3ylTcsa Ans
BOCCO30daHUsS [aHHbIX B cny4vae guckoBoro cbosi(-eB). YepegoBaHune Ha
ypoBHe 6NOKOB ¢ pacnpeneneHHbiM naputetom. RAID 5.

Maputer - un3bbITOMHAss WHMOPMaLUUS, KoTopas BblMMUCNSAETCA U3
dakTN4YeCcknx 3Ha4YEeHUN [OaHHbIX, ODObIYHO BbIYMUCASAETCA C MNOMOLLbLO
nornyeckomn ornepauun ucknodatrouwero UINMA.



OCHOBHBbIE NMPUHLUMUIbI RAID

=z

RAID-
KOHTpOANEp

Cuctema

4 @ann 1 (bnoku 1, 5),
"h—-"' Dain 2 (bnok 3),
“——~ Qain 4 (Bnok 2)

Huck Ne 1

A

Damn 3, .

ef ®ain 1 (Bnoku 2, B)
4 ] ]

S (aiin 2 (Bnok 4),

S paiin 4 (6nok 3)

Huck Ne 2

(= 7 Gaitn 1 (Bnok3),

bo————4 ®aiin 2 (Bnok 1),  Jaun 3, .

HOuck Ne 3

Dann 3

(= 4 dain 1 (Brok 4),

ST Gain 2 (Brok 2)
" aiin 4 (Bnok 1)
HOuck Ne 4
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OCHOBHBbIE NMPUHLUMUIbI RAID

[MapuTeT 3awuaeT gaHHble OT OTKas3a boro oOHOro HakonuTens B
MaccuBe.

Hegoctatkn 4epegoBaHUsA C MapuTETOM OTHOCATCH K CIOXHOCTWU. BCe
GanTtbl naputetTa HeobXooMMO BbIMUCNATH  (MWUIIMOHbI OanToB B
cekyHay!), a onsa atoro TpebyeTcsa BblMUCTIUTENBbHAA MOLLHOCTb.

[Ona pocTukeHus BbICOKOW MPOM3BOAUTENBLHOCTU HYXEH annapaTHbIN
KOHTpOSINep, NOCKOSbKY npu peanunsaummn nporpammHoro RAID-maccuBa ¢
yepegoBaHMEM U MNAPUTETOM  CUCTEMHBLIA  MPOLECCOP  MPOCTO
"3axnebHeTcs" B BbIYUCIIEHUSIX.

[10 cpaBHEHMIO C 3epKannMpoBaHUEM YCIOXHAETCA BOCCTAHOBIIEHME MPWU
OoTKa3e HaKonuTens.

RAID 10 - aTo gBa 3epkasna B cTpaune - T.e. NUWETCH naparnesibHO Ha ABa
3epkana, T.e. B 2! notoka. Uutaercsa cpasy CO Bcex OUCKOB, T.e. B 4
notoka. RAID 10 gaeTt 2*X cKOpoCTb 3annucu n 4*x CKOpoCTb YTEHUS.
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* [lpumeHsi
JNrobon T1¢
obbema B

« RAID 5 s
npou3BoA

* MuHycel
- OTHOCW
KOHTPOnMb
- NpU BbIX
T.K. YTEHU
3a4acTyto
COOTBETCT

« Pasnuuue
YTO MHOr
napuTeTc
NPUNOXEF

OCHOBHBbIE NMPUHLMUIbI RAID

RAID S

Logical
Jdisk

Panty

Parit v

N YTeHus.
oT 10% ot

14YnMBaeTeCb

) 10:
DaccynTaTb
CYyMMbl
CHUKaeTcs,
3. OTO Xe
) AuUcKa W

IUT K TOMY,
oBaHue C
A1 TakKnx




JIPOSDbIl, O RKOTOPDbIA CTOMT
3alULLATbLCS, UCNONb3yS

c6on/ PR HBHRAEXQANUP QRAH WL 060m

npudnHam. [llpuynHamm Moryt ObITb  Kak  OTKas
obopyooBaHuMsl, Tak WU BHEWIHWE  BO3OEWUCTBUSA:
3aTtonneHune, 2x220 unn 1x380 BOMbLT B PO3€eTKe, pasa
Ha HapPyLWEHHOM KOHTYype 3a3eMIIEHNs, CTUXUNHbIE
oencTBua U T.4.;

yoaneHune wunun owmboyHas mogudukaumsa opurmHana
caMMM Monb30BaTeNeM (COrnmacHoO CTaTUCTUKE, 3TO
rmaBHas OMacHoOCTb!);

cbon 10O, noBnekwnn nopyy pamnnos, B T. Y. MO NPUYNHE
HeLwTaTHOro OTKITHOYEHUS HocUTENen n/mnu
npepbIBaHNA HOpManbHOW paboThbl;

Kpaka obopyaoBaHus, BaHOANMN3M;

noBpeXaeHne [OaHHbIX BpeaoHocHbiM [10. 3ToT BUA
Yrpo3 W YCTOMYMBOCTb K HEMY pasfnyHbIX BUOOB
PE3EePBHOIO KOMMPOBaHUA paccMaTpmMBaeTCAa OTAENBHO.



Tunn4yHble oWNOKU Npu pe3epBupoBaHun b n
Mepbl YCTPaHeHUS:

YoaneHve npeabiaywen Konum 63Kana Ao Toro, Kak oyper
co3aaHa HOBasl Konus 63kana.

PekomeHpauus: He genamnte HOBbIM B3Kan B yXXe CYLECTBYIOLNN
doaun.

NMepe3anucb cywecrtBywowen bl npu BoccTaHOBNEHUU U3
OGakana.

PekomMmeHgauum: HuKorga He nepesanucbiBante dann 6oeson b,
He MosflyYMB NMMCbMEHHOro yKa3aHusa pyKoBOACTBaA.

XpaHeHue 63kana v B[l Ha ogHOM U TOM Xe (pU3N4YEeCKOM
YCTPOUCTBeE.

OTcyTcTBUME nMpPOBEpPKM BbINONMHEHUA ©O3Kana wun ero
LLeJTOCTHOCTM!.

PekomeHpauumn: uncnonb3oBaTb WHCTPYMEHTbI aBTOMaTU3aUUK
b6akanoB, KOTOPbLIE YMEKT OTCNeXnBaTb YCNELIHbIe N HEYCMELlHbIe
b3kanbl, MPoBeEPSATb HEe MNoBpexAeHbl nn ©03kanbl, coobLlaTb
nonb3oBartensMm O npobnemax, U uMMerT 0630pHLIE cpeacTBa
KOHTPONA (OCODEHHO aKTyanbHO, Korga HYXXHO KOHTPONMpoBaTb



Tunn4yHblie oWNOKN Npu pe3epBupoBaHuun bl n mepobl
yCTpPaHEeHuUs:

OTcyTcTBME KOHTponsa 3a CBOOOAHbLIM MeCTOM AnA ©03Kana -npu
HegocTaTke MecTa ©O3kan 3aHuMaeT Bce cBOb6OAHOE MECTO M aBapuUWHO
3aBepuiaetcs. pn pasmeweHmnn 6akana Ha ogHoM amncke BmecTe ¢ bl moxet
NPUBECTU K OCTaHOBKe paboTbl ¢ B, npn pasMmelleHn Ha CUCTEMHOM ANUCKE
— K NOSTIOMKE CUCTEMbI.

PekomeHpauuu: 1crnonb3oBaTb WHCTPYMEHTbl Ans 63kana, KoTopble AenaroT
NporHo3 pasmepa 0akana v npeaynpexaarT 0 BO3MOXHOW HEXBATKE MecTa.

OTCcyTCTBME KOHTPOSisi BpeMeHU TMpPOoAOoIKUTEeNIbHOCTM ©O3kana -
yBerinyeHne BpeMeHN NOoAroToBKM 6akana MOXeT CBA3aHO C TeM,MTO Bbinarn
ANCK 13 RAID-MaccumBa.

Ecnu He KOHTponupoBaTb BpeMS UCMOSTHEHUS B63kana, TO MOXHO NPOrnsaaeTb
BO3HUKLWIYIO NpobrieMmy U ynycTuUTb LWAHC WUCMpaBUTb €€ A0 TOro, Kak OHa
CTaHeT bonbLion.
Ecrin cuctema pes3epBHOrO0 KOMUPOBAHUA HEe OTCHEXUBAET COCTOSHUS
3aJaHun, a 3anyckaeT Ux NpPocTo Nno rpaduky, MoXeT HOBbIN 63Kan HavyaTbCcH
B MOMEHT, NoKa npeabiayumnn ewe He 3aKOHYUICS.

PekomeHaauumn: uncnonb3oBaTb CPeacTBa KOHTPOMS MNPOAOIKUTESNbHOCTU
npouecca bakana.

UcnonHeHue 63kana Bl Bo Bpemsa npumeHeHunsa angeutoB OC.

PekomeHaaumn: Ecnn Henb3da OoTKNOYUTb, TO Ha3dHadybTe angenTtbl OC Ha Takoe
BpeMSs, KOrga OHM He CMOryT rnomMewlaTtb 6akanam.



CUCTEMA PABT'PAHUYEHUSA JOCTYIIA

Ponu m lNpuBunerun

Users Roles Privileges

CREATE SESSION

% % Emp Table
Insert

Clerks

Update

Bonus Table
Update
Select

Delete
Manager inaari

Manager




N3bunpaTternbHble NONINTUKU

6e30nacHoOCTH
OOGBeKT gocrtyna (Ouck, katanor, dpann, cCucteMmHasa cryxoa,
cpeactea obpaboTtkm un nepepgadn uHdopmauumn) — nobown

ONEMEHT CUCTEeMbI, [OOCTYNn K KOTOPOMY MOXET ObiTb
NMPOW3BOSIbHO OrPaHNYEH.

CyObeKT gocTtyna (nonb3oBaTenb, NPoLecchl, NPorpamMmMHblE
cpeacTBa, NOCPEeACTBOM KOTOPbLIX OCYLLECTBMSETCS AOCTyN K
obbektamM) — nwobasa CcywHOCTb, cnocobHas MHULMMPOBATb
BbINOMHEHME onepauun Hag obbekTamu.

MexaHn3ambl pas3rpaHU4eHMsi AocTyna ornepupylT C
MHOXecTBaMW  onepauun, KoTopble  CYyObeKkTbl  MOryT
NHULIMMPOBATb HaZ O0bEeKTaMMu.

[ns kaxgon napbl «CyObEKT —OOBbEKTY BBOAUTCS MHOXECTBO
MeToO4oOB  AocTtyna u pa3pelleHHbIX  onepauuvm,
sBNSAloLLEeecs NOAMHOXXECTBOM BCEr0 MHOXECTBa A0MNYCTUMbIX
onepauun.

HekoTopble MeToAdbl AocTyna ansa yaobcTtBa MCNONb3oBaHUS
00begnHATCS B rpynnbl, Ha3biBAaeMble NpaBaMu gocTtyna.

RLimarmnaAawnT TAavmua TuUuALI AAacrT™vWw/MhAa ~rvvALovrTa v NnALaoavTy, vrav



N30upaTtenbHble NOSIUTUKMU

0e30MnacHoOCTH
CyuiecTBytoT Moaenu pa3rpaHnyeHus gocTtyna:
ANCKpeLunoHHas (ogHOypoOBHeBas) " MaHaaTHaa
(MHOroypoBHeBas).

bonbwnHctBo OC  peanusyloT  OUCKPEUMOHHYIO  MoAerlb
pasrpaHnyeHna gocrtyna.

Cuctema npaBun OUCKPELMOHHOW MoAenu pasrpaHuYeHuns
nocTtyna doopmynupyeTcs cnegyoLlmm oopasom:
1.Y kaxagoro obbekTa cylecTByeT BnageneL.

2. Bnapeney obbekta MOXET MPOU3BONbLHO OrpaHnuYMBaTh (UK
paspeLuaTb) 4OCTYN APYrnx cybbeKToB K AaHHOMY ODBLEKTY.

3. Ona Kaxgon TPOUKN CYOBbeKT-00beKT-MeToh BO3MOXHOCTb
OO0CTyna onpegerneHa oaHO3HaYHo.

4, CylecTBYyeT X0Ts Obl OAMH NPMBUNErMPOBAHHbBIN NOMNbL30BATElb,
NMMEIOLWNNA BO3MOXHOCTb 00patutbca K JitoboMy OOBLEKTY nNo
nobomy Mmetoay gocrtyna.



HdunckpeunoHHada mogenb

[OuckpeunoHHast Moaenb pasrpaHUYeHns OoCcTyna MOXKET
bbITb NpeacTaBneHa B BuAe mMaTtpuubl OOCTYMNa, CTPOKU
KOTOPOM COOTBETCTBYIOT CyObeKTaM CUCTEMbI, a CTOMbLUbI
— oDbekKkTaMm.

OnemMeHTbl MaTpuubl - npaBa AOCTyNa KOHKPETHOrO
cybbeKkTa K KOHKPETHOMY OOBLEKTY.

MHoO)XecTBO ODOBLEKTOB M TUMOB OOCTYyrNa K HUM CyObekTa
MOXET W3MEHATbCA B COOTBETCTBUM C HEKOTOPLIMU
npasunamu, CyLlecTBYyOLWMMN B JAHHOW CUCTEME.

LOoctyn cybbekTa K KOHKPETHOMY OOBLEKTY MOXeT OblTb
pa3peLlleH 8 ornpeoderieHHbIe OHU , Yacbkl , 8 3agucumocmu
om Opyaux xapakmepucmuk cybbekma (KOHMEeKCMHO-
3a8ucuMoe ycriogue) Usiu 8 3asucumMocmu om xapakmepa
npeobioyweu pabomei.

Takme ycroBmss Ha [gocTtyn K oObektam O0ObIYHO
ncnonb3yttcsa B CYB/.



MaTpuua gocrtyna

IIBMCHCHIIC

YTCHIIC > "j

L

CyOBeKT OOBEKT Meron | BosmoxHoCTh
OBuenko | C:\ [Ipukassl i pacmopsxeHid | UreHne PasperieHo
OBuenko | C:\ IIpuka3sel i pacmopskens | F3MeHeHie | 3ampelmeHo




OdunckpeunoHHaa mogenb

Cy6'beKT C onpegeneHHbiMmn MnoJIHOMOYNAMIN MOXET nMnepenaarb unx

OPYroMy CyOBLEKTY (ecnu 3TO HEe MNPOTMBOPEYUT npaBunam MONUTUKK
©e3onacHocTH).

N3bupatensHoe yrnpasneHne goctynomMm peanusyet npuHumn «4TO HE
PASPELLUEHO, TO 3AIPELLEHO» (aiBHOe pa3spelleHne p[ocrtyna
cybbekTa K OOBLEKTY).

MaTtpuua goctyna MoxeT hopMMpoBaTbCs Ha OCHOBE ABYX PasfiMYHbIX
MPUHLUWMNOB: LLEHTPanu30BaHHOIO U AeLeHTPann3oBaHHOrO.

Bo3MOXHOCTL [OoCTyrna CcybbektoB K OObekTamMm onpeaensdercs
agMUHUCTPATOPOM (UEeHTPanM3oBaHHbIN, MPUHYAUTENbHbIW). [lpn
peanu3aunmn AeueHTpariM3oBaHHOro (0O0OPOBOSILHOrO) npUHUMNA
OOCTYyNoM ynpaBnsieT Bnageney obbekTa.

Ha npakTuke 4acTo NpMMEHSIOT NPUHYANTENbHbBIN NPUHLMM YyNPaBleHNS
OOCTyna ¢ anemMmeHTaMmmn oBpoBObHOrO Noaxoaa.



JlocTOMHCTBA U HeJOoCTaTKN AUCKPELUOHHOM
NONINTUKN Oe30nacHOCTHU

[ocTOUHCTBA:

NpPOoCTad peaslnin3aumnd CoOoTBETCTBYHOLLUX MEXAaHN3MOB
3dllnTbl, CaMad XOpoLwwo N3yHveHHad MOLESb.

HepocrtaTtkum:

Hemnb3s KOHTPONMpoBaTh YTEYKY KOHduaeHUManbHOM
NHdopMaLn;

CTaTUYHOCTb: NOCMNEe OTKPbITUSA [OOKYMEHTa npaBa
OOCTyna He W3MEHSAITCS; Npu  MCNoNb30BaHUM
OVUCKPELMOHHOW MONMUTUKN 6e30MacHOCTU BO3HUKAaET
BOMPOC onpeaeneHna rnpaBusl  pacnpocTpaHeHUs
npaB AgocTyna W aHanmmM3a WX BIUSAHUA Ha
oe3onacHocTb AC.

cnabag 3almTa OT BpeOdOHOCHbIX Nporpamm.



[Tpnmep (cueHapum TPOSHCKOW aTakun):

Tposinckass mporpamMma — mporpamMma, OT KOTOPOM OXKHJAETCS BBIIOJIHEHHUE
HEKOTOPOIO  OXKHJIAEMOI'O JCWCTBHS, HO BBIINOJHAECTCS HEACKIApUPOBAHHOE
NICUCTBUE

- OWN, R’ W _

Hapymutear U2 «monOpaceiBaeT» 3akianky O2 moab3zoBarear Ul.

[Tosmp3oBarens Ul 3amycKaeT 3aKiIaiKy, Ja€T €M BO3MOXXHOCTb OT CBOETO UMEHH
3anycaTh MHGOPMAIIUIO U3 IIEHHOTO 00BbeKTa B ce0s, MOCIIE Yero HapyIIuTellb
YUTaEeT [IECHHYO0 HH(GOPMAIIUIO B JIOCTYIIHOM €My OObEKTE- 3aKJIaJIKe.




MaHaaTHasa moaernb

[MpMeHSeTCA B COBOKYMHOCTU C ANCKPELIMOHHOM.

[nsa ModernnpoBaHmnAd MOJIHOMOYHOIO YyripaBiieHnAaA AOOCTYrNnom
NCMNOJib3yeTCA MmoAaesib Eenna-ﬂana,qynna, BKIto4vatoLasa B cebs
NOHATUS 6€e30MacHOro (C TOYKU 3peHunsa NOSIMTUKN) COCTOAHUA

n nepexopna.

OcHOBHO€E Ha3Ha4YeHne NMOMMHOMOYHOMU MONMUTUKN (MAaHOATHOMU )
Ge30nacHOCTU — perynupoBaHme OocTyna CyObeKTOB CUCTEMBbI K
obbekTam C pasnnyHbIM YPDOBHEM KPUTUYHOCTHU "
npenorepalleHne yTeyknm WHPopMaunMnM C  BEPXHUX YPOBHEW
OOMKHOCTHOW _MepapxXmm _Ha HWXHWE, a Takke OnokupoBaHMe
BO3MOXXHbIX MPOHUKHOBEHUWN C HUXXKHUX YPOBHEN HA BEPXHUE.

M3Ha4yanbHO MOSIHOMOYHAA noNMTUKa ©e3onacHocTU Obina
paspabotaHa B uHTepecax MwuHobopoHbl CLUA ana obpaboTku
NHpopMaLUN C pasNnUYHbIMU rPUdaMMN CEKPETHOCTN.



MaHaoaTHas mogenb

[MpaBuna maHAgaTHOM MOAENN pasrpaHUYeHns 4OCTyNa C KOHTPOeM
NHPOPMALIMOHHBIX NMOTOKOB:

1. Y noboro obbeKkTa CUCTEMbI CYLLIECTBYET Briageneu,

2. Bnapeney obObekTta MOXET NPOU3BOSIBHO OrpaHuyMBaTb (UK
paspeluaTb) 4OCTYN APYrnxX CyObeKTOB K AJaHHOMY OOBLEKTY.

3. Ona Kaxgonm 4YeTBEPKNM CYyOBbeKT-O0beKT-meToa-npouecc
BO3MOXXHOCTb OOCTYyna onpegeneHa 00HO3Ha4YHO 8 KaxXOblU MOMEHM
8pPEMEHU.

4, CyuwecTByeT xOTa Obl OANH NPUBUIIENMPOBAHHBINM NOMNbL30BAaTENb,
NMEIOLLNA BO3MOXKHOCTb yaanuTb Ntodon 0ObEKT.

5. Bo MHOXecTBe OOBLEKTOB BbIOENATCA MHOXEeCTBa OOBbLEeKTOB
NOMTHOMOYHOIro pasrpaHuyeHusa goctyna. Kaxabin o6bLekT mMmeet
CBOM YpOBEHb KOH(hnaEeHUNaNbHOCTMW.

6. Kaxkabln CyObeKkT nmeeT ypoBeHb A0MNycCKa.



MaHaaTHasa moaernb

7. 3anpet uyteHna BBepXx (Not Read Up — NRU): 3anpeT gocrtyna
No MeToay «4YTeHue», ecnu YypoBeHb KOoHJMOEHLMaNbLHOCTH
oObeKkTa BblllEe YPOBHA A0ONyCcKa CYyObeKkTa, OCYLIECTBAAKLEINO
3anpoc.

8. Kaxgblh npouecc UMeeT YpoBeHb KOoHuUOeHUManbHOCTN,
paBHbLI MakCUMyMYy N3 YPOBHEW KOHMPUAEHUNANTBHOCTN OOBLEKTOB,
OTKPbITbIX MPOLECCOM.

9. 3anpeT 3annucu BHU3 (Not Write Down — NWD): 3anpeT gocrtyna
No MeTody «3anucby», €Cnn YpOBEHb KOHMUAEHUMANbLHOCTU
obbekTa HWXKe YpPOBHA  KOHMOEHUMaANbHOCTU  npoLecca,
OCYLLECTBIAIOLLErro 3anpoc.

10. TlOHM3UTL TrpuUd CEKPETHOCTU OOBLEKTA MOXET CYOBLEKT,
KOTOPbIN MMEET OO0CTYyNn K oObekTy (no npasuny 7) n obrnagaet
cneunanbHoOW NpuBUNErnen.



HOCTOMHCTBA N HEO4OCTaTKWU
MI1b

OJoctonHcTBa - 0Oornee BblCOKasg  CTeneHb
HagEe>XHOCTN, HeT OnacHOCTU YTEYKU
KOH(PUAeHUMansHon nHopMaLlmmn.

Hepoctatkm - peanusaumsi crioxHa u Tpeoyer

3HA4YUTESbHbIX PECYPCOB BbIYUCNUTENBHOW CUCTEMDI,
CYLLLECTBEHHOE CHWXEeHWe NpOou3BOANTENBHOCTH:
npaBa AOCTyna HYXHO oOnpefenatb Angd KaXaou
onepauun  3annucm/4YTeHnsa; HeygobCcTBO  ANS
nonb3oBaTens; Hemnb3sa co3gaTb OTKPbITbIA OOBLEKT
nonb3oBaTento ¢ 0onbLLUWMMM NOSTHOMOYUAMW.

OcHoBHas uenb MaHOaTHOW Moaenu
pasrpaHn4eHus aocTtyna C KOHTpONnem
MHOPMALMOHHbIX NOTOKOB, — aTO
npegoTeBpalleHne YTEYKN MHopmaLmn

onpen,eneHHoro YPOBHHA KOHCbI/I,EI,eHLI,I/IaJ'IbHOCTI/I K
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Ncnonb3oBaHue MI1b

B wupoko pacnpoctpaHeHHbix OC  peann3oBaHa
OUCKpeunoHHast wmogenb. [lpyn  ycnoBunm  obpaboTku
NHdopMaLunmn, COCTaBMAKOLWEN TOCYOAPCTBEHHYID TauHYy,
HeobXxoONMMO MPUMEHEHME [OOMNOSIHUTESNbHLIX CPeacCTs,
peannayrowmx MaHOaTHyl0  MoAdenb  pasrpaHuyeHus
noctyna.

[lporpammHo-annapaTHbie cpeacTea 3aLnTbl
nHpopmaumm «Ctpaxx NT», «Dallas Lock», «Secret Net» U
«Akkopa-AMO3», ABMAKOTCS HaOCTPOWUKOW Hag

CYLLECTBYHOLLEN nporpamMmMmHoOun cpenou AC n
npeaHasHa4vyeHbl, B YaCTHOCTKW, A1 BHEAPEHUA MaHOaTHOW
MOOENn B CUCTEMBI.

B coBpemeHHbix CYB[L peanu3oBaHbl MexaHU3MbI
yrnpaefneHna [OOCTYrnoM Ha OCHOBE YPOBHEN (METOK)

™ AN \N"T"\ 1™ "N



FeXUM N3o0rimpoBaHHOU UK
3aMKHYTOU NporpaMmmMHoON
cpeAabl

B pononHeHwe B 3awumuleHHbIX MHorornosrb3oBatenbekux AC
OOIKEH  TMPUMEHATBCS  PeXUM  M3ONMPOBAHHOWM UK
3aMKHYTOM NpOorpaMMHOM cpeabil.

Ona obpaboTkn wnHdopmMaunmm MNPUMEHAETCHA OnpeaerieHHbIN
nepeyeHb NporpaMMHbIX  MNPOAYKTOB, U NONUTUKON
6e30nacHOCTM 3anpeLlaeTcs UCnonb3oBaHUe APYyrnx NporpamMmm
B Uensax, He WMEeKLWKnUX OTHOWEHNE K  BbINOMHEHUIO
dyHKUMOHarnNbHbIX 06513aHHOCTEN NONb30BaTENAMMN.

MeTtoq obecneumBaeT 3alMTy KOMMbKOTEPA OT CO34aHUA WU
3anycka Ha HeM BpedoHOCHOro NporpaMMHOro Koaa.

[na kaxgoro nonb3oBaTtensd  QopMUpyeTcd  NepeyeHb
NCMNONHAEMBbIX pansfioB, KOTOpble MOryT ObiTb UM 3aryLleHbl,
Npu3HakMm  BO3MOXHOCTW  3arnycka TeM  WIN  WUHbIM
nonb3oBaTernem.

LlenecoobpasHo ocyllecTBNATb MNPOBEPKY W  LENOCTHOCTb
NCMNOSTHAEMbIX (hannioB NpU KaXkaoM UX 3arnycke.



Mopenu KOHTpONA LEeNOCTHOCTH
MHdopmaLun

B MOO€esISIX  KOHMPOIIA ueriocmyocmu
UHgbopmauuu 3anunchb HaBepPX MOXET
npeacTaBnsAaTb Yyrpoy B TOM cCrlyyae, ecnu
CYObLEKT C HU3KMM _YpPOBHEM ©0e30NacHOCTU
NCKaXKAET UMM YHUYTOXAET JaHHble B OObLEKTE
bosiee BbICOKOro YPOBHS.

Mcxona u3 aToro, Takad 3anucb OOJKHa ObiTb
3anpeLleHa.

AHaNOrnM4yHoO, YTEHNE CHU3Y Takke HEeOoOXOAUMO
3anpeTuThb.

ITn HabniogeHuna caenan B 70 rogax bwub,
co3gaB TpU Moaenu LenoctHocTn buba.




wvioAleJin LeJTIOCTHOCTHU
Bbuoda

1. MHagatHasi mogenb UenocTtHocTu buba (MHBepcua mogenu
benna-Jlanagynna):

HET 4TEeHUs CHU3Y, 3anpeT cybbekram Ha 4TeHue
nHpopmaumm un3 obbekTa C 0Oornee HU3KUM YPOBHEM
LIeNTOCTHOCTY;

HET 3anucm BBepPX, 3anpetr Ccybbekram Ha 3anuchb
nHpopmaumm B OObEKT C Oonee BLICOKUM YPOBHEM
LLleSTOCTHOCTW.

Korga Kk «4uctomMy» CyOBbeKTy (C BbICOKMM YPOBHEM
LesIOCTHOCTN) nonagaeT WHcpopmaumas U3  MeHee
«4YUCTOro» MCTOYHUKA, CYOBLEKT «MOPTUTCA» U €ero
YPOBEHb LEeNIOCTHOCTU, COOTBETCTBEHHO AOMKEeH ObITb
nameHeH. Mopgenb He npegycmaTpyMBaeT MexaHu3ma
MOBbILLIEHNA YPOBHSI LIENOCTHOCTU CyObeKTa.



WIVALICIIVI LCIIVL I RnJUL I/

Bbunba

2. Mopenb nNOHWXKEHUA YPOBHA CyObekTa -
3aknto4vaercsa B Hebonbwom ocnabneHun npasuna
YTEHUA CHU3Y. B mMogenn nosBonsieTcsl CyObeKTy C
bornee BLICOKMM YPOBHEM LEMOCTHOCTU 4nUTaTb
nHpopmaumw un3 o0b6bLEKTOB € 6Honee HU3KUM
YPOBHEM LIEMOCTHOCTW, HO TMpPU 3TOM YPOBEHb
LlEeNTIOCTHOCTU CYyDObekTa NOHWXKaeTcsl A0 YPOBHSA
LEenoCTHOCTU OObEeKTAa.

3 . Mogenb MNOHWXEHUA YpPOBHA  OObekTa
npegctaender cobown ocnabneHne npaBuna Ans
3anucu HaBepx, T.e. BMECTO NOMHOro 3anpeTta 3anucu
HaBepx MoAeNb pas3pellaeT Takyl 3anucb, HO
CHWXaET ypOBEHb LIENMOCHOCTN ObObEeKTa OO0 YPOBHS
LIeNTOCTHOCTU CyObeKTa.



3awumTta gaHHbIX B b/l

[na 3awunTbl OaHHbIX NpegocTtaBbTe AOCTYN K
danny bl]l Ha ypoBHe nonb3oBaTenen TOJSbKO
HageXHbIM NonbL30BaTeNAaMm, NCMosb3yA
pa3speweHna pannosoun cucrteMbl Windows.

B Access 2010 He nogaepXmBaeTcd 3awiuta Ha
YPOBHE nonb3oBatensa and a3 OaHHbIX,
co3daHHbIX B HOBOM (popmaTte (ACCDB n ACCDE-
doannbl).

[Tpn OTKpbITUM Oa3bl faHHbIX U3 Bonee paHHen
Bepcun Access 2010, umewowen 3awmty Ha
ypoBHE nonb3oBatend, B Access 2010 3Tk
napameTpbl OyayT npoagonXartbe A4EUCTBOBATb.



3awuTta gaHHbIX B b/l

@j CoxpaHuTb 633y AaHHBIX K3K

I [ OTkpuiTe
MpeaynpexaeHne cucrembl HezonacHoCTH

[ 3aKkpbiTb 6a3y AaHHBIX @ AKTUEHOE COAEPXKUMOE MOXKET COAEPKaTb BUPYChI U APYrHe
ONacHbIE KOMMOHEHTbL. CNEAYIOLLEE COAEPKUMOE BbINO OTKHOYEHD:
Database1l.mdb BrntounTs Makpoce! VBA
COAEPKNUMOE ~

CoaepKMMOE CNEAYET BKAHOYATL TONLKO NPU HANNMYNK A0BEPUA K
coaepxkumonmy daina.

Databasel_wudp.mdb

@] Databasell.accdb MapameTpbl UEHTPE yrpaeneHns BesonacHoCTLO
@,;1 Hotel.mdb JononHutenbHele ceeaennsa 06 aKTMBHOM COAEPKUMOM
CeeaeHuA
* CXaTb U BOCCTAHOBMUTL
Mocnegxue L%\SSV MpepoTepaLLeHne u ycTpaHeHne npobaem ¢ paitnom B6asbl AaHHbIX
Npw NOMOLLW CPEACTBA CKaTWA M BOCCTAHOBNEHWS.
CxaTb M BOCCTEHOBWUTD
Cozpate Basy AaHHbIX
Meyatb
YnpaBnenue nonbzoBaTeNAMU U paspelleHuaAMM
CoxpaHutb U % 2
et - WcnonbsoBaHue naponei u paspeLueHnii 4na NPeaoCTasAeHna Man
Lo ) OrpaHW4eHNs 4OCTYNa OTAENBHbBIX MONB30BATENEN MAW rpyNn
Monbsosatenn none3oeatenei K o6bekTam B Baze AaHHbIX.
Access Tab W paspeLueHns ~
ﬂ@ PaspeweHus... \
Cnpaeka 2 ’
3 Noassosatenu u rpynnbi... ;
5= z e y 1bIX
E«r Haacrpovikn ~ °§ Macrep 3a3WmWTel Ha YPOBHE NONb30BaTeNEN... L
rPaHUYeHNs A40CTyna K 6asze AaHHbIX.

om0
1l

3aK0AVWPOBaTL MAKW PAcKOAMPOBaTh 633y AaHHBLIX... f\ccess 2007 wnn Bonee no3gHel Bepcun
ToopEIE TopUis vasel T OYAYT WWQPoBaTeCA.
Brixoa A3HHbIX

:] Napametpsi

fomn



3awuTta gaHHbIX B b/l

Al ld -0~ &[5 Databasell : 6asa ganHbix (Access 2007 - 2010) - Microsoft Access

[nasHan Co3zgaHue BHEWHWE JaHHbIE PaboTa ¢ 633aMu AaHHBIX Haactpoitku Office Tab

Tuno! daiinos Coxpanutb 6azy AaHHbIX KaK
@1 COXPaHWTb 06 BEKT Kak :
Tunsl Gaiinos 6a3s AaHHLIX
@] CoXpaHUTS 633y AGHHBIX KaK ‘ CoxpanuTs 6asy AaHHBIX Kak (] it
@j baza panHbix Access (*.accdb) E_[] baza aanHbix Access 2002-2003 (*.mdb)
(5 Omxpuits = Dopmar 6a3bl A3HHBIX MO YMOAHBHMIO, Coxparienue konu B popmare,
- Lﬁg _OXpaHHTbL 0BBEKT Kal coemectumom ¢ Access 2002-2003.
aKpbITh 633y A3HHBIX 3 s

3 3akp VA @] baza aanHbix Access 2000 (*.mdb) @ La6noH (*.accdt)

CoxpaHeHue konum 8 popmare, CoxpaHenue TekyLueit Basbl AaHHbIX B
@] Databasett accdb Ony6aukoBars coemectmom ¢ Access 2000 kayectee wabnona (ACCDT).
4] Databaset1.mdb B . JlononHiTENsHO

Ony6aukosatb B Access Services

IEB Databasel_wwdp.mdb Ynakosatk U NOANKMCATL @ Cozpare ACCDE

Y Ba3bl AaHHBIX U MPUMEHEHNE byaer ckomnuanpoear TonbKo
Ynakoska i p VA p
2] Hotelmdb YnakoBKa u pacnpocTpaenme LundpoBoit noanMCcH. UCNOAHAEMBIN daiin,
CeegeHHs |2 Pesepenan konua Basl AaHHbIX cill SharePoint

¥Ynakogatb pelenme PesepeHoe konuposaHme 6as AaHHBIX AR O6Lumit gocTyn K Base 4aHHbIX 33 CYET ee

NPEACTBPALLEHNA NOTEPH AaHHBIX. COXPaHEHUA Ha CEPBEPE AOKYMEHTOB,
Mocnegrue
Co3pate &

CoxpaHuTe

Mevats =

CoXpaHuTb !

ony6uKoBaTk

Access Tab



3awumTta gaHHbIX B Bl

3awmty ©0asbl gaHHbIX obecnevvmBaeT gobaBneHne napons,
orpaHMYMBaloOLLEro Norb3oBaTenen, KOTopble MOryT OTKpbiBaTb 6a3y
OaHHbIX.

BHumaHue! Ecnn Bbl notepsanu nnmn 3abbinin naponb, BOCCTAHOBUTb
ero 6byget HeBO3MOXXHO, 1 HEBO3MOXXHO OTKPbITb a3y AaHHbIX.

Henb3a yctaHoBUTb naponb ©O6a3bl AaHHbIX (MOHOMOMbHbLIN
pexum), ecnn anga 0asbl gaHHbIX Oblna onpegerneHa 3awuTta Ha
ypOBHe nonb3oBatenen, a Yy Bac Her paspeweHun
agMUHUCTpaTopa AnA 6a3bl AaHHbIX.

[Maponb 6a3bl AaHHLIX onpeaensaeTca OOMNOMHUTENBHO K 3aliuTe Ha
YPOBHEe Nnornb30oBaTeneun.



3awumTa Ha YypoBHe
nonb3oBareneu

3awmTa Ha YpOBHe nonb30oBaTeneun npeanosiaraet 3agaHue
aAMWUHUCTPATOPOM b1 onpeneneHHbIX paspeLleHnn
OTAENbHbIM MNOMNb3oBaTeENSIM M rpynnam nonbL3oBaTerien Ha
00beKTbI: TAabNUUbI, 3anpocbkl, POpPMbI, OTYETbI U MAKPOCHI.

[MpnynHamm Mcnonb3oBaHUs 3alUNTbl HA YPOBHE MONb30oBaTenemn
ABMAIOTCA:

3almTa NpMNoXeHns OT NMOBPEXOEHNSA U3-38 HEYMbILLINIEHHOIrO
N3MEHEHUs1 nonb3oBaTensaMu Tabnuy, 3anpocoB, dOpM,
OTYETOB M MAKpPOCOB, OT KOTOPbIX 3aBUCUT paboTa NpuUNoXeHus;

3alumTa KoHpuaeHumanbeHbiX cBegeHnn B bL.



3awumTta Ha ypoBHe
nonb3oBareneun

B Microsoft Access onpeaeneHbl Ase ctaHgapTHbIe rpynnbl:

aAMMHUCTPATOPbI — rpynna «Admins» (y4eTHada 3anmcb rpynmnbl
CUCTEMHbIX aAMWUHUCTPATOPOB, MMEIOLLINX MOSTHLIE pa3peLleHns
Ha Bce 0a3bl [OaHHbIX, WUCNONb3yemMble paboyen rpynrown.
[lporpamma yCTaHOBKM aBTOMaTUYECKN Oo00aBnsieT B rpynny
(Admins)» CTaHOAPTHYIO Y4YETHYIO 3annucb Mofib30oBaTens
«Adminy)

nonb3oBaTenu — rpynna «Users» (ydeTHas 3anucb rpynnbl, B
KOTOPYHKO BKIMKOYHAKOTCA BCE Yy4YE€THblE 3aliiCiu nonb3oBaTenen.
Microsoft Access aBTOMaTU4YECKM OodaBnsaeT co3naBaeMble
yYeTHble 3anucu nonb3oBaTenen B Tpynny «Users»), HO
AOMYyCKaeTCA oripeanenieHne JonosiHUTElNbHbIX TPYMn.

Onsa Ha3HadeHuss npaB MOXeT ObiTb MCNONb30BaH MacTtep
3aWmThl.



Oryer Macrepa 3aLymnTbl

[aHHbiit OTHET COOEPXM T BCE CBeeHN A, Heobxomimbie gna sBocoospuna daiina
pabousii rpynnbi 1 BOCCTAHOBAESHNA PCTYNa K 3awmuenHon 6asze fpHHbIX B anyuae
nospexesna. Haneyaraii e A 3KaI0pTMPYi TE 3TOT OTHET H COXPaHKTE €ro B
HaEMHOM MECTE.

Hesawnuennan 6asa fpHHBbDC
C:\Users\irina\Desktop\Hotd bak

SaumuenHan 6asa fgHHbDC
C:\Users\irina\Desktop\Hotd .mdb

®aitn paboueit rpynnbe
C:\Users\irina\Desktop\Security.mdw

MNonwsoBarens:
Microsoft Access

Oprauuzauyys:

Kop paboueit rpynnbe

BNyB2670082PjJe 1wbH
SaumuieHHbie obweKTbi:
Tabnuupbe

orPO4

AOMNOMHATE NIbHBIE_YCIYTA
KYPHAN _PEMACTPALINA
KIMWMEHT

HOMEP

MONb3CBATEND



3awumTta Ha ypoBHe
nonb3oBareneun

3MeHATb pas3pelleHusa Opyrmx rnosfib3oBaterien Ha OTAeSbHbIe
00bekTbl 6a3bl AaHHbIX MOTYT criegyrowme rnosib3oBaTesnm:

4YrieHbl epynnbl «Admins», onpegeneHHon B danne paboyen
rpynnbl, KOTOPbIX MCNONL30BasICA NPU CO30aHUN KOHKPETHOW
Ba3bl AAHHbIX;

esladesiey ob6bekma (NpU akTUBU3UPOBAHHOM CUCTEME
3alnTbl 3TO Yy4yeTHad 3anucb NONb3oBaTensi, KoTopas
OCYLLIECTBNSAET ynpaBneHne 6as3on JaHHbIX U ee 0O6bEKTOM.
[To ymon4yaHuio paspelleHns Bragenbla MMeeT Yy4eTHas
3anucb nonb3oBaTens, co3daBliero 6a3y AaHHbIX Unu ee
0ObEKT);

nobon nonb3oBaTenb, MNOMAYYMBLUMKA Ha 3TOT OOBLEKT
paspeLueHns agMnuHucTparopa.



FnasHas Co3paHue BHeWwHKe AaHHbIE Pa60Ta ¢ 6a3aMu A3HHbIX HaacTpoiiku Office Tab

= Coxpanuts
CBeseHus: bon bHWLLa

I CoxpaHuTb 06BEKT Kak
C:\Users\Andrey\Desktop\BoneHnua.mdb

@J CoxpaHuTe B33y AaHHBIX KakK

[ OTkpuITE
OKaTh U BOCCTAHOBUTL

. ¥,
J' 3akpuiTk 6a3y AaHHBIX I%’%\c MpeaoTepaiieHne n yctpaneHne npobnem ¢ paitnom Basbl AaHHbIX
NPV NOMOLLIW CPEACTBA CKATMA W BOCCTAHOBNEHMA.

2] 6onbHuua.mdb C>kaTb 1 BOCCTAHOBWTD
Basy AaHHbIX

agtu.accdb | '

@] Databased4.accdb
m anaBnelme NONb20BaTENAMM U paspelleHnAMH
@ TamoXeHHBIW KOHTPOAb.3... % g
@ Wcnonb3osaHne naponeii u paspelleHnii Ana NpeaccTasNeHns uan

Coeqeiig OrpaHN4YEHNA A0CTYNA OTAENbHBIX NONB30BATENEN WA rpynn
Monesoeatenn nonb3osaTtenei kK obvexkTam B Baze gaHHbIX.

W paspeLueHns v

Mocneaxue

@5 PaspeweHus..,

S MNon TENW W rpynnet...
e 5 nNonssosare pynnkil -~

;\3 MacTep 3aWnTel Ha YPOBHE NONb30BaTENeM. .

ha rpaHnYeHna 4ocTyna K 6ase AaHHbIX.
MeyvaTtb i1 3aK0AMpOBaTb MAW PACKOAMPOBaTb 633y AaHHEIX... |fkccess 2007 wnwn Bonee nosaHel Bepcun
COXpaHHTb W ook
ony6ankoBaTb

| OK | | Omvena | | llpumernTs \




CornawieHuns o naponsx

AMeHa y4eTHbIX 3anmcen MoryT UMeTb OSIMHY OT 1 40 20 3HAaKOB U MOryT
COCTOATb K3 OykB, umdp, NpobenoB U CUMBOMOB U3 PACLUMPEHHbIX
HabopoB, 3a NUCKIIOYEHUEM CreayoLLNX:

3HaKM "\ []: | <>+=;,.2*

npobenbl B Ha4Yane MMeHu;

ynpasnstowme 3Hakn (¢ kogamu ASCIl ot 10 Ao 31).
B naponsax y4ymMtbiBaeTCcA perucTp 3HakoB

[Taponb 6a3bl AaHHbIX COXPaHSIETCA B 6ase AaHHbIX, a He B (panne
paboyen rpynnoil.

dann paboyen rpynnbl — 3T0 dawns, KOTOPbIN Microsoft Access
CUNTbIBAET NPU 3arycke, cogepxalumn cBegeHnsa O Nnorib3oBaTensx,
BXOOAWMX B padboyyro rpynny. OTU CBEOEHUSA BKIOYAOT MMEHa
YYeTHbIX 3anuceu nonb3oBaTenien, X NaponM U MMeHa rpynn, 3
KOTOpble BXOAAT NOfib30BaTenu.



CornaweHusa o naponsx

Microsoft Access MO YMOJSIYAHUIO NpuUcCBanBaeT
YY4ETHON 3anucu nonb3oBatena «Admin» W«
NnOObLIM  HOBbLIM  Y4YeTHbIM  3arnuUcAM
nonb3oBaTens, co3gaBaeMbiM B paboyen
rpynne, NycTbie nNaponu.



LWivilppobadnvc ¢
MCMoJsib30BaHUeM napons
Oa3bl A4aHHbIX

Tbl | I

{€HUA
OTkpbiTe

wilwe = OTKpbITh ANA YTEHNA

MoHononeHO

Wma danna: sell. -
¢ Databasell.accdc MoHonoAbHO ANA YTEHUA

Cepeuc v MNMokasaTe NpeabIAyLUME BEPCUN

: T'

Ha Bknagke ®awun Bbibepute nyHKT CBepeHUA U
HaXXMnUTe KHOMKy 3awundppoBaTb Naposem.

OTKpoeTca ananoroBoe okHO 3apaHue naponsa 6asbl
AOaHHbIX.

Beegunte naponb B nosne Maponb 1 noBTopuTeE €ro B
none NMoaresepxaeHue.




noaxondbl B NPOEKTUPOBAHUU B[]

1. Knaccunyeckun noaxoa K NpOeKTUPOBAHUIO.

[logxon ncxoguUT OT cUCTEMbl JOKYMEHTOB -Ha BXoAe
bl umenacb ogHa cuctema OOKYMEHTOB, KOTOpas npwu
ncnons3osaHum bl TpaHcdopmupoBanacb B OPYryto
(BbIXOOHYIO) CUCTEMY OOKYMEHTOB (Tabnuu, pannos).

2. CoBpeEMEHHbIN NOAXOA K NPOEKTUPOBAHULO.

CoBpEMEHHbIN NOAX04 UCXOOAUT OT 3a4ad (B TepMMHAX
ACY), T.e. OT NpPUNOXeHUN, Noa KOTOPble CO30a€ETCs
Bl. Ilog npunoXxeHnem NOHUMAETCA MporpaMmma mnu
rpynna nporpamm, npegHa3sHa4YeHHbIX Ons
BbIMOSTHEHNSA onpeaeneHHbIX OOHOTUMHBLIX PaboT.




ISTAIbI MNP NPOEKTUPOBAHUU B

KOHUENTYAJIbHOE MOAEJIMPOBAHUE
(MHdonoru4yeckoe)

JNOM4eECKOE MOOEJIMPOBAHUE
(@aTanornyeckoe)

PUSNYHECKOE MOAOEJNTIMPOBAHUE



KOHLUENTYAJIbHOE (nHdonornyeckoe)
NMPOEKTUPOBAHWUE BA3bl OAHHDbIX

1. Co3gaHue nokanbHOM KOHUEeNTyarbHOW Moaenn AaHHbIX
ncxoast U3 npeacTaBneHnn o NpeaMeTHOW 0brnacTu KaXaoro
N3 TUNOB MOSfib30oBaTeNnen.

2. OnpegeneHne TUNoB CYLHOCTEN.
3. OnpegeneHne TUNOB CBSI3EN.

4. OnpefeneHune atpnbyToB, CBA3bIBAHWE MX C TUNAMW
CYLLIHOCTEN, onpeaerieHmne CBA3en.

5. OnpegeneHve gOMeHOB aTpuUbyTOB.

6. OnpepenexHne aTpubyToB, ABMAAIOLMXCA NOTEHLMaNbHbIMY
N NepBUYHbIMU KINoYaMW.

7. MpoBepka Mmogenun Ha OTCYyTCTBUE U3OBLITOYHOCTMW.

8. [lpoBepka coOOTBETCTBUA NOKaNbHOW KOHLENTyanbHOW
MOAENMN KOHKPETHbLIM MOoMnb30BaTeNbCKUM TpaH3aKUusMm,
obOcyXaeHne KoHUeNnTyanbHbIX MoAeNen AaHHbIX C
KOHEYHbIMW NOSIb30BaTENAMM.



Y10 xoven notpebirTens ‘fro nonpocn nonbsoeoTens  Kak yeupen oHanuTHK

i

Kox Harwen nporpommicr Kok peaniosano




NMPEOAMETHAA OBJIACTD

MpeameTHOM 0bNacTbIO HA3bIBAETCA YacTb peanbHOro Mupa,
npeacTasnsaoLas MHTepec Ansa nccnegoBaHuS
(MCMONb30BaHUSA).

OnucaHne npeamMmeTHoOn obrnacTu CoOaepPXUT:

Lienb, Ha3Ha4YeHne, OCHOBHble DYHKLIMWN NMPeAnPUATUS UMK
opraHu3auum, nonb3oBaTenu;

onncaHne BXOOHbIX U BbIXOOAHbIX OKYMEHTOB, MCMNOSIb3yEeMbIX
Npu BbINONHEHUN PYHKLUMNW;

OnucaHMe BCEX MWCMOrb3yeMbIX W CcO30aBaeMblX 3JIEMEHTOB
NaHHbIX;

onpeaeneHne 3agad 1 3arnpocoB Norb3oBaTenem n ux
XapaKTEPUCTUK;

HanooapjieHune tas3BNTN4.




TEXHUYHECKOE SAOAHUE-T3

B T3 gormkHbl ObITb onpeaeneHbl OCHOBHbIE LIENA
npunoxenusa b, TexHnyeckne tTpedboBaHua (TT).

TT OOmKHbl coaoepXXaTb NepevyeHb KOHKPETHbLIX
3agad, peanndyembix ¢ ucnonb3osaHvem bll.

B paspabotke T3 y4acTByOT WHMLMATOPDI
pa3pabotkm npoekta bl ( Avpektop wnu
Bnageney npeanpuaTuns).



TEXHUYECKMUE TPEBOBAHUA

o"KakoBbl Balln AOMXHOCTHbIe 06si3aHHOCTU?"

"Kakoro Bumaa 3apauM Bbl MNOBCeAHEBHO
BblnosnHseTte?"

'C p[paHHbIMM KakKoro poaa Bbl OObIYHO
paboTtaeTte?”

o""Kakoro W hE oTyeThbl Bbl OObIYHO
ncnonb3syete?”

"'[lema Kakoro Tuna BaM HeobxoAMMO
oTcnexuBaTtb?"

*"Kakume ycnyru npeagocrtaBnsieT Balla KOMMaHUs
CBOMM 3aKa3uukam?"



METOOUKU CBOPA ®AKTOB O
NMPEOMETHOWU OBNACTW

CBOP U AHAINMN3 TPEBOBAHUN
NMONb30OBATENEU

N3yuyeHne gokymeHTauuu;

IpoBeeHne cobeceqoBaHN;
HabrtogeHne 3a paboTton npeanpusaTus;
'IpoBegeHne nccrnegoBaHu;
poBeeHne aHKeETUPOBaHUS.




U3YYEHUE OOKYMEHTALUA

Omnucrpisaer npodaeMy BpyTpeHHUE Cay:KEOHBIC 3aIIMCKH, dJICKTPOHHAS 10YTa,

M HE00X0MUMOCTh B
0a3e JTaHHBIX

OnucbiBaeT 3a1a4u
NnpeAnpusTHs,
CBSI3AHHbIE C
paccMaTpuBaeMou
npoosemMoit

OnuceiBaer

CYIIeCTBYIOIIY IO
cucTeMy

IPOTOKOJIBI BCTPEY, 7KajI00bI CITyKaIlMX/3aKa3uuKOB U
TOKYMEHTHI, OIHChIBatoIe mpodaemy. O030phI B OTYSTHI O
pabote

Opra"nu3alMOHHBIN I'paduK, TEXHUYSCKOE 3aJJaHUEe U
CTpPATETMYECKUH IUIaH NpeaAnpusThs. TexHuueckue
TpeOOBaHUs IS U3y4aeMOM YacTu npeanpusatus. OnucaHus
3aaa4/3aganuil. [IpuMepsl 3anI0JIHEHHBIX PYKOITUCHBIX (GOpM
1 0T4eTOB. [IpuMephl TOTOBBIX KOMITBIOTEPU3UPOBAHHBIX
(GhopM M OTYETOB.

PaznuuHbie BUJIBI OJIOK-CXEM M JUarpamm, CjoBaphb
npodecCuOoHaIbHBIX TEPMUHOB, CJI0BApPh JTaHHBIX.

[IpoekT npusioxkeHus: 6a3el JaHHBIX. [IporpammHuas
TOKyMeHTaIus. PykoBojcTBa 110 00y4eHHIO MOJIb30BaTeIeh



ITo3BoJIsIET oNpamInBaeMoOMY JIMILY IOYYBCTBOBATh ce0st
YYACTHHKOM MPOEKTa, MO3BONSAET onpalinBaeMomMy
CBOOOAHO OTKPbITO OTBeé4YaTb Ha BOMNPOCHI

Ilo3BoJIsIeT JIMILY, MPOBOASIIIEMY cOOeceq0OBaAHUE U3MEHUThH
X0/ OIPOCa B OTBET HA HEOKUIAHHbIE KOMMEHTAPHUH CO
CTOPOHBI ONPAIIMBAEMOI0 JIHIA

Ilo3BoJisieT JuILy, IPOBOAsIIIIEMY coOeceI0OBAHUE,
nepegopMyJUpPOBATHh UM HHAYE NTOCTPOUTH BONPOCHI BO

BpeMs col0eceq0BaHMS

Ilo3BoJIsIeT JIMILY, MPOBOSIIIIEMY COOeCeT0BaAHHE,
HAO0II01aTh 32 MOBeIeHNEM ONPaIIuBaeMOro Juna

COBECENOBAHMUE

Ycnex 3aBUCHT OT
HABBIKOB O0IIICHUS
JINLA, TIPOBOASIIEr0
co0eceqoBaHue

Ycnex MosKeT 3aBHCETD
OT KCJIaHUuM
onmpamvuBacMbIX JINIL
yYiacTBOBAThH B
HHTEPBLIO
TpyaoeMkum n
AOpOoroun, NO3ToMy
MOXEeT ObITb
HenpakTU4YHbIM



HABJNMIOOEHUE

Io3BossieT yoenuThCA B
TOCTOBEPHOCTH (PAKTOB M JAHHBIX

Haouaronarean MOKeT HATJISTHO
BH/1€Th, YTO IPOUCXOAUT

Haomonarean MOSKeT MoJIy4arthb
JaHHbIE, ONMCHLIBaIOIIMe (uU3nUECKHe
yCJIOBHSI PA0OThI

OTHOCHMTEJIBHO  HEAOPOroM  Crocoo
coopa dpakToB

Jlionu, Haxoasimuecsi IOJA HAOJIONEeHHEM,
MOI'YT CO3HATEJbHO WM 0ecco3HATEJIbHO
BeCTH ce0s1 MHaye

B npomecce Ha0a0IeHMsI MOIYT OCTAThCS
He3aMeYeHHBIMH JAeHCTBHSA, BBINMOJHIEMBbIE
NpM pellleHur 3aJa4 JApPYroro YpOBHA
CJIO;KHOCTH MJIM MHTEHCHMBHOCTH, HEKOTOPbIE
3aJla4d  MOIYT MHOIZA BBINOJHIATHCA €
MOMOILI0 CIOCO00B, OTJIMYAIOIIMXCH OT
Ha0JII01aeMBbIX



WCCIIEOOBAHUE

IIpeumyuiecTea Henocrarku




AHKETUPOBAHUE

JIrvoau MOLYT 3aM0JHATH 7
BO3BpPAlIATh AHKETHI B yI00HOE /1JIs
HUX BpeMs

OTHOCHUTEJIBHO HEAOPOro cmocood
cOopa JaHHBIX C y4acTHEM 00JIbIIOT0
KOJIMYECTBA JIKoaen

JIroau CKJIOHHBI CO00IIATH B OTBETaX
NefCTBUTE/IbHbIE (pakrsbl, ecJIu
IPOBOAUTCH AHOHMMHOE
aHKeTUpPOBaHMEe (eCId HeT KAKHUX-TO
0COOBIX MNPUYMH [JI HCKAKEHUA

uH(popMAaLIKH)

OTBeTbl MOIYT OBITH CBEICHbI B
TadIMIy 7| ObICTPO
NMPOAHAJIU3UPOBAHDI

He Bce MOIyT COIlIaCuThHCHA OTBCETUTL Ha
BOIIPOCHI AHKETDI,

AHKeTBbI MOT'YT BO3BPALIATH HE3ANOJHEHHbIMHU
(0e3oTBEeTCTBEHHOE, PaBHOAYLIHOE  WJIM
CKEeNTHYeCKOe OTHOLIEHHE K Ipoleccy )

He npenocraBiasiloT BO3MOXKHOCTH NOSCHUTH

WIH nepegopMyIupoBaTh HENpPaBUJIbHO
IMOHATHIE BONPOCHI
Het BO3MOKHOCTH HA0/J101aTh )|

AHAJTU3UPOBATH PEAKIMI0 PeCHOHJAeHTAa Ha
oTaeqbHbIe Bompochl. IloaroroBka ompocHbIX
JIMCTOB MOKET MOTPeGOBaTh MHOTO BpeMEHHU



CBOP MHO®OPMALUUN O
MOJIb3OBATEJIbCKUX
[MPEOCTABJIEHUAX

Pa3padoruunk JlaHHBIe KAKOI0 THIA J0JKHbI XPAHUTHCHA O MepPCcoHaJie?
b/l

Menemxep s KaKaoro cOTpyiHMKa 310 —

Pa3zpadoTumuk Yro BbI cOOMpaeTech JAeJaTh ¢ JAHHBIMHU O NIePCOHAae?
b/l

Menemxep ¢/ BBOIUTH JaHHbIE 0 HOBBIX COTPYIHUKAX U YIAJATH X

IPY YBOJIbHEHUHU COTPYIHUKOB
¢/ XPaHUTH JaHHbIC 0 TEKylIeM IEePCOHAJIe U MeYararb
OTYeThl ¢ UMEHAMU M (PaMUIMAMH, JOLKHOCTHIO H
3apILIATON KAXKA0I0 COTPYIHUKA B MOEM OTAeJICHUU
pacupeaeasaTb COTPYIHUKOB 110 HHCIIEKTOPaM.
UHOIAA I CBSA3M € JAPYIMM OTAEJCHUEM, HYKHBI
UMEHA U TeJIe(POHBI MEHEIKEPOB APYrux OTACJICHUH

AN



CBOP MHO®OPMALU O
MOJIb3OBATEJIbCKUX
[MPEOCTABJIEHUAX

Create view as select ......
Grant selecton ........... 111 JOO



S XN X X

CBOP MHO®OPMALUUN O CUCTEMHDbIX
TPEBOBAHUAX ONA NPUNOXEHUA B

"Kakue TpaH3akuuu B 0a3e JAHHbIX BbINOJIHAKTCA yame?"

"B kakue mepuoabl ObIBAaeT HU3KAHA, HOPMAJbHASA M BbICOKAS
3arpy3Ka 10 BbINOJHCHUIO HAu0oJ/Iee BaXKHbIX TPaH3aKuuin?"
"UMerwrcss JU  KOHPUICHIMAJBbHBIC [aHHBbIC, K KOTOPbIM
NOJI2KHBI UMETh JOCTYI TOJIBKO ONpeaeJeHHbIe COTPYAHUKMU? "
"3a Kako# npoleamui Nepuoa Heo0XoAMMO XPAHUTDH JaHHbIe? "
"Kakue TpeOoBaHMsA K padoTe B CeTH U COBMECTHOMY JOCTYILY
NPeabSBJISIOTCA K CHCTeMe 0a3bl JaHHbIX?"

"Kakoro tuma 3alMTy OT ABAPUHWHBIX CUTYAlMH WIM MOTEPb
JAHHBIX HE00X0MUMO O0eCHeYuTh I MNPUJIOKEHUA 0a3bl
HAHHBIX?"



N X X X

CUCTEMHAA CNEUNDPUKALUNA ONA
NMPUNOXEHWUA B

Ha4YanbHbIN pa3mep 6a3bl JaHHbIX;
Temn pocTta 6a3bl JaHHbIX;

TUMNDbI I/IHCbOpMaLI,I/IOHHOFO NMNONCKa N UX
pacripeneriedHne rno 4actorte ncnoJib30BaHUA;

TpeboBaHUA K paboTe B CETU U COBMECTHOMY
AOCTyny;

NPOU3BOANUTESNbHOCTb;

3alunTa;

pe3epBHOE KONMMPOBaHME U BOCCTAHOBMEHUE;
topuanyeckmne Bornpochil.



CUCTEMHAA CNEUNPUKALNA
«PunanTtopckKkoe areHTCTBO» (Npumep)

HavyanbHbIV pa3mep 6a3bl AaHHbIX

1. MpumepHo 2000 coTpyaHMKOB paboTatoT B 6bonee 4yem 100
OTAENEHUNSAX KOMMaHUW.

B cpegHem 20 1 MakcuMyM 40 COTPYOHUKOB MMEIOTCS B KaXKA0M
oTAENEeHUN.

2. NpnbnunsntensHo 100 000 0O0BLEKTOB HEOABUXMMOCTU
OOCTYNHbI ANA apeHabl BO BCceXx otaeneHunsax. B cpeagHem 1000 um
MakcMMyM 3000 0OBLEKTOB HEABUXUMOCTN MMEIOTCSH B KaXKA0OM
oTaerneHunu.

3. [lpnumepHO 60 000 BnagenbsLeB HEABUXKUMOCTU, B CpeaHEM
600 n makcmmym 1000 BrnagenbueB HEOABUXUMOCTU
3apernucTpmpoBaHbl B KaXgoM OTOeNneHuun...



CUCTEMHAA CNEUNPUKALNA
«PmnanTtopcKoe areHTCTBO» (Npumep)

Temn pocTta 6a3bl AaHHbIX

1. Kaxabih mecsi, kK 6a3e gaHHbIX Ao00aBnsaTcs NpUMeEpHo 500 HOBbIX
0OBbEKTOB HEABMXXUMOCTU U 200 HOBbIX BfiagenbueB HeOBUMXUMOCTU.

2. Kak TonbKkO 00bEKT HEABMXKXUMOCTN CTAHOBUTCS HEOOCTYMHbLIM AN caadun B
apeHay, COOTBETCTBYyWLWAA 3anucb yaansetca u3 0asbl gaHHbIX. Kaxabin
MecsL yaansawTcs npuMmepHo 100 3anuncen 06 obbekTax HeABMXKNUMOCTN.

3. Ecnn Bnageney HeABWMXUMMOCTU He NpeaocTaBnseT Ansi apeHabl O00bekT
HeOBWXKMMOCTUN B TevyeHune 2 reT, 3annucb 0 HeM yaansetcd. Kaxabin mecay,
yoanaiTca npumepHo 100 3anncen o Briagesnbuax HeaBMXXUMOCTN.

4. Kaxxabihi Mecsil, B KOMMaHMIO NOCTYNatT Ha paboTy M YBOMBHATCA U3 Hee
npnbnnantenbHo 20 COTPYOHMKOB. 3annCb O COTPYAHUKAX yaansietcs vyepes
roq nocne ux yeornbHeHus. Kaxabin mecsy, yaansaiTcs npuMepHo 20 3anucen
O COTPYAHUKAX...



CUCTEMHAA CNEUNPUKALNA
«PmnanTtopcKoe areHTCTBO» (Npumep)

Tunbl NHPOpMaLMOHHOIO NOUCKA U UX pacnpeaeneHue No Yyacrtore
Mcnosib3oBaHuUSA

1. Nownck ceBegeHum ob otgeneHmnn — npubnmantenbHo 10 pa3 B AEHb.

2. Mownck cBeaeHur o coTpyaHuKe oTaeneHus — npuonmantensHo 20 pas
B JEHb.

3. [llonck cBegeHUn O KOHKPETHOM OObEeKTe HeaBMXKMMOCTU —
npnonu3antTenbHoO 5000 pa3 B [JeHb (C MoHedernbHUKa MO YeTBEepr),
npubnuantensHo 10 000 pa3 B AeHb (C NATHMUbLI No cybborty). [uk
Harpy3km — ¢ 12.00 go 14.00 n c 17.00 go 19.00 exxegHeBHO.

4. Mowunck cBegeHuin o BrnagernbLe HeABMXXUMOCTU — NpUonmantensHo 100
pa3 B €EHb.

5. lNownck ceegeHnn 0 KNnMeHTe — npubnmautenbHo 1000 pa3 B AeHb (C
noHedenbHUKa no 4etBepr), npubnuamtenbHo 2000 pa3 B AeHb (C
NATHUULI MO cybboTy). Nuk Harpy3km — ¢ 12.00 go 14.00 n ¢ 17.00 go
19.00 exxegHeBHO...



CUCTEMHAA CNEUNPUKALNA
«PmnanTtopcKoe areHTCTBO» (Npumep)

TpeboBaHus K paboTe B ceTU U COBMECTHOMY AOCTYyny

1.

Bce otoeneHuna OoOmkHbl ObITb 0ObeAMHEHbI B CeTb C
ueHTpanui3oBaHHou bB[l, Haxogswewuncsa B rorioBHOM odoumce
KomnaHum B [Nasro, ¢ cobntogeHnem mep 3alliuThl.

Cuctema gormkHa npegoctaBnAaTb BO3MOXHOCTb OAHOBPEMEHHOIO
OOCTyrna K Henm XxoTa Obl 2 unu 3 cOoTpygHUKaM W3 Kaxgoro
oTAeneHuny.

Heobxoonmo npenycmoTpeTb MNpuobpeTeHne onpeneneHHoro
KONiMdecTBa MONb30BATENIbCKMX JIMUEH3NMW Onst obecneveHus
ogHoBpeMeHHoro goctyna Kk CYB[l Takomy uncrny nonb3oBaTternen.



CUCTEMHAA CNEUNPUKALNA
«PmnanTtopcKoe areHTCTBO» (Npumep)

NMponssoautTenbHOCTb

1. B yTpeHHMEe Yacbl, HO HE B Yacbl MakCUMasribHOM Harpys3kun, BpeMsi OXuaaHus
OTBEeTa Ha MOWUCK OOHOW 3anncu — MeHee 1 cekyHAbl. B 4acbl makcumarnbHom
3arpys3ku BpemMms oXXngaHus oTBeTa Ha O4uH MOUCK — MeHee 5 CeKyHA.

2. B yTpeHHue 4yacbl, HO He B 4YacCbl MakCMMarbHOW 3arpysku, BpemMa OXunaaHus
OTBETa Ha MNOUCK MHOXeCTBa 3anncen — MeHee 5 cekyHa. B 4acbl MakcumasnbHou
3arpyskum Bpems oXXuaaHuda oTBeTa Ha OO4MH NMOWUCK HECKOSMbKMX 3anucen —meHee
10 CekyHA.

3. B yTpeHHu1e yachkl, HO He B Yacbl MakCUMarnbHOW 3arpy3ku, BPeEMS BbIMOSTHEHUS
ornepauun OBOHOBNEHUS1/COXpaHEHNA — MeHee 1 cekyHAbl. B 4achl
MaKcMMarbHOM 3arpysku BpeMS BbINOSTHEHUSA ornepauumu
ODOHOBIIEHUNS /COXPAHEHNA — MEHEe 5 CEeKYH/.



CUCTEMHAA CNEUNPUKALNA
«PmnanTtopcKoe areHTCTBO» (Npumep)

3awuTa
1. basa gaHHbIX goMmkHa ObITb 3aWMLLEHA NapoeM.

2. Kam,u,omy COTPYAHUKY OOJDKHbI ObITb NPUCBOEHbI NpuUBUNErnn (NOJTHOMO4YNA) AOCTYNa
K ©a3e JaHHbIX COrnacHo ero MNoJib30BAaTESIbCKOMY MpeacrtaB/ieHno, a UMEHHO:
ANPEeKTopa, MmeHeaxXepa, MHCNeKTopa U aCCUCTEeHTa.

3. CoTpyaHUKY MOXXHO BUAETb TOSMbKO AaHHblE, Heobxoanmble ans ero paboTsl, U B
yaoGHOM Ansa 9Toro BuAe.

KonupoBaHune u BOCCTaHOBMEHNe
basa gaHHbIX A0OMKHA KONMMpOoBaTbCS eXXeAHEeBHO B MNOSIHOYUb.
KOpugnyeckme Bonpochl

1. B kKaxkgon ctpaHe MMeKTCA 3aKOHbI, perynupytowimne cnocob
KOMMbIOTEPU3NPOBAHHOIO XPaHEHUSA NMIUYHbLIX OAHHbIX.

2. Tak, ecnv 6a3a gaHHbIX COAEPXUT JaHHble O NepcoHarne, KNMeHTax u BrnagenbLax,
HeobxoaMMo U3y4nTb U YYUTbIBATL NtoOble NpaBOBble HOPMbI, KOTOPbIM OHa AOIMKHA
YOOBMNETBOPSATH.



NNOIT'MYECKOE NPOEKTUPOBAHUE

Nlormyeckasa wMopgenb OaHHbIX  Y4YUTbIBAET
0CODEHHOCTU BblOpaHHOW MO EeNW
opraHmsaumm pgaHHbix B ueneson CYb/[
(Hanpumep, pendaunoHHas).

Ha 3ToM 3Tane WrHopupyrTcs oOcCTanbHbIe
XxapaktepucTtukm BelbpaHHou CYB[, Hanpumep,
nodbble 0CODOEHHOCTHK domnanyeckon
opraHusaumm ee CTPYKTYP XpaHEHUSI JaHHbIX U
NOCTPOEHUA UHOEKCOB.

[lna npoBepkn npaBUNbHOCTU J1OTMYECKOU
MOOEenn  OaHHbIX  UCNOoSb3yeTca  MeTon
HopMasiulauyuu.



HOPMAJIN3ALUA

Hopmanusaumsa -npouecc peopraHu3aunm OaHHbIX MyTeM
NUKBNOAUUM NOBTOPSOLLUMXCSA FPYMNN U UHbIX MPOTUBOPEYNI B
XpaHEHUN OaHHbIX C Lenbk npuBegeHus Ttabnuu Kk Buay,
NO3BONSLLIEMY  OCYLUECTBNATb  HEMNPOTUBOPEYNBOE U
KOPPEKTHOE peaakTUpoBaHNE AaHHbIX.

HopmanbHasa chopma - COBOKYNHOCTb TPeOOBaAHUN, KOTOPbIM
OOMKHO YOOBNETBOPATb OTHOLLEHME.

YnpaBneHme pOaHHbIMU CTAHOBUTCHA O4YEHb MPOCTbIM, €CIn
OaHHble OpraHM3oBaHbl COrMacHO HECKOSIbKMM rpaBunam.
OTNM npaBuna CcrtanMm  M3BECTHbIMM  Kak  npaBuna
HopManusauuu- npasuna Koapa.



HOPMAJIN3ALUA 1 HD

Tabmuma 1. Cocrtae cemeu (mpaeuno 1 Hapymaercs)

n/m | Ynen cemeu | Ctenens poacrea Mk aueennsr

1 | bopuc [ 1apa cempu Exatepuna, Anexcanapa

2 | Tamapa Mats Her

3 |Iletp Croguslii Opat Hpuna

4 | Muxaun Hana Anna, Hatames

5 | Ueam Hana Enena

Tabmuma 2. Coctae ceMbu (B nepeoii HOpMaTbEHOH dopie)

n'n | Ynen cemeu | Ctenens poacrea Mxaupenenl Mxmieenen?
1 | bopuc [ 1apa ceMpu Exatepuna Anexcanapa
2 | Tamapa Mats Her Her
3 |Iletp Ceoausrii Opat Hpuna Her
4 | Muxaun Hana Axnna Hatanes
5 | Uram Hana Enena Her




HOPMAJNMN3ALIUA 2H®
N

Ompegenenne 1. ITycres & - orHOmenmne. MuoxecTEO aTpHOVTOR ¥ DVHKIIHOHATBEHO 3aBHCHMO OT MHO-
sxecTea atpubvToR 4 (X dyExnmonateHo ompeaenser ) Toraa M TOMBKO TOrJa, KOTAa BEO BCeX KOPTEXKaX,
HMEIOITHX OJMHAKOBBIE 3HAYEHHA aTPHOYVTOE 4 | 3HaveHHA aTpHOVTOR ! Taxke COBIAJAaOT B OOOM COCTOA-
Huu otHomenua X . CHMBOIHYecKHM QVHKIHOHATEHAA 3aBHCHMOCTS 3aITHCBIBACTCA

X —=>Y

MuoskecTeo aTpubyTOR 4 HaseIBaeTCA JeTEPMHHAHTOM QVHKIHOHAIBHOH 3aBHCHMOCTH, a MHOKECTEO
aTpuoyTOR ! Ha3BIBAaeTCA 3aBHCHMOIT HaCTRIO.

= Tabnuua coaepXuT KoY

= Bce HeknoyeBble cToNnoubl
3aBMCAT OT MOSMHOro Knoya

CocTraBHOWM KoM




HOPMAJIUSALINA 3 HO
N

* B cdokyce BHUMaHUA — HeKI4YeBble cTonoubI
* HeT TpaH3UTUBHbLIX 3aBUCUMOCTEN

= Heknio4esble cToNOUbI
He 3aBUCAT OT ApPYrmx
HeKN4YeBbiX cToNbUOB




HOPMANU3ALNA H® BOUCA-KOOOA
(HOBK)

OTHoweHne R Haxooutca B H® b-K Toroa w
TONbKO TOrAa, Korga OeTepMUMHaHTbl BcCeX
pyHKUMOHANbHbLIX 3aBUCMMOCTEN ABMNAKTCH
noTeHUuuanbHbIMU KIFOYaMM.

Ecnn otHoweHne Haxogutca B HOBK, To oHO
aBTomMaTunyeckm Haxoamtca n B 3HO.



NMPUBEOEHUNE K1 HP

Haxnaauwaa N2 123

Adara MNoxynartens Aapec
10.01.2001 TOO "Cynepnync" r. Kyxyeecr yn. Bonewaa Tpybuaa a6

OTnyweH ToE3 Konuuecteo |Ea Mam. |Uenasaea [OBwaa cToMmocTe
BaHra cTexnaHHaa 100 wT. 3.95 3495
CTaxaH rpaHeHe i 349 WwT. 1.24 45 56
ByTunxa "vebypawra' 367 e n as 165.15
Boaa muHepaneHaa 40 g|OTMYCK TOBAPOB CO CRITALA 314
Boara "CTonnunaa" 25 g|aTa 262.5
Nueo "Amyp AB" 40 MNokynarent 182.4

[opof

Adpec

Toeap

Ea Mzmepenua

LleHa 2a en

OtnyweHo en

Obwaa CTOMMOCTL

Homep HaknagHow




NMPUBEOEHUWE K2 HP

Haxnaauwaa N2 123

dara MNoxynarene Appec
10.01.2001 TOO "Cynepnync" r. Kyxyeecr yn. Bonewaa Tpybraa a6
Ornywen Tok3 Konwuecteo |Ea Mom, |lUenasaen |00Was cTOMMOCTE
BaHKa cTexnanHaa 100 wT. 3,95 345
CTaxaH rpaHeHe M 24 WwT. 1.24 45 56
ByTunxa "vebypawra' 367 wT. 0.95 165.15
Boaa muHepaneHaa 40 ByTenka 7.85 314
Boara "Ctonnynaa" 25 ByTENK3 10,50 2625
MNueo "Anyp 1B" 40 6aHxa 456 182.4
OTNYCK TOBAPOE CO CKNAOA OTMNYCK TOBAPOEB CO CRIALA
Hara Homep HaknagHoM
MNokynatens Toeap
lopoa Hara
Agdpec Mokynatens
Togap Fopoa
En Mamepenua Aapec
Llena za_en En WMamepenua
OTnyweHo eg LleHa 2a en
Obwaa CTOMMOCTL OTnyweHo eg
Homep HaknagHoM Obuwiaa CTOMMOCTE




NMPUBEOEHUWE K2 HP

Beinenenue tabnuyel “Toeap” TOBAPbI
OTMYCK TOBAPOEB CO CKITALA Toeap
S GAPRTNAD OTMNYCK TOBAPOE CO CKITALA En_Wamepenna
Homep HaknagHow !!e;a 33 4
Data Toeap (FK)
NokynaTens Nata
[opoa - Nokynatent 2 HO
En WMamepenua [opog,
Liena_s3a_en Anpec
OTnyweHo_eg OTtnyweHo eg
ObUyad ZCTOMMOCTE OBWaa CTOMMOCTE




NMPUBEOEHUNE K 3 HP

OTNYCK TOBAPOB CO CKNAOA Buigenenue tabnuyel "Toeap” TOBAPBI
Mara Toeap
Mokynatens OTNYCK TOBAPQB CO CRIADA En_Wamepenua
Fopog, Homep HaknagHoi Clotiasaa an
Anpec Toeap (FK)

Togap - Hara

En WMamepenua [Nokynatens I HD

LleHa 3a en [opoa

OTnyweHo e Adpec

OBLWaA CTOMMOCTE OTnyuwieHo_en

Homep HaknagHoM Obwan CTOMMOCTE

TOBAp NoKynaTenb
eA-U3MEP EHW A ropoa
UeHa 3a eq agpec

TOEBAp

HOMEP HaKnagHoN
nara

OTNYLWEHD en
0bLLaA CTOMMOCTE
NoKynaTenk




NMPUBEOEHUE K 2 HP

TOBap NOKynarenb
24-U3MED BHUA ropoa
UeHa 3a ea agpec

OTNYWEHO eAa
0bLLan CTOUMOCTL

Nnokynarens

TOBap nokynaTene
ef-U3MepeHnA ropoa
UeHa 3a en ajpec

Togap
HOMEP HaKNaaHON

OTNYWEHO 4
0bWan CToMMoCTL

HOMEP HaKNaAHON

nokynarens

Al 4




NMPUBEOEHUNE K 3 HP

TOBAPGI

oBap

MNOKYNATESIA

llokynarens

EA_VMamepenua

lena 3a ea

J

Mopoa

Anpec

Mokynarens (FK)

Homep ;HaknaAHoN

Y

fNara/

/[

J
0 KTOBAROB CO C
Toeap (FK) |/,

Homep HaknagHoi (FK)

Ornywexo_en

TUBU{GR CTOUMOCTE

——

TOBAPDI MOKYNATESNA
Josap Wlokynarens
Ba Mamepexua lopoa
Likwa 3a ea Anpec
| .
bIE

Mokynatene (FK)

Homep waknagHoiiy

s

Nara /
/
OTNYCK TOBAPHB CO CKNAZA

Toeap (FK) V/

Homep HaxnagHoi (FK)

Ornywiedo en




HEOOCTATKU HOPMAJIM3ALUA

bonbLee KOINMNYecTBO CYLLHOCTEN b/.
ConpoBoxaeHune n nogaepxka takon bl crnoxHa

TpyOHOCTU MOCTPOEHNA 3anpocoB K Takum B[],
TaKk Kak HeobxoaMmo CBsi3biBaTb HECKOSIbKO
Tabnuu,

OnepaTnBHOCTb BbIDOPKM AaHHbIX HU3Kasa a5
BbICOKO HOopMarnuioBaHHbIX B/l (3 HD).



OLTP N OLAP-CUCTEMDbI

CvnbHO HOpManNM3oBaHHbIe MOOENN OAHHbIX
Xopowo noaxogAat Aana  OLTP-npunoXeHun
(On-Line Transaction Processing (OLTP)-
onepartuBHas obpaboTka TpaH3aKLunn)

OLAP-npunoxeHna (On-Line Analitical Processing
(OLAP) - oneparunBHagd aHanunTn4yeckas
obpaboTka [gaHHbIX) UCnonb3yT cnabdo
HOpMann3oBaHHbIe MOJENN OaHHbIX



OLTP-NMPUNOXEHUA

[MopoepxmnBaet bonbLioe 4UCNoO
nornb3oBaTterneun, padboTarLwmnx napannenbHo

Bonblloe 3HayeHne nMeeT BpeMs OTBeTa Ha
3anpoc

OLTP-cuctemMbl conpaxeHbl C MHTEHCUBHbIMIA
rnpouecCamMn HTEHNA-3alrnCcu

[lpumepbl OLTP-NpMNOXEeHUN - CUCTEMBI
CKNMagcKoro  y4yeta, CUCTeEMbl  3aKasoB
bunertos, baHKoOBCKMe CUCTEMBbI,

BbIMNOMHAKOLLIME onepaunun no nepeBoay



OLAP-NMPUNTOXEHUA

OnepupytoT ¢ 6oNbLUMMU MacCUBaMU JaHHbIX

nobaBneHne B CUCTEMY HOBbIX AaHHbIX NPONCXOOUT
OTHOCUTENbHO  PedKko  KpyrnmHbiIMM  Briokamu
(Hanpumep, pa3 B KBapTan 3arpy»katTcs AaHHbIE MO
UToram KBapTanbHbIX NMpogax n3 OLTP-NPUIOXKeHUS)

nobaBneHHble JaHHble B CUCTEMY OObIYHO HUKOr4a
He yaansioTCcS

nepen 3arpy3konM OaHHble NpOXOoOAT pasfnyHble
npouenypbl "OYUCTKU", CBA3AHHLIE C TeM, YTO B
odHY CUCTEeMY MOrYyT MOCTynaTb AaHHble U3 MHOMMX
MCTOYHMNKOB, UMEIOLLINX pa3nnyHble dopMaThl



OLAP-NMPUNTOXEHUA

3allpocChbl K cCncrtemMe ABINAKOTCAH
HeperraMmeHTnpoBaHHbIMMU, AO0CTaTO4HO
CJ1O0KHbIMW.

CKOPOCTb BbINOJIHEHUA 3arpocoB BaxXH4a, HO
HE KPUTUYHA.



PUSNHECKOE NMPOEKTUPOBAHUE b

[lpoekTnpoBaHne 6a30BbIX OTHOLUEHUW B cpeae
uenesonn CYB[I, oTHoweHun, coaepamnx
Npon3BogHblIe OAaHHbIE.

Peanunsayus orpaHnyeHnn npegmeTHom obnactu.
[lpoekTupoBaHue U3NYECKOro npencraBreHnsd

bl
AHanuns TpaH3aKkuyumn.
Bbibop dhannoBon CTPYKTYpbI.

OnpegeneHne NHOEKCOB.



PUSNHECKOE NMPOEKTUPOBAHUE b

OnpegeneHne TpedboBaHMN K JNCKOBOW
namaTn.

Pa3paboTka nonb3oBaTeNbCKMNX
npencTtaBneHun.

AHann3 HeobxoaAnMOCTN BBEOEHUS
KOHTPOSNIMPYEMOM N3ObITOYHOCTMI.

OpraHnsaums MOHUTOPUHIa N HacTpoWKa
doyHKumoHnposaHusa OC.

Pa3paboTka cpeacTtB 1 MEXaHU3MOB 3aLLMUThI.



PUSNHECKOE NMPOEKTUPOBAHUE b

BbIOOp TWna HocuTtensi, criocoba opraHusaunm
OAaHHbIX, MeTo4oB  [OocTyna (onpepeneHuve
nonb3oBatenen ©0a3sbl AaHHbIX, UX YPOBHEW

Aoctyna, pa3paboTtka u BHepgpeHue npaBuUn
Ge3onacHOCTU AoCcTyna),

onpeaeneHne pasmepoB duandeckoro OMoka,

yrnpaBrieHne pasmelleHneM AaHHbIX Ha BHELUHEM
HocuTerne,

ynpaBneHme cBoboaHOW MamMsiTbio, onpeaeneHue
Lenecoobpa3HoOCTH cXKaTtus NaHHbIX n
MCNOSb3yEMbIX METOOB CXaTus,



PUSNHECKOE NMPOEKTUPOBAHUE b

OUEHKa pa3MepoB 0ObLeKTOB Oasbl (onpegereHue
pasmMepoB TabnNYHbIX NPOCTPAaHCTB "
OCODEHHOCTEN WX pa3MEeLUeHUsT Ha HOCUTENAX
MHdopMaLuuu,

onpegeneHve cneundukaunum HOCUTENeun
MHopMauunm Onsg  MNPOMbILLNIEHHON  CUCTEMBI
(Hanpumep, TUN raid-MaccuUBOB, NX KONMMYECTBO),

pa3paboTka Tononorm 6asbl JaHHbIX B Clyyae
pacnpegeneHHon 6a3bl gaHHbIX, onpegeneHue
MEXaHM3MOB JOCTyMNa K yaaneHHbIM AaHHbIM.



CNACUBO 3A BHUMAHMUE!



