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Introduction to the lecture

N\

/
e Capture OpenFlow messages \
e Switch features
* Switch datapath IDs (DPIDs)
e Packet in messages
* Buffering
e Tables and pipelines
e Flow modifications (Flow mod)

\ /| e Error messages /
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Capture OpenFlow messages

SDN Apps
HP SDN Controllers

Jumphost
192.16856.5

al
132.168.56.251

G1jo/4

2 Pl P2
10.1.1.252 10.1.1.253 10.1.1.254
G1/0f2
UserVM2 UserVM3 UserviMg
| 10.20.20.2 10.30.30.3 10.40.40.4




Capture OpenFlow messages

[

J

Device

Description

IP Address

C1 (Comware switch 1)

HP Comware switch

VLAN 1: 10.1.1.251
VLAN 20: 10.20.20.251
VLAN 30: 10.30.30.251
VLAN 40: 10.40.40.251
VLAN 192: 192.168.56.251
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Capture OpenFlow messages

Applications
Disable

- J

@ HP VAN SDN Controller

General / Applications

Refresh New  Upgrade Uninstall  Freble  Disable

Alerts
Applications Name Version State
Configurations » Network Protecto 1.3.13.45¢ ACTIVE _—_J

. » PathDiagnostics 2515 ACTIVE
AuditLog .
_ » OpenFlow Link Discovery 25.15 ACTIVE
Licenses » OpenFlow Node Discovery 25.15 ACTIVE
Team » PathDaemon 2.5.15 ACTIVE
SupportLogs AppStare - Purchased Applications
OpenFlow Monitor Name Version



Capture OpenFlow messages
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‘ Controller I

|
OpenFlow Protocol

¥

Channel Table

-

1

|
OpenFlow | | Group

|

|

Flow o Flow
Tabe

OpenFlow Switch

~

-
-
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controller-to-switch,
asynchronous, and symmetric.

/
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Capture OpenFlow messages
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e Switch to Controller = Hello

e Controller to Switch = Hello

e Controller to Switch = Features request
e Switch to Controller = Features reply

e Controller to Switch = Set config

e Switch to Controller = Error

o / J
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Capture OpenFlow messages

[ J

cC23 vstem—view
<> SysStTem—View

[C2—ocf—-inst—1] undo classification

[C2—cf—inst-1] actiwve instanc

f

Pl# config PZ2% confs
Pl (config)$# openflow P2 (config)$# openflow

Pl (openflow) # disable P2 (openflow)$# disable
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Capture OpenFlow messages

openflow v4

& Capturing from Lab Network  [Wireshark1126 (v1.125-0-geelfceb from master-112)]
File fdit View Go Capture Analyze Jtatistics Telephony Tools [ntemals Hep

OO AWM BEXXT RevdT L QA0 MR % B
Fitr: | openfiow_v4 _p Cleat Apply S
No. Time Source Destination * Protocol Llength Info

[ Result: ]
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Capture OpenFlow messages

[ J

-~

[C2-0f-inst-1] classification wlan 20

[C2-0f-inst-1] active instanc

[ J

r

0

A Capturing from Lab Network inct tep port 3389)  (Wireshark 1126 (v1.125-0-geel fee from master.12))
Ble Edt Vew Go 'Q;pwn Analyze  Shtistics Telephory Tocls [ntermals Help

co4n (EEExXR2 Aev0TL (R QQAD FNB % B
¥ — .

Filter:  openflow i ' E]S:pmaion... Clesr fpply Swve

No. Tme Source Desunmon Protocol Le th [nfo

8% OFPT_HELLO
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Capture OpenFlow messages

f M LD Neswork (not top port 3389)  [Wiseshark 1126 (v1120-0-geelfced from master-1.12))

Ede Edit View Gas Capture QOrahre Seabtistics 'l’elephowz Jool:s [atermals Help
CO AMWMIZ BNRAXB A+ TF 2 B QeaapD a2 % B
Fiker openfow w4 | v | Expression.. Clear Spoly  Syve

Protocol th Info

No. hme Seurce Deitinaton Lenc

; : ype : -3
59 2.20295900192.1638.560.11 i T cpenF ¢ 82 Type: OFPT_HELLO
61 2.20396200192.168.56.11 10.1.1.252 cpenF ¢ 74 Type: OFPT_FEATURES_REQUEST
6’ 2.2043390010.1.1.252 102.168.55.11 cpenFlc 74 Type: OFPT_ECHO_REQUESY

Frame 57: 82 bytes on wire (656 bits), 82 bytes captured (656 DITs) on interfrace O
EThernet LI, Src: HewlettP_37:38:97 (78:48:59:37:234:97), DOsT: vinware_97:27:Ffd (00:50:56:97:27:7d)
Internet Protocol version 4, Src: 10.1.1.252 (L0.21.1.252), DstT: 192.168.56.11 (192.168.56.11)
Transmission Control Protecol, Src Port: 14032 (14032), Dst Port: 6633 (6633), Seq: 1, Ack: 1, Len: 16
openFlow 1.3

version: 1.3 (0x04) |

Type: OFPT_HELLO (0)
Length: 16 ’ l
Trancaction 1D0: O "

Elenant
Type: OFFPHET _VERSIONDITMAS ’1)
Length: &

Bitnap: CCCOCOLO

e

Answer:




Capture OpenFlow messages

M TLab Network (not tcp port 3329) nﬂbumwmllzn>“aazo<kgaaﬂmoﬂonunumnqazn
Ele Edit Mew Go Capture Arahze Iratistics Telephowy Tool: [atermals Hels

©C® AWML BN A TFIL B QA 8B %X
Fiker: openfiow 4 aimnuwn.. Clear ZApoly  Save
No. Tirre Source Deitsnation Piotocol Length Info
1.1, 152.168. “82 Ty
$9 2.20295900192.2163. 56,11 10.1.1.252 CpeEnF I 82 Type: OFPT_MELLO

61 2.20396200192.168.56.11 10.1.1.252 CpenFlic 74 Type: OFPT_FEATURES_REQUEST
62 2.20433900210.1.1.252 192.168.55.11 CcpenFlc 74 Type: OFPT_ECHO _REQUESY

Frame 57: 82 bytes on wire (656 bits), B2 bytes captured (5% bits) on 1nterftace O

EThernet 11X, Src: HewlettP_37:34:97 (78:48:59:37:234:97), DST: Mware_97:27:Ffd (00:50:56:97:27:Td)
INternet Protocol version 4, Src: 10.1.1.252 (QLC.21.1.252), Dst: 192.1€8.56.11 (192.168.56.11)
Transnission Control Protocol, Src Port: 14032 (14032), DSt PoOrt: 6633 (6633), Seq: 1, Ack: 1, Len: 16
openFlow 1.3 |

ver<sion: 1.3 (0x04)
Type: OFPT_HELLO (0D .
Lengrth: 16 b 2

Trancactdon I0: O |
Elenent
Type: OFFHET_VERSIONDITMA® (1)
Length: &
B8iTtnap: COCO0V0LO

IR RUR.

(" Answer:
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Message types

- J

enum ofp type {

/* Immutable messages. */

OFPT_HELLO = 0, /* Symmetric message */
OFPT_ERRCR = 1, /* Symmetric message */
OFPT_ECHC REQUEST = 2, /* Symmetric message */
OFPT_ECHC REPLY = 3, /* Symmetric message */
OFPT_EXPERIMENTER = 4, /* Symmetric message */
/* Switch configuration messages. */

OFPT_FEATURES REQUEST = 5, /* Controller/switch message */

16



Message types

OFPT_FEATURES REPLY = 6, /* Controller/switch message */
OFPT_GET CONFIG REQUEST = 7, /* Controller/switch message */
OFPT_GET_ CONFIG_REPLY = 8, /* Controller/switch message */
OFPT_SET CONFIG = 9, /* Controller/switch message */

/* Asyvnchronous messages. */

OFPT_PACKET IN = 10, /* Async message */

OFPT_FLOW_ REMOVED = 11, /* Async message */
OFPT_PORT_STATUS = 12, /* Async message */

/* Controller command messages. */

OFPT_PACKET OUT = 13, /* Controller/switch message */
OFPT_FLOW MOD = 14, /* Controller/switch message */
OFPT_GROUP_MOD = 15, /* Controller/switch message */
OFPT_PORT MOD = 1&, /* Controller/switch message */
OFPT_TABL.E MOD = 17, /* Controller/switch message */

/* Multipart messages. */

OFPT_ MULTIPART REQUEST = 18, /* Contrecllerxr/switch message */

17



Message types

OFPT_MULTIPART REPLY = 19, /* Controller/switch message */

/* Barrier messages. */

OFPT_BARRIER REQUEST 20, /* Controller/switch message */
OFPT_BARRIER REPLY = 21, /* Controller/switch message */

/* Queue Configuration messages. */

OFPT_QUEUE_GET_CONFIG_ REQUEST = 22, /* Controller/switch message */
OFPT_QUEUE_GET_ CONFIG _REPLY = 23, /* Controller/switch message */
/* Controller role change reguest messages. */

OFPT_ROLE REQUEST = 24, /* Controller/switch message */
OFPT_ROLE_REPLY = 25, /* Controller/switch message */

/* Asynchronous message configuration. */

OFPT_GET_ASYNC_ REQUEST = 26, /* Controller/switch message */
OFPT_GET_ASYNC REPLY = 27, /* Controller/switch message */
OFPT_SET ASYNC = 28, /* Controller/switch message */

/* Meters and rate limiters configuration messages. */

OFPT METER MOD = 2%, /* Controller/switch message */
18



OpenFlow specification

Ml "Lab Network (not tep port 3389) [Wireshark 1126 (v1.12.5-0-geeifced from moster-112)]

Eie Edit \iew Go Capture Aralyze Statitics Telephory Tools [Intemals Help

©Ce AmZ BNRDBD AT L EBs AaAaQBO @D
Fiker  openfloa.vd [ﬂ&pusﬁon... Clanv TApPHF " Save

No. Time Source Destnation Protocol Length Info

57 2.2022280010.1.1.252 192.163.56.11 X g OFPT_HELLD
SO 2.20295G00192.168. 56,11 10.1.1.2S52 OperF |c 82 Type: OFPT_HELLO
€1 2.20206200192.16%8.56.21 10.2.1.252 coparelc 74 Type: OFPT_FEATURGS_REQUEST
2 2.2043390010.1.1.252 192.168.56. operFsilc 74 Type: OFPT_ECHO_REQUEST
« Frame S7: 82 byres on wire (656 birs), 82 aprured (656 birs) on interface O

= Ethernet II, Src: HewlettpP_37:24:97 (78:48:% . wad:97]), Dst: Unware 97 :27:Ffd (00:50:56:97:27:Fd)
# Internet Protocol versicon 4, Src: 10.2.1.2%52 (10.2.1.252), Dst: 192.163.56.11 (192.168.56.11)
' ® Transmission Control Protocol, Src POrt: 14032 (14032), OST Port: 6633 (6633), Seqg: 1, Ack: 1, Len: 16
< openFlow 1.3
version: 1.3 (Ox04)
Type: OFPT_HELLO (0D

Length: 16
Transacrion ID: ¢
= €lement
Type: OFPHET_VERSIONSITMAP (1D
tength: 3

Biumap: 00000010

Answer:
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OpenFlow specification
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OpenFlow specification

-

; ‘ *Lab Network (not tcp port 3389) [Wireshark1126 (v1.12.6-0-geelfceb from master-1.12}]
Eile Edit View Go Capture Anakze Statistics Ttlephonz Tools [nternals Help

CoOoAmME BOIRS AesadTR QAQO | #MBM x| B

Filter: openflow v4 E] Expression.. Clear Zpply Save

MNo. Time Source Destination Protocol Length Info
57 2.2022280010.1.1.252 192.168.56.11 OFPT_HELLO
59 2.202959001952.168.56.11 0T 1=252 openF Ic 82 Type: OFFT_HELLO
61 2.20396200192.168. 56.11 10.1.1.252 openFlc 74 Type: OFPT_FEATURES_REQUEST
62 2.20432290010.1.1.252 192.168.56.11 openFic 74 Type: OFPT_ECHO_REQUEST

+ Frame 57: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0

+ Ethernet II, 5rc: HewlettP_37:a4:97 (78:48:59:37:a4:97), Dst: Vmware_97:27:fd (00:50:56:97:27:Ffd)

# Internet Protocol version 4, Src: 10.1.1.252 (10.1.1.252), Dst: 192.168.56.11 (192.168.56.11)

+ Transmission Control Protocol, Src Port: 14032 (14032), DST Port: 6633 (6633), Seq: 1, Ack: 1, Len: 16

= OpenFlow 1.3
version: 1.3 (Ox0Q
Type: OFPT_HELLO «O)

Length: 16 \
Transaction ID: © -\,//
= Element L
Type: OFPHET_VERSIONBITMAP (1)
Length: 8

Bitmap: 00000010

Answer:
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OpenFlow specification
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Answer:
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OpenFlow specification

M ~Lab Network (not tcp port 3383) [Wireshark 1126 (v1.12.6-0-geelices from mastes-112))
Eile Edit Yiew Go Capture Anabre IStatistcs Telaphony Tools [ntermalis  Help
COAmME  BDRE AT L2 (ER QQAABO @MW % O

Fiker: openflow w4 :J Eqpressicn.. Clear Apsly Save
No. Timne Source Dettination Protocol Length Info
57 2. 202’2800 10.1. 1 252 192.168. 56.11 openFlc B2 Type: OFPT_HELLO
3 . 55 t OFPT _HELLO
el 2.20396200 162.168. 56.11 10.32.2.252 openrlc 74 Type: OFPT_FEATURES _REQUEST
62 2.20433500120.2.1.252 192.168. 56.11 openFlc 74 Type: OFPT_ECHO_REQUEST

Frame S9: 82 byres on wire (656 bits), 82 byras caprured (656 bits) on interface O

) Ethernet II, Src: Veare 07 :27:Fd (00:50:56:07:27:fd), Dst: HewlettP_37:34:07 (78:48:50:37:a4:97)
Internet Protocol version 4, Src: 192.168.56.11 (192.1686.56.11), Ost: 10.1.1.252 (10.1.1.2%2)
Transmission control Protocol, Src Port: G633 (6633), DSt Port: 14032 (14032), Seq: 1, Ack: 17, wen: 16
openFlow 1.3

version: 1.3 (Ox03) |

Type: OFPT_MELLO (O) —!
Length: 16 N

UBRURURUR

Transaction ID: O N
= &lemant
Typa: OFPHGT_VEGRSIONBITMAP (1)
Length: 3

sitmap: 00000012

Result:

24



OpenKFlow specification

i M ~Lab Network (not tep port 3383) [Wireshark 11256 (v1.12.6-0-geslices from mastes-112)]
Eile Edit Yiew Go Capture Anmiboe Statistcs 'l'o!.phonz Tools [ntermalic  Help
CcoO AMIE BIRE AT L ([ERQAQQAEH AEMM % @

Fiter openflow w4 :J Eqpaessicn.. Clear Apsly Save
No. Time Source Detiration Protocol Length Info
57 2.2022280010.1.1.252 162.168. 56.11 openFlc B2 Type: OFPT_HELLO
) T OFPT_MHELLD
8l 2.20296200102.168. 56.11 10.31.31.252 openrlc 74 Type: OFPT_FEATURES_REQUEST
62 2.20433900120.2.1.252 192.168, 56.11 openFlc 74 Type: OFPT_ECHO_REQUEST

! Frame SO: 82 bytes on wire (656 bits), 82 byres caprured (656 bits) on interface O

ethernet II, Src: Vneware_07:27:fd (00:50:56:97:27:fd), Dst: HewlettP_37:34:07 (78:48:50:37:34:97)

) Intarnet Protocol Vversion 4, Src: 192.168.56.11 (192.168.56.11), DOst: 10.1.1.252 (10.1.1.252)

) Transmission control PronCf" e~ o~~~ G633 (6633), DSt Port: 149032 (14032, Seq: 1, Ack: 17, Len: 16

UBELEVR.-B..

OpenFlow 1.3 N
version: 1.3 (Ox0d) N
Type: OFPT_HELLO (C) b
Length: 16
Transaction I0: O

= ®lemant
Typa: OFPHGET_VGRSIONBITMAP (1)
Length: 3

sitnap: 00000012

25



OpenFlow specification

_—

Answers:

I M “Lab Network (not tcp port 3389) [Wireshark 11256 'Mlz;ﬁ-d-geeikd'im mastes-112))
Eile Edit Yiew Go Capture Anmibre IStatistics Tahphonz Tools [ntermallc  Haelp
© © a4 WM& BNRRNDB] AT R EERF QB AW O

Fikker: openflow w4 ;] Egparessicn.. Clear Spol, Save
No. Time Source Detiration Protocol Length Info
S7 2.2022280010.31.1.252 162.168. 56.11 openFlc 82 Type: OFPT_HELLO
5 2_20295Q00162 _168. 56_11 = 2 : OFPT_HELLD
8l 2.202962001902.168. 56.11 20.32.12.252 openrlc 74 Type: OFPT_FEATURES _REQUEST
62 2.2043350020.2.2.252 192.168. 56.21 openFlc 74 Type: OFPT_ECHO_REQUEST

! Frame S9: 82 byres on wire (656 bits), 82 byres caprured (656 bits) on interface O

Ethernaet II, Src<: Vmeare o7 :27:fd (00:50:56:97:27:fd), Dst: HewlettP_37:234:97 (78:48:5G:37:24:07)
Interner Protocol version 4, Src: 192.168.56.11 (192.168.56.11), Ost: 1¢.1.1.252 (10.1.1.2%2)
Transmission Ccontrol Protocol, Src Port: G633 (6633), DSt Port: 14032 (140320, Seq: 1, Ack: 27, wen: 16
J OpenFlow 1.3

version: 1.3 (Ox03)

Typa: OFPT_HELLO (C)

Length: 16

Transaction ID0: O

= &lenant
TYPQ: OFPHCT_VERSIONBITMAP (1) —
Length: 3 >

siomap: 00000012

URCHZR R

Answer:

26



OFPT HELLO message
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Network topology

SDN Apps

HP SDN Controller
192.168.56.11

G1/0/3

G1/0/4a 61/0/6

G1/0/7

C2 P2
UserVM2 UserVM3 UserVM4
10.20.20.2 10.30.303 10.40.40.4

29



Configure Comware switch

0
M "lh H
’

0
(l

)

U

sSsystem—view

cpenflow

|
!..l.
('

=k
=k
——F

I
!.:.
(t

instance 1
undcdo classification
acTive Instancs

cguitT

30



Configure Provision switch

Pl¥%# config

Pl (config)$ openflow

Pl (openflow)$# instance vlian30

Pl (of—-inst—-vl1lan30)# disable

Pl (of-inst-wvlan30)# no controller-id

Pl (of-inst—-vlan30)# controller-id 1

31



Start Wireshark

| |

M st commepeamy (Wrshak 1126 (120 fommistrd 1)
Fie fox w Goptare fitie - s Teh phory Toos el Hel

O(H- Ko AP907L 3 GRG0 WORE §

Fiter openfow v4 ]Expression... o Loy Soe

32



Enable OpenFlow switchs

Pl (of—inst—vl1an30)# enable
Pl (of—-inst—v1an30)# exit

Pl (openflow)$# enable

- .~

[C2-0f-inst-1] classification wlan 20

[C2-0f-inst-1] active instanc

40
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Clear the Address Resolution Protocol (ARP)

C:\Windows\system32> arp -a -d

C:\Windows\system32>

34



7. Ping UserVM3’s default gateway and hp.com:

2,

C:\Windows\system32> ping 10.30.30.251

Pinging 10.30.30.251 with 32 bytes of data:

Reply from 10.30.30.251: bytes=—32 time=lms TTI—255
3

Reply from 10.30.30.251 2 time<lms TTI—Z255

| =
Reply from 10.30.30.251 bytes=—3Z2 time<lms TTI—Z255

time<lms TTI—Z255S

o
d
1
1]
[f
(W
[

Reply from 10.30.30.251

Ping statistics for 10.30.30.251:

— i —— ————

r R%:'\.ec._\‘c(:i - 4, L‘::'S

t

= 0 (0% loss),

15

Packets: Sent =
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Ums

35



7. Ping UserVM3’s default gateway and hp.com:

C:\Windows\system32> ping hp.com

Pinging hp.com [1S2.168.56.51] with 32 bytes of data:

Reply from 1%2.168.56.51: bytes=32 time<ims TTL=6¢3
Reply from 192.168.56.51: bytes=32 time<lims TTL=63

0
)
’_‘
m
0
n
m
o
U‘
<)
ot
1]
1]
Il
W
[

time<ims TTL=c3

2.168.56.51: bytes=32 time<lims TTL=63

Packets: Sent = £, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

36



Stop Wireshark

[

]

£ Capturing from Lab Network (not tcp port 3383) [Wireshark 1126 (v1.126-0-geelfce6 from master-112)]
fle fdt View Go GCupture Ambze Stitics Telephony Tocls internals Help

Answer:

GO -Wé N¢e9FLEEQQAAE FRBE R
Filter:  openfiow_vd ) Bbcpressbn... Clear Apply Swwve
Apply

37



Features Reply message

M vehak deep brcepan I nenperpny [Mireshadk 1126 613255 geellcek. foerms master-1.129
| 28c for View Qo Septwc Snshme  Dtricy Yefephromy Yeoohs  Jotcmatls  bHelp

e ama =Ee R [NeraeTFea EEaqaan DB % B
fdes spofloa vErendy fosturer copibilities - l Eparasion Clewr “gpy Tawe
oo, Tone Sonsce Dre srnatog Prono<el  Lengthh v

A8 2. 8292750010.2.2.2% . g
108 10.938,738583010.2.2.2%52 192.168 5¢.11 opanfFic S8 Type: OFPT _FREATLRES FEPLY

¥ Frame 18: S8 ytes on wire (788 bits), 98 bytes captured (784 bits) on Interface O

¥ Ethernet XX, Sré: MeviettP_37:24:97 (FB:48:59:37:34:97), D32: Waware _97:27:10 {(00:%50:56:97:27:73)
INternet Protece) versiom 4, Sr<d: A0.2.2.253 QO0.1.2.253), D3tz A9.248.%6.22 Qa922.085.36.100)
TYTraremicedon Contra) Protocel, Sre Port: 790446 (57044, Dt Part: 6432 {EA23), Teq: A7, Ack: 2%, Len: 22

CpenElow 1.3
version: 1.3 (OxDS) '
TYPEO: OFFT_SLATUREL _FEPLY (5) N
Larwgih: 32

Yransaction X061 SO7T

ditapath id: x001el25830T0ChHS0

n_buffers: 9

n_xadles: 3

avxiltary 19: ©

Pad: O ”
= capavtiities: O0x0OVO0LOf

L VR T S T P R T e 1\
e T o e i G ot 0 D e e e S i Y e s - Py <y JETATE: Trus
seen seus mess. mies mise eses sulk sena’ @ GFEMA] FAEASM: Falze

B T S R e R TS O D S A~ - SR AT, - e JE_STATS: False

ses e seos sese sies siss 248l wsas ssss ® CFPC_PFORT _BLOCKED: True
PRese - ved: Ond¢ 0

OC FLOM_STATS:. Trwe
TAB E_STATS: True
AT STATS. Trwe

38



Features Reply message

! M ek danp e pat ) mav peapaiy [Weekade I 136 (2 126D geeltcal brcem racter-1 12}
e Ldr Wew Go Qwtuwe Andym  Ruita  Telgphovy JYoolr Jvcmmils Ry

OO am S BN v T2 O QA0 DR B
Fiter cperflow vEratch feature < 30 3l | =] Boresion. Clar So0hy Swe

2N T Cocmce ODedor.an Pratocal Leagen e
18 1.6292750020.3.2.25%3 A92.2685. 56,21 QpenF ¢ ¥8 TYype: OFPY_FEATYURES SEPLY

Frama 209: %89 bytes on wire (791 bixs),. 9% byxaes <apiwred (794 bBits) on lnxerface ©

Ethernet 1Y, Src: ewlett® 37:22:97 (TR:48:%59:37124:970. 55tr vwearse S7:27:Fd (00:50:56:97:27: FdD

IMTO et Protocol version 4, Sr¢: 10.1.1.2%2 (10.1.1.2%2), ©O=<: 192.148.16.11 (152.168,96.11)
'rram?‘.ssloe CoOMrol rotodol, Src POrt: JA0NE (Q4045), 05t Pore: 6433 (6633), Saq:! 25. ACk: 33, Len: 32
OpurFEleow 1.0

vercion: 1.3 {axoa)
TYDE®: CFPT_FEATURES REPLY (4D ~ l
Length: 32 N

~

O N

Transa<tion 10: 33
datagath “d: 0000445503027 CS
n buffers: 102< ”
n_tatlies: 2
Audt Yary Ya: ¢
cad: O
caoabilivteos: GuOOOOOLET

SR WE AW T EaE AT AR A e bR s wakk OEPC_F LW, frue
OFPC_TABLE 5> : Wrue
GFPC_FORT_SBTATE: True
OE_OaOud_STATS: Trus
QFPC_IP _SEASM: True
OFPC_QUELE_STATS. Troe
COEPL_PosY_Oy0oCxEes Yrew

tese sess smem smEs smms stems seew smie
Term wmaw smaw srwmw swws swww swew shew

-as case same coa. saas laas
csse ssse ssss smss ssss ssss seda saas

Tese sssw wmew swmms reme sems sdhew smaes

cee wmee == remr seme seebh seew smaew

Setarveris HulOONNONN
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OpenFlow specification

/ datapath id \




ProVision switch DPIDs calculation

-

Answer:

~

N

* The most significant 16 bits are the VLAh
number associated with the OpenFlow
instance. So for the OpenFlow instance
configured on VLAN 30, this number will
be “1E”. (30 in decimal equates to 1E in
hexadecimal). Hence the switches are
identified by 00:1E.

* Least significant 48 bits are the switch
MAC address. /
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OpenFlow Monitor

General / OpenfFlow Monitor

Refresh Summary Forts low roups
Data PathlID Address Neg... Manufacturer H/W Version S/W Version Serial 8
00:01:78:48:59:39:21:6  10.1.1.252 1.30 HP HP 5S20AF-24... Comware Soit.. ON4EFFTD4Z
00:1e:14:58:dC:10:db:80 10.1.1.253 1.30 HP Bl | 3300-24G-25F... KA.15.17.0007 SG4SGOV430
General / OpenFlow Moniter
Refresh Summary Flows Groups
DataPathiD Address Negotiated Versi..  Manufacturer H/W Version S/WVersion Serial #

00:00:00:0¢:29:08:22:de  10.20.20.13 130 Nicira, In. Open viwitch 2.0.2 None
00:00:78:2¢0:21:200 10.20.20.51 1.30 He Switch 540€6z1 !OOS SGI0SSUZMW
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Comware switch DPIDs calculation

7

\ S

4 h )

* Comprised of the instance ID and the bridge

DPIDs on MAC address. The most significant 16 bits
Comware are the instance ID.
switches: e The least significant 48 bits are the bridge

\ Y MAC address. Y

| J

General 7/ OpenFlow Monitor

Refresh Summary Fores ~lows Groups
Data PathlD Address Neg... WManufacturer H/W Version S/W Version Serial §
00:01:78438:59:.39.21:.<6 10.1.1.252 1.30 HP — HP 5920AF-24... Comware Soit... CN4G6FFT04Z
00:12:14.58:d0:10:db.S0 10.1.1.253 1.30 HP 3800-24G-25F... KA.15.17.0007 9SG43SG0V430
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Open vSwitch DPIDs calculation

e Comprised of 00:00 and the MAC

,
\
. )
Open vSwitch
o [d
switch DPIDs: address of the OVS bridge.
-
\ ]
General / OpenFlow Monitor
Refresh 1ma Ports
DataPath 1D Address  Negotiated yersi..  Manufacturer H/W Version S/W Version Serial #
00:00:00:0¢:23:8:22:de  1020.20.13 1.30 tira, Inc. Open vSwitch 2.0.2 Non2
00:0b:7T8acc0:21:22:00 10.20.20.51 1.3.0 HP Switch 540621 K.15.16.0005 SG10SSUZMwW
sSdnRRVMServerl:~5 ifconfig
ILink sncap:Ethernet HWaddr 00:0c:=:=2S:=8:Z22:de
-16.1 .13 Becast:172.16.1 .255 Mask:255.255.25

=
— - ;
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Packet in message

Apply

openft low_v4 : packet_in . reason f \

A b Netiait [Weedak 1124 8N 1750 ged e faom rractesd 10))
fde Léx Yoenw Go Ceptwrs Smboe  Dviatcr Tehphony Yook  teemals Moty

O@® 4 m g TRE WevseTF2 ) aean a3 2% B
e cpanfiom A pachet_mresron v ! Bpmrtitn.  Cewr & v
Feo T Sourie ODitratron Provocel  Langedy  Brdo

5.7229900 20.1.2
5. 7341470 30.1. 3.

192.168, 96,11 opens ¢
APIA08,. 30,10 QpenF 1¢ 80 TYype!

S
2
>
<
<

< Fra=e }78: 184 bytes on wire (Ai77 bivs), 184 bytes captured (1472 bDits) on interface O
Sthorowt XX, Sr<: rawlattP 378497 (T :40:59:07:a4:970, Dotz vowarg@ 97:27:17d (QO:34:30:97:27:0)
Internst Pratocol vercion 4, Srez 10.1.1.24%3 QO3 1 353, D= 102 _ 1408 94,11 (1C0_ 148 %4.21)
i Transmission Cormrel Protocol. Src Port: $6325 (963251, Ost Port: 6633 (64633), Seg: 2953, Ack: 2401, Les: 114
operslow 1.3
version: 1.3 (0xgs)
TYPei SFPT_PFACKET _IN (10)
Lengrh: 118
Transaction X0: 24
Buffer 10: CFP_NO_BUFFER (OxFIFIFees)
Total Tength: 00
Reasen: OorPrs_asrion <1
Table 10: 200
Cookie: O«FIFAlOLObabadada
= MaTCh
Ped: OO0
Ty
¥ ETHErmet II. Src: Vware 97:26:6F (00:5Q:56:197:26:61) ., D3t MawletP_J7ad DS (PBI4B:59:3T7:8:05)
Agdross Resoluticon prococo) (request)
mardware Type: Lthernet L)
Pt ool Typer I/ (On0000)
Mardeareo stza: 6
rotocol stze: ¢
opcode: reguest 1)
SENOEeT MAC A0Uress: VMmware 9700 (QOININ0CI9TI20INT)
tender 3F address: A0.30.70.72 {34¢.30.30.2)

TArQer NAC addrece: Mowlett® _3I7:-38:-hS (TR:L8:59:3ITrasDA)
Target IP address: 10.30.30.2%1 (A0 30.30.2%1)
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Packet in message

Ml Lb Newerk [Witeshark 1126 (v1126-0-geel fce from master-1.12)]

Eile Edt Mew Go Copture Anabyre Qatistics Telephony Tooks Intemals Help

COAME BNABP AEIPDTR QA0 @O8 % @
Bimression... Clear Loply Sywve

Protoce! Length Info
OopenFic 184 Type: OFPT_PACKET_IN

Filter:  openfiow vi packetinreison

No. Time Source Destimition

280 20.485867¢ 10.1.1.253 192,.168.56.11 openFlic 180 Type: OFPT_PACKET_IN
320 23.722990010.1.1.23%3 192.168.56.11 OpenF1c 184 Type: OFPT_PACKET_IN
322 23.724247010.1.1.253 192,.168.56.11 OpenFlc 180 Type: OFPT_PACKET_IN

» Frame 278: 184 bytes on wire (1472 birs), 184 bhyres caprured (1472 bits) on interface O
5 Stherngt IX, Src: HewlattP_37:34:07 (78:48:59:37:34:07), 0st: Vvmware 07:27:fd (00:50:56:07:27:€d)
Internet Protocol version 4, Src: 10.1.1.253 (10.1.1.253), 0st: 192.168.56.11 (192.168.56.11)
) Transnission Control Protocol, Src Port: 56325 (56325), Ost Port: 6633 (6633), seq: 2953, Ack: 2405, Len: 118
4 OpenFlow 1.3
versfon: 1.3 (0xM4)
TYPE€: OFPT_PACKET_IN (10)
Length: 118
Transaction 10: 24
Buffer I0: OFP_NO_BUFFER (OxFfffffff)
Total length: 60
Reason: OFPR_ACTION (1)
Table 10: 200 N
Cookie: OxfFFfd0000babadada \
¥ Match N
Pad: 0000
< Data
+ Ethernetr IY, Src: Vmware 97:26:6F (00:50:56:07:26:6f), Dst: MewlettP 37:ad:bhS (78:48:50:37:a4:bS)
= Address resolution Protocol (reguest)
Hirdware type: Gthernet (1)
pProtocol type: 1P (Ox08C0)
Hirdware size: 6
Protocol size: 4
opcode: request (1)
Sender maC address: vmware_97:206:6f (00:50:506:97:26.:67)
sender IF address: 10.30.30.3 (10.30.30.3)
Tirget MAC address: MewlettP_37:39:05 (78:48:59:37:34:05)
Target IP address: 10.30.30.251 (10.30.30.251)

OFPR_ACTION (1)
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Packet in message

( N

—

\

[* Why is this packet being sent to the controller? */

enum ofp packet in reason {
OFPR NO MATCH = 0, /* No matching flow (table-miss flow entry). */
OFPR ACTION = 1, /* Action explicitly output to controller. */

OFPR INVALID TTL = Z, /[* Packet has invalid TTL */

48



Packet in message

(D Generat / Openiic x \ @D Maps//192.1685¢  x ¥ @D Metps//192.168.56. x hitps//192.168.56. x ¥ €D heps//192.168.56 X Mtps//152.168.56  x
<« C Gcbwpt//19216856.11 244 in/uil/app/index#of

@ HP VAN SDN Controller ~

General / OpenFlow Monitor

Refresh Summary
Alerts
Applications Data Path ID Address Negotia... Manufacturer  H/W Version S/W Version
Configurations 00:01:78:48:59;39:21:96 10.1.1.252 1.3.0 HP HP S920AF-24... Comware Soft
AuditLog 00:1e:14:58:00:0:00:80 10.1.1.253 130  HP 3800-24G-25F... KA.15.17.0007
Licenses
Team
Flow Maker Deluxe
Supportlogs

OpenFlow Monitor
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Packet in message

Flows for Data Path ID: 00:1e:14:58:d0:f0:db:80

TavlelD Priorcy
I (

10C 21500
10C 31500
10C SO0
10C 371000

Packets
0
0

Durztion (secsl: 150

Duration nsecs): 14-00¢

Idle Timeaut:
Hard Timezouw
Cookie:
BuTreria:

Flow MadFlags:

PN

Bytes Mztch

0

J eth_typea: ioavd
p_proto: up
xhosro 67
udp_dst 63

a 2th_typa: g
p_proto: oD
udp_<rc 68
ucip_dst &7

0 sth_thvme: hddn

0 sth_type: arp

Flow Class Dz Fip.San.ar
Ease Cockie:
Descripton: pi2s ARS el

11ana

jestelors

Summarny

Actions/insT uctions
o _tane 100
goto_tatle 230

qoio_tane ZJu

apnly_arrinne:
output: CONTROLLER
qoio_taole ZJ0

T

Ports

Fliawe

FlowClass 10
com.fnGsde.inonrmal
com.hp.sdn.dhcp.copy

Com. hp. 500, dhcp,copy

nm. hn.sdr. hddp. <feal

com. np. :'-Uf"dl'["iZDDy

4

{

Result: The controller is copying ARP messages
so that it can discover hosts on the network.
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Table-miss flow entry

[ \ Flows for Data Path D: 60:1e:14:58:d0:10:d0:30
Summary  Ports  Flows
" 100 3000 & 0 eth_tyve: &p goto,tadle: 200 coruhp,sonrp.Copy
Answer: "0 0 an 1300.. apply, ctions conhp.sdangemal
output: MIRMAL
Duration (secs): 1799 D ‘
Duration (nsecs: 531000000 N

Idle Vineowt: 0

Hard Tineout: 0

Cookle: (e 110500000000000
Bufferd:

Flow Mod Flags: send low_ren

Flow Chagg 102 com hp sdn norma

Base Cookie: OlIl!

K / Description:  Celauit troatmsent of llow nvisses vianormal switch-based lorwardng

\_
-

AN

Answer:

Result:
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Table-miss flow entry

Flows for Data Path ID: 00:01:78:48:59:39:21:96

Summary Ports Flows Groups

Tabl2 ID Priority Packets Bytes Match ActionsfInstructions FlowClass ID
<) 50000 0 na eth_type: bddp apply_actions: com.hp.sdn.bddp.steal
output: CONTROLLER

*0 31500 40 na eth_type: ipv4 apply_actions: com.hp.sdn.dhcp.copy
ip_proto: udp output: CONTROLLER
udp_src: 68 write_actions:
udp_dst: 67 output: NORMAL

D 31500 0 na eth_type: ipv4 apply_actions: com.hp.sdn.dhcp.copy
ip_proto: udp output: CONTROLLER
udp_src: 57 write_actions:
udp_dst: 68 output: NORMAL

50 31000 0 e eth_type: arp apphy_actions: com.hp.sdn.erp.copy

output: CONTROLLER
write_actions:

IS N alalWEt]

bl
DO E . TvoTa T TRL

|
* 0 0 115 na apply_actions: com.hp.sdn.ip.normal '—
output: NORMAL I\




Table-miss flow entry

-

~N

> S
\_ J
4 )
\ %
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Table-miss flow entry

Answer:

J

Flows for Data Path ID: 00:1e:14:58:d0:f0:db:-80

TablelD
o
100

100

100

100
100

Z00

200

200

200

Priority

31500

31500

50000

31000

31000

31500

31500

Packets

449
440

449

1300...

zZ640

Matwch

eth_type: ipv4
ip_proto: udp
ucp_src:67
ucp_dst- 68
eth_type: ipva
ip_proto: udp
ucp_src: 68
ucp_dst:67
eth_type: badp

eth_type: arp

eth_type: arp

eth_type: ipvd
Ip_proto: udp
ucp_src:67
ucp_gstu 638
eth_type: ipv4d
ip_proto: udp
ucp_src: 68
ucp_gast:67

Summnary

Actions/instructions
goto_table: 100
goto_table: 200

goto_table: 200

<2pply_actions:

output: CONTROLLER
goto_table: 200
<epply_actions:

output: NORMAL
<2pply_actions:

output: CONTROLLER

output: NORMAL
2pply_actions:

output: CONTROLLER

output: NORMAL

2pply_actions:
output: CONTROLLER
output: NORMAL

2pply_actions:
output: NORMAL

Ports Flows Groups
Flow Class ID I
com.hp.sdn.p.normal I
com.hp.sdn.dhcp.copy \'

com.hp.sdn.dhcp.copy

com. hp.sdn.bddp. steal

com.hp.sdn.arp.copy |
com.hp.sdn.p.normal \l I

com.bp. sdn.arp.copy

com.bp.sdn.dhcp.copy

com.hp.sdn.dhcp.copy

I
com.hp.sdn.ip.normal \,— |
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Table-miss flow entry

4 )
Answer:
\_ J
4 )
Answer:

o /
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OpenFlow tables

(

Answer:
\_
(

~N

J

Answer:

Answer:

\/

Answer:

VAN
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OpenFlow tables

Packet
In

OpenFlow Switch

(a) Packets are matched aganst multiple tables in the pipeline

Match fields:

Ingress pomn « _ «

metadata +
Pkt hars

Acticn set
—

(2) matcn fields:
=« g INgressport +
metacala «

pikt hors
Aclion set

-3

@ Find highest-priority matching flow entry

@ Apply instructions:
i. Modify packet & update match fields
@pply actions instruction)
Ii. Update action set (clear actions and/or
write actions instructions)
iii. Update metadata

@ Send match data and action setto
next table

(b) Per-table packet processing
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OpenFlow tables
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OpenFlow tables

Apply

openflow v4.switch features.n buffers

~N

wm'weosmm:mm'rwxm Premals  Help
COAMEZ BRER e TR2 HEQAQAAD #¥B % X
Fiter: spenfiow ol switch festures.n butfers R [+] presson Claw 251 Swe

OFPT _FEATURES _REFPLY

O3  eT0 T T T .3 < Type: OFPT_FEATURES_REPLY

& Frame 903: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interfice O
4 ETharnet II, Src: wewlettP_37:34:97 (78:48:59:37:24:97). Oit: verware_97:27:fd (00:50:56:97:27:Fd)
@ Internet Protocol version 4, Sec: 10.1.1.253 €10.1.1.253), Ost: 192.168.56.11 (192.164&. 56.11)
@ Trassmissfon Control Pretocol, Src Port: 51180 (51139), Ost Port: 6633 (5633), Seq: 17, Ack: 25, Len: 32
= OpesFlow 1.3
virsten: 1.3 (Ondx)
Type: OFPT_FEATURES.REPLY (6)
Length: 32
Transaction I0: 189847
ditapath id: oxoviersas, brooeso
nbuffers: 0
n_tables: 3
anxilary_4d: ©
Pd: O
= cipabilicfes: Ox0O0001
veuai-ane s eene neve baws sens esen ssed 5 ORPSFLORSTATS: Trie
OFPC TADLE _STATYS: True
OFPC_PORT_STATS: True
CFPC_GROUP_STATS: True

tese esen wsas sese sess sses sase seds

4ass acans sses sass ssss sses sess sdes

tese ases ssas sess sses sses ssss Rass

esee asas avss ense vasa asss ssO caca ® OFPC_IP_REASH: FR1SE
sasa 4ses sses sess sese ese v o0us cave = OFPC_QUEVE_STATS: False
tese eses soee sees veve eoe 1 ties cans = OFPC_PORY_BLOCKED: True

61




OpenFlow tables

Eite Edit mcw So T.iophonz Jools ”lnuma‘ls ucl'p

© G 4 WM& B EBRS A>T R EEQAQQBE @ES % &

Filter: openflow_vi.seatch_features.n_buffers E] Expeession.. Clear Zpply Save
No. Time Source Destsnation Protocol Length Info
903 45.315342010.1.1.253 192.163. 56.11 openF1c 98 Type: OFFPT_FEATURES_REPLY

1937 84.60614367010.1.1.252 192.163. 56.11 open Ic 9F Type: OFFT _FEATURES_REPLY

: Frame 1937: 98 bytes on wire (784 bits), 98 bytes <captured (784 bicts) on Interface ©
& Ethernet IXI, Src: HewlettP_37:28:97 (78:48:59:37:34:97), DsST: Vmware_ _97:27:fd (00:50:56:97:27:Fd)
Internet Protocol version 4, Src: 10.1.1.252 (10.1.1.252), Dst: 192.168.56.11 (192.168.56.11)
Transmission Control Protocol, Src Port: 14033 (14033), DsT POrct: 5633 (6633), Seq: 25, Ack: 33, Len: 32
openFlow 1.3

version: 1.3 (Ox0a4)

Type: OFPT_FEATURES_REPLY (5D

Length: 32

Transaction ID: 190012

dataparth_id: Ox0001784859392F96

n_buffers: 1023

I
n_tables: 1
auxiliary_id: 0 l
sad: O \I

§EE

0e

= capabilities: O0x0000016F
Paas = Y SmX
R —— - I
e esee odkew
- U . I
SRR PR S

ce sdeie ee-e

R

OFPC_FLOW_STATS: True
OFPC_TABLE_STATS: True
OFPC_PORT_STATS: True
OFPC_GROUP_STATS: True
OFPC_IP_REASM: True
OFPC_QUEUE_STATS: True
OFPC_PORT_BLOCKED: True

LR
& el RV 8
DR
LI I B B B )

CEE IR

Ox0000

Wevov e

Result:
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OpenFlow tables
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OpenFlow Monitor

@ HP VAN SDN Controller ~

Alerts

Applications
Configurations
AuditlLog
Licenses

Team

Flow Maker Deluxce
SupportLogs

OpenFlow Monitor

OpenfFlow Topology
OpenFlow Trace

OpenFlow Classes
PacketListeners

Summary for Data Path ID: 00:1e:14:58:d0:f0:db:80

Manufacturer: HP
H/W Verslon:  3300-24G-25P+ Switch Address:
S/W Version: K8,15.17.0007 Port:
Serial #: SG43COV430
Description:

R Buffers:

Capabilities
flow_stats
table_stats
port_stats
group_stats
port_tlocked

Data Path ID:

~ 45 2 sdn

Summary Ports Flows Groups

00: 1e:14:58:43:10:db:80
10.1.1.253

51189

) N

Negotiated Version: 1.30 |
B Tables: \—|
\\
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OpenFlow Monitor

(/) P vANSDN Controller - ~ 45 = sdn
Summary for Data Path ID: 00:01:78:48:59:39:2£:96
m Ports Flows Groups
praees Summary up
Spplications Manutacturer: HO Data Path ID: 00:01:78:48:59:33:21:96
Configurations H/W Versions HP S920AF-24X0 Switch Address: 10.1.1.252
AuditLog S/WVersion: Comware Software, Version7.1.045 Port: 14033
Licenses Serial $: CN4EFFTO4Z Negotiated Version: 1 3.0 l
Team Description: # Tables: 1 \\— l
Flow Maker Deluxe # Buffers: 1024 N
SUpportLogs Capabilities
OpenFlow Monitor . jv""‘“""‘
tabie_stats
OpenFlow Topology port_stats
OpenFlow Trace group_stats
ip_reasm
OpenFlow Classes queue_stats
port_blocked

Packet Listeners
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Flow table of the ProVision sw

Flows for Data Path 1D: 00:7€:148:58:40:F0:db:80

OUDUL NORMAL

Sammany Perts Flomes Croupe
Tadie 0 Priory Fathers Bymes Mancn ArdonsAnstrurdons Flow Cas: O
* O o o O gote_tabie 100 oM D SO DOl
190 31500 o o U _Type Dwd Qate_tebie: 200 0O D SO ENCD COpy
D _EOetx uo
wp weST
v _C5i: 63
Tox = 1S00 ] o SN _TyDe Dwd ooMa _rabie 20 0O B SON SNCD Cany
D_Lretd: Ui
oD _srr- 58
D o5t 6.7
10¢ GOOCO . o LT_Hpe: bicD Wy _ections COMLED 280 DOED shead
ourpot (ONTROLLER
G 21000 44 o LTW_Type. D ootae_tetiy 200 OO B SON D CoDY 1
>0 o R 1300 LDy oS O PO SO DN et
OUIPLT NORMNAR
200 OO0 ae 2540 eI _2yDe »D 0y _acTnes 0O B AN MDD CODY
output: (ONTROLLER
CTPUt NORMNAL
200 31500 o o e _type Dwd SSly _ections OB 3O SN K D ey
P_Sretauly orpat [ONTROLLES
oD _wC5T OUTpUT NORMAL
wip_csi: 63
20 L1500 D O STN_TyDe: Dwd 00y ATl COML BN <00 SRCD Capy
D_Lretu ourput (N TROLLER
D re SR OUtDut NORMAY
P _ccr 67
ot ¥ o o o Py _oCTons COMLBD SO0 DunoeTet
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Flow table of the ProVision switch

Answer

e (1) Arriving traffic is first matched on the entries in the first OpenFlow
table in the pipeline (Table 0). This table has a single entry, which is a
table-miss entry (priority zero, match anything). The entry has a goto
statement to send traffic to Table 100.

* (2) DHCP traffic will match either of the entries in Table 100 with
priority of 31500. The entries have a goto statement to send traffic to
Table 200. There are two DHCP entries — UDP port 67 is the client
DHCP listen port and UDP port 68 is the server DHCP listen port. Two
entries have been added to match flows in both directions.

e (3) DHCP traffic will match either of the entries in Table 200 with
priority of 31500. The entries have an apply action of both output to
CONTROLLER and output NORMAL. Thus, DHCP traffic is sent to
the normal pipeline (traditional routing and switching) and is also
copied to the controller.
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Flow table of the ProVision switch

Pl¥# show openflow instance wvlian30 flow-table

OpenFlow Instance Flow Table Information

Table Flow Available Free Miss

ID Table Namwe count Flov Count countc >oTo Table
O starrc | HA 0 190

100 Policy Table S NA 469 2040

200 SKW Table 1 < NA 0 ‘-

* Denotes that the pipeline could end here.

Pl#¥
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Flow table of the ProVision switch

Policy engine
Jable O table (100)

Software tables Terminate
(200 through OpenFlow
203) processing

[ Result: ]
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Flow table of the ProVision switch

/ \ M "Lt Network [Wiresharc 1126 (v1126-D-geelfces
Bile Edit_ View Go Ceptre Arwlyse  Ratobsc:
. Dpen... CuleD «
Opan Becert »
Merge..
pont frorm Hee Darp
% Qose Ol + W
2N CirleS

\ / T S As. i eCuries
. 1

e
M Wireshark OpenFlow capture 1.pcopng [Wireshark 1126 (v112.60-geclfced from master-112))
file fdt VYiew Go Capture Analyze Statistics Tclephonz Tools [ntemals Help

G 4._;"%@ ne 0T 2 BE Qe g0BR% B

Filtar E]Expvession... Clesr Apply Save
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Flow table of the ProVision switch

/ \ (/) He van SDN Controlter - "53 2 se

m ~ General / Flow Maker Deluxe
il ' Refrech
Alerts
Applications DitaPathid Device IP Manufacturer Hardware OF Versicn
Configurations 00:01:7848:5%:3%:21:96 10.1.1.252 w P SS202F-24XG 5w .. 1.30
AudtLog 00: 16:14.58:00:400:80 10.1.1253 = 3600-246-25FP+ Sw.. 130 _
Licenses )
Tean
Flow MakerDeluxe
\ / SupportLogs

~ Flows for DataPath ID: 00:12:14:58:d0:f0:db:80
I

1] Noren Refresh  Agd O — W saved W ussaved omer
3 |
Table ID Pricrity Packets Bytes Match Fields Actions
[ \ » 0 0 0 0 goto_tatle: 100
Add eth_type: va

p_prota udp
1 1 .
» 100 31500 0 0 T BT goto_tatle: 200

wdp_dst: 68

eth_type: ovd

p_proto udp
1 15 :
» 100 31500 0 0 udp_src:68 goto_tatle: 200
K j wap_dst b’,
. apply_actions:
» 100 60000 0 o eth_type: bddp output: CONTROLLER
» 100 31000 S0 0 eth_type: arp _goto_tatle: 200
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Flow table of the ProVision switch

= AddFlowto Data PathiD: 00:1e:14:53:d0:f0:db:80 |

31. Program a new flow entry in , Go | s B
Table 0 of the ProVision switch 1 s

(P1) that drops all ingress traffic on i[5 st

port 2. moten

Will this rule work? Iy i
Add a flow entry with the following " sosceron g
attributes and then click Add (see oo e
Figure). s

o Table ID:O Instructions
° Priority: 100 Instrutions: Apply Actens v Table:

Actions

* In Port: 2 actioa’: oo .
e Instructions: Apply Action T w— v
e Action 1: No Action Options _
e Save Flow = True B3 swwe Fiow

Result: ]
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Flow table of the ProVision switch

£ Coptring from Lab Network  [Wireshark 1125 (V1.126-0-geedfeeb oo master1.12)}

Be Lt Yiew Go Lopwe Amahae Svhos Tehphony Tools [otemils Moy
O0UAME ERXS e 920 T2 EHQQARD WOB % B

Fiter: spendion slemon type f']bpmm. Clew Joply Same

A l W Frane 10844: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface ©
pp y ¥ EUMrnet 11, Src: newlette 37:04:07 (78:48:59:17:04:00), Ost: veware 97:27:0d (00:50:56:97:27:14)
¢ Innernet Protocol verston 4, Sr¢: 20,1,1.253 (00,1,1,253), Ost: 192,168, 56,11 (192,168,%6.11)

OperFlow 1.3
version: 1.3 (OniM)
Type: OFPT_ERR02 (1)
Length: %
Transaction 10: 10374

openflow_v4.error.type Tyaat GFET.BMLINICH () _

Code: SEpeME_pas Tvet (0)

NNt
version: 1.3 (0xdd)
TYPe: FPT_FLOW N0 (14)

Langth: o4
Transaction 10: 10379
oody: WILOLLE6210003 000000M000MOO00000000000I0064. .

v Yrangaigsion Conteo) Protoco), Sr< Port: $6225 (56225), Ot Port: 4002 (441)), Seq: 2241, Ack: 14352, Len: 76

* Type: OFPET_BAD_MATCH = 4
* Code: OFPBMC_BAD_TYPE =0
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Flow table of the ProVision switch

Pl# show openflow

CpenFlow Flow Tab

’_l

Table Instructions:

-

able-Miss Instructions:

T =
oTo 104

e Prop

Capabilities:

v
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Flow table of the ProVision switch

| J

Will this rule work? AT T I e—
Add a flow entry with the | s ~
following attributes and p—— e
then click Add (see i s
Figure). v ," ' - ' '

* Table ID: 100 s Sk o

* Priority: 100 e S

e Src Mac: aaaabbbbccce | wererieme

e Instructions: Apply e

Action aa—— : -

e Action 1: No Action pommie e E e

e Save Flow = True <> il
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Flow table of the ProVision switch

£ Copturing from Lab Netwerk (Wireshark 1124 (v1.1240-gbd361 da from master-1.12)]
| Dle [d¢ Yiew Go Coptere Anchae Statitics Telephony JTools Intemsls Help

codm ERAXRAe»9 T L [EF QD FERE B

Fiter: openflow, W ermor.type |v | Bpression.. Clewr Agpls Save
The same error code Ne.  Time Seurce Destination Pretocol  Leagh Inko
32007 $81.223%%% 10, 20.20.51 10.20.20.21 opens)ow 142 Type: ORRT_ERRCR

displays:

L4 Type: o Frame 124540; 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface 0
W ELhernet II, Sre: Mewletts 21:24:00 (78:ac:c0:21:24:00), DSt! veware b ds:rf (0O:0c:29:ba:ds:ff)

OFPET BAD MATCH =4 » Internet prococol Versfon 4, Srci 10.20.20.51 (10.20,20.51), Bst: 10,20,20.21 (10.20.20.22)

o Transmission Cortral Protocel, Src Port: 83121 (631210, Dst port; 8833 (H633), Seqs 36509, Ack: 33993, Len: 76

° Code: 2 opanslow 1.3

versfon: 1.3 (Ox(d)

OFPBMC_B AD_TYPE =() Type: OFST_ERRCR (1)

Length: 74

rransaction 107 116415

Yo OFRT_RAOLMETCH () -

Code: OFPEMCBADTYRE (0)

bata
version: 1.3 (0x0d)
Typa: OFPT FLOAMD (14)
Lengeh: 64
Transaction 10 136414
Body: ababl14¢3a5ed!7e0000000000000000640000C000000064, . .
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Flow table of the ProVision switch

AN

3800
V2 ASICs 3500 V1 ASICs
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Flow table of the ProVision switch

Standard Match Model (v1) nbie-o il Tt [l Tobie

(Reac- 100 § 2D

K ‘S 17 Onky) (YCAM) (S'wW)

OpenFlow Match (W'w) [ 1.5k Fudes on V1)

Ehe {eiionng Open Fow Ledd g Ca b st I hasdwir e

wesY PPRITO (PP Tirfoor | TOPNUCP
/v % 13 o5y

OpenFlow Action 04'W)

The 1o ing Dpen Haw 3ctoas €an be cuardiuted nhard wane

Modiy Mocety ¥
YUAN wor
pRIOTTY
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Flow table of the ProVision switch

Details
Vi
ASICs:

~

N

 Tables: 0 (read-only), Table 100 (TCAM), Table \

200 (Software).

e Values that can be matched in hardware: in port,
VLAN ID , Ethernet type, IP source address
(IPv4 and IPv6), IP destination address (IPv4 and
IPv6), IP protocol, TCP/UDP source port, and
TCP/UDP destination port.

e Actions that can be executed in hardware:
destination port (single port), modify VLAN

code point (DSCP).

priority, and modify IP differentiated services /

Result:

\
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Flow table of the ProVision switch

Standard Match Model (v2 & v3) woeo [ v i Toble
K,KA,KB,W_15_17 Oohd (RCAM) (<A

OpenFlow Mateh (H'W) (ak Rules on V2/V3, Tk Rules on 2920)

T fodowirg Ooeniiow feld s T a0 De maii Bed inhardwar e
= FORY VLA D VAN 1m:u ‘nnon gn"uul

FARORITY

OpenFiow Acbon (W) - -
The switch still uses three tables by

romss | Modty | Medity | Medity | Wadty | Wadiytt default: Tables: 0 (Read-only), Table 100
i Lol Rl Rl - (TCAM) and Table 200 (Software).

e IOSowi g Ooery Dw Lo Can D et oS ;e Baiware

Result:
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Flow table of the ProVision switch

[ Details V2 ASICs: ]
/ \I * Ingress Port \
* VLANID

* VLAN Priority

e Source MAC

e Destination MAC

* Ethertype

e IP source address (IPv4/IPv6)

e IP destination address (IPv4/I1Pv6)
* 1P protocol

 IP DSCP

e TCP/UDP source port
e TCP/UDP destination port /
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Flow table of the ProVision switch

[ Details V2 ASICs: ]
4 N

* Destination port (one or more\
ports)

* Modity source MAC address

* Modify destination MAC
address

* Modify VLAN ID
e Modity VLAN priority
 Modify IP DSCP /

- /
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Flow table of the ProVision switch

The OpenFlow tables can be
configured dynamically by SDN
Applications.

P SRC IPPROTO |IPDSCP | YCP/UDP
(vé /uG) | SRC

Custom Pipeline Model (v3)
KB_15_17

OpenfFlow Match (H/W) [Scale discussed in subsequent slides]

The following Openklow Kelds caa be matchad in hardware

VLANID | VLAN MAC SA ETHERNEY
‘ PRIORITY TWE

OpenFlow Action (H/W)

The following Openflow actions can be executed inbard vare

OfP One or Mocify Modaity Modity | Modity | Mo ‘ Modity Modity
More Ports MACSA MACDA VLAN ID | VLAN | 1Pua SRC TCPIUDP TCPfUDP
PRIOTITY SRCUPw4 ) | DST(EPva)

Result:
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Flow table of the ProVision switch

[ Details V3 ASICs: ]
/ \I * Ingress Port \
* VLANID

* VLAN Priority

e Source MAC

e Destination MAC

* Ethertype

e IP source address (IPv4/IPv6)

e IP destination address (IPv4/I1Pv6)
* 1P protocol

 IP DSCP

e TCP/UDP source port
e TCP/UDP destination port /

84

- N




Flow table of the ProVision switch

[ Details V3 ASICs: ]

e Destination port (one or more ports) \

* Modify source MAC address

 Modify destination MAC address

* Modity VLAN ID

* Modity VLAN priority

* Modify IP DSCP

 Modify IPv4 source address

 Modify IPv4 destination address

* Modify TCP/UDP source address (IPv4)

* Modify TCP/UDP destination address (IPV4)/

- N
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Flow table of the ProVision switch

3800 example

=Z1= show opreniIiow InsTtan
CpenFlow Flow Table Prop
Table Match Capabilities

=
EThexrnetT Sourcs
WVILAEN ID
3 2 =By p - L o= o
IPvda Sourcs Addreass
TCP Source Porc
TDFPF Source Port

ITCMMre T vyves
T e SR e Dricriraecas

Tablce ITnstruc FTons:

2 I D VAN

)

I

e wvian30 Fiow—tTtable 100 Table—caprabilicy
rcies
Echexrnet Destination
ETnhnexrnetr Type
VILAN PCP
TP Protocol
IPvad DesrTtination Adddress
TCP Destination Portc
UDP Destimation Porxtc
ICmMpPe Coce
g T Theao <= f mar ioam BmrScrireaec<
Etchernet Source
PCPE
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Flow table of the ProVision switch

() P VAN SON Contratter - -8 4 n

m ~ Flows for Data Path 1Dz 00=12:14:58:49:10:4b:80
e Mk | S tawm — Sp——
Alerts \ ;

Applicstions TablelD  Priority  Packets  Bytes MaubFieds Actions
oxSaa S 0 2 0 Qoro_tadle: 100
Aucitlog
eth_type pvd
Litenses
N = P_prote o
1 31500 0 to_table: 200
e » 100 0o 0 udp_ ¢ 67 Qot0_table: 20K
Flaw Maker Deluxe udp_osi- 68
Support Logs eth_type. pvd
» 100 31500 0 0 PLDAOTE LD Qoro_tabie: 200
o"m Monitor udp_src: 63 -
OpenFow Tepology udp_cist: €7
OpenFow Trace o = 200k _actiorr:
100 £0000 th_type: ) o
: . : s imiiive cutput CONTROLLER
enFow Classes
::tknl.lngnus > 2 L N 0 eth_type: arp goro_tatle: 200
» 100 0 1147 1412 200N _2chons:

APt ROFMAL

87



Flow table of the ProVision switch

\_

,- Policy engine T
Table 0 Tables in pipeline:
BEA) ¢ Table 0: Read-only

e Table 100 (TCAM)
e Table 200 (Software)

Software tables Terminate

(200 through OpenFlow
203) processing
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Flow table of the ProVision switch

|P control table
(50)

Table O

Non-IP traffic

Policy engine Policy engine Policy engine
table (100) table (101) table (102)
Non-IP rules IP rules IP rules

»\

Software tables Terminate
(200 through OpenFlow

203) processing

89



Flow table of the ProVision switch

\_ J
Custom Pipeline Model - Default Pipeline

All the OpenFlow Tables in this mode are in hardware. Table-0 Toble-1 Table-2 Tabie-3
-mmm — " e .

Match Key VAN VDS VIAN VD& ETH_TYPE,
£TH_SRC ETH_DST 2 SRC. P OST. m«_m
#PROTO. ETH_DST.
SFX_PORT & YLAN_ WD
OST_PORT VLA PCP
ETH_TYPE.
P SRC, % 05T
PSP,
_PROTO.
SRC_PORTS
OST_PORT
YRt cTnns APPLY. WRITE. APFLY. WRITE, APPLY, WRITE. APPLY. WHITE. And what's more - The pipeline can be
e TG / SO R | S DRIV [CAER DL changed on the fly by the controller using
standard OpenFlow constructs
OFPVE_TASLE_FEATURES me<cago). Create a
Scale = = P F network pipeline of your choice!
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Flow table of the Comware switch

4 ™
Answer:
\_ Y,
4 ™
Answer:
\_ Y,
4 ™
Answer:
\__ y,
4 )
Answer:
\__ y,
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Flow table of the Comware switch

Flows for Data Path ID: 00:07:78:48:59:39:2F:96

Summary Ports Flows Groups

Table D Priority Packets Bytes Match Actions/instructions Flow Class D
* 0 60000 0 n/a eth_type: bddp epply_actions: com.hp. sdn.bddp.steal
output: CONTRCLLER

*0 31500 248 n/a eth_type: ipvd apply_actions: com.hp. sdn.dhcp.copy
D_proto: udp output: CONTRCLLER
udp_src: €68 virite_actions:
udp_dst: 67 output: NORMAL

*0 31500 0 nfa eth_type: ipvd apply_actions: com.hp. sdn.chcp.copy
D_proto: udp output: CONTRCLLER
udp_src: 67 write_actions:
udp_dst: 68 output: NORMAL

*0 31000 0 n/a eth_type: arp apply_actions: com.hp. sdn.arp.copy

output: CONTRCLLER
virite_actinns:
output: NORMAL
* 0 0 634 n/a apply_actions: com.hp. sdn.normal
output: NORMAL
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Flow table of the Comware switc

e

\,

.

e [dnt Vew So Saptvrr Snabyme Datitics Telephawy Toolr [etermab  kHedp
© O 4 WM & BEBERES AT QQQABE @M% k% 3B
Fitern operflow 4 = Egpeession.. Clear 5530y Save

Ne. Time Tennrce Cestinrtoon Frawocel Lengeh irfo
2L 2.9310477C010.1.1.253 192.168.56.23 openFlc 82 Type: CFPT_HELLD
23 2 _91339T7CO 192 _ 148, §5_.11 $10.1.1_253 openkic B2 Type: OFFT_HELLD
e 3 _20T42300 102 2468 6.1 10.1.1_253 openklc T4 Type: OFFET_FREATLRES ASEQUEST
7O 3 L 1.253

JUBSESH00 192,168, 55,11 109.1.1.253 opent I c

72 3.3090390010.1.1.255 192.168.56.12 openFlc 90 TYPE: OFFT _ERROR

) Frame 70: 98 bytes on wire (734 bitzs), 98 bytes <aprured (784 bitzs) o dnterface O
Ethernet XY, Src: HowlatTtP_I7:234:=07 (FR:Z48:59:37:34 07, DT Wnmware Q7 :=27:Fd (Q0:50:5607:27:Fd)
Internet Protocol version 4, §rc: 10.1.1_253 {10.1.3_.2%3), ©st: 102 _1€8_56_11 (102 _168.56.211)

MGG

openFiow 1.3
version: 2.3 (Ox03)
Type: OFPT_FEATURES_RESLY (O)
Length: 32
Transacxion 0z 1537 I
derapath_1<¢: OxCO1els S8UOF” =
n buffer=: O

n_tables: 3 S
auxiliary_id:z © ~
Pad: © \1
<apabilictias: CxOCOCOLOF
sees swse weses mess sess sesse ssss sesd o OFPC_FLOM _STATS: True
. e ssess ssep seoss = e ssss ssss sad., = OFPC_TABLE_STATS: Truo
= S T < E i R e o Rt N S e A S 3 - OFPC_PORT_STATS: True
S S o e P S SN N SR O, oS SRS SO - OFESNC_GROUP_STAYTS: True
teve swew meee moeee sewe wvewe salle . - OFPC_IP_REASM: False
« smse esse mess = e ssees a0.. . - OFPC_QUELDE_STATS: False
- - -ea e sess ssed teie o ®m OFPC_POET_ _BLOCKED: True

Reserved: Cx000COCO0

P Transpission ConTrol Frortocol, Src Porc: 56325 (SH83I25) . OST POrT: €633 (6633). Saqr 17, Ack: 25, Len: 32

73 3.2090990C0 192_.168. 56.11 20.1.1.2353% openFlc 114 TYPE: CFFT ML TIFPART REQUEST, OFFMP_TABLE FEATURES
74 3.3290023CC 10.1.2.233 192.2468.56.22 openFlc 1138 Type: OFFT_MULTIFPARYT_REFPLY, OFFMP_DESC
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Flow table of the Comware switch

openflow v4.switch features.n_buffers.

Y

| M woesh s drap e o1 2 pinpngy [Waesimark 1326 (21253 geelfeh fosem waster-3 13)

B L Yew D0 Qwtwe grwhae evstio Tdgheny Tests pumes by

oo ama B qaevoeTFl @Faacan apny @
e eperfion ol nmtch fe vurern b e T-lwl-bo-\— Oesr Lspty Swm

| N Tine Saurte c:.mm- . Permocel le W

13,158,512 SOtERIL | 90 Type: GFPTFRATUSRSSEPLY

Aii 8L, 01‘501’010.1 3. 33.

ProVision

| & Trame 903: OF bytas on wire €734 bite), 02 bytes captured (04 BAte) on dntarface ©

f  LThernet X1, Src: HewieteP 3V a4 (F8:248:59:37:04:97), OSt: Vaware 97:27:74 (00:50:56:97:27:10)
number (0] « Iaternat Protece) versicon 4, Sr¢: 39,3.1.253 (39.3,1.252), 55%: 393,268, 96,43 (103,368, $6.11)
« Transmission Control protocotl, Src dort: S1A80 (S1159), DAY Porx: €433 (6633), Seq: 17, Ack:! 25, wan: 32
= Sperdliow 1.3
buffers vorsione 3.3 (x02)
Tys: CFPT_FEATURES_FEFLY €0)
Loth: 31
Teaviceion ID: 18348
datapath id: D-CO\'—
nortere: © :
ntables: 3 N
ot T arp de: @ b
pad: ¢ N
<apabiN s des: 2000000F
Thdmcme e bns ) A ne e oo xe = smserad, B GFAC PLON CTATE: ' Trte
Sarw wEwe wrre weaw snaw werws wive avahe * QPO _TADLE _SYATS: Yree
Seim et BE0s sais suas sens sere sdie = QERC_PORY_STATYS! Yrue
sese swns mrvs sssw swnw sewe wive Beow @ QEPC_GROUP_STATS: Tren
sesn ssus seis seve snss suns 01O sase = COPC_IP ACADN ralse
vete swms Bite oo ense seet sie e » CEPC_QUEUE_STATS: Falte
seis anus siis sata asss sssd siis sass = CPPCPOAT _OLOCKEOL True

Rothrved: €x000C0000
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Flow table of the Comware switch

s o 4 o R Pt ety P eI TAvTeVIe Y. =1

" Ml mrehark deap e 104 2p10pngy (Winesbask 1126 (1125 3 gecdfeob frmmmater 112)]
0l Wow Qo Qepten freyx ek Teliphomy JYooh onls b

O ABY SAXR NeenF 2 B aaaD aNV % W

e agenfiow ol st festueisn ooy r:] Taprergan. Claw fpyly Dan
Co mwa re . Tive Source Oritrysen Prctecel Levgth o
083 45 . 2154202602202 10).16k.%. 11 cpons e OR Typo: OFPT _FEATURES ATPLY

NPT RN 9F « IO, L1 cpens O Y8 TYPe: OFF] _FLAT MRS _arLY

number of
buffers

reame 19037: 48 byres oe Wire (TH Bits), 08 Byes caprured (P34 bizs) on interface O

ETROrAeT IT, Sre: mowlettd 37:048:97 (TH2ER:16:37:28:97), D4T: Vimedr e S7:27:%d (00:50:94:97:27:16)
Iateret Protoco) versien 4, Se<: A0.3.3.20020 A0.2.1.250), ©an: 2A92.348. 54,21 (192.148,5%54.00)
Yringmiceion Control Protoce ), Trc Port: 14032 (148033), Ost Port: 6435 (8433), Soq: 25, Ack: 33, Lem: 2
< operFlow L. 5

version: 1.3 {(0x0e)

TYDR: CEPT_SEATUSES SEPLY W(6)

wengthi 32
Trantaceion T0: 300042

datagath 'd: OweCCL T 885" bons
n o e 2004
n t‘b“ b | .'\_‘
¢uu|"¢ry id: ©

pad: 0 N
= copabiMzies; 0:(00)010(

-
NIRRT I T SELE BB BN as anea

- DERC _ELOM STATS! Trun
et waaw saww wwew werw wons wans swkhe ® OFPC_TABLE_STATS. True
Beie Sute sanw anes weis weiy seas sdee = DFPC AT _STATSE Trud
vie ssis wa esss ssse sssy sses Mo o DIRC_GROUP_STATS: True
Ge s S8 an sans snsn soss wois wodi s ® OFPCIP REATM. TrUe

i abe o v a LFLIIAE, Wit TIC_QUSUE_STAYS: Yryue
N4 00 es BANE ShPE BRI s. abid dses-etae W OFPCIOSTINOCED: IrUe
leu'ud. C»000¢LC00

n_buffers:
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Flow table of the Comware switch

Answer:

N/
AN

Answer:

\
AN

Answer:

avVa
VAN

L Answers: y
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Flow table of the Comware switch

LI —r
e Edit View Go Qaptum e St Tlpory Toc el

00 ANm H \xb@@?&@
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Flow table of the Comware switch

\.

ProVision switch J

Will this rule work?
Add a flow entry with
the following attributes
and then click Add, as
illustrated in Figure.

e Table ID: 200

* Priority: 100

e Src Mac: aaaabbbbccce
* Instructions: Apply
Actions

e Action 1: No Action

e Save Flow = True

= AddFlow to Data Path 10: 00:1e:14.58d0: M0 d: 80 I
=y e e | sas Esss—enl)

Nectodota

Taodew: 200
Pristity: 920

Matcn

Sooece MAC- Axratid €c

SOuCe W
Cource Netsais
Sosoce Pet i
VLANID:

FProtecct

P Protoc st
Etherec 1 Type

Instructions

et o ADDwAC Do v

fActions

Acfon L NoAction
AL Bo 2 NO R e
ALBn 3 NOACer
AL Bon & NOAC Hen

Options

B save Flew

N

e Tireeou:

e Tt ou 1

Dot M2
Dess. W

Deit Netrars
Dw11l Porl

e Pori:

Tantes-
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Flow table of the Comware switch

- Flows ferData Path ID: 00:Wez14:58:40:10:d0:€0
(| | MNaren Refresh ASS Orelete W Saves B Unsoved I Other
My _sCiinas

200 31000 1< 6340 St e ap oD CORTROLLER
Cutpur- NORMAL

Sth_type: ipwd A
& -:T; Sy _slans
» 200 31500 0 0 j;:"y‘c e cutpa: CONTROLLER
- (= NORMAL
a3p_bt 68 o
ah;; 'ﬁ :’::' oD_sctions
.+ 200 21500 o 0 :’; e €e cutput- CONTROLLER
- , -
sdp_t 67 SODUE:MORAAL
» 200 0O 0 0 Ly _aCluas

cuUtps- NOSMaL

’ !
(- 30 T 5 5 I S SO NICe: o=
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Flow table of the Comware switch

Comware switch

e Table ID: 0

e Src Mac:

Actions

e Priority: 100

bbbbcccedddd
e Instructions: Apply

e Action 1: No Action
e Save Flow = True

= AddFiow 1o Dete PathiD: OO0 1:73.98.59:33:21:95

Tetr:

Vatoe
Ao
atoe -
g o
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Flow table of the Comware switch

~ Flows for Data Path ID: 00:01:78:48:59:39:21:96

il Noeren Retfrech Add Delsve N Saved W Uncavod ' Othor
Taoleld  Prioriny Packers Bytes Match Fieids Actiont
BoDly_dctions:
» { s >
‘ 0 R0 ¢ ke SRR U output CONTROLLER
ein_iype: pod a0ply_a(Tioms:
.0 34500 7> ol Pproto: o output CONTROLLER
- 20p_src- 63 vt NE_actions:
20p_cs: 67 ouUtpUT NORMAL
sth_type pad apply_actions:
e 0 31500 0 a2 pproto v output CONTROLLER
v eOp_src 67 Wi ite_actions:
ofp_ci: 68 output NORMAL
SOPIY_ 2 LONS:
e | 1 » W'Wl (ONTFm'.ER
0 37000 0 wa =th_type. omp ARG HCONG:
output NORMAL

o R oz T —

N
appiy_aclions: ~

» A\ 1 '
2 0 59 s Output NORMAL

Result:
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Flow table of the Comware switch

B e e A e R S S A e A S e RGN
(] Captoing from Leb Network - (Wireshark.426 (1426-0geelfee from mester 1.2
Ble Edit View Gd  Capture 9Pwn Sotiics Telephony  Took  [ntemmals el

TILE WEWWM e &




Investigating

OpenFlow
negotiations




Flow modifications (Flow mod)

* Set the Wireshark filter to: openflow_v4.flowmod.command.
* Click Apply.

ﬂh mm !'»Wt mwwm mM Tocks peemas Meg
ceang BRI aesaT e EHecaD anny @

fityr: mulny&ﬁmodmw . DMM\-!M
Ne Time Soate DAt on Protoce! Leagth ey
624 22,7451470192.108, 34,11 10.1.1.2%3 Opens | ov 130 Type: OFPT_FLOS MO

L7704 38, 9077230 192,244, 346,11 161400 tpenflow 130 Type: OFPTFLOW D
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Flow modifications (Flow mod)
4 )

Answer:

o J

é N

\ v

enum ofp flow mod command {
OFPFC_ADD = 0, /* New flow. */
OFPFC_MODIFY = 1, /* Modify all matching flows. */
OFPFC_MODIFY STRICT = 2, /* Modify entry strictly matching wildcards and priority.*/
OFPFC_DELETE = 3, /* Delete all matching flows. */

OFPFC_DELETE STRICT = 4, /* Delete entry strictly matching wildcards and priority. */
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Flow modifications (Flow mod)

Comware switch

Eee fdr Voew Go Capture Andyme atstics  Tehph Tools ¥ Hedp

<
CCAME BIRAB A2 DTF L RYAVO EDB %D
Firer: opentiow i 4 " E)twmu'a. Clew Apply Save
H M 34 237451470 292 168. 56,11 Souaea. 283 Ao, S 1O |
L] 74514 - -« 36, «1.1. H T,
Result: This

Frase 1774: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface ¢

Ethernet II, Src: Veware 97:27:9d (00:10:56:97:27:Fd), DsT: MewlettP 37:24:97 (78:48:59:37:24:97)

Internat Protocol version 4, Src: 102.2460.%¢.11 (A02.160.%6.11), Oav: 10.1.31.2%2 (10.2.1.2%2)>

Transmission Control Protocol, Src "prt: 6633 (6633), O3t Port: 14050 (14050), Seq: 2789, Ack: 641, Len: 64

OFPFC_ADD [ | e s O —
message. .

is an

Transaction 10: 31380
Cookie: (xababllded3sciocd

Cookfe misk: 0x0000000(00000000
The Tible 10: O |
Command: OFPFC_ADOD (0)
1dle timeoum: O

[ ] ‘ .
controller is Sard xsmns o
ouffer 10: OFP_NO_DUFFIR (OxfIFfFRY)
QUT POrT; OFrE_any (onfrereres)

adding a new o 2T orea e COMELEees)

Pad: 0000
2 Match

flow to the Typa: T me (1)

oM fFlela
't h Class: OFFINC_OPENFLOW_BASIC (ON8000)
SWI C . 0000 100. = Fleld: OFeMY OFD_ETH _SBC (4) |
crer +2+0 = Has mask: Falie
wength: 6
value: bbibdicc:cc:dd:dd (bb:bbicc:icc:dd 1 dd) \

Pad: 000
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Flow modifications (Flow mod)

ProVision switch

Result:
This is
also an
OFPFC_
ADD
message

Tools

Tekeptiony Iternals  Help
codmaE BUIRD R++aT2 EE Qa0 $DB% ®
Fien | openfion. vt fvamed command [2] Bpression . clear Aty Swe (

No. Tﬁe ; Souue Destnation Protocol L

0248 22.7451470292.106. 56,13

2779 38.9L77230 APZ w208, 3023

A0.3.3.23%2

@ Frame 624: 130 bytes on wire (21040 bits). 130 bytes captured (1040 bits) on interface O

@ Ethernet IX, Src: Vmware 97:27:fd (00:50:56:97:27:Fd), Ost: HewlettP_37:a4:97 (78:48:59:37:24:97)

“ Internet Protocol versfon 4, Src: 192.168.56.11 (192.168.56.11), Dst: 10.1.1.253 (10.1.1.253)

@ Transmission Control Protocol, Src Port: 6633 (6633), Ost Port: $6325 «56325), Seq: 1353, Ack: 265, Len: 68
= openFlow 1.3 |

versiom: 1.3 (Ox04)
Type: OFPT_FLOwW o0 (14)
Length: &4

Transaction 10: 31343

Cookie: Oxabidolded3sbacta |
Cookie mask: OxXOOCOCOOOOCO0000”

Table 10: 200
Command: OFPFC_ADD (0)
idle timeout: ©

Hard timeout: ©
priority: 100

suffar I0: Ofe MO _surcene (OxFFFFFFff)
OuT port: OFPP_ANY (OxFFffffff)
OUT group: OFPG_ANY (OxFFFFFfff)
#* Flags: Ox0003
pad: 0000
= Mazch
Type: OFPHMT_O0x (1)
Length: 14
= oxM field
Cliss: OFPXMC_OPENFLOW_BASIC (Ox8000)
Q000 100, = Fi¢l1d: OFFXMT_ORB_KTH_SRC (4) I
cere 0.0 = H3T mask: False
Lergth: &
value: 33:33:00:LLICCICC (32:33:00IDDICCICC)
Pad: 0000

..
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Flow modifications (Flow mod)

Eile Edit mtw Go Qapcura .V Anaiyn. Statistics faiophoug Tool: Intermals Help
OO AamME BNRSB A+es>saTE @F QQAQABD @3 %% &

Filter: iopenﬂow_v#.ﬂowmod.commond B Expression... Clear Apply Save

No. Time Source Oestmatlon
024 22.7451470192.168. 56.11

file Edit Miew Go Capture Aml)ze Statistics Telephonz Tools lnumals Help

COAME BNRDIANESIDT R 1@@@,853@%1@

Filter:  openflom_vé E] Bpression.. Clear Apply Save \—I

No. Tirme Source Destination Protocol Length [nfo N

624 22.7451470192.168.56.11 10 1. 1 253 openflow
634 22.9440760192.168.56.11 D openF low

130 Type: OFPT_FLOW_MOD
3 : OFPT_MULTIPART_REQUEST, OFFMP_FLOW

035 22.945068010.1.1.253 192. 168. 36.11 openF low 74 Type: OFPT_BARRIER_REPLY
636 22.945689010.1.1.253 192.168.56.11 onenFlow 1050 Tvoe: OFPT MULTIPART REPLY. OFPMP FLOW
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Flow modifications (Flow mod)

/ Barrier:

¢ [Wreshark1126 (1.1260-gee ommaster112)]
Eile Edit View Go Capture Znalyze Statistics Telsphory Tools Internals Help

coamg BN Ae»0T2 B QaeanD a8 % &

Filter: ]'openlw_vl E] Bpression.. Clesr Appy  Swwe
No. Time Source Destimtion Protocol Length Info
624 22.7451470192.168.56.11 10.2.1.253 openr Tow 130 Type: OFPT_FLOWMOD

634 22. | 130 Type: OFPT_MULTIPART _REQUEST, OFPMP_FLOW

6535 22.945668010.1.1.253 192.168. 56.11 openF low 74 Type: OFPT_BARRIER_REPLY
636 22,945689010.1.1,253 192.168, 56.11 opens Tow 1050 Tvoe: OFPT MULTIPART REPI
@ Frame 634: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface 0
@ Ethernet II, Src: Vmware_97:27:fd (00:50:56:07:27:fd), Dst: HewlettP_37:a4:97 (78:48:59:37:24:9.
@ Internet Protocol version 4, Src: 192.168,.56.11 (192.168,56.11), Dst: 10.1.1.253 (10.1.1.253)
@ Transmission Control Protocol, Src Port: 6633 (6633), Ost Port: S$6325 (56325), Seq: 1417, Ack: 265, L
& OpenFlow 1.3
version: 1.3 (0x04)
Type: OFPT_BARRIER_REQUEST (20)
Length: 8
Transaction ID: 31347
= openFlow 1.3
version: 1.3 (0x04)
Type: OFPT_MULTIPART_REQUEST (18)
Length: 56
Transaction ID: 31348
Type: OFPMP_FLOW (1)
@ Flags: Ox0000
pad: 00000000
Table ID: OFPTT_ALL (255)
Pad: 000000
out port: OFPP_ANY (OxFFFFFFFF)
Out group: OFPG_ANY (Oxffffffff)
pad: 00000000
Cookie: Ox0000000000000000
cookfie mask: 0x0000000000000000
= Match
Type: OFFMT_O0M (1)
Length: 4
Pad: 00000000

(P FLow

=
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Flow modifications (Flow mod)

/ Message ordering:

%

o
)

~N

v

* 1. Messages before a barrier must be fully processed before the

barrier, including sending any resulting replies or errors.

* 2. The barrier must then be processed and a barrier reply sent.

* 3. Messages after the barrier may then begin processing.

N\

J
N
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Flow modifications (Flow mod)

NN L) Ny A L T WU A S s S 52 SRS A
y D ‘\:I 0 k W pe "" vV "“ ¢ fc D 110 ":A " ;

Ei'?. Bt View Qo Copture &mi'ﬁ? st gLl b Ll e
coodmg BRI QA+s+0T 2 EF e BB % B

Filter: gbpenﬂow_w B Expression.. Clear Apply  Save
No. Time Source Destination Pretocol Length Info
624 22.7451470192.168. 56.11 10.1.1.253 openFlow 130 Type: OFPT_FLOW_MOD
§34 22.9449760 192,168, 56.11 10.1.1.253 openF1ow 130 Type: OFPT_MULTIPART_REQUEST, OFPMP_FLOW
035 22,945008010.1.1,253 192,168,56,11 OpenF 74 Type: OFPT_BARRIER_REPLY

636 22.945689010.1.1.253 152.168.56.11 OvenFlow 1050 Tvoe: OFPT MULTIPART REPLY. OFPMP FLOW

@ Frame 635: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0 . —
# Ethernet II, Src: HewlettP_37:a4:97 (78:48:59:37:44:97), Ost: vmware_57:27:fd (00:50:56:97:27:fd)
4 Internet Protocol version 4, Ssrc: 10.1.1.253 (10.1.1.253), Dst: 192.168.56.11 (192.168.56.11)

% Transmission Control Protocol, Src Port: 56325 (56325), Dst Port: 6633 (6633), Seq: 265, Ack: 1481, Len: 8
= openFlow 1.3

version: 1.3 (Ox04) |
Type: OFPT_BARRIER_REPLY (21) \_\
Length: 8 :

Transaction 10: 31347
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Flow modifications (Flow mod)

fie ldlt mw; ﬁo Qa;;tun amlyzct nsucs Telepho Iools Internals - Help
o@uma-mm&. QA0 HERK B

Fiter {openﬂow vé flowmod.command E]qumon Clear Apply St




Flow modifications (Flow mod)

Comware switch

~ Flows for Data Path ID: 00:01:78:48:59:39:2f:96

sl rorenpoun Retresh Delere —ruw = Other
Table ID Priority Packets Bytes Match Fields Actions
[ apply_actions:
) r D 60000 0 n/a eth_type: bddp output: CONTROLLER
' ev_typecipva e
ip_proto: uop output: CONTROLLER
gl 31500 8% e udp_src: €8 write_actions:
L udp_dst: €7 output: NORMAL
' eth_type:ipvd apply_actions:
Ip_proto: uop output: CONTROLLER
1
» 0 3 SOO 0 n,a lm_s'(: 67 "“e_“w.s:
L udo_dst: £2 output: NORMAL
[ apply_actions:
output: CONTROLLER
» 0 31000 0 n/a eth_type:arp write_achions:
E output: NORMAL L
» 0 100 0 /a eth_src: t:bb:ce:ec:dc:dd \- l
[ apply_actions: ’
>.8 0 Lo Ve output: NORMAL
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Flow modifications (Flow mod)

~ Flows for DataPath ID: 00:1¢:14:58:d0:f0:db:80

1 Nerenoounc Refresh Add  Delete —?« M Unsaved 1 Other
| 2pply_actions: X
» 200 31000 14 6240 eth_type arp output CONTROLLER

k output NORMAL
! ah_type:pv4 apply_actions: j
» 200 3100 © 0 p_proto: udp output CONTROLLER
wp_sec: 67 output NORMAL
\ wp_dst: 68 3
- eth_type:pva pply_actions: ]
> 200 31500 0 0 ip_proto: udp output CONTROLLER
wp_src: 68 output NORMAL
\ wip_dst: 67 4
[ apply_actions: 3
\’ e 3 9 9 output NORMAL . |
(» 200 100 0 0 €th_src: 23:33:DbDCC:eC

e
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Flow modifications (Flow mod)

openflow v4.flow removed.reason

T —S—————————
COUAM I BEXRIA®2OTE [@]@QQ@.EJ OB % |

Filter Wv&m.umw»n Ml— Bb\

At rrde—————

No.  Tiem Sour« Dmnmn Prototol Lengt Wo
1456 54.9950470192,168, 56,11 10.1,1:252 OpenF | ow 130 Type: OFPT_FLOW.MOD
4474 156, 718819192,168, 56.11 10.1.1.253 Openr | ow 130 Type: OFPT_FLOWMOD
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Flow modifications (Flow mod)

In the Wireshark
capture, the
switch is
informing the
controller of the
flow removal
(OFPT_FLOW _RE
MOVED) and the
reason for the
removal
(OFPRR_DELETE

(2)).

Ehm!wvﬁombthm;TwMIodlm&b
Ce AN B2 Re»oTF L2 EF Qaan $02 % 8

Fiter: openfiow wiflow_ nmoved raion E]bwvuim_ Clear Soply Swwe

No. Terne Sowece Desunavon Protocod Lemath Info
1418 34 .9967354010.2,1.252 192.168.56.21 QPENF | ow 130 Type: OFPT_FLOW_RSMOVED
4475 156.71952210.1.1.253 29 63.56.11 OpenF low 130 Type: OFPT_FLOW_ADOVED

@ Frase 1458: 130 bytes on wire (1040 dixts), 130 bytes captured (1040 bits) on interface O
Ctharnet 11X, Serc: HewleteP 37:a4:07 (79:48:50:37:24:07), 03T Vmwara O7:27:0d (00:50:56:07:27:44)
Internet Frotocol version 4, src: 10.1.2.292 (10.1,1,252), DOst: 192.168,56,11 (192.168.56.11)
; Yransaission Comrol protocol sr¢ i-( 14050 (13050), Dst Port: 6633 (6631), Seq: 2273, Ack: 2409, Len: 64

& openslow 1.3
version: 1.3 (Ox0s$)
Type: OFPT_FLow_REMOVED (11)
Length: &4
Trarnsastion 10: 32392 I

Cookfe: Oxababllse63%c39cl

LTI
Aeason: OFFRR_DELETE (2)

Table 10: O

Curatfon sec: 1008

turation nsec: 4204967295
10le timeout: O
rard timeout: 0
Packet count: 0
Byte count: 18546744073709851618
= Mmatch
Type: OFPMT_00™ (1)
Length: 14
= oM Tiele
Class: OFPMC_OPENFLOW, BASIC (0x8000)
0000 200, = Field: OFPXNT_OFB_ETH_SRC (4)
....... O « was mask: filco
Length: &
value: bb:bb:ccicc:dd:dd (bb:bb:ccicc:dd:dd)
Pad: 0000

IE®BE
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Flow modifications (Flow mod)

J\.

\/

Y4

VAN
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Flow modifications (Flow mod)

£|le idk !icwl Qo Qaptme Amlyu %mtm Telcphon( . Iools mol; Help
coAm: BAXR A¢s0TL([EE QA0 IDDE @

ite: opefiow vt [+] Bpreson... lewr Ay Swe

No. Time Source Destination Promol Length [nfo
4474 156.718819192,168, 56.11 10.1.1.253 130 Type: OFPT_FLOW_MOD
4475 156.71952210.1.1.29%3 192,168,56.11 OpenF | ov 130 Type: OFPT_FLOW_RENOVED
4477 156.720300192.168, 56.11 10.1.1.253 OpenFlov 74 Type: OFPT_BARRIER_REQUEST
4478 156,72074210,1,1.253 192.168.56.11 OnenFlov 74 Tvoe: OFPT BARRIER REPLY
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Flow modifications (Flow mod)

“"JLWD

$ S Oopent
2477 156, 710T00 10> 168, 6 11 10.2.2 253 OponE o T Type: OFPT _MASRICE _BECUIEST
4478 156.710742 2C.1.2.253 A92.168.56.12 CoenE 10w TE Twvoe: OFPYT DARRIER REPLY

Frase 4474: 130 bbytes on wire (1020 bixs),. 130 Lytes captured (1040 Dixs) on fnterface O

EThernat X3, Src: Vwware 97:27:fd (00:50:56:97:27:Fd), OsT: sewleITt?® _37:34:97 (7S:48:59:37:34:97)

INTErNeT Protocol Versior 4, =Src: A92.168.5%. 1L CQAI9ZT.AGS. 512D, O3t 20.2.12.253 (10.2.1.253D

Trarcemizsion Control Protocol, Src T: G633 (G433), DT POrT: S630S (54632%), Seq: 68597, Ack: 1225, Len: 43

operslow 1.3
versfon: 1.3 COs02D
TYPEC: OFPFT_FLow a0 12D
Length: €8 \[
I

(OER N

[;
"

Tranzaction I0: 324546

Cook fe: TAababoleet3sbacSa

Cookie misk: OxGOOOOOCLOOOOO0CO

Table 0: 200

Command: OFPEFC_LELETE_STRICY (2D

TIdle Ttimecwut:z O

Mard Timecous: O

PrioriTty: 200

Bvffar 20y OO _nd_0orect COnVtIrEFreee)

OUT pOrt: OFPP_sany (OxIffreffre)

OuUT group: OFPG_ANY (Oaffrereer)
@ Flags: 030000

Paa: 0009

gt
L oroe Field
Class: OFPEMNC_OPENFLOW, _BASIC (Ox8000)
O000 100. = Fiald: OFPMT OFB_ETr_sac (£)
crme 2e=D — tdasr mask:z "alse
Length: &
value: 22:23:00L:0Bb:cCc:cC (aazaa:boObbCcCzcT)
Pad: O00
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Flow modifications (Flow mod)

enum ofp flow mod command

OFPFC ADD =0, /* New flow. */

hing wildcards and priority. */

y matching wildcards and priority. */
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Flow modifications (Flow mod)

e Type: OFPT_FLOW_MOD =14
e Command: OFPFC_DELETE_STRICT =4
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Flow modifications (Flow mod)

\/

~N

e Set the Wireshark filter to:

openflow_v4.error.type

e Click Apply
e Click Restart a new live capture

Ede m !uw ﬁo (we m Suom me‘ Tooks wm!s Help
om0 TE @B QA FDB K B

Filter. mmmwl \’-_]

Source

:] Bpression.. Clear Agply Swe \_

Destination Protocol Lengh Info

AN




Flow modifications (Flow mod)

In Flow Maker, add a flow
entry with the following
attributes to the Provision
Switch (10.1.1.253)

and then click Add (see
Figure):

¢ Table ID: 100

¢ Priority: 100

e |[n Port: 2

¢ Instructions: Goto Table
¢ Table: 150

¢ Save Flow: True

Metadata

Tadee 0
Prigeity:

Match

Source MAL:
loatce ¥
Source Netmaze:
Source Port
VLAN

Protocel

P Protode
Emernet Type

Instructions

100
100

atreg ons: Goteo Telie

Actions

Agton 1: mutm
Action & No Acton

Action 2 No Action

ALTON & NoALTON
Options

BSMM

= AddFiow to Data PathI0: 00:1e:14:58:c0-00:db:8" ¢ |
S \I_|

Tagee 150

Yobor:
Vohoe
Vaton

Vadot
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Flow modifications (Flow mod)

: Nety | . 2 "'.>7’--|~( :»——\'«-'» 2y
blt i‘t ”t‘ ﬁo £M m m, Tehphorny Im m H‘D
©C @ A W - B i X e woeo TR -ES QARXE DB s I

Fitern: mm = S— Ebonuion_ Clear ASppty Twve
Twne osrce Deinrason Proto<od Lesgon nfo
3247 2110.90028910.2.1.2%3 192.168.56.11 Opens 1ow 142 Type: OFPT_ERROR

r &y . . CAPpTLUred CA130 DITE ) O InTertTace <
T m x:. src. nt-r eTIP_ 37:a4: 97 78'48 59 37-0‘ ’7 - OS8R Vere 97:27:70 (00:50:56:97:27:
Internet Oroxocol version 2, Crer 10.2.2.252 AO0.32.2.2%53), Ost1 A92.168. 54,32 {192.268, 56,212 )
Trarsmission Control Protocol, Sr< Port: 56325 ($6323), Ost Port: 6633 (6433), Seq: 1097, Ack: S14S5, ten: 76

P OperFliow 1.3
version: 1.3 (Ox0s)

Transac<tion 1I0: 33399

TyPe: OFFPET_BAD REQUEST (1) :
Code: OFPORC_BAD_TADLE IO (9) \ |
= OITa f

versiocn: 1.3 (O=0s)
Type: LY _Sidow Moo {148)
Length: 72
Transaction I0: 33399
l Body: baAbOLLe63Tae2t

4 Result: )

OCO0C0COCO006S . ..
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Flow modifications (Flow mod)

= AdéFlow toDataPathiD: O0:1e:14:58-d0-10: 080
oo | ree < |

Add a flow entry to the retacets

ProVision switch e o Sentswsies

(10.1.1.253) with the Soupch

following attributes and _seecen _emw

then click Add (see e e

Figure): Proceset

e Table ID: 100 RO

* Priority: 0 W el .

e Instructions: Apply Actions

Actions P e s

e Save Flow: True At & oo Acton : e
Opticr=

B srwe siow
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Flow modifications (Flow mod)

ga.mm-ﬁo :mmrm: ‘l’w Iools.mmollﬁdp
© @ & WM OB AR AT 2 ([@E QR0 DTS o3

Fter: mmm [E](:vnuion_ Clear Agody Save
Fource Oonavon Frotocol Lemgtn Info
3247 1.10 900289 A0.2 . 1 253 192 160. 56, 11 Opens 10w 142 Type: OFPT_ERROR

W Frame S6461: 134 bytes on wire (AO072 biTts), 134 bytes <apitured QO72 bits) on interface O
= ExThernet 11X, Src: MewlettP _37:24:97 (78:48:59:37:36:97) ., Ost: Vveware 97:27:Fd (00:50:56:97:27:Fd)
* TOTOCrNaTt Protoco]l VersSom 4, Srcecs: 1011 .25 €10.1_. 2 _252),. Osr= 102 _1ER_SE_ 211 1O _1E8_S6.13
@ Trasmizssion CONMrol ProTocol, Src Port: S632S (S6325),. 03T POrzT: 64633 (64633), sSeq: 2405, Ack: 13929, Len: &3
o opewrlow 1.3
versfon: 1.3 Cox03)
Type: orev_cancn (A
Length: 63
Transac<ction I0: 33%9% 1

Type: OFPET_FLOW MO0 _FAILED (5™
CoCe: OFPFMFC_OVERLAP (3D _
= oata \’—‘

version: 1.3 (Ox03)

Type: OFPT _Fuow 00 Cla)

Length: S6

Yransaction 10: 33%9S

8ody: ababoliae637d<dasS 0000000000000 00063 0000000000 00N0. . .




Flow modifications (Flow mod)

=

] Capturingfrom Lab Network - [Wireshark1.124 (v1.124-0-gb4861da from mster

file £dlt Vlew go Qaptme Anatyze §tatnstncs Tdephonz Tools Interna

;_,@i.l,._é;l\_F‘Q‘"@?3'.[
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Flow modifications (Flow mod)

4 N ¢ Set the Wireshark filter to: )
openflow_v4.flow_stats.priority

e Click Apply
e Click Start to start a new live capture

\_ ‘A ¢ Click Continue without Saving )
0o 4wz gr‘x_ 72 @5 Qaan @¥ 8% @
Filter: gopenﬂow,vd.ﬂon_stats.priority : ‘ EI Expression.. Clear Apply Sa _l
No. Time Source Destination Protocol Length Info \]

v Do you want to save the captured packets

before starting a new capture?
Your captured packets will be lost if you don't save them. //

Save Cancel [ Continue without Saving ]
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Flow modifications (Flow mod)

@ HP VAN SDN Controller -~

BT e/ Orenon Honkr

Refresh Summa Ports Flows Groups
Alerts g .
Applications Data Path 1D Address Negotizted version ManuTacturer
Configurations 00:01:7848:59:395:2... 10.1.12%52 130 HP
AuditLog 00:1e:14.58:a0:10:cd... 10.1.1.253 130 HP
Licenses
Team
Flow Maker Deluxe
Supportlogs

OpenFlow Monitor

Flows for Data PathID: 00:01:78:48:59:39:2f:96

Table 1D Priority Packets Bytes match
f \ » 0 60000 o wa eth_type: bddp
>0 31500 664 n/a eth_type: pvd
ip_proto: udp
L] udp_src: 68
Comware switch , v et 67
0 31500 o wa eth_type: ipva
p_proto: udp
udp_src: 67
udp_dst: 68
Flows =0 31000 o wa eth_type: ap

- / ' o o 1644 wa I—|

H/W Version S/W version
H? SS20AF-Z4XG Swe... Comware Soltware.
3800-24C-25FP+ Sw... KA, 15.17.0007

Actions/instructions
apply_actions:

output: CONTROLLER
apply_actions:

output: CONTROLLER
wirite_actions:

output: NORMAL
apply_actions:

output: CONTROLLER
write_actions:

output: NORMAL
apply_actions:

output: (ONTRCLLER
wirite_octions:

output: NORMAL
apply_actions:

output: NORMAL
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Flow modifications (Flow mod)

4 Copre 1126 (v1.1250-geel 66 from mastes-1 1)

B 60 You. o Cpome e S Tephny Tos st
CO AN BREXZ RAesaT2 QAAQAD I EBDB %R
Fiter: | openfiow y flow st peiory (=] prosion.. Clewr 2gpy Swe

No. Tene Sounce Dou;m Protocol Length Indo
4476 128.14396810.1.1.252 192.168.%6.11 Opens I ow 618 Type: OFPT MLTIPART_REPLY, OFFPMF_FLOW

W Frame 4476: 618 bytes on wire (4544 bits), 618 bytes captured (4944 bits) on interfice O

% Ethernet II, $rc: MewletTP_37:34:97 (78:48:19:37:38:97), Ost: weware _97:27:fd (00:50:56:97:27:fd)
< Internet frotocol vorsion 4, Sre: 10.1.1.25) (10.1.1.252), Ogr: 102.168.56.11 (102.168.56.11)

3 Transmission Control Protocol, Src Port: 14050 (14050), 0st Port: 6633 (6633), Seq: 209, Ack: 5985, Len: $52
o opewlow 1.3

versfon: 1.3 (0x04)

Type: CFPT_MULIIPARY REPLY (19)

Length: $52

Transaction 10: 36309

Typo: ofrmp _riLow (1)

Flags: Ox0000

Packet 713t 00660000
count: 1644.

P

Flow sTats
} Flow stats
| Flow 324t
: Plow stats
Lengeh: 80
Table 10: O
Pad:
ouration sec: 34715
ouration nsec: 42967295
eriority: 0O
idle timeout: ©
sard timeout: O
£lags: Ox0002 |
Pad: 00000000
Cockfe: OxffffO0000000000
Packet count: 1644
Byte <ount: 184467430737095%5161%
= Match
Type: oFpMt_oom (L)
Length: &
Pad: 0000000

tEEEE

v
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Flow modifications (Flow mod)

Flows for Data PathiD: 00:01:78:48:59:39:2:96

Su
Table ID Priority Packets Bytes Mawch Actions/Instructions
% 60000 0 na eth_type: bddp 2pply_Ctions:
output: CONTROLLER
"0 31500 671 n/a eth_type: ipv4 apply_actions:
ip_proto: udp oJtput: CONTROLLER
udp_sr¢: 68 write_actions:
udp_ost:67 ostput: NORMAL
=4 31500 0 na eth_type: ipvd apply_actions:
ip_proto: udp ostput: CONTROLLER
udp_src: 67 write_actions:
ugdp_ost: 63 oJiput: NORMAL
Sy ! 31000 0 na eth_type: anp apply_ections:
output: CONTROLLER
write_actions:

| output: NORMAL
' o 0 1651 we —| apply_actions:
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Flow modifications (Flow mod)

[ \ Eile ﬁs'i Yow Go Capturs ww _Sb;m- o }59-'2 To m'; ‘i:".-_‘v
co AR BREXRE AeeaT 2 [EE QaQD §@B% B

Filter ;"gpvcllﬂw,vMW_M-Pﬁﬂiy ______ 7 B Bepression... Clear Apoly Swe

No. Time Source Destination Protocwl Length Info

4476 128.14398810.1.1.252 192.168.56.11 openslow 618 Type: OFPT_MULTIPART_REPLY, OFPMP_FLOW
10560 324.77217010.1,1.252 192.168, 56.11 open¥low 618 Type: OFPT_MULTIPART_REPLY, OFPMP_FLOW

‘@ Frame 10560: 618 bytes on wire (4344 bits), 618 byres captured (4944 bits) on interface 0
?@ Ethernet IX, Src: HewlettP_37:a4:97 (78:48:59:37:34:97), Ost: Vmware_97:27:fd (00:50:56:97:27:fd)
@ Internet Protocol version 4, Src: 10.1.1.252 (10.1.1.252), 0st: 192.168.56.11 (192.168.56.11)
‘@ Transmission Control Protocol, Src Port: 14050 (14050), Dst Port: 6633 (6633), Seq: 3817, Ack: 15153, Len: 552
= openFlow 1.3
version: 1.3 (0x04)
Type: OFPT_MULTIPART_REPLY (19)
Length: 552
Transaction I0: 36509
Type: OFPMP_FLOW (1)
® Flags: 0x0000
Pad: 00000000
@ Flow stats
4 Flow stats
@ Flow stats
® Flow stats
= Flow stats
Length: B0
Table 10: 0
Pad: 00
puration sec: 34911
ouration nsec: 4294967295
priority: ©
1dle timecut: 0
Hard timeout: 0O
@ Flags: 0x0001 |

pad: 00000000
Cockie: OxFFEFO00000000000 —
' Byte Count: 13446744073709551615
= Match

Type: OFPMT_OXM 1)
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