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Resilience Modeling and Analysis (RMA)

MmeTogonoris. LLlo ue 1 ans 4yoro

. MeToto gaHol metogorsorii € 6inbl ePeKTUBHE BU3HAYEHHS
NPIOPUTETHOCTI POOOTM B 06NacTi BUABIIEHHSA, MOM'SIKLLEHHS Ta
BIAHOBMEHHA Big HEBAAY, LLIO € BaXXNMBMMU pakTopamMun 3MeHLleHHA TTR

(time to recover).

. 3anosHuBWK RMA, iHXeHepHa KoMaHda MoXe nonpautoBaTtu Hag
baratbMa NUTaHHAMW HAQIMHOCTI Ta 3MoXe 3abe3nedunTin BinbLuy
OCHaLLEHICTb, Wob Npu BUHUKHEHHI HECNPABHOCTEW HACHIOKM NS
KInieHTiB Oynn 3BefeHi 40 MiHIMyMYy.
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7K ue npauroe

. Pre-work. Creopioe giarpamy ans saxonneHHsi pecypciB, 3anexHocTel Ta B3aemogii
KOMMOHEHTIB

. Discover. Busnayae HecnpaBHOCTI Ta nporanvHm CTiNKOCTi.
. Rate. Bukonae ananis BMNIMBY.

. Act. Bupobnsie pobodyi npeameTn ang nigBuLLEHHS CTINKOCTI

—



. OcHoBHa MeTa UbOro etany nondrae y 3axonrneHHi BCiX pecypciB Ta
B3aEMOofil uMX pecypcis.

. Lla dpasa mictnTe B cobi 2 3aBOaHHS:
. 1) nobygosa component interaction diagram (CID)
. 2) nepeHeceHHs gaHux 3 CID no RMA workbook




Pre-work: nodbyaoa CID

3aranbHi BKa3iBKWU:

1. He cnig Bkntoyatn disanyHe obnagHaHHs.
2. [lepepaxyBaHHS IHCTAHCIB Mae 3HAYEHHS.
3. BkntoyatoTbcs BCi 3aneXHOCTI.




[ToO3Ha4YeHHSA
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Pre-work: nepeHeceHHAA gaHunx B RMA

workbook

HeobxigHa iHdopMauis BKIo4ae B cebe igeHTndikaTop, KOpoTKe iM's
(3a3Bn4am i3 3a3Ha4eHHAM abOHEHTa Ta pecrnoHAeHTa), a TakoX Ornunc

camol B3aemMofis.

3 paHiwe HaBegeHoro npuknagy CID oTpumMaemo:

A B
ID|Component / Dependency Interaction

Interaction Description

Frontend app -> API

Make GET/POST/PATCH/PUT requests to API

1
2|APl - > DB
3

CRUD operations

API -> Cloudinary

Upload images

—



Discover

MeToto LbOoro etany € nepenik Ta 3anmc NOTEHUIMHNX HeBAaY A1 KOXXHOIo
KOMMNOHEHTHAa B3aeMoail.

[TOTPIOHO CTBOPUTU TADMMNYKY 3 TAKUMU CTOBMUSIMU:

* Interaction ID.

* [Interaction name.

 Failure short name.

* Failure description.

* Response.

ID |[Component /| Dependency Interactions Failure Short Name Failure Description Response
Failure in DNS lookup, either DNS Return error to the client
not working or lookup does not
return record for the service. ATM is
1/Client -> API Non Existence::DNS down or broken
1|Client -> API BadAuth:ServerCertificate Invalid or expired server certificate *Return error to the client
1(Client -> API Latency from service Slow response, server timeout Return error to the client
API detected internal failure and Return error to the client
1/Client -> API Service internal error returned 500
Incorrect response from the service, |Return error to the client
1/Client -> API Invalid data invalid or empty data.
2|APl -> DB db connection errors db connection error Return error to the client
3|API -> Cloudinary bad credentials Invalid credentials Return 500 error to the client




Y uin asi NnoTpibHO BM3HAYNTU Ta OLIHUTK BNNMB BM3Ha4YMX Ha dasi ‘Discover’
MOMMIIOK.

Effects

Portion affected

Detection

Resolution

Likelihood

Effects of failure
When this failure
occurs, how deeply is
the functionality
impaired, taking into
account any current
mitigations and the
current behavior of
the system?

Portion affected by
failure

When this failure
occurs, what portion of
users or transactions
are affected, taking
into account any
current mitigations
and the current
behavior of the
system?

No noticeable effect

Minor impairment

Some reduction of
functionality

Major impairment of
core functionality or
data loss

Less than 2%

Between 2% and 50%

More than 50%

Time to detect
failure

When this failure
occurs, taking into
accountany current
instrumentation and
monitoring in the
system, how long does
it take until an
automated system or
human is notified to
take corrective
measures?

Time to resolve
failure

How long does it take
the automated system
or human to restore
functionality after the
failure has been
detected?

Less than 5 min

Less than 5 min

Between 5 min
and 15 min

More than 15 min

Likelihood of failure
What is the frequency
this failure is likely to
occur?

Less than once a year

Multiple times a year

Between 5 min
and 45 min

More than 45 min

More than once a
month




Act

MeTa LbOoro 3akni4YHOro eTany nonsrae B Tomy, o6 BXMBaTK 3axoiB LOA0

NOMUIOK, BUsiBneHux nig Yyac RMA i 3pobuTtu aii ans nigBuLeHHA HaainHOCTI
obcnyroByBaHHSI.




BUCHOBOK

OcHoBHa nepeBara RMA — mogentoBaHHS Ta rMboknn aHania OCHOBHUX acnekTiB
3aCTOCYHKY, LLIO MOXYTb 3reHepyBatu noMmunky. PesynstaTtu npouecy RMA HapatoTb
KOMaHAi rmmnoLIoro po3yMiHHS e 3HaxoaaTbCA BiAOMI KDUTUYHI TOYKM Ta NOPsS0K
BUPILLEHHS LKUX NOTEHUINHMUX PU3UKIB ANst OTPUMAHHA HanBinbL HagiMHUX
pe3ynbTaTiB B HAUKOPOTLUI TEPMIHN.




