[lepeTacoBka KHyTa

. Ha urepanum 1 Be1Opars r mexay 0 v 1 ipu
HOPMAaJIbHOM PACIPECICHUN

. Ilomensarts af1] u a[r]

public class StdRandom
{

public static void shuffle(Object[] a)
{
int N = a.length;
for (int i = 0; i < N; i++)
{
int r = StdRandom.uniform(i + 1); <«——+— between O and i
exch(a, 1, r);

}




War story (online poker)

Texas hold'em poker. Software must shuffle electronic cards.

&8 A World of Action!
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How We Learned to Cheat at Online Poker: A Study in Software Security




War story (online poker)

Shuffling algorithm in FAQ at www.planetpoker.com

for i := 1 to 52 do begin
r := random(51) + 1;

between 1 and 51

swap := card[r];
card[r] := card[i]; [J
card[i] := swap;

end;

Bug 1. Random number r never 52 = 52" card can't end up in 52" place.
Bug 2. Shuffle not uniform (should be between 1 and i).

Bug 3. random() uses 32-bit seed = 232 possible shuffles.

Bug 4. Seed = milliseconds since midnight = 86.4 million shuffles.



War story (Microsoft)

Microsoft antitrust probe by EU. Microsoft agreed to provide a randomized
ballot screen for users to select browser in Windows 7.

http:/ /www.browserchoice.eu

Select your web browser(s)

Google paskia - Internet
@ w8 C  Safari @ Firefox m £ Eiorers
A fast new browser Safari for Windows Your online security is  The fastest browser on  Designed to help you
from Google. Try it from Apple, the world’s  Firefox's top priority. Earth. Secure, powerful take control of your
now! most innovative Firefox is free, and and easy to use, with privacy and browse

browser. made to help you get excellent privacy with confidence. Free
the most out of the protection. from Microsoft.

appeared last
50% of the time



brIcTpast cCOpTUpOBKa
(Quicksort)



[1Ba Knaccu4yecknx anropmtma
COPTUPOBKU

. Kpurnueckue KOMOOHEHTEI B MUPOBOM
BBIYHCJIMTEIbHON HH(PPACTPYKTYPE

. lloHumanwme HAY4YHBIX OCHOB 9THX AJITOPUTMOB J4CT HAM
BO3MO’KHOCTb p33pa6aTBIBaTI) IPUKIIAIHBIC CUCTCMBbI JTJIA
pCHICHNA PCAJIBHBIX 3aa4

. bbICTpasg COPTUPOBKA BXOJUT B JIECATKY CAMBbIX IOJE3HBIX
aJTOPUTMOB, pa3pad0TaHHBIX B 2(-M BEKE



;(wbﬁc static void quicksort{char(] items, int loft, int right)
inti, |;
char x, y;
= lqﬂ; i = ridl','
x = items|{left + right) / 2];

do

{
while ((temsfi] < x) 8& (i < right)) i+ +;
p while ((x < items[j]) 8& [j > left)) j..;
| fli<=j
{

y = itemsi);
items|i] = items[j];
| itemslj] = y;
' : i+ 4 e
} while {i <= j);

if (left < j) quicksortfitems, left, j);
: if [i < right) quicksortfitems, i, right);




bbicTpaga copTupoBKa

= OCHOBHOM ILJIaH

. Ilepemernarp 3JIEMEHTBI CIy4YallHBIM 00

. Pa3OuenHune 11 2iIeMEHTA |

. a[j] octaBUTH Ha MeCTE
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bbicTpada copTUpoBKa

. IIoBTOPSTH 10 TEX IOP, IOKA 1 ¥ ] HE IEPECEKYTCs

. IIpoBepsTs 1-bI€ DIEMEHTHI 40 Te€X Iop IokKa a[1] < a[lo]

. IIpoBepsTh J-bI€ BIEMEHTHI 10 TeX Nop moka afj] > a[lo]

. IlomensaTs Mectamu af1] u afj]

. Bujueo 1



bbicTpasi copTupoBKa: peannilauus
pa3bneHna Ha Java

private static int partition(Comparable[] a, int lo, int hi)
{

int 1 = lo, jJ = hi+l;

while (true)

{
Whﬂ.e (1.ess(a|.:++1'] , al1o])) find item on left to swap
if (1 == hi) break;
while (less(allo], a[--31)) find item on right to swap
if (J == 1o0) break;
if (i >= j) break; check if pointers cross
exch(a, i1, j); swap
}
exch(a, lo, j); swap with partitioning item
return jj; return index of item now known to be in place

before v during Vl =V \ ‘ =V after =V ‘vl =V

f 1 f f ! t
lo hi i j lo ]




bbicTpaa copTupoBKa: peann3auna Ha Java

public class Quick
{
private static int partition(Comparable[] a, int lo, int hi)
{ /* see previous slide */ }
public static void sort(Comparable[] a)
{
StdRandom.shuffle(a); shuffle needed for
SOI"t(a, 0’ a.]ength _ 1)’ <« perfor‘mance guarantee
} (stay tuned)
private static void sort(Comparable[] a, int lo, int hi)
{
if (hi <= 10) return;
int j = partition(a, lo, hi);
sort(a, lo, j-1);
sort(a, j+1, hi);
}
}
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bbicTpas copTupoBKa
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Quicksort trace (array contents after each partition)




bbicTpaa copTupoBka

50 random items

A algorithm position
S in order
I I I . mmmmmsmmmms  current subarray

= not in order

http://www.sorting-algorithms.com/quick-sort



bbicTpada copTupoBKa: peannsaungd

He TpeOyeT Jon0IHUTEIbHON HaMsITH

Brixon n3 nukinoB. O0pamante 0co00¢ BHUMaHHE Ha
YCJIOBHS BBIXOJA U3 LIMKJIOB

Orpanuuenus. IIpoBepka ] == lo u3aumHss, HO 1 == hi
HET

Pangomu3anus. IleperacoBka Hy»KHA YTOOBI
00€eCIIeUNTh TapaHTUH IIPOU3BOAUTECIBHOCTHU

PaBHbIC K10uH. ECiy puCyTCTBYIOT AyOJIHKATHL, TO
MO>KHO MCIOJIb30BaTh JAPYIrOM BApUAHT AJITOPUTMA



bbicTpaga copTupoBKa: Ny4yLlnmn
cny4yau

. Jlyummi cydaii. KomuaectBo cpaBHenuit ~ N log N

al ]

lo hi 0 1 2 3 4 S5 6 7 8 9 10 11 12 13 14
vitial valu H A C B F E G D L I K J N MO
randomshuffe H A C€C B F E G D L I K J N M O
0O 7 14 D A C B F E G H L I K J N MO
0 3 6 B A C D F E G
0 1 2 A B C
A
C
4 5 6 E F G
E
G
11 14 J I K L N M O
9 10 I J K
I
K
12 13 14 M N O

o




XYL

bbiCcTpaga copTupoBKa
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bbicTpas copTupoBKa: CBOUCTBA

XyImuu ciiydyau. KBagpatnuHO€ KOJIMYECTBO
CpaBHEHUHU

« N+(N-1)+(N-2)+...+1~"%N?

Cpennuii ciiyvyan. KonmnaecTBo cpaBHeHU# ~ 1,39
Nlog N

. Ha 39% cpaBHeHUI O0nbIIE, YEM Y COPTUPOBKHU CIHUSIHUEM

. Ho, Ha npakTuke, ObICTpEE COPTUPOBKU CIUSTHUEM, ITOTOMY
YTO MEHBIIIE IEPEMELIAOTCS TaHHBIE

IlepeTacoBka
. lapantupyer oTCyTCTBUS XYAUIErO Ciyyas

[Ipenynpexaeaue. YacTe peanuzanuil ObICTPOH



