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* Penetration Tester @ SynerComm
*  Bug Bounty Hunter on HackerOne
*  Python enthusiast
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5 ROUTES TO DA

... and how to protect your administrators




PERMISSIVE GLOBAL GROUP ACCESS + MIMIKATZ

Solution: Apply the principle of least privilege




Permissive Global Group Access + MimiKatz

o- Ta keCIWOy:

JWALLACE@EXAMPLE.COM DOMAIN ADMIN@EXAMPLE.COM

G HasSession
©

JWALLACE@EXAMPLE.COM GOLDENIMAGES.EXAMPLE.COM

AdminTo |
©

DOMAIN USERS@EXAMPLE.COM GOLDENIMAGES. EXAMPLE.COM




Permissive Global Group Access + MimiKatz

JWALLACE@EXAMPLE.COM DOMAIN ADMIN@EXAMPLE.COM

‘ HasSession [:[
- ©

JWALLACE@EXAMPLE.COM GOLDENIMAGES.EXAMPLE.COM

AdminTo I
©

ROMAIN USERS@EXAMELE COM GOLDENIMAGES.EXAMPLE.COM

Takeaway:

“A local admin can
extract from memory
the cleartext
password of any
authenticated user”



BloodHound

* Available on GitHub @BloodhoundAD

* 10 minute setup

* Queries DC and domain computer for
session and admin information

* Creates pretty graphs ... of death

* PowerShell & EXE available for
information gathering

Adversary Simulation




Bloodhound
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Permissive Global Group Access + MimiKatz

JWALLACE@EXAMPLE.COM DOMAIN ADMIN@EXAMPLE.COM

‘ HasSession [:[
- ©

JWALLACE@EXAMPLE.COM GOLDENIMAGES.EXAMPLE.COM

AdminTo I
©

ROMAIN USERS@EXAMELE COM GOLDENIMAGES.EXAMPLE.COM

Takeaway:

“A local admin can
extract from memory
the cleartext
password of any
authentficated user.”



Permissive Global Group Access + MimiKatz

o- Takeawa Y.

, "A local admin can
,-»ma&ww exfract from memory
: N @»w‘fé E5.EXAMPLE.COM The C|€CI r-l-ex-l-

Vv’ password of any
- S authenticated user.”

DOMAIN USERS@EXAMPLE.COM

GOLDENIMAGES.EXAMPLE.COM




-
Permissive Global Group Access + MimiKatz

Solution: Principle of Least Privilege .
P 5 Takeaway:
1. Determine who really needs to be a
domain administrator T .
2. Don’t abuse Global Groups A local admin can
3. Educate your DAs on when their extract from memaory
account should be used the cleartext

password of any
authenticated user.”




LLMNR & NBT-NS POISONING

Solution: Turn them off.




LLMNR & NBT-NS Poisoning

Step 1: User sends incorrect SMB share address \SNAREO1

Takeaway:

VICTIM

Step 2: DNS Server responds with
\\SNAREO1 - NOT FOUND

DNS Server “Turn Off I—I—MNR.
Step 3: Client performs LLMNR TU rn Off N BT— N S .

oo || R Monitor for these
requests.”

SNAREO1 and
accepts the
NTLMv2 hash

Step 5: Responder sends . . . .
an g,m, baci to the client Graphic Credits: Aptive Consulting Ltd.




LLMNR & NBT-NS Poisoning

Responder.py

sent to 192.168.100.101 for name wpad

[*]1 [LLMNR] Poisoned answer
[HTTP] NTLMv2 Client

HTTP] NTLMv2 Username : Al Isel
HTTP] NTLMv2 Hash :user2::AIUK:112233445F 164 AE2F217

UZL LU \ P~ LU )
ITTP] WPAD (auth) file sent to 192.168.100.101
] [LLMNR] Poisoned answer sent to 192.168.100.101 for name wpad
1 Skipping previously captured hash for AIUK\user2
ITTP] WPAD (auth) file sent to 192.168.100.101
1 [LLMNR] Poisoned answer sent to 192.168.100.101 for name wpad
1
T

+

I

I
+
B
+

Skipping previously captured hash for AIUK\user2

[
[
[
[
[
[
[HTTP] WPAD (auth) file sent to 192.168.100.101

Takeaway:

“Turn off LLMNR.
Turn off NBT-NS.

Monitor for these
requests.”



LLMNR & NBT-NS Poisoning

Inveigh.ps|

E¥ Administrator: Windows PowerShell

Jsers\kevin\Desktop\Inveigh> I ke-Inveigh
Inveigh 1.4 started at 2018-09-17T18:14:
Elevated Privilege Mode = Enabled
Primary IP Address = 192.168.125.100
Spoofer IP Address = 192.168.125.100
ADIDNS Spoofer = Disabled

LLMNR Spoofer = Enabled

LLMNR TTL = 3@ Seconds

mDNS Spoofer = Disabled

NBNS Spoofer = Disabled

SMB Capture = Enabled

HTTP Capture = Enabled

HTTPS Capture = Disabled

HTTP/HTTPS Authentication = NTLM
WPAD Authentication = NTLM

WPAD NTLM Authentication Ignore List = Firefox

WPAD Default Response = Enabled

Machine Account Capture = Disabled

Console Output = Full

File Output = Disabled

G: [!] Run Stop-Inveigh to stop

[*] Press any key to stop console output

[+] [2018-89-17T1 2] LLMNR request for host received from 192.168.125.102 [response sent]

[+] [2018-@9-17T1 2] SMB(445) negotiation request detected from 192.168.125.182:51956

[+] [2018-89-17T18:15:33] SMB NTLMv2 challenge/response captured from 192.168.125.102(INVEIGH-WKS2):
testuserl::INVEIGH:84EB2EE1540E3651: FDBOOE2FB59F6620805E51A4E7C813382 : 01010000000000001D9C68F 3D34ED481059CC318760E367D000)
9004 04! 700480001001 {2 450049004706045002D0057004E00530031000400160069006E007 600650
E 074000300 70068002D0057004600530031002E0069006E00760065006900670068002E0|
7006300 7400070008001D9C68F 3D34ED4010600040002000000080030003000000
©00002D61E78319! 4B8DA4D1F39ADI18EEF5819B81F2DE45919CDED193F 167CC6300A00100000000000000000000000000)
12006 7300 Fee730074

740005001
1

Takeaway:

“Turn off LLMNR.
urn off NBT-NS.

onitor for these
requests.”



LLMNR & NBT-NS Poisoning

The Solution

Takeaway:

e Turn off LLMNR in Group Policy )
e Turn of NBT-NS via GPO Script Turn off LLMNR.

* Monitor your internal network for Turn off NBT-NS.
LLMNR & NBT-NS requests

* Inveigh is super easy to use Monitor for these
requests.”




I EEE——————m—m—————
LLMNR & NBT-NS Poisoning

Bonus: SMB Relay Attacks

Quick Takeaway:

Victim

2. SMB authentication
relayed to target

1. Victim sends SMB
authentication attempt
sent to attacker

“Turn on SMB Signing”

between attacker and target




SYSVOL PASSWORDS + LEAKED AES KEYS

Solution: Delete the XML files. Just delete them.




T
SYSVOL Passwords + Leaked AES Keys

Vulnerability came out in 2012, patch in 2013

We still see this ALLTHE TIME. Takeaway:

<?xml version="1.0" encoding="utf-8" ?>
- <Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}">
- <User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}" name="Administrator (built-in)" image="2" changed="2015-
02-18 01:53:01" uid="{D5FE7352-81E1-42A2-B7DA-118402BE4C33}">

bk
<Properties action="U" newName="ADSAdmin" fullName="" description="" e O ( :
cpassword="RI133B2WI2CiI0CaulDtrtTe3wdFwzCiWB5PSAXXMDstchJt3bL0UieOBaZ/ 7rdQjugTonF3ZWAKaliRvd41GQ" Y4

changelLogon="0" noChange="0" neverkExpires="0" acctDisabled="0" subAuthorty="RID_ADMIN" userName="Administrator
(built-in)" expires="2015-02-17" /> )
</User>
</Groups> 4
and don't PU t
4 2.2.1.1 Preferences Policy File
Format

| cleartext passwords
b S 2.2.1.1.4 Password Encryption . . "
IN scripfs.

Element Names and CLSIDs
2.2.1.1.3 Common XML

Attributes All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3>
2.2.1.1.4 Password The 32-byte AES key is as follows:

Encryption

2.2.1.1.5 Expanding 4e 99 06 e8 fc b6 6c c9 fa f4 93 10 62 Of fe e8

Environment Variables £4 96 8 06 cc 05 79 90 20 9b 09 a4 33 b6 6c 1b




T
SYSVOL Passwords + Leaked AES Keys

Who needs an AES key when the password

is stored in cleartext? T(] keCIWCIy

Changes the local Administrator password. The script should be deployed using Group Policy or through a logon script.
kk
Apply the patch,
Set oShe = eateObject ("WScript.Shell” o
delete the XML fil
elele 1ne lHes,
s = " istrator"
and don't put

g he local computername with WScript.Network,
' or set sComputerName to a remote computer
Set oWshNet = CreateObject ("WScript.Network") C | e O r'I'eX'I' O SSWO rd S
sComputerName = oWshNet.ComputerName
Set oUser = G t("Wi wre ser

U Obj ( nNT://" & sComputerName & & sU ) . . -I- T
| in scripfts.
e ass ora
tPassword sPwd
tinfo
oShell.LogEvent 1 RAdm




T
SYSVOL Passwords + Leaked AES Keys

The Solution Takeaway:
* Educate your Sys Admins — don’t put “Apply the pCITCh,
cleartext creds in files delete the XML files,

* Apply the patch to change the AES key
* Delete old XML files with cpassword in

them.

and don't put

cleartext passwords
INn scripts.”




SYSVOL Passwords + Leaked AES Keys

Bonus: Run Get-GPPPassword on
yourself!

PS C:\> get—gpppassword

Password password

Changed 2013-07-03 01:49:29

UserName test

NeuName

File \\DEMO .LAB\SYSUOL\demo . 1ahb\Policies\{31B2F348-016D-11D2-945F-BBCA4FBI84F9>\MACHINE\Preferences\DataSources\D
ataSources.xml

Password : Recycling»3ftu?

Changed : 2013-07-82 ©5:43:21

UserName : Administrator <built-—ind

NewName : mspresenters

ile = \\DI{HO.LRB\SYSUOL\demu .lab\Policies\{31B2F348-016D-11D2-945F-00CA4FB284F2>\MACHINE\Preferences\Groups\Groups

-xm

Password password

Changed 2013-087-83 01:55:11

UserName administrator

NewName

ile \\DEMO .LAB\SYSUOL\demo . 1ah\Policies\<{31B2F348-016D-11D2-945F-0ACA4FBI84F9>\MACHINE\Preferences\ScheduledTask

s\ScheduledTasks .xml

Password password

Changed 2013-07-03 01:53:13

UserName DEMONAdministrator

NeuName

File \\DEMO . LAB\SYSUOL\demo . 1ab\Policies\{31B2F340-016D-11D2-945F-00CA4FB?84F9>\MACHINE\Preferences\Services\Serv
ices.xm

https ithub.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Get-GPPPassw:

Takeaway:

“Apply the patch,
delete the XML files,
and don't put
cleartext passwords
INn scripts.”



KERBEROASTING

Solution: Long Service Account Passwords




KerberRoasting

Account used by service = any domain
user can pull KRBSTGS hash

PS C:\Users\administrator\Desktop> Invoke-Kerberoast | fI

ISamAccountName : SQLService

DistinguishedName : CN=SQLService,CN=Users,DC=testlab,DC=local
ServicePrincipalName : MSSQLSvc/PRIMARY.testlab.local:1433

ash : $krbStgsSunknown: 30FFC786BECDOE88992CBBB017155C53%0

343A9C8A7EB90F059CD92B5271414AB510EFE9379DE1BACD220
67FE4909DE3D2D860320586DED3EF4DBE25A0D73329E4E47D3F
D043D1BD5CCA66824318632293476A5E741A444FOFA874C8DBF
8059850F14929F52DAACFD13BEEA754B27A0B190AC7ABS53FC33
8FS581E8AB76D002DF1E4619920AA4B372219DAE3256BF8D38CB
978ACE111ADESACB2F1ED9DDC85CC3E8AS07E9OF57ECE329A9A
E18F51C918DF9334BEC79C01C4DD4341BD2E1C1666BB6AAB2FO
39046CC4A24B71A6640A4E0C7D8CO12F8864079D0844D5869F7

Takeaway:

“Domain accounts
used to run services
should have long
and complex
passwords”



KerberRoasting

Audit your network with setspn.exel

CAWindows\system32\cmd.exe |_=L &P IE

i
IC:\Users\pratikd>setspn.exe —F —Q %/% > Service.txt

[
C \Users\pratik>setspn.exe —F —Q »/x
’Checklng forest DC=hlackops.DC=com
[CN=BLRMS20@833152,0U=Domain Controllers,DC=hlackops,DC=comn
1dap/BLRHS2BBB33152 bhlackops. con/ForestDnsZones . blackops.com
ldap/BLRMS2008 52.hlackops.com/DomainDnsZones.blackops.com
Df s»—12F9A27C-BF97-4787-9364-D31B6C55EBA4/BLRMS 200833152 .blackops .com
TERMSRU/BLRMS208833152
TERMSRU/BLRMS200833152 . hlackops .com
DNS/BLRMS200A833152 .blackops .com
GC/BLRMS200833152.blackops.com/blackops.com
RestrictedKrbHost/BLRMS2008833152 . .bhlackops.com
RestrictedKrbhHost/BLRMS208833152
HOST/BLRMS200@833152 /BLACKOPS
HOST/BLRMS208833152 . blackops .com/BLACKOPS
HOST/BLRMS2008833152
HOST/BLRMS2008833152 .hlackops.com
HOST/BLRMS200833152 .bhlackops.com/bhlackops.com
E3514235-4BA6-11D1-ABA4-BBCA4FC2DCD2 /def d?4d5—-eB50-4834-96f c—1af bhhdS5c?
i4/blackops.com
ldap/BLRMS200833152/BLACKOPS
ldap/defd?4d5-eB50-4834-96fc—1afbbhd5c?54. _msdcs.hlackops.com
ldap/BLRMS200833152 . hlackops .com/BLACKOPS
ldap/BLRMS200833152
ldap/BLRMS280A833152.hlackops.com
1dap7BLRME200A833152 . blackops .com/blackops .com
[CN=krbtgt..CN=Users , YC=blackops,DC=com
kad 17changepw
ICN=BLRMSWIN33155,CN=Computers,DC=hlackops,.DC=com
TERMSRU/BLRMSWIN33155
TERMSRU/BLRMSWIN33155.hlackops.com
RestrictedKrbHost/BLRMSWIN33155
HOST/BLRMSWIN33155

RestrictedKrbHost/BLRMSWIN33155.hlackops.com

Takeaway:

“Domain accounts
used to run services
should have long
and complex
passwords”



DC BACKUPS

Solution: Ensure no one but Domain Admins can access your DC backups




T
DC Backups

User with access to DC backup =
Domain Admin

Takeaway:

o) Backup Schedule Wizard -
)
24 : g U
C {L Specify Destination Type

Getting Started Where do you want to store the backups?

.
Select Backup Configurat... O Back up to a hard disk that is dedicated for backups (recommended) ‘ ‘
Choose this option for the safest way to store backups. The hard disk that you use
Selecttems for Backup will be formatted and then dedicated to only store backups.
Specify Backup Time

.
- =y (O Back up to a volume
Specify Destination Type
MECLEIETNTIII e ti cptonit you cannt dedicate an ntiedis fo backups Nteththe
Select Destination Volume performance of the volume may be reduced by up to 200 percent while it is used

to store backups. We recommend that you do not store other server data on the
same volume.

Summary
Back up to 2 shared network folder O ‘ ‘ e S S O
Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new

Confirmation

backup it overwrites the previous backup.

=E




-
Takeaways

1. Alocal admin can extract from memory the cleartext
password of any authenticated user

2. Turn off LLMNR. Turn off NBT-NS. Monitor for these requests

3. SYSVOL Passwords + Leaked AES Keys

4. Domain accounts used to run services should have long and
complex passwords

5. Only Domain Admins should have access to DC Backups



DAIT0T - Kif

' BloodHound-win32-x64.zip 10/20/2018 1:27 PM  Compressed (zipp... 69,584 KB
|y Get-GPPPassword.ps1 0/20/2018 1:29PM  Windows Powers... 12KB
— Inveigh-master.zip 10/20/2018 1:29 PM  Compressed (zipp... 83 KB
J README.txt 10/20/2018 2209 PM  Text Document 2KB

r BloodHound-master.zip

, neodj-community-3.4.9-windows.zip

0/20/2018 1:48 PM
2

(20/2018 2:07 PM

Compressed (zipp...

Compressed (zipp...

8,245 KB

89,182 KB

https://www.SHELLNTELL.com/blog/da-101

Question or Help? Justin Gardner — jgardner@synercomm.com



Questions®e




