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1. CeTeBble HACTPOUKK
1. wvHTepdeuncsl

2. MapLpyTbl, QuUNbTPbI
3. DNS

2. Cetb

Cnowu
Apgpeca
[MpoToKOSbI
OBepxeapbl

3. CeTeBble BO3MOXXHOCTU
1. iptables
2. bpuoxn, borabl, dummy
3. TOHHenwu
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HacTpowku cetu < e
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Utobbl B Linux paboTtana cetb He0b6XxoAMMO, YTOObI
crieayoLime HaCTPOWKN ObINN KOPPEKTHBI:

e Appeca Ha nHTpedeuncax
 MapLpyThl

« DNS

o OUNLTPLI



DHCP

e AN

State Client DHCP Server
HCPDISCOVER (Broadcast)

Initialization
(No Addregs or DHCPOFFER
Lease Expired) DHCPREQUEST

DHCPACK

Renewing —DHCPREQUEST
(T1 Expires)

DHCPACK

Rebinding HCPREQUEST (Broadcast)
(T2 Expires)

DHCPACK
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* /etc/network/interfaces
* ifconfig, ifup/ifdown
* Ip addr, link
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MapLpyThbl.
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[maBHOE NpaBuo — L3 A0KEeH ObiTb B TOM e
CETU, 4YTO K Komn. Ho ecTb UCKMoYeHUs.

TakK XXe eCTb BO3MOXXHOCTb HacTpamBaTb «XUTPbIE»
policy based mapLupyThbl
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« Kak pabotaert
» [lpsimoe cooTBeTCcTBME (NAame-ip)
« obpaTHoe
* PeKypcuBHble 3anpochl
* WTepaTnBHbIE 3anpochl
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DNS - Tunbl 3anpocoB

e AN

e recursive Q: A smth.ru
= terative A: NS RU DNS

mmm replication R o
00

Q: A smth.ru
A: NS SMTH.RU

Q: Asmth.ru RUDNS
A: ASMTH.RU ipl

DNS

: SMTH.RU DNS (S)
Q: A smth.ru

A: A smth.ruipl M=>S: notify

S=>=M: 7AXFR
M=>S: zone-data
S: serial compare

client SMTH.RU DNS (M)




T LN
&... TEXHONAPK =
S R

e =

DNS

A5 S L EERRALARAALARAALAREAALERAAREARAAEARARRAR AR AR AR AALAREARARRARURREANE AR AR LRR AR AR AR AR RR R RRR AR ARURR AR EARLRR AR AR AR AL AR RA AR AARAR AR LR R RANER AR AR R AR AR R RARRR R ARA RN RN

« Kak paboTtaert
* [lpsamoe cooTBeTCTBUE
» obpaTHoe
* PeKypcuBHble 3anpochl
* llTepaTtuBHble 3anpocChl

[ oe HacTpanBaeTcd
» /etc/resolv.conf
« /etc/hosts
* nsswitch,nscd
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PunouTpbl: iptables
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Iptables — MoLwHENLWNN NMHCTPYMEHT ONna dounsTpaymm
N MaHUNyNAaUuMn ¢ TpaPukom B linux.

OH nNo3BoOnseT:

o OunbTpoOBaTh
 /I3MeHATb nakeThbl

* «MOMeYaTb» MakeTbl
 OTcnexuBaTb coeanHeHUs
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CeTb: cnov n Mmoaenu

e AN

oSl TCP/IP (DOD)

@ ;  MpuKknapHOW yposeHb i f F
¢ Application layer
Vo ™) -

YpoBeHb npeacTaBneHun YpoBeHb NPUNOKEHUI

6 i 4 ke
! resentation layer | Application layer
i 5 CeaHcOBbIW YPOBEHD
i Session layer | [, 4
i a TPaHCNOPTHbIN YPOBEHDL | i 3 TPaHCNOPTHbIN YPOBEHD |
Transport layer Transport layer ¥

3 Ceresoli yposens i 2 - YpoBeHb ceTn Mmepuer
o ‘Network layer Internet =

=) A=

5 KananeHbii yposeno LLC
Data link layer MAC
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Appeca
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[lpeocTaBneHus ip-agpeca:
* 4 yncna pasgeneHHsie Toykon 1.2.3.4

4 6anTta (unsigned int: 127.0.0.1 = 2130706433)

4 yncna + macka:
e cidr 1.2.3.4/24
« 1.2.3.4/255.255.255.0
« wildcard 1.2.3.4/0.0.0.255

Macka Hy)xHa ans Toro, Ytobbl OTAENUTL aapec
CeTn OT agpeca XocTa.
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ipcalc

d.molchanov@balinux201502-netl:~$ ipcalc
127.0.0.1

Address:
Netmask:
Wildcard:
=>
Network:
HostMin:
HostMax:

Broadcast:
Hosts/Net:

255.255.255.0 = 24

0.0.0.255

127.
127.
127.
12T s
254

0.0.
0.0.
0.0.
0.0.

0
1
2
2

/24

)
5

4
5

01111111.
11111111.
00000000 .

01111111.
01111111.
01111111.
01111111.

Class A, Loopback

-n 127.0.
00000000 .
11111111.
00000000 .

00000000 .
00000000 .
00000000 .
00000000 .
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0.1

00000000 .
11111111,
00000000 .

00000000 .
00000000 .
00000000 .
00000000 .

-

00000001
00000000
11111111

00000000
00000001
11111110
11113
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Appeca
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Buabl agpecos:

* Cepble / benblie
« 192.168.0.0/16
« 10.0.0.0/8
« 172.16.0.0/12
« 127.0.0.0/8 - loopback

* Unicast
 Broadcast — nocnegHun agpec B ceTn.
* Multicast
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CeTb: NPOTOKOSbI
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 |P (src-ip,dst-ip,protocol)
 TCP (src-port,dst-port)
« HTTP (Host)
« SMTP
- DNS
« UDP (src-port,dst-port)
- DNS
« NTP

* |CMP (icmp-type)

2w R Bagana
'-fl’_:\ TEXHONAPK ’{::f}

— Mall Ry Group -
N o

-
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TCP

e AN

& &

Host

A HostB HostA HostB
Send Send (FIN)
(SYN) massage
massage \ Recieve \ Recieve
SYN FIN
2o Send Send (ACK)
Recieve
SYN-AC assage
Wﬁnamge K Recieve /“ 8
ACK
Send ACK , S“"‘d
bnassage Recieve / (FIN)
FIN massage
\ Recieve
ACK Send ACK
+ massage \. Recieve
ACK
Time

TCP Connection

TCP Connection
Establishment

Termination

Figure 2.1. TCP session establishment and termination
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$telnet mail.ru 80

Trying 94.100.180.199...
Connected to mail.ru.
Escape character is 'A]'.
GET / HTTP/1.1

Host: mail.ru

HTTP/1.1 302 OK

Server: nginx/1.4.4

Date: Wed, 01 Oct 2014 20:18:47 GMT
Content-Type: text/html
Content-Length: 37

Connection: keep-alive
X-Frame-Options: SAMEORIGIN
Location: https://mail.ru/

Set-Cookie: mrcu=5874542C61A700252CA2459F0905; expires=Sat, 28 Sep 2024 20:18:47 GMT; path=/;
domain=.mail.ru

Cache-Control: no-cache,no-store,must-revalidate
Pragma: no-cache

Expires: Tue, 01 Oct 2013 20:18:47 GMT
Last-Modified: Thu, 02 Oct 2014 00:18:47 GMT

<html><body>Redirect...</body></html>~]q

telnet> q
Connection closed.
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SMTP
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$telnet emx.mail.ru 25

Trying 94.100.180.180. ..

Connected to emx.mail.ru.

Escape character is 'A]'.

220 Mail.Ru ESMTP

ehlo htz-vps01.molchanov.pp.ru
250-mxpdd10.i.mail.ru ready to serve
250-SIZE 73400320

250 8BITMIME

mail from: <mdv@htz-vps01.molchanov.pp.ru>
250 OK

rcpt to: <dmitry@molchanov.pp.ru>
250 OK

data

354 Go ahead

From: me

To: you

Subject: test

.550 spam messaﬁe rejected. Please visit ) )
http://help.mai .ru/notspam—support/1d?c=OT78anJbSrE41lk H7hQ§NXHIMJ2m51D AAAAWTAAAXVxkB or report details to
abuse@corp.mail.ru. Error code: 9DFC3E392A6D891A6459E3F242E17EA8831C5703A264DA09. ID: 0000000E0000930501195717.

500 Unknown command

quit

221 mxpdd10.i.mail.ru closing connection
Connection closed by foreign host.
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KaXkabI YpOBEHb J00aBNSET CBOW OBEpXen

100 GanT gaHHbIX
+ 14+bytes HTTP
+ 20-26 bytes TCP
+ 20 byes IP

+ 22-26 bytes L2

[MTony4aetcs, 4to B 1500 6anT nakeTte y Hac nonesHou
nHpopmauun npumepHo Ha 4% (~62 bainTta) meHbLLE
pa3mMepa nakerta npu nepegade no tep/ip.
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Overhead’nbl

e

Cucrema 1

Mpunoxerue 1

7. NpuknagHow yposeHb

6. MpeacrasuT. ypoBeHs

5. CeaHCcoBbIN YPOBEHL

3. CeteBoit ypoBeHb

2. KaHanbHbi ypOBEHb

N

- -~ >{ I amwse [T - -
- - >{ T aswwe [TTH [} --
B -~ T e TTTH -

Cucrema 2

Mpunoxenrue 2

7. NMpuknagHow ypoBeHb

6. MpeacrasuT. ypoBeHs

5. CeaHcoBblil ypoBeHb

Kanan nepenayv aaHHbIX

Noruyeckoe coeauHEHUe MEXAY YPOBHAMM

——— Peanuaauyus nepenayy AaHHbIxX

e T T
T H3. E-Nu

TEXHOI'IAPK »
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« XX13Hb NakeTa B cucreme

o Tabnuubl
* raw
* mangle
* nat
 filter

« Cxewma paborthl iptables
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NETWORK

raw
PREROUTING

mangle
PREROUTING
nat
PREROUTING

Routing
Decision

Routing
Decision

filter
FORWARD

Routing
Decision

mangle
POSTROUTING
nat
POSTROUTING

NETWORK

TS Ui

— f’un H3. E-M:\ -
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. Mak Ry Group
-. -
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loopback
* dummy

* bridge
 bond
e tunnels

MO e
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TEXHONAPK
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e tcpdump
* ngrep

* netstat

* SS

* ping

* traceroute
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