«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

6. TexHnyeckme KaHanbl yTeYKM MHOpMaLnK, BO3HMKaoLWmMe npn paborte
BblYUCITUTENbHON TEXHUKKU 3a cyeT NOIMUNH

[Mpun BbIABNEHUM TEXHUYECKMX KaHarnoB yTevkn nHdpopmaummn CBT uenecoobpasHo
paccMmaTpuBaTb Kak CUCTEMY, BKITHOYAlOLLY0 OCHOBHOE (CTalMoHapHoe)
obopyaoBaHMe, OKOHEYHbIE YCTPOMUCTBA, COEAUHUTENBbHbIE NMUHUK (COBOKYMNHOCTb
nNpoBoAOB KN Kabenewn, NpoknagbiBaeMbix Mexay otaensHbiMm CBT u nx
arieMeHTaMu), CUCTEMbI ANEKTPONUTAHNA, CUCTEMbI 3a3EMINEHNS.

OTtnenbHble TexHuYyeckne cpeactea (TC) nnm rpynna TeXHUYECKUX CPeacCTB,
npeaHasHadeHHbIX Ans 0bpaboTkn MHdopMaumMn orpaHUYeHHOro AOCTyna, BMecTe C
NOMELLEHUSIMUN, B KOTOPbIX OHW pa3meLlatoTcst, coctaBnsaoT oobektT CBT.

Hapsay ¢ CBT B nomelleHnAX yCTaHaBNMBaKOTCA TEXHUYECKME cpeacTaa u
CUCTEMbBI, HENOCPEACTBEHHO HE y4acTByowme B 0bpaboTke nHdopmauunm
orpaHWU4YeHHOro A4ocTyna, Ho ncnosnb3yowmnecsa coemectHo ¢ CBT u Haxogsawmnecs B
30HE 3NEeKTPOMarHMTHOro rnong, co3gaBaemMoro UMn. Takme TexXxHUYeckme cpeacrtea U
CUCTEMbI Ha3bIBaAlOTCS BCNOMOraTesfibHbIMN TEXHUYECKMM CpeacTBaMmn U cuctemMamu
(BTCC). K HAM OTHOCATCS: TEXHNYECKUE CpeacTBa OTKPbITON TeneoHHON,
POMKOrOBOpPSILLIEN CBSI3U, CUCTEMbI MOXAPHOW N OXPaHHOW CUrHanusauun,
anekTpudunkaumn, pagmodunkaummn, Yacodukaumm, anekTpoodbiToBble NpUbdopsbl 1 T.4.

1



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

B kayectBe KaHana yTedkum uvHdopmaumm Hanbonbwunnm uHtepec npeactasnsaot BTCC,
MMerLne BbIXO4 3a npegenbl KoHTponunpyemon 30Hbl (K3), T.e. 30HbI, B KOTOPOU
NCKITIOYEHO NOSIBNIEHME UL, U TPAHCMOPTHbLIX CPEeACTB, HE MMEKLWMX MOCTOSHHbLIX WUIN
BPEMEHHbIX NMPOMYyCKOB HAa OOBEKT.
Kpome coeanHutenesHbix nuHnun TCIA n BTCC 3a npegenbl KOHTPONUPYeMomn 30Hbl MOTYT
BbIXOAUTb NPOBOAA, K HUM He OTHOCSLMECH, HO MNpoxXodsiine 4Yepes MNnoMeLeHus, rae
YCTaHOBIEHbl TEXHMYECKMe cpeactea, a Takke TpyObl CUCTEM  OTOMNEHUS,
BOOOCHAOXeHMsa 1 Opyrne TOKONPOBOASLLUME METANIOKOHCTPYKUUM N NriacTMaccoBble U
KOMMO3UTHbLIE KOHCTPYKUuK. Takume npoBoda, kabenu v TOKONpoBOASLME ONEMEHTHI
Ha3bIBAlOT MOCTOPOHHUMU MPOBOAHUKAMMN.
B 3aBMCMMOCTM OT om3nyveckon Npupoabl BOSHUKHOBEHNS MHPOPMALMOHHLIX CUTHanNoB, a
Takke cpefbl MX pacnpocTpaHeHust n crnocoboB nepexsara, TEXHUYECKNE KaHambl YTEYKM
MHOPMaLINM MOXHO pa3fesiuTb Ha 3NeKTPOMarHUTHbIE, ANeKTPUYeckue.
6.1. OnekTpoMarHuUTHbIEe NOMs - OCHOBHOW KaHamn yTe4Ykn MHPOPMaLMOHHbBIX CUTHaNoB CO
CpeaCTB BblYNCNUTENBHON TEXHUKMN.
K afieKTpoMarHUTHbLIM KaHanam yTeykm nHopmaumnm OTHOCATCS:

- n3ny4yeHue anemeHtoB CBT;

- VM3MlydeHMe Ha 4actoTax paboTbl BbICOKOYACTOTHbLIX reHepatopoB CBT,
NPOMOAYNNPOBaHHbIX NHGHOPMaLUNOHHBIMW CUrHanamu;

- U3Nny4YeHne Ha Yyactotax camoBo3byxaeHuns CBT.
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(MI'TY wum. H.O. baymana)

TexHuyeckue cpeactea 3awmTbl UHGOpMaLmm
6.1.1. DIeKTPOMATHUTHBIN KAHAJ YTEeYKU MH(OPMAIIUN.

DTOT KaHaAI yTeUKH WHGOPMAIIUHA CO CPEACTB BBIYMCIUTEIBHON TEXHUKHA OXBATBHIBACT JAMAINA30H PAOOTHI
CBT na ckopoctsax 10 6 ['6ut u auama3on gactoT uznydenuit 100 I'r ... 100 I'T'm.
OCHOBHbBIE 3aKOHOMEPHOCTH W CBOMCTBA DJCKTPOMArHUTHOIO TMOJISI ONHMCHIBAIOTCA YPAaBHEHUAMU
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TexHn4eckmne cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

o Peanbubie wm3nywatenu CBT MoxHO paccMarpuBarh Kak

gf; COBOKYITHOCTb JJIEMEHTAPHBIX IEKTPUYECKUX U MATrHUTHBIX
grade= Tay u3ayuaresneil (qumoneit).
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6.1.2. DiieMeHTAPHBII YJIeKTPUYECKUA U3JaydaTreab (OIMKHSSA 30Ha OT HCTOYHHMKA)

B nmonsipHOM cUCTEME KOOPAUHAT BJIEMEHTAPHBIN JIEKTPUYECKUNU U3ITydaTeiib MOXKHO
MPEJACTaBUTh B BUE N300paKEHHOM Ha PUCYHKE 6.

Puc. 6. DiieMeHTapHbBIN NEKTPUUYECKUIN U3TydaTeIb
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OTHOILIEHHUE
E, 1

S0, p=3rrom= B0
Ha farp p €

BoOiHOBOE CONPOTUBIIEHUE AJIEKTPUUYECKOTO IIOJISI - BBICOKOOMHOE (JECSATKM M COTHH
KWJIOOM ), ICTOYHUKHU T10JISI — OTKPBITHIE AJICKTPUUECKUE 3aPs/IbI.
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6.1.4. DuekTpr4YecKHe U3JIy4aTe M JIEKTPOMATHUTHOIO TOJIS

du3ndecKorn MOAECIbI0 M3aydarens sekrpudeckoro mnojst CBT mis gactor mo 100 MI1
SABJISIETCS HECUMMETPUYHBIM HM3ydaTesb C 3apsioM (. DTOT MEPEMEHHBIM BO BPEMEHHM 3apsi/l
NPUMNOJHAT HaJ MPOBOAAIICH MHOBEPXHOCTBIO paszjeia 3JIEKTPUUECKUX CpeacTB (1101,
MEXITaKHBIE MEpeKphITUs). [na pelieHus 3a1ad BBIYUCICHUS JJICKTPUUECKOIO IO
MPOBOMAIIAS MOBEPXHOCTh paszfeiia AJICKTPUYECKUX CPEACTB 3aMEHSACTCS Ha 3€PKAIbHOE
H300pakKeHHe STOTO 3apsja. 10
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CpeaHEBEpTUKAJIbHAS COCTaBIIsItoMas anekTpudeckoro nojsa CBT (mpu nu3mepenuun
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Jlns gactot cBbiie 100 MI' pusnyeckoit MoaenbI0 U3IydaTels dJIeKTPUUECKOro OIS
TC siBnsieTcst 3€MEHTapPHbBIN SJICKTPUYECCKUN TUTIOb. 11
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6.1.5. U3ayuareu 3JIeKTPOMATHUTHOIO OJISI
OuU3NUECKOU MOJIENBIO U3Ty4aTesss MArHUTHOTO MOJIS SIBJISIETCS PaMKa C IUIOMIAIBIO S,
0o0TeKaeMoOi TOKOM |, U3MEHSIIOIIUMCS 110 3aKOHY MH(pOpMAIMOHHOTO curHana (puc. 11).

a
HanpsxkenHocTh MAarHUTHOTO OJISt B { /

HEMOCPEACTBEHHON  ONM30CTH  OT  HW3JIydarelis
ONpENENSIeTCSl 3aKOHAMHU KBAa3WUMarHUTOCTaTUKU. B
HalpaBJICHUA OCH pPAMKM HAa  PacCTOSIHUM T
(HampaBieHre MakCUMabHOrO 1moJst H )

®

SGKB Hm
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BBITIOJTHACTCA MPU MTPOOHBIX 3aMepax noJist npu ucnsitanusx TC (d=1 m)

[ = ek TO €CTh MATHHMTHOE I10JI€ YOBIBAET C paccTOSHMEM I10 3aKony (1/r)° .

BuxpeBbie COCTaBISIONINE IIEKTPUUECKOTO TMOJIS H3Iydaroleld paMKu B
OJIM>KHEN 30HE PaBHBI H

E,..=0ampH= ocrp-E"—‘- .
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TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

OHO HE ABIAECTCA ONMPEACIAIONINM MPHU PacyeTe paauyca 30HbI paauornepexsara. Beugy Toro, 4ro
npyu paboTe TEXHUYECKUX CPEJACTB BBIUMCIMTEIBHOM TEXHHUKH BO3HHUKAIOT DJJICKTPUYECKHE MU
MAarHUTHBIE 1EIECO00PaA3ZHO UBMEPSATh BOJIM3U U3y4aTessl OTACIbHO AJIEKTPUUYECKOEC U MAarHUTHOE
monst (OMIOJb, paMKa) W OTACIbHO paccuuthiBarte R, mo E m mo H u BbIOmMpars u3 HuX
MAaKCUMAJILHOE 3HAYEHHUE.

IIpu u3MepeHnu EKTPUIECKOro Mos (IIThIpeBass aHTEHHA WJIM JUII0Jb) HEOOXOJUMO YUUTHIBATh
NOTEHUMATBHBIA XapaKTep HSJICKTPUUYECKOrO TOJIsl, MCKIKOYaTh BO3MOXHYKO OIIMOKY 3a CYer
KOHEYHOTI'0 3HAYEHUS 3aTyXaHHsI ACUMMETPHUH COTTIACYIOIIETO YCTPOMCTBA CUMMETPUYHON AHTEHHBI
(aumouist).

1.

6.1.6. DileKTpUUYECKHUE KAHAJBI YTEUKH HH(POPMAIUHN

DNEKTPUYECKUE KaHAJIbl YTEUKU UH(OPMAIIMU BOSHUKAIOT 34 CYET:

HaBonok snekrpomMarautHbix u3nydyeHuid CBT nma BTCC w uUX COEOWHUTENBHBIE JIMHWH,
BBIXOJISIIIIME 32 MPEAEbl KOHTPOJIUPYEMOM 30HBL. YPOBEHb HABEJICHHOTO CHUTHANA 3aBUCHUT OT
VHTECHCUBHOCTHU mnyuenuss OTCC, paccrodHus OO HEro, a TakXke OT JJIMHBI
TpaHcroprupyromen nenu a0 rpasunsl K3 B nuanazone yactor 100 ' ... 100MI .
MOAYISIUUU MH(POPMAIMOHHBIMU CUTHAJlaMM  [IE€MEeW SJCKTPONMUTAHUS W 3a3eMJICHUS. OJTH
CUTHaJIbl OOYCJIOBJICHBI KaK BIUSHUEM COOCTBEHHOro j3yiekTpomarHutHoro mnojs CBT Ha
MPOBO/IA AJIEKTPONUTAHUS, TAK U MOIYJSIMEH MHPOPMAIMOHHBIMU CUTHAJIaMU 1ienell OJioka
nutanus CBT.

HepaBHOMEpHOCTH MOTPEOSICHUSI TOKA B CETU AJEKTponuTaHus. TpeOoBaHUs 110 ATOMY KaHAly
3aBUCST OT CKOPOCTH PadOTHI S 60, ACTOUHHMKA OTIACHOTO cHrHasa. IIpenensHas ckopocTh pagon,l

S60H ue oosiee 1200 6o,
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HaBogku oanexkrpomarHutHbix u3nydeHud CBT  BO3HMKAWOT 10Opu  HU3IyYECHUH
nH(pOpPMaIMOHHBIX CUTHAJoOB 3jieMeHTamMu TC, a Takke IpH HAJIWYUK TallbBAaHUYECKUX
cBsA3eH co cpeacrtamu BT.

IIpoctpancTBo Bokpyr CBT, B mpemenax KOTOPOro Ha CIy4YalHbIC AaHTECHHBI HABOAUTCS

MH(POPMAIMOHHBIM CHUTHAJ BBIIIE JOMYCTUMOTO (HOPMHUPOBAHHOTO) YpPOBHS, Ha3bIBACTCS
30HOM 1.
CnyyaliHble  aHTEHHbI MOTYT OBITh  COCPEIOTOYEHHBIMH M  pacHpeaeICHHBIMHU.
CocpenoroueHnbie ciydaiiHbie aHTeHHbl (CCA) mpeacTaBiISIIOT COOOM  KOMITAKTHOE
TEXHUYECKOE  CpEJICTBO,  Hampumep  TeledOHHBIM  ammapar, TIPOMKOTOBOPHUTEIH
TpaHcaAMoHHOM cetu. K pacnpeneneHHbiM citydailibiM  anTeHHaMm (PCA) oTHocsTcs
CIIydailHble aHTEHHBI C TMPOTSHKCHHBIMHU IMapaMeTpaMu: KaOenu, MpoBOAa, METAIMYECKHUE
TPyOBI U IPYTUE TOKOMIPOBOAAIINE KOMMYHHUKAIIUH.

MonyIMpoBaHHUE CUTHAJIOB B CETH JJICKTPONUTAHUSA BO3MOXXHO ITPU HAJWYUU PEAKIUH
BBITIPSIMUTEIISI HA PA0OTY YCTPOUCTB ¢ MHOOPMAITMOHHBIMY CUTHAJIAMHU.

Haponku (MoayIupoBaHHUE ) TOKOB B IIETSAX MUTAHUS U 3a3€MJICHUS 00bEKTa BO3MOXKHO
npyu padoTe JOKAITbHOM BBIUMCIUTEIBPHOM CETH II0 KaleasM IMpH 3HAYUTEIbHOM HX
MPOTSHKEHHOCTH, 4 TAKXKE MPU HAIMYHAM TaJIbBAHWYECKOW CBA3M B DJIIEMEHTAX BTOPUYHOW U
MIEPBUYHOM LICTIAX.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

6.2. 3amura nHPopManNM B KOMIIBIOTEPHBIX cucTeMax (cM. nipesenranuio JI2013TKYU
cnanael 17-25)

3amuTa uH@OpMalM B KOMIBIOTEPHBIX CHCTEMAX MOXET MPOU3BOAUTHCS CICIYIOIIUMHU
METOJIAMU:

- skpanupoBanue TCIIN u ux coenMHUTENBHBIX JINHUN;

- 3a3emyieHre TCIIM u 5kpaHOB COCTUHUTENBbHBIX JTUHUN TPUOOPOB;

- BcTpauBanue B BTCC, obnanatomue “MUKpodOHHBIM 3P(HEKTOM U UMEIOLINUE BBIXO
3a IpeAebl KOHTPOJIUPYEMOU 30HBI, CIICIIUAIIBHBIX (PUIIBTPOB;

- BBOJ AaBTOHOMHBIX U CTAOWJIM3UPOBAHHBIX HCTOYHUKOB, a TaKXe YCTPOUCTB
rapaHTUPOBAHHOIO MUTAaHUS B 1enu dekTpocHabxkenus: TCIIU;

- moHTax B uensax snekrpormtanus TCIIU, a Takxke B 3IEKTPOCETAX BBIICICHHBIX
MOMEIIEHUHN TOMEXOTOIABISAIONIUX (UIBTPOB.
AKTHBHOE BO3JCHCTBHUE HA KAHAJIBI YTEYKH OCYIIECCTBIISIIOT ITyTEM PEATN3ALUN:

- MPOCTPAHCTBEHHOTO 3AIYMJIEHHS, CO31aBAEMOI0 I€HEPATOPAMHU SJIECKTPOMATHUTHOTO
Iyma;

- TMPUIETBHBIX I[OMEX, TEHEPUPYEMBIX Ha pabodyuMx YacToTax paguOKaHaJIOB
MOACTYIIMBAKIIUX YCTPOUCTB CIIEUAIBHBIMY MTEPEAATIYNKAMH;

- 3AIIYMJIEHHS BJICKTPOCETEU, MMOCTOPOHHUX MPOBOAHUKOB U COCIWHUTEIBHBIX JIMHUU
BTCC, uMerommx BbIXO/I 3a MPEAETb KOHTPOJIUPYEMOU 30HBI;
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

6.2.1. DxpanupoBanue
Ocnabnenre MOOOYHBIX dJeKTpoMarHUTHBIX u3nydeHud TCIIMA u  ux  HaBOIOK
OCYIIECTBIIIETCS SKPAHUPOBAHUEM U 3a3€MJICHUEM CPEACTB U UX COCAUHUTEIIbHBIX JIUHHM.
[IpocaunBanue B 1IENH ICKTPONMUTAHUS TIPeaOTBpaIaeTcs GuiibTpanreil HHPOpMaIIMOHHBIX
CUTHAJIOB, a /g MackupoBanus [IDMUH ncnonbs3yroTcss CHCTEMBI 3alTyMIICHUS.
Pazmuuaror ANEKTPOCTATUYECKOE, MAarHUTOCTaTUYECKOE 17| AIIEKTPOMArHUTHOE
DKPaHUPOBAHHS.
OcHOBHas 3a/1a4a 3JIEKTPOCTATUYECKOTO SKPAHUPOBAHUS COCTOUT B YMEHBIIIEHUN €MKOCTHBIX
CBS3EH MEXJy 3alllUIIAEMbIMU DIIEMEHTAaMH M CBOJMUTCS K OOECIEUECHHIO HAKOILJICHUS
CTaTHYECKOTO JJICKTPUYECTBA HA JKPAHE C MOCHEAYIOIIMM OTBOJAOM 3apsi0OB Ha 3E€MIIKO.
[IpuMeHEHnE METAUIMYECKUX 3KPAHOB IIO3BOJIAET TOJHOCTBIO YCTPAHUTH  BIIMSTHUE
ANEKTPOCTATUYECKOTO TOJIA.
D¢ hHeKTUBHOCT, MArHUTHOTO KPAHUPOBAHUS 3aBUCUT OT YaCTOTHI U ANEKTPUUECKUX CBOMCTB
MaTtepuaia skpaHa. HaunmHas co cpelHeBOJIHOBOTO aAuana3oHa 3¢p(EKTUBEH SKpaH U3 JIFOOOTO
metaia Toiaumuaon ot 0,5 mo 1,5 MM, ans yactot cBeiiie 10 MI'1 mogoOHbIN ke pe3yabTat
aeT METAJUIMYECKas IUIeHKa ToamuHoM okono 0,1 mMm. 3a3zemiieHHe 3KpaHa HE BIMAET HA
3 (PEKTUBHOCTD SKPAaHUPOBAHUSI.
Bbicoko4acToTHOE NIEKTPOMArHATHOE  T0OJiE ocnabnserca nonem O6paTHOFO
HalnpaBJiEHNA, CO34aBa€EMbIM BUXpPEBLIMU TOKaAMW, HaBeAEHHbIMU B METAININHECKOM
CM/IOWHOM WM CETYATOM 3KpaHe. DKpaH W3 MeaHOW CeTkM 2X2 MM ocnabnger
curHan Ha 30 - 35 b, nBoMHOM 3KpaH Ha 50 — 60 ab.



«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl MH(bOpMaLLMM

Hapsiny ¢ y3namMu npuOopoB 3KpaHHPYIOTCS MOHTQXHBIC IMTPOBOIA U COCTUHUTEIBHBIC THHHH.
JlmuHa SKpaHHPOBAHHOI'O MOHTAXXKHOTO IPOBOJA HE JOJDKHA IPEBBIIIATH YETBEPTU IJTHUHEI
caMOi KOPOTKOW BOJIHBI B COCTaBE CIIEKTpa CUTHAJa, IIepeaaBaeMoro 1o mpoBO/Y.

BrICOKyIO CTelmeHp 3amuThl 00eCIEUYMBAIOT BHUTAs IMapa B SKPaHUPOBAHHOW OOOJIOYKE M
BBICOKOYACTOTHBIC KOaKCHAJIbHBIE KaOenu. Hanmydmnyro 3aimuTy Kak OT 3JIeKTPHUIECKOTO, TaK U
OT MArHUTHOTO TIOJIEM TapaHTHUPYIOT JHMHUW TUMa Ouduiiapa, Tpuduiaspa, U30IUPOBAHHOTO
KOAKCHAJIbHOTO KabOellsl B DICKTPHYECKOM OSKpaHE, METa/UIM3HPOBAHHOIO IIJIOCKOTO
MHOTOIIPOBOTHOTO KaOesl.

MELUSABEL XOMPOFLEX J2500

B nomenieHun SKpaHUPYIOT CTEHBI, JBEPU, OKHA. —~T
JlBepu  000pyAyIOT  OPYKMHHOM  I'PEOCHKOM, -
obecrieunBaroniei HAJICKHbBIN AIEKTPUYECKUI
KOHTAaKT CO CTeHamu nomemieHus. OKHa 3aTATUBAIOT
MEIHOM CETKOM C SUeHKoM 2X2 MM, oOecIleunBas
HAJICKHBIN JJIEKTPUUYECKUN KOHTAKT ChbEMHOU PAMKHU
CO CTEHAMHU ITIOMEIICHUS.
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

6.2.2. 3amuTa ceTn IEKTPONUTAHUA U 3a3eMJICHUS
PunpTpanus
st (qunpTpann PUMEHSIOTCS pa3ieInTEIbHbIC TpaHchopMaTophbl U
MTOMEXOTIOJIABIISIIOIINE (DUITBTPHI.
PaznenutenbHple  TpaHcopMaropbl  MNPEIOTBpAIIAIOT  MPOHUKHOBEHUE  CUTHAJIOB,
MNOSIBJIAIOIINXCS B MEPBUYHOM OOMOTKE, BO BTOpUUHYIO. HexenarenbHble pEe3UCTUBHBIE U
€MKOCTHBIE CBS3M MEXKJYy OOMOTKAMHM YCTPAaHSIOT C IOMOIIbI0 BHYTPEHHHX HSKPAaHOB U
AJIEMEHTOB, HMMEIOIINX BBICOKOE COMPOTUBICHUE H30ISAUHUU. CTENEeHb CHUXEHUS YPOBHS
HaBOJOK nocturaet 40 ab.
OCHOBHOE Ha3HAUYCHUE TOMEXOMOAABISAIONINX (PUIBTPOB MNPOMYyCKaTh 0€3 ocnadieHus
CUTHAJIbI, YAaCTOThl KOTOPBIX HAXOISTCA B Ipeaesiax padodero auamna3oHa, W IMOAABIATH
CUTHAJIbI, YaCTOThl KOTOPBIX HAXOASATCS BHE 3TUX NIpeAeciaoB. DUIBTPbl HUKHUX YacToOT,
MPONMYCKAIOT CUTHAJIBI ¢ YACTOTaMHU HUXKE €ro IpaHUYHOM 4acToThl. Pabouee HampshkeHue
KOHJEHCAaTOPOB (PUiIbTpa HE JIOKHO MPEBBIIATH MAKCUMAIbHBIX 3HAYCHUHN JOIYCKAaeMBbIX
CKAYKOB HAMPSIKEHUS 1€MW MUTAHUS, a TOK 4epe3 (PUIIBTP HE JNOJKEH BhI3bIBATh HACHIIICHUS
KaTylIeK UHIYKTUBHOCTH.
Bremnuii Bua nomexonoaasisromux GuiastpoB cepun OII1




«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

[IpUMeHSAIOTCS TaKKE aKTUBHBIC YCTPOMCTBA JUISl 3aIUTHI JIUHUN AJIIEKTPONUTAHUS, 3a3€MJIEHUS OT
yTeuku uH(popMauu 00beKkTOB BT (BBIUMCIUTEIHHON TEXHUKK) OT YTEUKU MH(POPMALIUM 32 CUET
HABOJOK HA JIMHUM DJICKTPONUTAHUA W 3a3emyieHus. [ad 3auuThl JIMHUNA 3IEKTPONHUTAHUS,
3a3eMJIEHUS OT YT€YKU MH(POpMAIIUY UCTIOJIb3YIOTCSI TEHEPATOPHI LIyMa.

YCTpoHCTBO I 3alIUThI JIMHUHN 3JIEKTPONUTAHUS, 3a3€MIIEHUS OT yTeuku uHpopmairuu "CoHara
PC1" npegna3naueHo A1 aKkTUBHOM 321U Thl 0OBEKTOB BT (BBIYMCINTENIBHON TEXHUKHU) OT YTEUKHU
uH(popMaIMu 3a CYET HABOJOK HA JIMHUHU 3JIEKTPONMUTAHUS 1 3a3eMJICHUs. | eHepaTop 1ryma 1o ceTu
ANEKTpONUTAHUS 1 JUHUAM 3a3emiieHus "Conara PC1" gBIseTCs TEXHUYECKAM CPEICTBOM 3aIIUThI
uHpopmaiuu, oopadarbiBa€MO Ha 00OBEKTaX BBIUMCIUTEILHOW TEXHUKU 1, 2 1 3-i1 KaTeropuil ot
YTE€UKH 3a CYET HABOJOK MH(POPMATHBHBIX CUTHAJIOB B JIMHUW JJICKTPONUTAHUSA U 3a3EMJICHMUS,
COOTBETCTBYET TPEOOBAHUSIM JOKYMEHTOB:

“COOpHMK HOpPM 3allUThl MH(POpMAIMK 32 CYET MOOOYHBIX ANEKTPOMATHUTHBIX H3JIYUYCHUH H
HaBOJIOK, “CpencTBa akTUBHOM 3aluThl 00bekTOB DBT OT yTeuku nHboOpMauyu 1Mo nH0OO0YHBIM
AIIEKTPOMArHUTHBIM U3JIYUYCHUSIM U HaBoAKaM. OCHOBHBIE TEXHUUECKHUE TPEOOBAHUS .

N3penue paccyuTaHo Ha MOJAKIIOYEHHE K 3-X IPOBOJIHOW ceTu sHeprocHadxkenus («Paza», «Homby»
U «3alIMTHOE 3a3eMJIEHUE») U 00ecrieuynBaeT (popMHUpOBaHNE HECUH(DAZHBIX TOKOB U CUH()A3HBIX U
napada3HbIX COCTABISAIONIMX IIYMOBOIO HAIpsSHXKEHUS BO BCEX MNpoBOJAHMKax. Ilpu HapymieHuu
CXEMbI MOAKJIIOYECHHSI HAIMYUE BCEX COCTABIAIONIMX, a TAK K€ 3HAYEHUE MHTETPAJIbHOTO YPOBHSA
[IrymMa MOXXET HE 00€CIIeunBaThCA.

19



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Hawnbosee yacTbie OTKJIOHEHUS B CXEME MOAKIIOUCHUS:

1. Ilpu noxpkmroueHHM u3Aenus K 3amymisieMod JuHuu 220 B KOHTakT «¢ha3Horo»
MpoBOAa BUJIKM HE COOTBETCTBYET «(Pa3zHOMY» KOHTAKTy po3eTku. HeobOxomumo
UCTIPABUT:

IITHIPh BUJIKK, MOMEUYEHHBIA TOUYKOW, JOJDKEH MOJKIKYaThea K '"(pazHOMY" KOHTAKTYy

po3eTku (uisi ompeaeneHus: «(a3zHoro» KOHTAKTa PO3ETKH CIEAYET BOCIOJIb30BAThCS

yKazareneM (¢asbl);

2. B po3eTke K COOTBETCTBYIOIIEMY KOHTAKTy HE MOAKIIOYEHO 3AIIUTHOE 3a3€MJICHHUE.

[Ipr HEBO3MOXXHOCTH MOJAKJIIOYUTH €r0, HEOOXOJUMO K KOHTAKTy «3€MJIsD» PO3ETKHU

MNOJAKJIIOYNUTh TMPOBOJHUK JUJIMHOM HE MEHee 5 M W VYIOKUTh €ro BIOJb JIUHUHU

anekrponuTanus. Jis oOecriedeHUs 3JIEKTPOOE30MaCHOCTH HEOOXOAMMO B MECTE

OKOHYaHHUS BHOBB IMPOJIOKEHHOTO MPOBOJHUKA COCIUHUTH €r0 C «HYJIEBBIMY» MPOBOJOM

3amrymirsiemon JuHum 220 B.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

6.2.3. 3amuTa 0T HECAHKIIHOHMPOBAHHOTO J0CTYIAa 00padaTrbIBaeMOH B

ABTOMATU3MPOBAHHBIX CUCTEMAX HH(OPMAIIMU KOHPUIEHIIUATILHOIO XapaKTepa.
Cucrema 3amurbl Secret Net 5.0
Secret Net 5.0 — 92TO CHUCTEMa 3aluThl KOH(OUACHUHAILHOW HWH(POPMALMU OT
HECAHKIIMOHUPOBAHHOTO  JIOCTyIa, KOTOpas peaiu3yeT TpeOOBaHUS  PYKOBOISIIUX
nokyMeHToB U ['OCT no 3ammrte uHPOpMAUMM W (PYHKIIMOHUPYET IOJA YyHpaBJICHUEM
coBpemeHHbIx OC MS Windows 2000, Windows XP u Windows 2003. CyiiecTByeT B
aBTOHOMHOM M CETEBOM BapuaHTaxX. 3a CYET HHTErpalid COOCTBEHHBIX 3allIUTHBIX
MEXaHM3MOB C MEXaHW3MaMH YNpPaBJICHHUS CETEBON HHQPPACTPYKTYyphbl 3alIMIIAEMOU CETH
Secret Net 5.0 moBbllIaeT 3alMIIEHHOCTh BCEH aBTOMATH3WPOBAHHON HH(OpMAaIMOHHOM
CHUCTEMBI B LICJIOM U IIPU ATOM:
* 00ecreYnBaeT IEHTPAITM30BAaHHOE YIIPABICHUE HACTPOUKAMHU MOJIMTUKH OE30MaCHOCTH;
» pabotaer coBMectHO ¢ OC Windows, pacuupsisi, TONMOJHSAS U YCUJIMBas CTaHIApPTHBIE
MEXaHHU3MBbI 3alUTHI;
* OCYILECTBJISIET MOHUTOPUHT W ayJUT TOJUTHUKH O€30MACHOCTH B PEKUME PEaIbHOIro
BPEMEHHU;
* IO3BOJISIET ONEpaTUBHO pearupoBaTh Ha coObiTHss HC/I;
* MOJJICPKUBAET TEPMUHATIBHBIN PEXUM paOOThI MOJIb30BaTENEH ¢ pabodeil CTaHIEeH.
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(MI'TY um. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,VIVI

CepBep
Ee30NacHOCTH KoHTpONNEp AomeHa

Puc. Crpykrypa

Secret Net 5.0 Active Directory

UeHTpanusosar 400
yNpasneHue

MoHuuTOop

Paboyan cTaHuMsa

Cepsep
KnueHT Secret Net 5 KnueHT Secret Net 5

Cucrema o0ecreunBaeT:

* OIIEpaTHBHOE pearupoBaHUE HA JICUCTBUS 3JI0YMBIIIICHHUKOB;

* [ICHTPAJIN30BAHHBIN TPOCMOTP COOBITUI O€30MaCHOCTH;

* KOHTPOJIb BbIBOA KOH(MUICHIIMATLHON HHPOPMAITUU HA BHEIITHUE HOCUTEIIH;

* anmnapaTHyro UACHTUPUKAIMIO MOJIb30BaTEIICH;

* [ICHTPAJIN30BaHHOE yIIPaBJICHUE;

* KOHTPOJIb LIETTOCTHOCTH (halJIOB;

* pasrpaHndeHue goctyna kK ycrporcrsam (CD\DVD, USB, Wi-Fiu T.1.). 22
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TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Secret Net 5.0 (ceTeBoil BApUAHT) CONECPIKUT CIEAYIOIINE KOMITOHECHTHI:

» kineHT Secret Net 5.0;

* cepBep Oe3onacHocTu Secret Net 5.0;

* IpOrpaMmy ONIEPATUBHOTO YIPABICHUS, MOHUTOPUHTA U ayauTa («MOHUTOPY);

» Mmogudukarop cxembl Active Directory.

Knuent

Kmuent Secret Net 5.0 cienut 3a coOntoieHHeM HACTPOCHHOM MOJIMTHUKH O€30MacHOCTH Ha
pabourx CTaHIMSAX U CepBepax, 0OECIEYMBAECT PErUCTPALMI0 COOBITUM O0€30MacHOCTH U
nepenady xypHaioB Ha CepBep bezomacHocTH, a Takke HMPUEM OT HEro OIMEPATUBHBIX
KOMAaH/I ¥ UX BBIMIOJIHEHUE.

Cepgep 6e30MacHOCTH

CepBep 0€30MaCHOCTH TPOU3BOJUT COOp KypHAJIOB OT 3apErUCTPUPOBAHHBIX HA HEM
areHTOB, HAKAIUIMBAET IMOJTYUYCHHYI0 UH(pOpMaIMio B 0a3e JaHHBIX U O0OECIEUMBACT BblJauy
KOMaHJ ONEpPaTUBHOIO YyMNpaBiCHUSA KIHWEHTaM (Hampumep, OJIOKUPOBKY pabdoueil CTaHIuu
npu BbisiBIeHUH nonbITku HCJT).
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

[IporpaMma omepaTUBHOIO YyHOpaBJICHHS, MOHUTOpUHTAa U ayauTa («MonuTtop») MoHuUTOp
ABJISICTCS MPOTPaMMOM, KOTOpasi OTOOPaKAET AJIMUHUCTPATOPY ONEPATUBHYIO UHPOPMAIIUIO
or CepBepa be3onmacHOCTH O COCTOSSHUM pPabOUYMX CTAaHUUM M JAeT BO3MOXKHOCTB
OTCJIC)KUBATH:

* KAKHME KOMITBIOTEPHI CETH B TAaHHBI MOMEHT BKJIIOUECHBI;

* KaKue MOJIb30BaTEIM Ha HUX PadOoTaloT (KaK JIOKaJbHO, TaK U B TEPMUHAILHOM PEKHUME).
«MOHUTOP» B PEKHUME PEATHHOIO BPEMEHU OTOOpakaeT OINEPaTUBHYI0 HH(OPMALMIO O
npoucxogsamux coopiTusax HCJ[, mo3BosisieT OCyHIECTBISATh MPOCMOTP >KYPHAJIOB BCEX
paboumx CTaHIMWN, a TaKXe€ BbIJIABaTh HA 3alllUIIAcMblepadOvYre CTAHIUU KOMAaHJIbI
ONEPaTUBHOTO yIIPaBJICHMUS.

Monmudukarop cxembl Active Directory Moaudukarop cxembl Active Directory (AD)
ucnosb3yercs s nmoaroroBku cxembl OC Windows k pa3eptbiBanuio Secret Net 5.0. Tax
KaK B KaueCTBE XpaHWIWINA HWH(POpMALMM O HacTpoikax Oe3zomacHocTu Secret Net 5.0
ucnons3dyer AD, naHHbIA MOIYJIb CO3Ma€T HOBBIE OOBEKTBI M HU3MEHSIET IapamMeTphbl
cymecTByronmx. I[Iporpammbl ynpaBiaeHuss OOBEKTaMM U IapaMeTpaMu TPYNIIOBBIX
MOJINTUK, BXOJAIIME B COCTAaB 3TOr0 MOAYJS, OOCCIEUMBAIOT YMNpPaBICHHUE MapaMeTpaMu
pabOThl JOMEHHBIX TIOJIB30BATE€d M MNPUMEHEHUE IEHTPAIM30BAHHBIX HACTPOEK

oeszomacHocTH Secret Net 5.0.
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Yupasaenue cucremon Secret Net 5.0

Cucrema HEHTPAJIU30BAHHOIO YIIPABJICHM S

B kauectBe XpaHwiuiia HWHGOpPMAIUM B CHUCTEME IEHTPAIM30BAHHOTO YIIPABIICHUS
ucnonb3yerca Active Directory (AD). [{ns Hy»1 HEHTpaIM30BaHHOIO yrnpasieHus: Secret Net
5.0 cxema Active Directory pacmupsercs — CO34al0TCSd HOBBIE OOBEKThI W H3MEHSIOTCS
[MapaMeTPhI CYIIECTBYOIIMNX.

JIJ1s1 BBIMIOJTHEHUSA ATUX JEHMCTBUK MCIOJB3YETCA CIEIUAIBbHBIM MOIYJIb U3MEHEHUS CXEMBbI
AD, KOTOpBIA YCTAaHABIMBAECTCS M 3aIlyCKACTCA HAa KOHTPOJUJIEPE AOMEHA MPHU YCTAHOBKE
CUCTEMbI IIEHTPAJIM30BAaHHOIO yrpaBieHus. JJisi puBeIeHUsI TapaMeTpoB PabOThI 3alIUTHBIX
CPEACTB KOMIIBLIOTEPA B COOTBETCTBUE HACTporikaM Oe3omacHocTu Secret Net 5.0, 3agaBaeMbIM
C MTOMOIIBIO TPYIIOBBIX IOJUTHUK, UCIONb3yeTCs areHT Secret Net 5.0, ycTaHOBIEHHBIM Ha
KaXXJIOM CepBepe WK padoueil CTaHIIUM 3alUIIAeMON CETH.

Cronp TecHasi MHTErpanusi CUCTEMbI yrpaBieHus ¢ Active Directory mo3BOJISIET JIETKO
ucnonb3oBath Secret Net 5.0 mis  opranvs3anuy  3al0UTBl  CETH, HWCHOJIB3YIOILIEU
MHOTOJIOMEHHYIO CTPYKTYDY.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
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\U830 /%

OnepaTuBHbIIf MOHUTOPHHT U QYU T

B Secret Net 5.0 mpemycmorpena GyHKIHS ONEPaTUBHOTO MOHHUTOPHWHTA M ayIWTa
0e30macHOCTH HWHGOPMAIMOHHONW CHCTEMBI TPEANPHUATHS, KOTOpas ITO3BOJIIET peliaTh
TaKue 3a7a4H, KaK:

* ONEPaTUBHBIA KOHTPOJb COCTOSHHS aBTOMAaTH3UPOBAHHONW CHCTEMBI IIPEAMPHUATHS
(mosiyyeHre WHQpOpPMAIUSI O COCTOSHMH pPadouyMX CTaHIMA M O padoTalomMxX Ha HHUX
I10JIb30BATEIISIX );

* [ICHTPAJIN30BaHHBIN COOP KYPHATIOB C BO3MOKHOCTBIO OIIEPAaTUBHOTO ITPOCMOTpa B JTF000MH
MOMEHT BPEMEHH, a TaKKE XpaHCHUE U apXUBUPOBAHHUE KYPHAIIOB;

* oroBeleHne agMuHucTparopa o coositTusix HCJL B pexrmMe peaabHOro BpeMEHU;

« omeparuBHOe pearupoBanue Ha coObitus HCJ| — BeIKIIOUEHHWE, TMepe3arpy3ka HWiu
OJTOKMPOBKA KOHTPOJIUPYEMBIX KOMITBIOTEPOB;

* Bezenue xxypraana HCJ.

CucTtema orepaTHBHOTO yIPaBICHUS MMEET CBOIO 0a3y JaHHBIX, B KOTOPOW XPAHHUTCS BCS
nHbopMaIus, CBs3aHHAsA C pabOTOM cepBepa MO OOCCHCUCHUIO B3aUMOACHCTBUS
KOMIIOHEHTOB, a TaKXe >KypHAJIbI, TOCTYIAOIINE OT areHTOB.

B kadectBe 6a3bl nanubix ucnoas3yercsa CYBJI Oracle 91.
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MOHUTOPUHT
C mnoMoIlbl0 MpOrpaMMbl MOHUTOPHUHIA AJMUHHCTPATOp MOXKET YIPABISATH COOpOM
KypHaAJoB C pabounmx craHmui. IIpegycmorpeHo nBa BapuanTa. IlepBwiii — cepBep

ONEpPaTUBHOIO YMOpaBJICHUS COOMpaeT >KypHajbl IO KOMaHJAE aaMHHUCTpaTopa. Btopoi —
aAMAHUCTPATOP COCTABJISIET pPaclUCaHUE W MEPEAAcT €ro CepBepy, Jajee cepBep coOupaet
KYPHAaJbl B COOTBETCTBUHU C 3THUM PACIIMCAHHEM.

Taxke nOpeaycCMOTpeHa BO3MOXKHOCTb CO3/1aTh YAOOHBIM IS  aJMUHHUCTpATOpa BH]
NpEJCTaBIICHUS CEeTM — TaK Ha3blBaeMbI «cpe3» (Hampumep, II0 OTaejiaMm, II0
TEPPUTOPHATILHOMY pPa3MeIleHHI0 U T.01.). B ciaydyae KpymHOM paclpenel€éHHOM CeTH ATa
GyHKIMSA JeIeTUpyeTcs APYTUM aJMUHUCTpATOpaM [Jis YIpPaBJICHUS BbIJACICHHBIMU UM
CETMEHTaMH CETH.

Ayaur

IIporpamma paboOThl € >XKypHajaMH YCTaHaBIMBAeTCS Ha paboyeM MeCTe COTpYIHHKA,
YIIOJJHOMOYEHHOIO MPOBOAUTH ayAUT CUCTEMBbI 3alluThl. Ecau (yHKIUM MOHUTOPHUHIAa M
ayuTa COBMEIIACT OJUH COTPYAHHUK, MPOrpaMMa yCTaHABIWBAETCS HA TOM K€ KOMIIBIOTEPE,
KOTOPBIN SBJISIETCS pad0OYMM MECTOM aIMUHUCTPATOPA ONIEPATUBHOIO YIIPABIICHUSI.
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B cucreme Secret Net 5.0 mis npoBeieHus ayaura UCIIONIb3YIOTCS 4 KypHana:

* )KypHaJI IPUJIOKEHUM;

* )KypHaJj 0€301aCHOCTH;

* )KypHQJI CUCTEMBI;

* )KypHan Secret Net.

IIepBbi€ TpH M3 MEPEUUCTCHHBIX KYPHAJIOB — IITATHBIC, BXOISIIME B COCTaB CPEACTB
omnepalmoHHON cucteMbl. B xxypHaie Secret Net xpaHsTCsl CBEIEHUSI O COOBITUAX, MPOUCXOAAIINX
B cucteme Secret Net 5.0.

KypHasbl BeAyTcs Ha KaXJ0M 3alIIaeMOM KOMIIbIOTEPE CETH M XPaHATCA B €ro JIOKaJIbHOM 0aze
naHHbIX. COOp KypHAJIOB OCYILIECTBIAECTCS 110 KOMaH/I€ ayIuTOPa WUJIU MO PACIHCAHHUIO.
IIporpamma paOoOTHI € )KypHaJIaMM ITO3BOJISIET ayIMTOPY MPOCMATPUBATh 3aMMMCH )KYPHAJIOB U TEM
CaMbIM OTCJIC)KMBATh JCUCTBUS MOJIb30BATENICH, CBI3aHHBIE C O€30MTACHOCTHIO
aBTOMATU3UPOBAHHON MH(POPMAIITMOHHOW CUCTEMBI NpeanpuaTusi. B nmporpamMmme yrpaBieHUs
KypHaJIaMU MPEAYCMOTpEeHa HacTpauBaeMasl BEIOOpKa 3alKMCel, UCIIOb3Yysl KOTOPYIO ayJUuTOP
MOYET ITPOCMATPUBATH HE BECH KYPHA LIEJIMKOM, a TOJIbKO YaCTh 3aUCEH, YIOBICTBOPSIONIUX
ONPEJCTCHHBIM KPUTEPUSIM. ITO 3HAYUTEILHO YCKOPSET U YIIPOILIAET PadOTy, CBA3aHHYIO C
MIOMCKOM M aHAJIU30M COOBITHH.

C NOMOIIBIO TTPOrpaMMBbl Pa0OTHI C KypHAJIAMU ayJIUTOP MOXKET BblJIaBaTh KOMaH bl CEPBEPY Ha
apXWBaLMIO KYPHAJIOB, a TAK)KE€ Ha BOCCTAHOBJICHUE KyPHAJIOB M3 apxuBa. [IpegycMmorpena
BO3MOKHOCTB IPOCMOTpPA apXMBOB, a TAKKE COXpaHEHUS XKypHaja B (aili 11 nocieayromei

Nepelayy U aHalin3a 3anucen BHe cucteMsl Secret Net 5.0. a
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3alMTHbIE MEeXaHU3MBbI
Ycunennas uaentudukanus u ayreHTudukaiusa noiap3oBareneid Cucrema Secret Net 5.0
coBMecTHO ¢ OC Windows obecrnieurBaeT yCUJICHHYIO HACHTU(PUKAIMIO U Ay TCHTU(DUKALINIO
MOJI30BATEJISI C TOMOIIBIO CPEICTB almnaparHo MOAJICPKKHU MPU €T0 BXOJE B CUCTEMY, a TAKKE
MO3BOJISIET CYIIECTBEHHO CHU3UTh PUCKHU TOTO, YTO MOJIb30BATEb 3aIPy3UT KOMITBIOTEP C
OTUY>XK/Ia€MbIX BHEIITHUX HOCUTEJIEH U MOJYUYUT JOCTYN K BaXKHOU MH(POPMAITMHU B 00XO] CXEMBbI
3aIUTHI.

B kauectBe anmapatHoi mogaepkku cuctema Secret Net 5.0 Ucronb3yer: mporpaMmMHoO-
anmaparHeiii koMiuieke «Cooonb» 1 Secret Net Touch Memory Card. Inary annapatHoit
NOAACPKKH HEBO3MOXKHO 000iTH cpenctBamu BIOS. Ecnu B TeueHue onpeneéHHOro BpeMeH!
MOCJIC BKIIIOUCHUS MUTAHUSI Ha TIJIaTy HE OBUIO MEpPEeIaHo yIpaBjieHUEe, OHA OJIOKUPYET padoTy Bee
CUCTEMBI.

IloiHOMOYHOE yHIpaBJieHHE JOCTYIIOM

Kaxagomy nHhopMalimoHHOMY peCcypCcy Ha3HauaeTcCsi OIMH UX TPEX ypOBHEU
koHuaeHIManbHOCTH: «He konduaenmmansuo», «Konpuaenmumanbuoy, «CTporo
KOH(DUACHIUAIBHO», a KaXKJIOMY 0JIb30BaTEIII0 — YPOBEHD JI0MTycKa. JIOCTyl OCYIIECTBISIETCS 110
pe3yibTaTaM CpaBHEHUSI YPOBHSI JIOMYCKa C KaTeropuei KOHPUICHIIMAaTIbHOCTH HH(POPMAIIUH.
Pa3rpanuyeHue 10CTyna K yCTpoicTBam

OyHKIMS 00ECTIEUNBACT PA3TPAHUYECHUE IOCTYNA K YCTPOUCTBAM C LIEJIbIO NPEAOTBPAICHUS
HECAHKI[MOHUPOBAHHOIO KOMMUPOBaHUs MH(OPMALINU C 3alUIIaeMOro kKomnberotepa. CyliecTByeT
BO3MOKHOCTB 3aIlIPETUTh, TUOO pa3pelInTh MOJIb30BaTEIsIM padoTy ¢ JIFOOBIMU
OPTaMK\yCTPONCTBAMH. 29
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PasrpannunBaeTcst JOCTYII K CIEAYIOMNM MTOPTaM/yCTPONCTBaM:

* IOCJIEIOBATEIbHBIM U MapaJljICIbHBIM IOPTaM;

* CMEHHBIM, JIOTHYECKHUM U ONITUYECKUM JTUCKAM;

* USB — nopram.

Takke MOANEPKUBACTCA KOHTPOJIb MOIAKIOUeHUd ycTtpoucTB Ha mmHax USB, PCMCIA,
IEEE1394 no tumy u cepuiHOMY HOMEDY, IpaBa JOCTYIIA HA 3TH YCTPOMCTBA 3aJal0TCS HE
TOJIBKO JIJIS1 OTJIEJIBHBIX ITOJIB30BATENEH, HO U JJISl TPYMIT MMOJIb30BATENEH.

CyliecTByeT BO3MOXXHOCThH 3allpeTUTh HCIIOIb30BaHUE CETeBbIX MHTEpdeiicoB — Ethernet,
1394 FireWire, Bluetooth, IrDA, WiFi.

3aMKHyTas nNporpaMMHas cpeaa

JI71s1 KaKA0ro MmoJIb30BaTeNsl KOMITbIOTEpA (POPMUPYETCS ONPECIIEHHBIN MTEPEUYCHb ITPOrPaMM,
paspemeHHbIx I 3amycka. OH MOXET ObITh 3aJjaH KaK WHIUBUIYAJbHO JUISl KaXKII0ro
MOJIL30BATEIIS, TAK W ONPEAECICH HAa YPOBHE TPyHIl mojab3oBareiien. llpumeHenne 3toro
pEeKMMa MO3BOJIIET UCKIFOUUTh PACHPOCTPAHEHUE BUPYCOB, «4YepBe» U mmmoHckoro 110, a
Takke ucnonb3oBanus [IK B kauecTBe UTPOBOK IPUCTABKHMU.

KoHTpOJIb 1eJI0CTHOCTH

Hcnonb3yeTcst I CIECKEHUS 3a HEU3MEHHOCTBhIO KOHTPOJUPYEMBIX OOBEKTOB C IEIbIO
3alUThl MX OT Moaudukaruu. KoHTposib NPOBOAUTCA B aBTOMATHYECKOM pEXKHUME B
COOTBETCTBUHU C HEKOTOPHIM 3aJIAHHBIM PACIIHCAHUEM.
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OObeKTaMU KOHTPOJISI MOTYT OBbITh (haidJibl, KaTaJd0TH, SJIEMEHTBI CHCTEMHOTO PEECTpa U
CEKTOPbI TUCKOB. KaXk/Iblil TUIT 0OBEKTOB UMEET CBOM HA0OP KOHTPOJIUPYEMBIX MTAPAMETPOB.
Tax, daiiabr MOTYT KOHTPOJIMPOBATHCS HA 1IEIOCTHOCTh COJIEPKUMOTO, TIPaB JOCTYIA,
aTpuOyTOB, a TAKXKE HA UX CYIIECTBOBAHUE, T.€. HA HAJIM4YUE (PaiIoB MO 3aJJaHHOMY MYTH.
[Ipu oOHapyX’€HHM HECOOTBETCTBUS MPEAYCMOTPEHBI CICAYIONIME BapUaHThl PEAKIIMU Ha
BO3HUKAIOIIME CUTYAIIMU HAPYIICHUS 1IEJI0CTHOCTH

* perucTpaiys coobIThs B )KypHaie Secret Net;

* OJIOKMPOBKA KOMIIBIOTEPA;

* BOCCTaHOBJICHHUE MTOBPEKAECHHONW/MOIU(MUITUPOBAHHON MHPOpMAIIUH;

* OTKJIOHEHUE WJIN PUHSITUE U3MECHEHUM.

I'apaHTHpPOBaHHOE YHUUYTOKEHHUE TAHHBIX

YHUYTOXKEHUE JOCTUTAECTCA IMYTEM 3allUMCH CIIyYallHOM IOCJIEIOBATEIbHOCTH Ha MECTO
yaaJleHHOM uH(poOpMalnuyd B OCBOOOXKIaeMyr oOnacTh Aucka. [[ns Oomblnell HaaeKHOCTU
MOKET OBITh BBIMOJHEHO 10 10 1UKI0B (IMTPOXOA0B) 3aTUPAHUSL.

KoHTpoJb annaparHoil KOHPUIypauuu KOMIbIOTEPA

OcyliecTBIsIET CBOEBPEMEHHOE OOHApYKCHUE H3MEHEHUW B anmapaTHOM KOH(uUrypamuu
KOMITbIOTE€pA U pearupoBaHUs HA 3TU U3MECHEHHS.

[IpemycMOTpeHO Ba BUAA PEAKIIUNA:

* perucTpaius coobIThs B )KypHaie Secret Net;

* OJIOKHPOBKA KOMIIbIOTEPA. -
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KonTpoub neyaru KOHPUACHUNAIBLHON HHPOpMAUU

AnmMuHUCTpaTop O€30MacHOCTH HMMEET BO3MOKHOCTh 3alpeTUTh BBIBOJ KOH(MUACHIUAIBHON
uH(popMaIMy Ha 1e4yaTh, JU00 Pa3pelIuTh 3Ty ONEPAMI0 HEKOTOPHIM MOJIb30BATEIISIM, MPU 3TOM
pacrnevyaTaHHbIE JOKYMEHTHI MOTYT aBTOMATHYECKA MapKUPOBATHCS B COOTBETCTBUM C MPaBUJIaAMHU
obopmieHust AOKyMeHTOB. Takxe cam ¢akT meyaTd (WM TIONBITKM HECAHKIIMOHUPOBAHHOTO
BBIBOJIa HA T1€UaTh) OTOOpakaeTcs B KypHaie 3anuThl Secret Net 5.0.

Perucrpauus coObITHI

Cuctema Secret Net 5.0 peructpupyeT Bce€ COOBITHS, IPOUCXOASIIME HA KOMIIBIOTEPE:
BKJIIOUCHHUE\BBIKIIOUCHUE KOMIIbIOTEpPA, BXOJ\BBIXOJl MoJb3oBarenei, coowitus HCII, 3amyck
OpUIOKEHUH, oOpamieHuss K  KOHQUACHUUAIbHONW  HMHGOpMAlUM, KOHTPOJIb  BBIBOJA
KOH(UACHIIMAIBLHON MH(POPMAIIUK HA TIeYaTh U OTYYK/1a€MbI€ HOCUTEIH U T.II.
DYHKUUOHAJIBHbIA CAMOKOHTPOJIb NOJACUCTEM

CaMOKOHTPOJIb MPOU3BOJIUTCS TEPEH BXOJAOM TMOJB30BATENd B CUCTEMY W MPEAHA3ZHAYEH IS
oOecrieyeHUs TapaHTUU TOro, 4YTO K MOMEHTY 3aBepiieHust 3arpy3ku OC Bce KIIIOUYEBbBIC
KoMITIOHEHTHI Secret Net 5.0 3arpykeHbl U PYHKITHOHUPYIOT.

NMnopT 1 3KCIOPT MapamMeTpoB

B Secret Net 5.0 peamn3zoBaHa BO3MOXXHOCTh JKCHOPTa W HMIIOPTA PA3JIWYHBIX MapaMETPOB
cuctembl. [locnme mpoBepKU KOPPEKTHOCTH PpadOTHI 3allUTHBIX MEXaHU3MOB Ha KOMIIbIOTEpE,
IPYMHUMAEMOM 3a ASTaJOHHBIM, BBITIOJIHSICTCS HKCIOPT 3HAUYCHUM mapaMmeTpoB B (aiin. [lanee

3HAUCHUSI UMIIOPTUPYIOTCA HA HEOOXOIUMOE KOJIMUYECTBO KOMITbIOTEPOB.
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4.11.2. daexkrponnbii 3aMok «COBOJIb»
Cpenu cpenctB, Tak Ha3biBaeMblIXx AAA (authentication, authorization, administration —
ayTeHTU(UKALMSA, AaBTOpU3alUsl, AJIMUHHCTPUPOBAHME) BAXHOE€ MECTO 3aHUMAIOT
POTPAMMHO-ANMNAPaTHBIE MHCTPYMEHTBI KOHTPOJIS IOCTYIAa K KOMIIBIOTEPAM — 3IEKTPOHHBIE
3aMKH, YCTpPOMCTBa BBOJA MIACHTU(UKAIMOHHBIX Npu3HakoB (YBMUII) u coorBeTcTBYyIOIIIECE
nporpamMHoe obecrieuenue (I10). B atux cpenctBax KOHTPOJs JIOCTyNa K KOMIbIOTEpaM
UICHTU(UKALMS W ayTeHTU(UKALUSI, a TakKxkKe psajg  APYTrux 3alluTHBIX  (DYHKIIHM,
BBITIOJIHSFOTCS C TIOMOIIBIO NIEKTPOHHOTO 3amka u Y BUII no 3arpy3ku OC.
[Io cnocoOy cuutTbiBaHusa coBpemeHHble YBUII mnonpa3gensitorcs Ha KOHTAKTHBIE,
JTUCTAaHIIMOHHBIE U KOMOMHUPOBAHHBIE.
KonTakTHOE CUUTBHIBAHUE UJICHTU(UKAIIMOHHBIX MIPU3HAKOB OCYUIIECTBIISIETCS
HEMOCPEACTBEHHBIM  B3aUMOJICMCTBUEM  HJeHTU(PUKaropa W  cuuThiBarens. [lpwu
OECKOHTAKTHOM CITI0COO€ CUMTBHIBAHUS UACHTU(PUKATOP MOKET pacrioiaraTrbCs Ha HEKOTOPOM
pacCTOSIHUM OT  CUMTHIBATENIS, a CaM IIPOLECC CUUTBIBAHUS  OCYIIECTBISECTCSA
Paaro4acTOTHBIM WM UH(PPAKPACHBIM METOIOM.
YBUII MoryT OBITH 3JIEKTPOHHBIMU, OMOMETPUYECKUMHU U1 KOMOMHUPOBAHHBIMH.
Onexktponnbie YBUII copepkar MuUKpocxemy NaMsITH HICHTU(PUKAIMOHHOTO MpPU3HAKA.
[IpruMepoM 3JIEKTPOHHOTO 3aMKa MOKET CIIy)UTh ycTpoiicTBo « COBOJIb» (puc. 4.47).
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Ha3znauenue

IIpumensieTcs U1 3al0UTBI  PECYPCOB  KOMIIBIOTEpPA  OT
HECAHKIIMOHUPOBAHHOIO  JOCTyMa.  JJEKTPOHHBIA  3aMOK
«Co060mb-PCI» ceprudunuposan l'ocrexxomuccueit Poccum.
CeptudukaT MOATBEPKAAET COOTBETCTBHE JAHHOTO H3ICIHUS
TpeboBaHusIM PykoBomsIero JokymMeHTa [OCTeXKOMUCCUU
Poccun «ABToMarusupoBaHHble cucTeMbl. Kiaccudukanus
aBTOMATU3UPOBAHHBIX CHCTEM U TpeOOBaHUA TO 3aIIUTE
nHpOpMAITU» U TIO3BOJISAET HCIOJIB30BaTh JAHHBIM MPOTYKT
Mpy pa3pabOTKe CHUCTEM 3alllUThl IS aBTOMATHU3UPOBAHHBIX
CHCTEM C KJIACCOM 3aIMUIIEHHOCTH J10 1B BKIIOUUTENBHO.

Puc. 4.477. DnexkTpOHHBIN
Ipumenenue 3aMoK «Co0016-PClIy
DneKkTpoHHBIN 3aMOK «Co000JIb» MOXKET IPUMEHSTHCS KaK YCTPOWCTBO, OOECIEUMBAOIIEE 3aIlUTY
ABTOHOMHOTO KOMITBIOTEpa, a Tak)Ke padodeil CTAaHIIMH WM CEepBepa, BXOIAIIMX B COCTaB JIOKAIHHOM
BBIYMCIIUTEIIFHOM CEeTHU. DIEKTPOHHBIN 3aMOK «C000Jb» 00JI1aTaeT CICAYIOITUMHA BO3MOXKHOCTSIMHU:
* UICHTU(UKALMS U ayTeHTU(PUKALINS TOJIB30BaTEINCH;
* perucTpanus nonsITok gocryna k [I9BM;
* 3amnpeT 3arpy3ku OC co ChbeMHBIX HOCUTENICH;
* KOHTPOJIb 1IEJIOCTHOCTH MPOTPAMMHOM CPEIBI.
Bo3MoxxHOCTH 110 MACHTU(PUKAIIMN U ayTCHTU(HUKAIINK TTOJIb30BaTElICH, a TaK)Ke PErUCTPaALAs MOMBITOK
nocrtymna k [IDBM nHe 3aBucar ot tumna ucnonssyromieiica OC. 34
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NpenTuuxkanusa u ayreHTUPUKAUS M0JIb30BaTe/1eH

KaxIplii mOJb30BaTelb KOMIIBIOTEPA PETUCTPUPYETCS B CUCTEME JJIIEKTPOHHBIA 3aMOK
«Co0onby», YCTAaHOBJIICHHONW Ha JaHHOM KomIbloTepe. Perucrtpanmss mosb30BaTens
OCYIIECTBIISIETCS AJIMUHUCTPATOPOM UM COCTOUT B OMNPEACICHUH MMEHU PETUCTPUPYEMOIO
MOJIb30BATEINs, IPUCBOCHUN €MY TMEPCOHAIBHOIO UACHTU(PUKATOPA U HA3HAYCHUU IAPOJIS.
JlelicTBue 3JeKTpOHHOro 3amka «Co0OJb» COCTOMT B IIPOBEPKE MEPCOHAIBHOTO
uaeHTU(UKATOpa W TApOoJsl MOJb30BaTENs MPU TOMNBITKE BXOJa B cucrtemy. B ciyuae
MONBITKK BXOAAa B CUCTEMY HE 3apErUCTPUPOBAHHOIO MOJIB30BATENS AJECKTPOHHBIA 3aMOK
«Cobonb» peructpupyet nonbiTky HCJI 1 ocyiiectBisieTcs anmaparHas OJOKHUpOBKa 40 4-X
yctporctB (Hanpumep: FDD, CD-ROM, ZIP, LPT, SCSI-iopTsr).

B snekTponHoM 3amke «Co00Jb» Mcnodb3ytorcst uaeHtudukaropsl Touch Memory ¢pupmbl
Dallas Semiconductor. 3arpy3ka oOmnepaliMOHHOM CHUCTEMbl C JKECTKOIO  JUCKa
OCYIIECTBIISIETCSI TOJIBKO IMOCJE MPEIbABICHUS 3apErUCTPUPOBAHHOIO HACHTU(UKATOPA.
CnyxxeOHas uHpOpMaIMsl O PErucTpaluu Ioab3oBaTesss (MMs, HOMEP HNPUCBOSHHOTO
NEPCOHAIIBHOTO HJACHTU(PUKATOpPAa M T.J.) XPaHUTCA B DSHEPrOHE3aBUCHMOW MaMsITU
AJIIEKTPOHHOTO 3aMKa.

Perucrpanus monsITok gocryna k II9BM

OneKTpOHHBIN 3aMOK «C000J1b» OCYIIECTBISECT BEACHUE CUCTEMHOIO KypHAJIa, 3aliCU
KOTOPOT'O XPAHITCS B CIENUAIBHON SHEPTOHE3aBUCUMOM MTAMATH. DJIIEKTPOHHBIA 3aMOK
«Co001b» QUKCHUPYET B CUCTEMHOM >KypHAaJ€ BXOJI MOJIb30BaTEleH, MONBITKH BXO/A,
nonsiTkr HCJI u npyrue coOBITHSI, CBA3aHHBIE ¢ OS30ITaCHOCTHIO CUCTEMBL.
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B cucTteMHOM JKypHalie XpaHUTCS cieAyroias uHdopMalus: JaTta u BpeMsl COOBITHS, UMS
MoJIb30BaTeNsl U UHGOPMALIMS O TUIIE COOBITHS, HAIIPUMED:

* (haKT BXOJa MOJIb30BATE;

* BBEJICHUE HEMPABUIILHOTO MApPOJIs;

* IPEABABICHUE HE 3aPETUCTPUPOBAHHOIO UACHTU(PHKATOPA MOJIb30BATEIIS;

* IPEBBILICHUE YUCJIIA MOMBITOK BX0JIa B CUCTEMY;

* Ipyrue COOBITHUSI.

Takum  oOpazoMm, 2JIEKTpOHHBIM 3aMOK  «Co0oib»  MpenocTaBisieT  HUHGOPMAIIUIO
aIMUHUCTPATOPY O BCeX MmombITKax aoctymna k [[IDBM.

KoHTpoJIb 1€JIOCTHOCTH NPOIrPAMMHOM Cpeabl M 3amnper 3arpy3kl €0 CbeMHBbIX
HOCUTeJ el

[Toacucrema KOHTPOIIS LIEIOCTHOCTH PACIIUPSIET BO3MOKHOCTH 3JIEKTPOHHOTO 3aMKa
«Co00mby». KOHTpOoIb IETOCTHOCTH CUCTEMHBIX 00JaCTel TUCKOB U Han0oJiee KPUTUYHBIX
¢aitnoB npouspoauTcs 1o aaroputmy 'OCT 28147-89 B pexxruMe UMUTOBCTABKH.
AJIMUHUCTpPATOP UMEET BO3MOXKHOCTH 3a7aTh PEKUM padOThI IJIEKTPOHHOTO 3aMKa, IIpU
KOTOpOM OyAeT OJIOKMPOBAH BXOJI MOJIb30BaTEIEH B CUCTEMY IIPU HAPYIIEHUH 1IETOCTHOCTH
KOHTPOJIMPYEMBIX (haiisiOB.
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IToncucrema 3ampeta 3arpy3ku ¢ ruokoro aucka 1 CD ROM paucka obecrnieyuBaeT 3amper
3arpy3Ku OIMEPAIIMOHHON CHUCTEMBI C 3TUX ChEMHBIX HOCHUTENEH JIsI BCEX IMOJb30BaTelICH
KOMIIBIOTEPA, KpOME€ aIMUHHCTparopa. AJIMUHHCTPATOpP MOXET pa3peniuTh OTACIbHBIM
MIOJIB30BaTEISIM KOMITHIOTEpPA BBIMOJIHATH 3arpy3Ky OIEPAIMOHHOM CHUCTEMBI CO ChEMHBIX
HocuTenen. [lomcucTemMbl KOHTPOJS IIEIOCTHOCTH M IOJACHUCTEMBI 3alpeTa 3arpy3Kd Cco
ChEMHBIX HOCUTENECH (PYHKIMOHUPYIOT 1o yipaBiaeHueM ciaeayronmx OC: MS DOS Bepcuii
5.0-6.22 (tonbko I3 «Cobonb» mis crangapra ISA); OC cemeiictBa Windows’9x (FAT12,
FAT16 niu FAT32); Windows NT Bepcuit 3.51 u 4.0 ¢ daitnosoit cuctemoirt NTFS; Windows
2000 c¢ ¢arinoBoii cuctemoir NTFS (tombko «Co00isb-PCl»); UNIX FreeBCD (Tonbko
«Co00ab-PClI»).

B03MOKHOCTH 110 A/IMUHUCTPUPOBAHUIO

J71s1 HacTpONKH 3IIEKTPOHHOTO 3aMKa «Co00Jb» aIMUHUCTPATOP UMEET BO3MOKHOCTD:

* OTpEAEIATh MUHUMAJIBHYIO JUTMHY TapoJis MOJIb30BaTels;

* OTNIPEIEIATh MPEASTLHOE YHNCIIO HEYAauHbIX BXOJ0B MOJIH30BATEIIS;

* 100ABJIATH M YIAISITH TOJIH30BaTENCH;

* OJIOKMPOBATh PabOTy IOJIL30BaTEIIsI HA KOMIIBIOTEPE;

* CO3/1aBaTh PE3EPBHBIC KOMMMHU NEPCOHATBHBIX UACHTH(PUKATOPOB.
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\U830 /%

HUcnoab3oBanue
OneKkTpoHHbI 3aMOK «Co000JIb» MOXKET MNPUMEHSITHCS B COCTABE CHUCTEMbI 3alUTHI
uHpopmanun Secret Net 1 reHepauuu Kiroded MmupPOBAHUS U AJIEKTPOHHO-IIU(POBOIA
noanucu. Kpome Toro, mpu ucnonb3zoBanuu I3 «Cobonb» B coctaBe C3U Secret Net
00€CIIeYnBaETCs €MHOE LIEHTPAIU30BAaHHOE YIIPABICHUE €TI0 BO3MOKHOCTIMU. C TOMOIIBIO
MOACUCTEMBI yrnpaBiieHUs1 Secret Net agMuUHUCTpaTOp O€30MACHOCTH MMEET BO3MOXKHOCTH
yIOPaBISATh CTAaTyCOM IMEPCOHAIBHBIX HWJICHTU(PUKATOPOB COTPYAHUKOB: MPUCBAUBATH
AJICKTPOHHBIE UAECHTU(UKATOPHI, BDEMEHHO OJIOKMPOBATH, JI€JaTh WX HEICHCTBUTEIbHBIMU,
YTO TMO3BOJISIET YIPABISTH JOCTYIIOM COTPYAHUKOB K KOMIIBIOTEpPAM aBTOMATHU3WPOBAHHOM
CUCTEMBbI OpraHu3all1HU.

4.11.3. USB-ki1r04
OcHoBHOE TexHonorn4yeckoe ornnurne USB-kitoya oT cMapT-KapThl 3aKJIFOYAETCSI B TOM, YTO
xpanumas B namsatu USB-kitoua nHdopMaiyst He IpUBsI3aHa KECTKO K SsUeKaM maMsITH, a
pacnosiaraercs B crieliuajibHoOM ¢aitsioBoit cucteme. [1o3ToMy OJIMH 1 TOT K€ K04 MOXKHO
WCIIOJIb30BaTh JIJI PAa3HbIX 1IEJICH: ISl BXO/Ia B KOMIIBIOTEP, aBTOPU3ALINH AJICKTPOHHOM
MOYTHI, CO3AaHUs KaHayia BUpTyaidbHOU yacTHOM ceTu (VPN — virtual private network) u
MHOTOTO ApYroro. Takum o0pa3oM, ¢ HOMOIIBIO OJJHOTO alNapaTHOIO KI04Ya MOXKHO
KOMILJIEKCHO PEIIUTh 3a/1a4y UACHTU(PUKAIIUY TTOJIH30BaTENs ISl BCErO KOMILIEKCAa O(PHUCHOTO
nporpaMmMHOro odecrieuenus. [Ipyu 3ToM 4e0BEK HE NOKEH 3HATh MapOJIv U KIH0UYU
IK(GPOBAHUS JJI BCEX IMPUIIOKEHHM, JOCTATOYHO OJHOIO MMapois AJs paOOThI € KIIFOYOM. ,
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JIs. TOBBIICHUSI HAJECKHOCTH 3alllUThl HEKOTOPHIC AaIlllapaTHbIC KIIOYM BBITIOJHEHBI B
TEPMETUYHOM, BIJIATOCTOMKOM M TBUICHENPOHHUIIAEMOM KOPITYCE€, YTO TapaHTUPYET
3alIMIIEHHOCTh JAaHHBIX OT MHOTMX BHEIIHUX Bo3aeicTBui. [lpu pasrepmernszanuu
Kopnyca HHGOpMalMsl U3 MAMATH KIIO4Ya CTUPAETCA. IDTO CIAENAaHO IS TOro, YTOOBI
OJIOKMpPOBATh KOMUPOBAHUE WM MOIACIKY KJI04a U O0ECHEYUTh JOCTATOYHO HAJICKHOE
XpaHeHre HH(POpPMALlMM BHYTPU amnmapaTHOro HAEHTHU(UKATOpa Ipu Oo0Jee XKECTKUX
TpeOOBAHUAX K €ro KOHCTPYKTHBY. Peanu3oBaTh Te ke camMble TpeOOBaHHS [JIsI BCETO
KOMITBIOTEpPA 3HAYUTEIBHO CIIOKHEE.

Haznauenne USB-kiroua:

 cTporas AByX(paKkTopHas ayTeHTU(PUKAIMS MOJIb30BATENICH MPU JIOCTYIE K 3alUIIEHHBIM
pecypcaM (KOMIIbIOTEpaM, CETSM, TPUIIOKEHHUSIM );

* anmapaTHOE BBINOJHEHUE KPUNTOrpaUUYECKUX Olepaluid B JTOBEpPEHHOM cpene (B
AJIIEKTPOHHOM KJIIOYE: TeHEpALMs KItoUel MUu(ppoBaHUsl, CHMMETPUYHOE U ACUMMETPUIHOE
mudpoBaHue, BEIYUCIECHUE XAUI-PyHKINH, BeipadoTka D1IIT);

* 0€30I1aCHOE XpaHEHHE KPUNTOTPAPUUECCKUX KITIOUEH, MPO(UIeH Moabp30BaTeei, HACTPOEK
NPUIIOKEHUN, HU(PPOBBIX CEPTU(HUKATOB U IP. B IHEPTOHE3ABUCUMOM MaMATH KJIIOUA;

* OJIJIEPKKa OOJIBIIIMHCTBOM COBPEMEHHBIX ONEPALIMOHHBIX CUCTEM, OM3HEC MPUIIOKEHUHN U
IMPOAYKTOB 110 MHPOPMAIIMOHHON 0€30IaCHOCTH B KAYECTBE CPEACTBA AyTCHTHU(PHUKALIMU U
aBTOPU3AIUHU.
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Bo3moxnoctu npumenenns: USB-kitroua:

e cTporas ayTeHTHU(UKAIMs MOJb30BaTeNield MpU JNOCTyIe K cepBepamM, 0a3aM JaHHBIX, pa3zeiaMm BeO
CalTOB;

 Oe3omacHOe XpaHeHUe ceKkpeTHoW uHopmaruu: maponei, kiouerd DI u mudpoBanus, nuPpoBbIX
cepTu(UKaTOB;

* 3aIIUTa AJICKTPOHHOU MOUTHI (1M poBas MOAMUCH U MUGPOBAHKE, JOCTYII);

* 3aIIUTa KOMIILIOTEPOB;

* 3amuTa cere, VPN;

* KJINCHT-0aHK, JIOMallTHUI OaHK;

* 3JICKTPOHHAsI TOPTOBJISL.

[IpenmymecTsa

USB-k1t04, MOYKET MCIOJIb30BaThCS B JIIOOBIX MPUJIOKEHUSAX JIJIA 3aMEHBI IMapOJIbHOM 3aIIUThl Ha Oojee
HAJCKHYIO TBYX(aKTOPHYIO ayTeHTU(UKAIMIO (KOT/Ia IMOoIh30BaTeh nMeeT HeuTto — USB-kitou, u 3Haet
Heuto — PIN kon).

USB-kirou obecrieunBaer:

* CTPOTYIO ayTEHTHU(PUKAIIUIO TTOJIH30BATEIICH 3a CUET UCTIOIB30BAHUS KPUNITOTPaPUIECKIX METO/IOB;

» Oe3omacHoe xpaHeHue kirouer mudpoBanus u DI (amexTpoHHOM 1TUGPOBOIN MOAMKUCH), a TaKXKE
U (POBBIX CepTU(PHUKATOB N7 AOCTYIA K 3aIIUIICHHBIM KOPIOPATUBHBIM CETSIM M MH(POPMAIIMOHHBIM
pecypcawm;

* MOOMJIBHOCTH JJIS TIOJIb30BaTeNIi M BO3MOXKHOCTh PaOOTHI B «HE JIOBEPEHHOW cpejie» (Hampumep, ¢
qy>KOTO KOMITBIOTEPA) — 3@ CUET TOro, uTo Kiroun mudposanus u DIII renepupytorcs B mamsitu USB-

KJIF0Ya anmnaparHo U HE MOTYT OBITh TTePEXBauCHBI;
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* 0€30I1aCHOE UCTI0JIb30BAHUE — BOCIIOIB30BATHCSI UM MOXKET TOJIBKO €T0 BJIaJIeliel], 3HAIOIINH
PIN-kox;

* peaju3alrio Kak pOCCUHUCKHUX, TaK U 3alaJHbIX cTaHAapToB mudpoanus u J1II;

* ynoOcTBO paboThl — USB-Kit0u BBIMOJHEH B BHUAE OpEloKa CO CBETOBOM HWHAMKAIIUEH
pPEeKUMOB pabOThl W HaNpsMyl mnojakiatodaercss kK USB-mopram, KOTOpbIMHM —celuac
ocHamarorcss 100% kKoMmbOTEpOB, HE TpeOyeT CHelUalbHBIX CUYHUThIBATENICH, OJIOKOB
MATAHMUS, TIPOBOJIOB U T.II.;

* KCIIOJB30BAHUE OJHOIO KJIIOUA IS PEIICHUST MHOXKECTBA PAa3JIMYHBIX 3a7ad — BXOAa B
KOMIIBIOTEP, BXOJIa B CETh, 3allUThI KaHana, mudpoBanus nHbopmaiuu, L1, 6e3omacHOro
JOCTYIIA K 3allIMIIEHHBIM pazfesiaMm Web-caidToB, THOOPMAIITMOHHBIX TTOPTAJIOB U T.11.

USB-kimtou umeer (puc. 4.48): JOR
» Mukpocxemy (1); '
* 3aI[UIIEHHBIA MUKPOKOHTpoIuiep (2);

* pazbeM USB (3);

* CBETOBOUW MHAMKATOP PEKUMOB paboThI (4);

* FEPMETHUYHBIN NTONYIPO3PAYHBIN MIIACTUKOBBIA KOPITYC.
MukpokoHTposuiep B coctaBe USB-kiroua o0ecreynBaer:

* KOMMYHUKAIMOHHbIE PYHKIMH (TTOAEepKKYy poTokona USB);

* XpaHEHUWE MHKPOKOAA ISl YHOPAaBICHHUS MPOTOKOJIOM TNEpeaadu

(firmware). Puc. 4.48 . USB-xirou
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B cocraB MUKpOCXEMBbI BXOIAT:

* 16-Tu OMTHBIN HEHTPAJIBHBIN MPOLIECCOP C HAOOPOM UHCTPYKITUH;

 mamMaTh ToJIbKO It uTeHust (ROM, Read Only Memory), coaep:xaliasi onepairoHHYO
CUCTEMY;

» onepatuBHas namAaTh (RAM, Random Access Memory), npeaHasHaueHHas Is
VICTIOJIb30BAHHUS ONEPALIMOHHON CUCTEMOM;

* JJIEKTPUYECKU CTUpAeMas MmporpaMMmupyemas namsitb Toiabko s ureHusa (EEPROM,
Electrically Erasable Programable Read Only Memory), npegnasHaueHHas st
XPaHEHUS MOJIb30BATEIbCKUX JAHHBIX;

* amrapaTHbIi TEHEPATOP CIIYYaNHbIX YUCET;

* KPUIITOIIPOLIECCOP /JI1 YCKOPEHUS BBIMOJHEHUS! KpUNTOrpahuuecKux orneparuii.
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4.11.4. CuurbiBaresn «Proximity»

TexHomorus Proximity nmpo4Ho 3aBOo€Bajia BEAYIIEE MECTO B MPOPECCUOHAIBHBIX CUCTEMAX
yIpaBJICHUs AOCTYIIOM, MOTECHUB MarHuTHble W Wiegand CUMTBHIBATEINM M MPAKTUYECKU
NOJIHOCTHIO BhITeCHUB Touch memory. YcTpoiicTBa BBOJAa UASHTU(UKALIMOHHBIX MPU3HAKOB
Ha Oaze wujaeHTUUKATOpoB Proximity (OT aHMIMHCKOTO CjoBa proximity — OJHU30CTh,
COCEJICTBO) OTHOCHUTCS K KJIACCY AJIEKTPOHHBIX OECKOHTAKTHBIX PaUO4YacTOTHBIX YCTPOMCTB.
OHU BBINYCKAIOTCS B BUJIE€ KapTOYEK, KiItO4Yel, OperokoB M T.I. KaxIpli M3 HUX UMEET
COOCTBEHHBI YHUKAJbHBIN CEepUHBII HOMEp. OCHOBHBIMH COCTaBJISIONIUMHU YCTPONCTB
ABJISIFOTCS MHTErpajIbHAsl MUKPOCXEMA JIJIA CBSA3M CO CUMTHIBATEJIEM U BCTPOCHHAs! aHTeHHA. B
COCTaBE MHKPOCXEMbl HAXOIATCA MPUEMO-TIEPEAATIYMK M 3alIOMUHAIONIEE YCTPOMCTBO,
XpaHsilee UACHTUPUKAIMOHHBIM KOA U JApyrue naHHble. BHyTpu Proximity MokeT OBITh
BCTpOCHA JUTHUEBAas Oarapeiika (aKTUBHbIC UACHTU(PUKATOPHI). AKTUBHBIE UJICHTU(DPUKATOPHI
MOTYT CUUTHIBaTh MH(OpMAIMI0 HA PACCTOSSHUM HECKOJIbKUX MeETpoB. PaccrosiHue
CUMTBHIBAHUS TACCUBHBIMU UJICHTU(PUKATOpaMu (HE UMEIOIIUX OaTaperKu) COCTaB-

JSI€T NECATKA CAaHTUMETPOB. YCTPOMCTBO CUWUTHIBAHUSI MOCTOSSHHO M3Jy4aeT pPaJUOCHUTHAII,
KOTOPBIN MPUHUMAETCSI aHTEHHON U NIEPEACTCsl HA MUKPOCXEMY. 3a CUET MPUHSATON SHEPTUU
UICHTU(UKATOP U3ITYYaeT UICHTU(PUKAIIMOHHBIC TaHHBIE, TPUHUMAEMBbIE CUMTHIBATEIIEM.
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CuutsiBarenu Proximity B cBoeil pabOTe OMUpaIOTCAd Ha IIUPOKO M3BECTHBIE (DU3UUYECKUE
npuHOunel. [IpaBna, Toro ke Helb3sl cKa3aTh 00 aJIrOpUTMax 0OpaOOTKK CUTHAJIOB B CXEME
CUMTBIBATENS, UTO OOBIYHO M COCTABIISIET «HOY Xay» npousBoauteneil. Puc. 4.49 noscuser
B3aMMO/JICHCTBHE KAPThl U CUMUTHIBATENS B MPOIIECCE MOJIYUYCHUSI KOAA, 3aHOCUMOTO B KapTy

IPU €€ IPOU3BOJICTBE.

CuuThIBATENIb COACPKUT

reHeparop, padoTaromui, Kak

IIpaBUIIO, HA YacToTe 125
kI 11, 1 Harpy>XKECHHBIN HA
AHTEHHY CUMTBIBATEII.
N3myyaemas aHTEHHOM
CUMTBIBATENS SHEPTUS
IIPUHAMAETCS] AaHTEHHOU
KApThI ¥ 3alUTHIBACT

Kapra CYMTRiBATEN R

s TENaV)

<+

MexepaTop

AKTEMHE
CHNTHBATENA

MukpouMn AHANOrOBaR
vacTe

AHTCHHR KQprH Muxponpoueccap

Puc. 4.49. Ilpuniun padotsl Proximity cauTeIBaTens

PacHOJIOKEHHBIN B KapTe MUKpoUuIlL. [lociienHnii MOnymupyeT CUrHal B aHTEHHE KapThl
KOJIOM, 3aHECEHHBIM B MUKPOYUII Ha 3aBOJIC-U3TOTOBUTEIIE.
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M3nydeHHbIH KapTOW CUTHAJl BOCHPUHUMAETCS AHTEHHOW CUUTHIBATENsl, 0OpadaThIBacTCS
CHayvaJia

aHAJIOTOBOM YaCThI0 CXEMbl CUMTBHIBATENSA, a 3arTeéM PAacIOJI0KEHHBIM B CUWUTHIBATEINIE
MHUKPOIIPOIECCOpOM. MUKPOIPOLIECCOpP MPOBEPSAET KOPPEKTHOCTH KOJA, MPEeOoOpa3OBbIBACT
ero K Tpedyemomy ¢hopMaTy U BbIJIA€T HA BBIXOJl CUUTHIBATENS, TO €CTh HAa BXOJ KOHTPOJLIEpa
CHUCTEMBI YIIPaBJICHUS JTOCTYIIOM.

[Ipu Bcem MHOTOOOpa3zuu (PopmaroB JaHHBIX, 00pabaTHIBAEMBIX KOHTPOJJIEPAMHU CHUCTEM
yrpaBiieHus: JoctynoMm, Oonee 80% cucreM OpPUEHTHPYIOTCS B Kauye€CTBE OCHOBHOIO WU
JTOIOJHUTEIbHOTO Ha hopmatr Wiegand 26 OuT.

Hpyroi nonynspHbiii popmar uaTepdeiica cuctemM ynpapieHUsT TOCTYIIOM — (opMar IIMHBI
Micro LAN amepukanckoit ¢pupmsl Dallas, B COOTBETCTBUM C KOTOPBIM pabOTAIOT KJIIOYHU
Touch memory. B otimuuue ot Wiegand 26 3T1oT hopMar XopoIuio JOKYMEHTUPOBaH PUPMOH B
JauTeparype, oAToMy He OyAeM NMPUBOAUTH €ro ONMUCAHUE.

[Toutn Bce poccuiickue pa3paOOTYHMKU CHUCTEM YIPaBICHUS JIOCTYIIOM OPUEHTUPOBAIUCH
MMEHHO Ha HMCIOJIb30BaHue MpoTokoiaa Micro LAN B cBouX KOHTpoOJIIepax.
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CuursiBarenn «Parsec»

PaccMoTpuM npuHLIMIBI paOOTHI CUUTHIBaTeNnel «Parsecy.

[Tox ToproBoi Mapkoil «Parsec» Nporu3BOAUTCS JOCTATOYHO IITUPOKHI CIIEKTP 000PYAOBaHUS
CHUCTEM YNIPABIICHUS JOCTYNOM. B 4acTHOCTH, 3TO aBTOHOMHBIE KOHTpOJuiEphl cepun ASC-xx
U CceTeBasi KOMIBIOTEPU3UPOBAaHHAsI cucTeMa yrpasieHus goctynoM ParsecLight. Bmecte ¢
TeM MO/ A3TOW TOProBOM MapKoil MpoaaeTcs Iienas ramma Proximity cuuThIBaTened s
MPUMEHECHUS B CYIIECTBYIOIIMX CHUCTEMaX KaK OTE€UECTBEHHOTO, TaK M 3apyOeHOIo
npou3BoAcTBa. Buemnuit By cuuthiBatesnen APR-O3xx, APR-04xx u APR-05xx mokazan
Ha puc. 4.50.

Ocobo craexayeTr cka3arb o cuutbiBatene APR-05xx,
KOTOPBIX BBIIIOJIHEH B KOPIIYCE U3 HEPKABEIOLLEH CTAIIA
W MPEIHA3HAYEH IS YJIWYHOM YCTAHOBKH B CIIyYasX,
Korja TpeOyeTcs MOBBIIICHHAS 3allluTa OT BaHJaIu3Ma.

Puc. 4.50. Buemnnii Bug
cuuThIBaTeieu «Parsec»
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4.11.5. Texnosiorus 3amuThl HHGOPMAIIMHM HA OCHOBE CMAPT-KAPT
ITosiBnenne uHbopMarmonHoi TexHonorun cmapt-kapt (CK), ocHoBaHHON Ha KapTax coO
BCTPOCHHBIM MHUKPOMIPOIIECCOPOM, MO3BOJUIIO YAOOHEE peliaTh BOMPOCHl HMCIOJIb30BaHUS
IJTACTUKOBBIX JcHer. OJHako YyHUKalbHbIe BO3MOXHOCTH CK ¢ MHKpoIporeccopoMm,
COCTOSIIIIME€ B BBICOKOW CTEMEHU 3alllUThl OT MOIIACIKH, MOJJICPKKE 0a30BBIX OMNEpaluil 1Mo
o0paboTke wuHOpMaIMU, OOECIECUEHUH BBICOKUX JKCIUTyaTallMOHHBIX XapaKTEPHUCTUK,
caienanu CK oIHMM U3 JUIEpOB Cpeld HocuTeneld KOoH(PuIAeHIMaaIbHOW HHGOpMAIIY.
CrnemyeT OTMETUTb OTJIWYUTENbHBIE oOcoOeHHOCTHM Takux kKapT. CK  comepxut
mukpornporeccop u OC, koTopele 00€CIEUMBAIOT YHUKAJbHBIE CBOMCTBA 3allUThI, UMEIOT
KOHTAKTHO€ U OCCKOHTAaKTHOE ucrnojHeHue (Ha puc. 4.51 moka3zaHa OECKOHTAKTHAs CMapT-
KapTa).

Takum oOpazom, TexHosorusi CK obecrnieunBaeT HaJIe)KHOE / BY 03V 3CIIBY \
XpaHEHUE KJII0YeH U IOCTYI K pa3iInyHbIM UHGOPMAIIUOHHBIM | |
pecypcam. Ilepconansubie uneHTuduratopsl iIKey koMmmnanuu

Rainbow siBIt0TCS HEAOPOTrUMHU OpeTOKaMu, KOTOPhIE MOTYT MTI

HCTIOJI30BaThCs Ha 0001 padoueil CTaHIIUuM, UMEIOIIEH Harepieiic-

yHUBEpcaIbHYyI0 nocieaoBaresbuyto muHy (USB). Onu e

00eCreYnBalOT HAJIC)KHOCTh, TPOCTOTY U O€30MaCHOCTH B \J AutesEa /

TaKOM K€ CTENEHU, KaK U CMapT-KapThl, HO 0€3 CI0KHOCTEN U

JIMIIHKMX 3aTPaT, CBA3AHHBIX C UCIONLE30BAHMEM CUUTHIBATENS. Puc. 4.51. Cxema 6eCKOHTaKTHOM

CMapT-KapThl



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

iKey sBISAIOTCS MICIBHBIM MHCTPYMEHTOM JJISI KOHTPOJIS JOCTYIa K CETEeBBIM ciykOam. 1Key
2000 mommep:KMBAaeT W HMHTETPUPYETCS CO BCEMHU OCHOBHBIMU IPUKJIAJHBIMUA CHCTEMAMHU,
pabotatomumMu 1o TexHosiorud PKI u ucmosib3yeMbIMU B CETSX OTACIBLHOW OpraHu3allvu,
HECKOJIbKMX B3aMMOJCHUCTBYIOIIMX OpraHu3aliii. YKa3aHHbIE CHCTEMBbl BKIHOYarOT Microsoft
Internet Exolorer u Outlook, Netscape, Entrust, Baltimore, Xcert, Verisign u ap. iKey 2000
pa3zpadarbiBajCs IS 3alIUThl HUGPOBOM HMICHTUYHOCTU B paMKax MH(PPACTPYKTyphbl OTKPBITHIX
rirouet (PKI). iIKey 2000 criocoOGeH ¢ moMOIIbIO anmaparHbiX CPe/ICTB TEHEPUPOBATH U COXPAHATH
B MaMSTH Mapbl OTKPBITHIX KIIOUEH U IUPPOBBIE CEPTUDUKATHI, & TAKXKE TPOUZBOIUTH IUPPOBYIO
noanuck. JImunsii PKI-ki1t04 HETOCTYIEH KOMIIBIOTEPY KIIUEHTA.

iKey 2000 co3maer MOIIHYH CHUCTEMY 3allUThl M KPUNTOrpadUueCcKOro KOJAUPOBAHUS
HETOCPEJACTBEHHO BHYTPH armnapaTHoro ycrpoiicta. [ iKey 2000 mons30BaTeNiO MOCTABISETCS
nporpaMMHOE oOecreueHue. YCTPOWCTBO COJIEPKUT MOJHBIM HaO0Op KpunrorpadhuuecKux
ouonmmotek misi 6poyzepoB Netscape u Internet Exolorer, a Takxe 1 KIMEHTOB 3JEKTPOHHOM
noutsbl. 1IKey 2000 nelicTByeT OJJHOBPEMEHHO KaK CMapT-KapTa M CUUTHIBATEJb, HAXOJSAIIUECS B
CIMHOM YCTpPOMCTBE C KOHCTpYKTMBOM USB. [l axTUBM3allMM NPUKIAJHONW IPOTPAMMBI
nocraroudo BctaBuTh iKey 2000 B USB-nopT.

iKey 2000 peamusyer Oojee MpoCTOil METOJ OOecCHedeHMs IPUBUIICTHI ITOJIb30BaTelsl, 4YeM
napoJii WM YHUCTO MporpaMmHbie ceprudukarbl. YTOOBI 3amporpaMMUpOBATh  KIIHOY,
aAMUHHUCTPATOpPy MOTpPeOyeTCsi BCEr0 HECKOJbKO MHHYT. [loTepsiHHbIE KIHOYM MOTYT OBITh

AC3aKTUBUPOBAHBI U U3MCHCHBI.
48



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

AIIMA3 «KPUIITOH-3AMOK

Ha3znauenue:
AIIM3 «KPUIITOH-3AMOK» - 3T0 cepTu@uUMpOBaHHBICE KOMIUJIEKCHI allapaTHO-
IPOTPAMMHBIX CPEJCTB, KOTOPBIE MPEAHA3HAYEHBI Il OOCCIECUCHUS Pa3TpaHUYEHHUS U
KOHTPOJI JOCTyNa TMOJIb30BaTEIC K TEXHUYECKUM CPEICTBAM BBIYMCIUTEILHOU CETH
(cepBepa u pabouMme CTaHIMM), HA KOTOPBIX OyaeT oOpabaThiBaThbCia HMH(MOpMaIUs, B TOM
yuciae W € BBICOKUM TpudoM cekpeTHOCTH. Takxke wus3genus cemercra AIIMJI3
«KPUIITOH-3AMOK» BbIIONHAIOT (YHKUUM pa3rpaHUYEHUs] JOCTyINa K amnmnapaTHbIM
pecypcaM KOMIBIOTEPOB, a TAKKE KOHTPOJISI LETOCTHOCTH YCTAHOBJIECHHOM Ha KOMIIBIOTEPE
nporpaMMHOi cpenbl moj aosie OC, ncnonsiyromue daitnoBsie cuctembl FAT12, FAT16,
FAT32 u NTFS , a tak )xe EXT2, EXT3.
OCHOBHBIE BO3MOKHOCTH:
N nentudukanus nojb3oaress 1o 3amycka BIOS komnbrorepa.
AyTeHTH(UKALNS TTOJIB30BATENS MO0 MAPOJIIO.
Co3naHve HECKOJNBKUX Mpo(uiaeld 3aliuThl, HAACKHOE pa3TpPaHUYECHHUE PECYpPCOB
KOMITbIOTEpA, MPUHYAUTENIbHASA 3arpy3ka onepannoHHoi cucteMbl (OC) ¢ BBIOpaHHOTO
YCTPOWCTBA B COOTBETCTBUM C WHIWBHAYAIbHBIMU HACTPOUKAMH aJMUHUCTpATOpa IS
KQKIOTO MOJIb30BaTENS.
biioknpoBka komnberorepa npu HCJl, HakoIieHME M BEACHUE SIIEKTPOHHOTO XypHAJIa

cOOBITHH (B COOCTBEHHOUN YHEPIrOHE3ABUCUMOM MTAMSTH ). "



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

[ToacdeT ATaJIOHHBIX 3HAYEHUH KOHTPOJBHBIX CYMM OOBEKTOB M MPOBEPKA TEKYIIMX
3HAQUEHUN KOHTPOJBbHBIX CYMM (PacCUMTHIBAIOTCS MO aJITOPUTMY BBIYUCICHUS XOIII-
bynkiuu 1o 'OCT P34.11-94), sxcnopT/UMIIOPT CHUCKa MPOBEPAEMBIX OOBEKTOB Ha
TMOKWM MAarHUTHBIN JUCK.
WHTerpaiusa B Apyrue CUCTEMbl O€30MACHOCTH (CUTHAIM3aIvs, MOoXKapHas OXpaHa U
np.).
Opranuzanusi 6e31MCKOBBIX PA0O0UNX MECT HAa OCHOBE BCTPOCHHOTO DIeni-aucka.
[IpeumyuiecTna:
AJITOpUTM  KOIUpPOBaHUS  ayTeHTUULIUpYloler uHbopmanuu B M3penusx
«KPUIITOH-3AMOK)» - B coorBeTcTBUU ¢ TpeboBanusimu 'OCT 28147-89;
B03MOKHOCTh pa3peliuTh HEKOTOPHIM MOJIB30BATEIISIM OCYIIECTBIATh 3arpy3ky OC ¢
HakonuTenss Ha TmOkoM marHutHoM jucke (HI'MJI) mau CD ROM. Bo Bcex npyrux
cnyvasx WM3pnemus «KPUIITOH-3AMOK» 3arpyxkator OC TOJBKO 4Y€pe3 CETEBOM
amanrtep, npousBeAcHHbIN (upmoirt «AHKAJl», umu ¢ ogHOro M3 HaKOMMUTENIeH Ha
AKECTKOM JIMCKE KOMIBIOTEPA, KOTOPBIN CIIEIUAIBHO OATOTOBJIEH aIMUHUCTPATOPOM;
MonynbHasi CTpyKTypa, KOTOpasi MO3BOJSICT HACTpawBaTh W A0padarbiBaTh U3ACIUA
«KPUITTOH-3AMOK)»» noxa pazHooOpa3Hbie TpeOOBaHMS 3aKa3UUKOB.
Ceptudukar ®Cb Poccuu Ne CD/527-2047 ot 25 suBaps 2013r
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY um. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

AIIMJI3 "KPUIITOH-3AMOK/K"
(M-526A) - MHOTOKOHTYpHast MOJEJIb,
npeaHa3HauYCHHAs TSI CO3JIaHUS
HECKOJIBKUX KOHTYpPOB 0€30MacHOCTH, T.
€. OCYILIECTBISICTCS 3arpyska
KOH(MUTYypau KOMIIBIOTEPA B
COOTBETCTBUM C HWHJUBUIYAIbHBIMU
HACTPOMKAMU CHUCTEMBI JJIsI Ka)XJI0r0
MOJIb30BATENS, paszeneHue
MOJIb30BaTeNeh Mo PU3NYECKUM JUCKaM
(uH(pOpMaIKs OJJHOTO TOJIb30BATEIIS HE
NOCTyITHA  JAPYroMy) H  CETEBBIM
KOHTYpaM.
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckmne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

XapaKTEPUCTUKU:

HanmeHnoBanue nmapamerpa X apakTepucThKa

Crangapt CpPENCTB uJeHTU(PUKALINH,
AyTEHTU(PUKAIIMM U KOHTPOJIS  IEJIOCTHOCTH
sarpyxxaemont OC

TpeboBaHus K armapaTHO-IPOTPaMMHBIM MOAYJISIM JIOBEPEHHOM
3arpy3kd OBM 1 1OMONMHEHNIO K HUM MO KJaccy 3aiuThl 1b.

FAT 12, FAT 16, FAT 32,

[lonnep>xuBaembie  (aiioBble  CHCTEMBI  (TIpU

NTFES
KOHTPOJIE IIEJTOCTHOCTH):

EXT2

MakcuMallbHOE  KOJIMYECTBO  PETUCTPUPYEMBIX
[10JIb30BaTEJIEH

32

Cranngapt uarepdetica pacmmpenus komnbiorepa [PCI Local BUS Revision 2.1, 2.2

JlaTunk ciyuaiinbix yncen (JICYH), tun ATrmapaTHbIi

Hocwutens ayrentuduiupyromeit uapopmauuu  [Yerpoiictso namsta Touch Memory

4 xkanana ynpasienus [IDE unu SATA;

KomMMyTHpyeMbIe KaHAJIbI ) KaHala ympaBlieHUus padoToi ceTeBbiMu anantepamu Ethernet;

1 xanan ynpasnenuss HI'MJ] wiu npusonom CD/DVD

[ToTpebisiemast MOIIHOCTH, HE Oosee, BT 5

["aGaputsl moayinst KPUIITOH-3AMOK/K, mm 156,3 x 121 x 22

E}/lacca monyist KPUTITOH-3AMOK/K, He Gonee, 57




«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY um. H.O. baymana)
N > TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI
KPUINITOH-3AMOK/Y (M-5265)

Ceptuukar ®Cb Poccum NeC®D/027-1346 Beiman 18.09.2009 1., naelcTBUTEIEH M0
13.04.2013 .

[TonoxurensHoe 3akmoueHne PCb Poccuu ot 14 aBrycra 2014 rona

ke
N/ & i
W\ 63 (e
S /W |

\'2

AIIMJ3  "KPUIITOH-3AMOK/Y"(M-526B5,
ceprupukar ®CTOK Poccum (B cocraBe CPJI
"KPUIITOH-IIINUT") - npeaHa3HadueH s

paboThl C MOOYJISIMA  KpuNTorpaduiecKkon

3alMThl MH(POpMaIINH.
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«MOCKOBCKUM rOCY1apCTBEHHBIN

XapaKTEPUCTUKU:

TeXHUYECKNW YHUBepcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/Il/I

HaumenoBanue napamerpa

XapakTepuCcTrKa

@DailJIOBbIE CHUCTEMBI, HCMOJIb3YyEMbIE MPHU KOHTPOJIE

[IEJIOCTHOCTH 3arpyxaemoro 110

konupoBka KOI-8R).

FAT 12, FAT 16, FAT 32, NTFS, EXT2, EXT3 (Linux,

MaxkcumaibHOE KOJIMYECTBO PETUCTPUPYEMBIX

MOoJIbL30BaTeIeh

32

Crannapt unrepdeiica pacMpeHusi KOMIbIOTepa

PCI Local BUS Revision 2.1, 2.2

JlaTunk ciaydaitaeix yucen (JCY), tun

AnmapaTHbIN

Hocurens ayreHTHGUUIMPYOLIEH HHPOpMAUU

YerporictBo namsitu Touch Memory

[ToTpebnsemast MOIITHOCTB, HE OoJiee, BT

5

Macca, He OoJjee, T

100

["aGaputsl Monynss AIIM/I3-Y, mm

156,3 x 121 x 22

Ceptuduxar @Cb Poccun NeCD/527-2048 ot 21.01.20131. (M-526B)
Ceptudukar @Cb Poccun NeCD/527-2049 ot 20.03.20131r. (M-526B1)
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XapaKTEPUCTUKU:

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/Il/I

HaunmvenoBanue napamerpa

XapakTepucTuKa

CranmapT CpeacTB HACHTHU(HKAIUH,
Ay TeHTU(UKATIIH " KOHTPOJIS
[[EJI0CTHOCTHU 3arpyxaemoit OC

TpeboBanms K anmnapaTHo-
[POrPpaAMMHBIM MOAYJISIM  JIOBEPEHHOM
3arpy3ku OBM u JONOIHEHUI0 K HUM
Mo KJjaccy 3amurhl 1b

@ainoBpIe CUCTEMBI, HCIIOIb3YEMBIE

FAT 12, FAT 16, FAT 32, NTFS , EXT2,

npu KOHTPOJIE €JIOCTHOCTHU .

P p H IEXT3 (Linux, komupoBka KOI-8R ).
3arpyxaemoro 110
MakcumalibHOE KOJIMYECTBO

[PErUCTPUPYEMBIX MOJIb30BaTENCH

32

Crangapt uHTepdeiica pacHIMpeHus
KOMIIBIOTEpA

PCI Local BUS Revision 2.1, 2.2;

Jlatunk caydaitaeix uncen (JCYH),
THUTI

AnnapaTHbIi

Hocurens
yH(pOpMaLIH

ayTeHTU(ULHPYIOIIEH

VYerporictBo namsitu Touch Memory

[loTpebnsemass MOIIIHOCTh, HE OoJiee,

Bt >
Macca MOZYJIsI KPUIITOH- 100
3AMOK/YM , ne Oozee, r

[abaputet  monynss ~ KPUIITOH-

156,3 x 121 x 22

3AMOK/YM , mm

KPUIITOH-3AMOK/YM

(M-526B1) - MOJIEIIb,
npeHa3HaueHHAs U1t
CO3JIaHUS HECKOJIbKUX

KOHTYpOB 0€30IMaCHOCTH U
paboThI C MOAYJISIMU
KpUntorpaduuecKou 3aIiuThl
UH(pOpMaIIUH.
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)

HaunmenoBanue napamerpa

XapakTepucThka

Knacc crannapra cpeactB uaeHTUGUKALINY,
ayTeHTHU(HUKAIIMK U KOHTPOJIS IeTOCTHOCTH
3arpyxaemon OC

TpeGoBanus K ammaparHO-TIPOrpaMMHBIM| |

MOAYJISIM JTIOBEpEeHHOU 3arpy3ku OBM u
JIOTIOJIHEHUIO K HUM IO KJaccy 3alluThl
1b.

@DaiJIOBbIE CUCTEMBI, HCIOJb3yEeMbIE IIpH
KOHTPOJIE LIEJIOCTHOCTH 3arpyxkaemoro [10

FAT 12, FAT 16, FAT 32, NTFS , EXT2,
EXT3 (Linux, komupoka KOI-8R ).

32

MaxkcumasibHOE KOJIMYECTBO
PEruCTPUPYEMBIX IIOJIb30BATENEH

Cranpapr unTepdeiica pacuupeHusy
KOMIIbIOTEPA

PCI Local BUS Revision 2.1, 2.2;

Jaruuk cnyvaiinbix yucen (JCY), tun

ArnmnaparHblii

HocwuTenp kimoueBoit nHpopmanuu

VYerpoiictBo namsitu Touch Memory

- 4 xanana ynpasienus IDE unu SATA
K

KoMMmyTHpyeMble KaHaIbI

- 2 KaHana yNpaBJICHUS
cereBbIMHU anmantepamu Ethernet;

paboroit

- 1 xanan ynpasinenus HI'MJ[ win

npuBonom CD/DVD-ROM.
[ToTpebnsiemast MOIIHOCTH, HE OoJiee, BT 5
I'aGapurer momynss KPUIITOH-3AMOK/YK|156,3x121x22

Macca moayns KPUIITOH-3AMOK/VK, ue

bonee, T

100

XapaKTepPUCTHK gy 1yeckme cpencrea 3awmTbl UHGOpMaLUK

KPUIITOH-3AMOK/YK
Ceprudpukar DPCTOK Poccum
Ne2364 ot 9 urons 2011r.

"KPUITTOH-
3AMOK/YK" npeaHa3HaYeH
JUIL  CO3JaHUs  HECKOJbKHUX
KOHTYpPOB ~ O€30MacHOCTH M
paboThI C MOAYISIMU
Kpunrorpaduueckoi 3aIUTHI
uH(opManuu.

ATIMJT3
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHun4eckune cpeacrtea 3awmTbl MHpopmaumm

VAT -
0\ IR (g
MIATGN B
3

KPUIITOH-3AMOK/E (M-526E1)
Cepruduxar @Cb Poccun Ne CD/527-2050 ot 21 auBaps 2013r. (M-526E)
Cepruduxar @Cb Poccun Ne CD/527-2051 ot 20 mapra 2013r. (M-526E1)

ATIM(3 "KPUIITOH-3AMOK/E" - momudukainus u3aenaus

s muHbl PCI Express. B HeWl peanu3oBaH psAl HOBBIX

BO3MOXKHOCTEM, BKIIIOUAsl YIAICHHOE yIIPaBICHUE:
[TonoBuHHBIA  QopM-pakTop IMJIaThl, YTO MO3BOJISET
UCIIOb30BaTh ~ YCTPOMCTBO B CHUCTEMHBIX  OJIOKax

YMEHBIIIEHHOTO pa3Mepa;

[IInua PCI Express x1 Rev.1.1;
BerpoeHnnsii mpoueccop ¢ TaktoBord 4yactorort 200MI ',

OBICTPYIO 3arpy3Ky U pabOTy YCTPONCTBA;

BcTpoeHHas namsiTh HEe MeHee 256 MO;

HezaBucumbiit  USB-untepdeiic aas NOAKIIOYEHHUS  KIIOYEBBIX  HOCHTENEM U

OCYIIECTBIICHUS APYTUX PYHKIIHH.
Oo0ecnedueHre BKIIOUEHUS KOMIBIOTEPA TOJIBKO MOCIE MPEABIBICHUS 3apETUCTPUPOBAHHOTO
KJIFOU€BOTO HOocuTensl. HpopMallMoHHas CUCTEMA, MPEACTABISAIONAs COO0M COBOKYMHOCTD
[1In, coxepxamuxca B 0Oa3e JaHHBIX, a Takke HWHOOPMAIIMOHHBIX TEXHOJOTUM W
TEXHUYECKUX CPEACTB, TMO3BOJISIIOIIMX OCYHIECTBIATh 00paboTky Takux IIJJH cC
UCIIOJIb30BAHUEM CPEJICTB ABTOMATU3AIIMKU WK 0€3 UCTIOb30BAHUS TAKUX CPEJICTB. >

0DOECIIEUUBAIOIIMNA Oo0JIEe



XapaKTepUCTUKMU:

«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHn4eckmne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

HavmeHoBaHue napamerpa

XapaKTepUCTHUKA

Knacc cranmapra cpeiacTB HIACHTU(UKAIUH,
ayTeHTU(PUKAIIUM WU KOHTPOJIS I€IOCTHOCTH
zarpyxaemon OC

Tpeooanus k AIIM/I3 mo knaccy 1b

MakCUMaJIbHOE KOJIUYECTBO PETUCTPUPYEMBIX

KOHTPOJIE 1IEJIOCTHOCTH, 3arpyxaemoro [10

. 32
MOJIb30BaTEIICH
Hocurenb ayTeHTU(UITUPYIOIIEH .
YcerpoiictBo mamsitu Touch Memory
uH(popMaru
QaitnoBbie  cucTtembl, wucnoibdyembie nOpu|FAT 12, FAT 16, FAT 32, NTFS , EXT2, EXT3

(Linux, kogupoBka KOI-8R ).

ooiee, T

Crangapr uHtepdeiica pacIIMpeHnst

PCI Express x1
KOMIThIOTEpa
JlaTuuk ciyuaiinbix yucen (JICH), tun ANmnaparHbIi
[ToTpebisiemast MOIIHOCTH, HE Ooinee, BT, 5
Macca wmonyns KPUIITOH-3AMOK/E, He 100

["abaputsl mogyns KPUITTOH-3AMOK/E, mm

180 x 120 x 25
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)

¥ XapaKTepUCTUKMU:
Haumenosanue napamerpa XapakTepucTrKa
Kitace CTaHJapra CPEICTB

uaeHTU(UKAIUY, ayTeHTU(PUKALMU U
KOHTPOJISI LIEJIOCTHOCTU 3arpy’aeMon

OC

TpeboBanus k AIIM/I3 no
Kiaccy 1b

MaxkcumanbHOE KOIMMECTBO| 5,

PETHCTPUPYEMBIX TOJIb30BaTENeH

Hocurens ayTeHTU(DHUIUpYIOTIeH CmapT-Kapra

uHdopmaruu

@aloBbIE CHCTEMBI, HCIIOJIb3yEMbIC FAT 12, FAT 16, FAT 32,
’ Y NTFS , EXT2, EXT3

npu KOHTpOJIE HEIOCTHOCTH,| - .

3arpyxaemoro [10 (Linux, KOAMpOBKA

KOI-8R).

Cranpmaptr wuHTepdeiica pacuIupeHus PCI Express x1

KOMIThIOTEpa

Jlaruuk ciyvaitaeix yucen (JICY), tun | AnnaparHbiii

[ToTpebnsiemass MOIIHOCTH, HE OoJee,

Bt >
Macca MOZYJIS KPUIITOH- 100
3AMOK/CK, ue 0oiee, r

["aGapuTsl MOJYJIS KPUIITOH-

3AMOK/CK, mm

180 x 120 x 25

TexHun4yeckune cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

KPUIITOH-3AMOK/CK
(M-526CK)

3axmoueHue OChb Poccun
ABJISICTCS MoauduKauen
m3nenuii KPUIITOH-3AMOK/E,
KPUITTOH-3AMOK/YM, B
KOTOPOH peann3oBaHa
BO3MOXKHOCTh HCHOJIb30BAaHUS B
Ka4yeCTBE HOCUTEJIEU
ayTeHTU(PUIUPYIOIIEH

uH(popmManu cMapT-Kapr.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

HIudgparopsl

AbOoHeHTCcKHEe muppaTopbl

YcerpoiictBa kpuntorpaduueckoi 3amuthl JaHHbIX (YK3/I) cepun KPUIITOH — 310 annapaTtHbie
mudparopsl 1751 PC-COBMECTUMBIX KOMITBIOTEPOB. YCTPOWCTBA IPUMEHSIIOTCA B COCTaBE CPEJICTB
U CHUCTEM KpUOTOrpauyecKor 3alluThl JAaHHBIX [JIs OOecrnedyeHus: HWH(POPMALMOHHOM
0€301acHOCTH (B TOM YHCJIE 3alIUTHl C BHICOKMM YPOBHEM CEKPETHOCTH) B TOCYJApPCTBEHHBIX U
KOMMEpPYECKUX CTpyKTypax. OHHM TapaHTHUPYIOT 3aluTy HUH(opMaiuu, oOpabarbiBaeMOW Ha
NEPCOHAIBHOM KOMIIBIOTEPE W/WIIM MIEPEAABAEMOM 1O OTKPBITHIM KaHaJlaM CBSI3H.

N3nenus BeimonHeHs! B Buje miat pacmupenus PCI u PCle ans nepcoHambHOTO KOMIBIOTEPA.
YerpoiictBa KPUIITOH pa3zpabotanbl, npousBogarcss u peanusyrorcss @upmoit AHKAJL. Onu
noCcTpoeHbl Ha pa3paboranHbix @Pupmori AHKAJl cnenuanu3upoBaHHbIX —32-pa3psiIHBIX
mudpnpoueccopax cepuu bBJIOMUHI.

Nznenmuss nocraBistorcs 3akazumkaM B llenTpanmsHom banke, ®Cb Poccun, CBP Poccun un
Cnyx0e cneunanbHoi cBsizsu W uHpopmauun PCO Poccum MuHUCTEpCTBAX OOOpPOHBI U
BHYTPEHHUX JieJ, MuHUCTEpCTBE 10 HayioraMm u cOopaMm, DeneparbHOM Ka3HAYEHCTBE,
KOMMEpPYECKUX OaHKaX, (PUHAHCOBBIX M CTPAXOBBIX KOMIAHUSIX, MHOTHUM KOPIOPATUBHBIM
KJIINEHTAM.

Bce monenu cepun KPUIITOH umeror ceprudukarsl coorBeTcTBUs TpeboBanusim @Ch Poccuu (B
cocTaBe a0OHEHTCKUX MYHKTOB U aBTOMAaTU3UPOBAHHBIX PA00OUMX MECT ISl 3aIUThHI HHPOpMAIUH,

COJZIEpIKAIIICH CBEJICHUS, COCTABIISAIONIME TOCYJapCTBEHHYIO TalHY ).
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

OcCHOBHBIE BO3MOKHOCTH:
[udposanne wunbopmanuu (daiinel, Tpynnsl ¢GaiaoB W pas3lensl  JUCKOB), oOecrednBas HX
KOH(PUAEHIUATBLHOCTB;
Ocy1iecTBiaeHe MEKTPOHHON IU(PPOBOI noanucu (Haiaos, MPOBEPKA UX LIEJIOCTHOCTh U aBTOPCTBO;
Coznanue mpo3padyHo MHUGPYEMbIX JIOTMUECKUX JIMCKOB, MakKCMMallbHO oOseryass W ympoiuas padoTy
NoJIb30Bares ¢ KOHQUAECHIIMAIbHON HH(pOpMaInei;
dopMupoBaHUE KpUNTOrpadUUecKy 3allUIIEHHBIX BHUPTYaJbHBIX ceTell, mudpoBanue IP-tpaduka u
o0ecleyeHne 3alMIIEHHOr0 J0CTyIa K pecypcaM CETH MOOWIIBHBIX U YAAJIEHHBIX MOJIb30BaTENIEH;
Coznanue cucteM 3amuThl THGOPMALIMK OT HECAHKIIMOHUPOBAHHOTO AOCTYIIa U pa3rpaHUYeHUs JOCTyMa K
KOMIIBIOTEDY.

[IpenmymectBa ycrpoiicts cepun KPUITTOH:
AnmapaTHasi peaju3alus ajiropuTMa KpuUnTorpaduyeckoro mpeoOpa3oBaHUs TapaHTUPYET LETOCTHOCTh
aNroOpuTMa;
[udpoBanre Npou3BOAUTCA B caMOMl IulaTe, W KIIOUM MU(POBAHUA XpaHATCA B HEH Ke, a HE B
ONEPaTUBHOM MaMATH KOMIIBIOTEPA;
AnmnaparHblid TaTYUK CIIyYaWHBIX YUCET;
3arpy3ka kimtoued mm@posanus B ycrpoiictBo KPUIITOH co cmaprt-kapt u unentudukaropoB Touch
Memory (i-Button) npousBoautcss Hamnpsamyio, MuHys O3Y M CHUCTEMHYIO IIMHY KOMIIBIOTEPA, 4YTO
MCKJIFOYAE€T BO3MOXKHOCTb MEpEXBaTa KIUYEH;
Bo3MOXHOCTh CO34aHUSI CHCTEM 3alIUThl HMH(OpMAIMM OT HECAHKUHMOHUPOBAHHOTO JOCTyNa U
pasrpaHudeHus JOCTyIa K KoMIbloTepy Ha 0a3e ycrpoiicts KPUIITOH;
[IpuMeHeHne  cheuUanu3UpOBAHHOIO  IMdpHpoLeccopa s  BBINOJHEHUS  KpUNTOTrpaduuecKux
peoOpa3oBaHuil pa3rpyKaeT LEHTPAIBHBIN MPOLIECCOP KOMIIBIOTEPA;
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY um. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

XapaKTepUCTUKMU:

HavmeHnoBanue napamerpa XapakTepucTukKa

Anroput™ mudpoBaHUs ['OCT 28147-89
CrangapT CHCTEMHOMN IIUHBI PCI Local BUS Revision
P 2.0,2.1,2.2 |

CKOpOCTB mH(bPOBaHHH’S et ‘ i g w.iuﬁi«.uuwn’m
M6aﬁT/C o o Liiice : R840
PasmepHOCTB KJII0Ya

256
mudpoBaHUs, OUT
JlaTuuK  CAydaWHBIX — YMCEN y KPUIITOH-8/PCI

anrapaTHbIi . o
(JICH) YcrpolictBO  Kpunrorpauyeckoi
[TonnepxuBaemble MS-DOS, Windows 3alllUThl JAaHHBIX W OTpPaHUYCHUS
oTepalOHHbIC CHCTEMBI 2000/XP/2003 x32 JIOCTYNa K KOMIIBIOTEPY.

JICKETHI, CMapT-KapThI

THIIbI KJIFOUEBBIX HOCUTEJICH

Touch Memory
[ToTpebnsieMasi MOUTHOCTb, HE 4
oonee, BT
['abapuThI MOJTYJIS

KPUITTOH-8/PCI, mw 190,3 x 122 x 22

Macca He Oojiee, T 100
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

KoMmmiekT mocraBgu

HaumeHoBaHue KonnuecTtBo
Dopmysap 1
Monyns KPUITTOH-8/PCI 1
Kabens RESET 1
Huctpubytus «llaket mporpamm |

Crypton API»
Huctpuodytus « KPUIITOH-8/PCI |
HpaitBepbi»
PyKOBOACTBO MO 3KCIUTyaTalluy U34S |
KPUITTOH-8/PCI

YnakoBka 1
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(MI'TY wum. H.O. baymana)

XapaKkTEPUCTUKU:

HaumeHnoBanue napamerpa XapaKTepUCTHUKA
Aunroputm mudpoBaHus I'OCT 28147-89
CraHapt CUCTEMHOM IIUHBI PCI Express x1
CxkopocTts mudponanus, Moaiit/c| 14
PasmepHocTh KJIro4a

256
mmdpoBaHus, OUT
Uucno KIYEr XpaHAIMMXCS B 37
O3Y mudparopa
Hatuuk cnygaiiabix yucen (JICY) | annmapaTHbIit
MoepKuBaeMsie MS-DOS, Windows
oTiepaIiOHHbIC CUCTEMBI 20.0 0/XF/2003/2008,

Windows 7 x32/64

. JMCKETHI, CMapT-KapThl

Tumbl KIOYEBBIX HOCUTENIEH

Touch Memory
[ToTpebnsieMast MOIITHOCTH, BT, He 4
oonee
["aGaputsl MOJYJIS
KPI/IpHTOH-IO, MM P 132x120x22
Macca ue 6oitee, T 100

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

TexHun4yeckune cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

KPUIITOH-10/PCI-E
YCTpPOUCTBO
KpUnTorpapuueckomn

3aIUTHI
OTpaHUYCHMUS
KOMIBIOTEPY

JaHHBIX

JOCTyIIa
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

KoMIiekT mocraBku

HanmMmenoBaHue KomnuecTtBO

Dopmysap 1

Mopayns KPUITTOH-10

1
Konraktupyromiee ycrpouctso st TM | 1
PykoBOACTBO MO 3KCILTyaTanuu |

Huctpuoytus «YK3W KPUIITOH-10.

[IporpaMMHOE 00€CIICUCHUEY. :
Huctpubytup  «lIlaker  mporpamm i
Crypton API»

YakoBka 1

B KOMILIEKT MOCTaBKK HE BXOAAT HOCUTENM KitoueBoil nHpopMaiuu (Touch Memory)
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl MH(bOpMaLLMM

Crypton Emulator

Kondurypauus apakee pa-amynsropa Q‘El@

CRYPTON emulator (c] ANCUD 1938-2007
[Taker mporpamm Crypton Emulator

(mamee - "Omymsarop") obecneunBaeT Depcanle

OnepaunoHHaa cuctema; Windows NT

IPOTPAMMHYIO AMYJISLHI0  (QYyHKITUN CepuiiHbIi HOMEp:
mudpoBaHUs YK3/ cepuu
"Kpunron" B CIIEAYIOIIINX 0K OTMeHa AMEHMT Cnpaska

OIICPAIIMOHHBIX CUCTCMAX:

OC Windows-95/98/Me/NT 4.0/2000/XP/2003/7 (x32);

Solaris 2.x, 7, 8 (s apxutekTyp x86, Sparc);

Linux 2.2, 2.4, 2.6.
Omynsarop obOecneunBaer mudposanue no aiaroputmy ['OCT 28147-89, nmo dyHKuusmM
mu@poBaHus SMyJISITOp NOJIHOCThIO coBMecTuM ¢ YK3/[ cepun "Kpunron". Takum o0pazom,
BO3MOXXHa 3ameHa ammapartHoro YK3J[ "KpuntoH" ero mporpaMMHBIM 3MYISTOpOM 0€3
KaKOro-JIM00 M3MEHEHUs] MporpaMMHOro odecmnedeHus, ucnonbsyromiero YK3/[ "Kpunton"

unu Crypton Emulator. .



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

IIngparops! KeCTKUX TUCKOB
Ha3znauenue:
AmnmapaTtHo-miporpaMmmHubie Kpuntorpadudeckue komruiekcsl M-590 («kKPUIITOH - ITIIJI/IDE), M-575 («KPUIITOH -
[TIIJI/SATA») u M-623 («KPUIITOH - MHTEI'PAJI») npennaznadeHsl A 3amuThl wHGOpMauu (B TOM YHCTIE
CBEJICHUI, COCTABISIONINX TOCY/IapCTBEHHYIO TailHy) Ha JUCKAX KOMIIBIOTEPA M 3alIUThl OT HECAHKIIMOHUPOBAHHOTO
noctyna (HCJI) pecypcoB kommnbroTepa. B cocTaB KOMITIIEKCOB BXOAMT MOJY/Ib IIPOXOJHOTO almapaTHOro mudparopa
cepun «KPUIITOH» u moacuctema 3amutel or HC/I Ha 6a3e anmapaTHO-pOrpaMMHOTO MOMYJIS IOBEPEHHOM 3arpy3Ku
«KPUIITOH-3AMOKY.
OcHOBHbBIE BO3MOKHOCTH:
[Ipo3paunoe mmdpoBanne manabix Mo [OCT 28147-89, mepenaBaeMbIX MeEXIy XOCT-KOHTPOJUIEPOM Ha CHCTEMHOMN
IJ1aTe KOMIIbIOTEPA U KECTKUM JUCKOM WK cbeMHbIM USB Hocurenewm;
OcHOBHBIE MPEUMYIIIECTBA!
ArnmapaTHasi peanu3alys alropuTMa Kpuntorpadguueckoro mpeoopa3oBaHus TapaHTUPYET IIEIOCTHOCTD alTOPUTMA;
[[udpoBanre mpou3BOIUTCA B CaMOM IjlaTre, W KIIO4M MU(POBAHUS XPAHATCS B HEHW K€, a HE B ONEPATUBHOU
NaMsITH KOMIIbIOTEPA;
AnnapaTtHblid JaTYUK CITyYailHBIX YUCEIT;
3arpy3ka kimroued mudpoBanus B ycrpoiictBo KPUIITOH-IIIIJ co cmapr-kapt u uaeHtudukatopoB Touch
Memory (i-Button) mpousBoautcs Hampsimyto, MuHyst O3Y W CHCTEMHYIO IIMHY KOMITBIOTE€pA, YTO HMCKIIIOYAET
BO3MOXHOCTb I€peXBaTa KIIIOUei;
B0O3MOXXHOCTh CO37aHUsI CUCTEM 3aIUThl MHGOPMAIUM OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa U pPa3rpaHUYEHUS
JOCTYyTIa K KommbloTepy Ha 6a3e ycrporicts KPUIITOH-3AMOK;
[IpumeHenue crienuanTu3upoOBaHHOTO IUGpIpoIeccopa A BHIMOIHEHUST KpUnrorpadguueckux mpeodpa3zoBaHUi
pasrpykaeT LeHTPaIbHbII IPOLIECCOpP KOMIIBIOTEPA;
[ITupoxuii CIEKTP NOANEPKUBAEMBIX TUIIOB HOCUTEIIEH;

Hezasucumocts ot OC u (haiaoBOi CUCTEMBI.
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XapaKTEPUCTUKU:

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/Il/I

HaumeHnoBaHue
rapamerpa

XapaxkTepucTuka

AJiroput™ U@ poBaHUs

['OCT 28147-89

HNutepdeiic
JMCKa

KCCTKOI'O

Cranpmaptr AT Attachment
with Packet Interface — 6
(ATA/ATAPI — 6) nis IDE
YCTPOWCTB 151 ANSI
x3.298-1997

PexxumMbl paboThI

PIO 0-4, MWDMA 0-2,
UltraDMA.

CxopocTthb
KpUNTOTPpadhUIECKOTO
npeoOpa3oBaHus JaHHBIX
IpU 3alUCU U YTCHUU C
AKECTKOTO JUCKA.

He MeHee 6 MoOaut/cex

JlaTunk CIIy4YalHBIX .
AnrmaparHeii
yucen (ACY), tun
Hocwurenn KJItoueBoM| YcrporictBo mamsatu Touch

uHpOopMaIUU

Memory

~
()
-
o
@
~
)

M-590 («KPUIITOH-
I I/IDE)
Ceptudpukar DCb Poccum

020-1556 ot 4 oxts16ps 2010r.
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

KoMImiekT mocraBku

HaumeHoBaHue KomuuecTBO

Dopmysap

Monyns [TIII/IDE

Kabenr MexmnarHoro narepdeiica

Kaboens UDMA

1Button 64Kout — 2 1it.

MOHTaXHBIH KOMIIIEKT

PykoBozcTBO mosib30Barens

PykxoBOsICTBO agMHUHKCTpaTopa

et | | | e | e | e | e | e | e

YmakoBka




XapaKTepUCTUKMU:

(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/Il/I

HanmMeHnoBaHue mapamerpa

XapakTepucTuka

AJITOPUTM P POBAHUS

['OCT 28147-89

Nutepdeiic CBSI3H C
KECTKUM JTUCKOM
KOHTPOJJIEPOM
CHCTEMHOU
KOMITbIOTEpa

Ha
IJ1aTc

crangapt  High  Speed
Serialized AT Attachment
Revision 1.0a .

CoBmMmectuMocThb ¢ SATA 11

PesxxuMbl pabOThI JKECTKOTO
UCKA

PIO 0-4, MWDMA 0-2,
UltraDMA.

CxopocTh
KpUNTOTPAPHUIECKOTO
npeoOpa3oBaHus  JIaHHBIX

Ipyu 3allMCu MW YTCHHH C
KCCTKOI'O JUCKA.

o 30 MoOaiit/cexk.

JlaTunk CilydallHbIX YHCEIl
(JICY), Tun

ATIapaTHbIi

Hocureab KJIIOUEBOH

-

YcrpoiictBo namsatu Touch

-

s296rcz

B <.
UL
&0 NO 5

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

M-575 («KKPHUIITOH-
I I/SATA»)
Ceprudukar OCh Poccuu

020-1287 ot 2 mapra 2009r.
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

KoMImiekT mocraBKu

HanmenoBanue KomnuectBo
Dopmysap 1
Mopnyns T/ SATA 1
Kabenp MexmnarHoro uurepdeiica 1
iButton 64Ko6ur — 2 mr. 1
Kabenb BHyTpenHuit SATA 1
JuctpuOyTuB «KPUIITOH-
ITHIJT/SATA. IIporpammuoe| 1
o0ecrieueHuE»

PykxoBozicTBO monb30Baress 1
PykoBoacTtBo agMuHuCTparopa 1

YrakoBka 1




«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/Il/I

XapaKTepUCTUKMU:
HanmenoBanue napamerpa XapakTepucThKa
Anroput™m mubpoBaHus I'OCT 28147-89
HNurepdeiic cBsa3u ¢ xxectkum| crangapt  High — Speed
nuckoM U koHTpoiuiepoMm Ha| Serialized AT Attachment

CUCTEMHOMN IiaTe

Revision 1.0a. wiu SATA

KOMITIBIOTEPA II/SATA TII.
Pexxumbl  pabotel  xkectkoro| PIO 0-4, MWDMA 0-2,
JTACKA UltraDMA.
CkopocThb
KpUNTOrpaduiecKoro
npeodpazoBanus gaHHBIX pu| 10 30 MOaiit/cexk.
3alUCH U YTCHHUHU C YKECTKOTO
JTMCKA.

- B TOJHOCKOPOCTHOM
CKOpOCTb peXuMe - HE MeHee 2
KPUITOrpaguuecKoro Moaiit/c;
mpeoOpa3oBaHusl JaHHBIX MPU
3allUCM W YTEHMHM C (Quienl-| - B BBICOKOCKOPOCTHOM
Hocutenss cranpapra USB| pexxume He wmenee 10
2.0. Mobaiit/c.
Hocurens KiroueBor| YerpoicTBo mamsaté Touch

M-623 («KKPUIITOH-
HUHTEI'PAJI»)

Ceprudpurkar ®Cb Poccum 020-1562
oT 4 okTs16ps 2010,

JlaHHoe u3aenue MnpeaHa3HAuYeHO MJIs
MPOXOAHOTO MK(POBAHUS TAaHHBIX Ha
HOCHUTENAX Kak ¢ uHtepdeiicom SATA,
Tak U ¢ USB, a Tak xe g
Oe3omacHoOM 3amucu MHGOpPMAIUU CO
CTallMOHAPHOTO HOCHUTENS Ha
CMEHHBIA, MUHYS CUCTEMHYIO IIHHY U
OMEPAIMOHHYIO CUCTEMY. 72



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

CeteBble mupparopsbl
M3nemust M-524T, M-524E, M-524CK, M-524K, M-525 (CepruduimpoBaHHbie ammapaTHO-
nporpammubie koMmiuiekcbl «KPUIITOH AncNet Pro») npeanHasHadeHbl Jisi 3allUINCHHOW IMEpeaadu
JaHHBIX B CETH (B TOM YHKCII€ U C BBICOKUM YpOBHEM rpu(a CEKpeTHOCTH) U 3alIUThl KOMIIBIOTEPA CETU
OT HECAaHKIIMOHUPOBAHHOTO BMEIIATEJIbCTBA TOCTOPOHHUX JIUI] B €r0 padoTy.
OCHOBHBIE BOBMOKHOCTH:
[Ipuem u nepenaua kanpon popmara Ethernet I mo npotokonam cemericta TCP/IP Bepcus 4;
[TotokoBoe mudpoBanue qanHbix B coorBeTcTBUU ¢ [[OCT 28147-89.
IIpeumyiecrna:
AnmapatHas peaiu3zalysg AITOpUTMa KpunTorpaduueckoro mnpeodpa3oBaHUs TapaHTUPYET
LEJTOCTHOCTh aJrOPUTMA;
[IudpoBanue Mpou3BOAUTCS B CaMOM IjIaTe, U KIIOUM IU(POBaHUS XpaHATCS B HEW Ke, a HE B
ONEPATUBHOW MaMSATH KOMIIBIOTEPA;
3arpy3ka kmoueid mudpoBanuss B ycrpoiictBo KPUIITOH AncNet co cmapr-kapt u
unentudukaropo Touch Memory (i-Button) npousBoautcs Hanpsimyto, MuHyst O3Y U CUCTEMHYIO
LIMHY KOMITBIOTEPA, YTO HUCKIFOYAET BO3MOKHOCTh MEPEXBATa KIIFOUEH;
B03MOXXHOCTh CO3/1aHMsI CUCTEM 3alllUThl MH(OpMALMU OT HECAHKIHMOHUPOBAHHOTO JOCTyINa U
pasrpaHuyeHus JocTyna K komnetotepy Ha 6a3e ycrpoiicte KPUIITOH AncNet;
[IpuMeHeHne crnenuaIu3upoOBaHHOIO MmU@pHIpoleccopa A BBIIOJHEHUS KpUNTOrpaduuecKux
npeoOpa3oBaHUil pa3rpyKaeT IEHTPaIbHBIN MPOLIECCOpP KOMIIBIOTEPA;

[Topnepxka mupoxoro crekrpa OC.
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XapaKTepUCTUKMU:

(MI'TY wum. H.O. baymana)

HaumMenoBanue napamerpa

XapakTepucTuka

CrangapTel nepegaun TaHHBIX

802.3, 2000 Edition (ISO/IEC
8802-3:2000) 802.3U, 802.3X

CereBas cpena

100 BASE — FX, 100 BASE — TX,

10 BASE - T

Croco0 3aumTel

[Ipo3paunoe muQpoBaHue
nH(popMarmonHoi yactu [P nakera

Crangapt mmdpoBaHUs JAHHBIX

['OCT 28147-89

[IpomyckHast CcIOCOOHOCTH  TepeAayu
TAaHHBIX IO CETH

He meuee 64 Mowurt/c

CranmapT ceTeBoro ypoBHs

IPv4

Crangapt cpenctB  UACHTHU(UKAIINAH,
ayTeHTU(UKAITH u KOHTPOJIS
[EeJ0CTHOCTHU 3arpyxaemoit OC

TpeboBanus ®Cb k AIIM/I3 Kiacc
3amuThl — 1b

OneparmonHas
(GYHKIIMOHUPOBAHUS U3JICTHUS

cpena

OC Windows NT 4.0 SP 6, 2000/XP/7
x32/x64/2008 x64/ Linux

Cranpapr uHTepdeiica  pacmupeHus
KOMITbIOTEPA

PCI Local BUS Revision 2.1, 2.2

Hocutens kitoueBoii nHGopmanuu

YerporictBo namsitu Touch Memory

Hocurens
uHbOpMaIIH

ayTeHTU(uIupyromein

YerpoiictBo namsati Touch Memory

[Torpebasiemast MOIITHOCTB, HE OoJiee

10 Bt

['abaputer monmyns KPUITTOH-8/PCI,
MM

190,3 x 122 x 22

Macca KPUIITOH-8/PCI , ne Ooiee, T

100

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

TexHun4yeckune cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

KPUIITOH AncNet
(M-524T)
Cepruduxkar DCb Poccuu

Pro

Ne020-1584 ot
2011r

1 suBaps
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHn4eckmne cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

KPUIITOH AncNet Pro (M-524T) umeer Tpu pa3iuyHbIX HcHonHeHus. Komriekr
MOCTaBKH HEOOXOAMMO YTOUHUTH MPHU 3aKas3e.

B nacrosmee Bpems crnenuanucramu OO0 dupma « AHKAJI» pa3zpaboranbl yCcTpoHcTBa
M-524E u M-524K, nognepxuatomue muHy PCI Express x1 u cereByto cpeny Gigabit
Ethernet. JlanHble TPOAYKTHI HMEIOT IOJOXKHUTEIbHOE 3akitoueHue (M-524E) wu
ceptudukar ®Ch Poccuu (M-524K).

[TPUMEYAHMUE: CeteBbie mudparopsl KPUIITOH-AncNet He MOTYyT HCHOJIB30BAThCS
oe3 AIIMJI3 KPUIITOH-3AMOK.
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XapaKTepUCTUKMU:

HanmeHnoBanue napamerpa

X apakTepucTuka

CTaHI[apTBI repecaadn JaHHbIX

802.3, 2000 Edition (ISO/IEC 8802-3:2000)

CeTeBas cpena

100BASE-FX, 100BASE-TX, 10BASE-T

Crioco0 3amuThl JaHHBIX

[ [po3paunoe
MH()OPMAaILMOHHOM
KOHTPOJIb  HE
BaroJIOBKa IMaKeTa.

mmdpoBaHue
yactu [P  makera,
3amu(PpOBaHHON  YacTu

CrangapT muQppoBaHus JaHHBIX

['OCT 28147-89

CKOpOCTh IIepeiayul TaHHBIX M0 CETH

He menee 140 Mowut/c

CTangapT CETeBOr0O ypOBHS [P v.4
CTaHmapT  CpeACTB  HACHTH(UKAIUH,
Ay TeHTU(DUKAITIT u kouTpossi[[pedoBanns k AIIM/I3 mo kimaccy 1b

[1e710CTHOCTH 3arpyxaemont OC

Cranmapt uHTepdeiica  pacmmpeHusPCl Express x1 rev.1.0/1.0a/1.1 nu6o PCI
KOMIThIOTEpa ocal BUS Revision 2.1, 2.2
OnepanmroHHas cpez[ak)C Windows NT 4.0 SP 6, 2000/XP/7

(bYHKIIMOHHPOBAHUS U3EIINS

x32/x64/2008 x64/ Linux

Hocurenr kiroueBoil wuHpOpManuu
Ay TeHTU(UITUPYFOIIUN HOCHTEIIb
[10JIb30BATEIIS

YerpoiictBo mamsita Tuna Touch Memory

[ToTpebisieMass MOIITHOCTD U3ICTIUS

He Oosiee 10 Bt

["aGaputel moxynst KPUIITOH AncNet
Express, MM

180 x 81 x 22

Macca

He 0osee 100

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIH(*)OpMaLI,I/IVI

KPUIITOH
Express (M-524E)
3akiroueaue @Ch Poccun

AncNet

KPUIITOH AncNet Pro
(M-524E) UMEET  JIBa
pPa3JIUYHBIX  WCIOJHEHUS.
Komriexr IIOCTaBKU

HEOOXOIMMO YTOYHHTH MPHU
3aKase.

[TPUMEYAHUE: CereBbie
mU(PATOPHI

KPUIITOH-AncNet  _ He
MOTYT HCHOJIb30BaThCA 0€3



«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)

XapaKTepUCTUKMU:
HaumMenoBaHue napamerpa XapakTepucTuKa
802.3, 2000 Edition (ISO/IEC

CTaHI[apTBI nepeaain faHHbIX

8802-3:2000)

CereBas cpena

1000BASE-SX

Croco0 3ammThl JaHHBIX

[IPO3pavyHoe mudpoBaHue
uHpopmanronHou dyactu [P makera,
KOHTpOJIb ~ HE  3amupoBaHHON

qaCTH 3aroJIOBKa ITaKCTa.

Crangapt mmudpoBaHUS JTAHHBIX

['OCT 28147-89

CKOpOCTh mepenayu JaHHBIX 110
CeTH

1o 400 Mout/c

CrangapT CeTeBOTr0 ypOBHS [P v.4
Cranpapr CPEACTB
UACHTU(UKALINN, TpeboBanus k AIIMJI3 mo kmaccy

ayTeHTU(PUKAIIMK U KOHTPOJIS
11eJI0CTHOCTHU 3arpyskaemoit OC

1b.

OneparoHHast cpena
(bYHKIMOHUPOBAHUS U3ENUs

'Windows XP/7 x32/x64/2008 x64/
Linux

Crangapt uHTEpPeiica
pacIIMpeHnsi KOMITbIOTepa

PCI Express x1, rev.1.0/1.0a/1.1
6o PCI Local BUS Revision 2.1,
2.2

Hocurens KtoyeBoi|YceTpoiictBo mamst Tuna Touch
nHGpOpMaLK Memory

["abapuThl, MM 180 x 81 x 22

Macca, He 0oJjee, r 100

TexHun4yeckune cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

KPUIITOH AncNet 1000
(M-524K)
Ceptudukar OCbh Poccumn

No(024-2447 ot 17 nrong 2014r.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

CeteBble ajanTepbl
Haznauenue:
CereBble apantepsl AncNet mpenHa3sHaueHbl Uil MEpelayd JIaHHBIX B KOMIBIOTEPHBIX ceTsax. OHu
00ecreuynBa0T COBMECTUMOCTh CO BCEMHU TUITAMHU aKTUBHOTO CETEBOTO 0OOPYIOBAHUS U CETEBBIMH aJalTePaMU
3apyOeXHbIX pousBoauTenei. CrenuansHo pa3padoTaHbl ApaiBephl CETEBOM IUIATHI, KOTOPBIC MOAACPKUBAIOT
pabotry B OC DOS, Windows u Linux.
B coBpemMeHHBIX yCIOBUSX 0CO00€ 3HAUCHUE YACNSIETCS BOMPOCY UMIIOPTO3AMEIICHHS U JOBEPEHHbBIE CPEICTBA
OTE€YECTBEHHOTO MPOM3BOACTBA BBI3BIBAIOT BCE OOJBIINI HHTEPEC POCCUICKUX MTOTpeduTene. B aTux ycnoBusx
Oupma «AHKA/I» npencrasisieT cBou JOBEPEHHBIE ceTeBbIe anantepbl AncNet.
[IpeumymecTna:
CeteBble agantepsl ceMeiicTBa AncNet mpou3BeIeHbI MOTHOCThIO HA OTEYECTBEHHOM MPOU3BOJICTBE;
TexHomOrMM MPOU3BOJACTBA M pPa3paOOTKHM YCTPOWCTB IMO3BOJSIOT TapaHTHPOBATh JOBEPEHHOCTh U
3aIUIIEHHOCTh CETEH, MOCTPOEHHBIX Ha 0a3ze ycTpoilcTB AncNet;
CoBpeMeHHas dlIeMEHTHas 0a3a TMO3BOJISIET TapaHTUPOBATh MPOM3BOACTBO HAa MPOTSHKEHUHM BCETO CPOKa
AKCILTyaTallii CUCTEMBI, B KOTOPYIO OyyT BHEAPEHBI U3/ICIHS;
CemeiicTBO ceTeBbIX afganTepoB AncNet UMEIOT BO3MOXKHOCTH pabOTaTh B Pa3IUYHBIX Cpelax Mepeaadu
nanubix (FX,TX). [Ipu ucnonap30BaHUU B CETSIX, IOCTPOCHHBIX HA ONTUYECKUX CpeAax Mepeayu TaHHBIX,
€CTh BO3MOXKHOCTH BBIOOpa HE TOJIBKO BUA MOJKIIOUEHUS K ceTeBoMy obopynoBanuto (SC,ST), HO Tak ke
0 TUITY ONTHYECKOTO BoJIoKHA (multi mode, single mode);
YerpotictBa cemeirictBa AncNet cepun 1000 Bemomuensl B dopmdbakrope half-size PCI Express, uro
MO3BOJIIET BHEAPATh UX B PA3JIMUHbIC KOMIUJIEKCHI, TJI€ Mallblii pa3Mep U BbICOKAask MPOU3BOJUTEIBHOCTh
HEOOXOIUMBI JIS HAaJIeKHON 1 MHTCHCUBHOM paOOThI.
VYrpasnenne cereBbiMu anantepamu AncNet 1000 ¢ momombto cemeiictBa ycrpoiicte KPUIITOH-3AMOK
00€CIIEYMBAET MOCTPOEHHE CIIOXKHBIX CUCTEM, B KOTOPHIX HEOOXOIMMO rapaHTUPOBAHHOE YIIPABICHUE JOCTYIIOM
MOJIb30BATEIIEH K CETEBOU Cpe/ie.



XapaKTepUCTUKMU:

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)

HaumMenoBanne napamerpa

X apakTepuCTUKa

CranaapThl Iepeaaun JaHHBIX

802.3, 2000 Edition (ISO/IEC
8802-3:2000), 802.3U , 802.3X

CereBas cpena

100 BASE — FX, 100Base — TX,
10Base-T

TUI pa3beMa:

- 100BASE- FX -
ST(multi-mode);
- 100BASE- FX -

SC(multi-mode);

- 100Base— TX — RJ45;

- 10Base-T — RJ45.

Cranaapt CUCTEMHOU IINHBI

PCI Local BUS Revision 2.1, 2.2

[TapameTrpsl cucteMHOM mKHBI PCI

PaspsinHocts - 32 Oura;

'Windows 7,
OC QyHKITMOHUPOBAHUS U3IEITHS Windows 7 x64,
'Windows Server 2008 R2 x64
Cpennsii ~ CKOPOCTh  BBIPaOOTKH 100
ciydaiiHbIX uncen, Koalt/c
["aGaputsl Mmomynst AncNet Pro, mm 121 x 90 x 22
Macca, He OoJjiee, T 100

TexHun4yeckune cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

CerteBblie agantepsl AncNet Pro

N3nenue AncNet Pro umeer necsith
WCMOJIHEHU B 3aBUCUMOCTH OT THIIA
(bU3NYECKON Cpeabl KOMITbIOTEPHOU
CETH, TUMNA pazbeMa MOJKIIOYCHUS K
CeTM W HAIMYUSA WIM OTCYTCTBUS

JICU. IleHy, CpOK TMOCTaBKH H
KOMIUJICKTAITMIO YTOUHSHUTE Y HAIIUX
CIICI[HAIVCTOB.
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(MI'TY wum. H.O. baymana)

CereBort amantep AncNet X2 TO3BOJSET OCYIIECTBISATH
amnraparHoe pa3rpaHUYCHUE JOCTylma K JIBYM Pa3jdYHbIM
KOMITBIOTEPHBIM CETSIM C MCITOJIb30BAHUEM TOJILKO OJIHOM CETEBOM
KapThl. J[aHHOE€ YCTpPOHCTBO HMEET JIBa PAa3lC/IbHBIX CETEBBIX
BBIXOJIa C BO3MOKHOCTh MX alapaTHOTO BKIIOYCHHUS/OTKIFOUCHUS
Ha PaHHUX CTAJUSIX 3arPy3KU KOMITBIOTEPA.

CereBoie amanTepbl AncNet x2 - opuruHaibHas pa3paboTKa
®upmbl «AHKA]I», obecrieunBaroiias COBMECTUMOCTb CO BCEMH
TUMAMU aKTUBHOTO CETEBOro OOOpYy/IOBaHUS W  CETEBBIMU
aganTepaMu  3apyOexHbIX  mpouszBoauTenei.  CrernuanbHO
pa3paboTaHbl TakXe JApadBepbl CETEBOM IIIAThl, KOTOPBIC
noaepxkuBaroT padoty noj ynpasieHuem OC DOS, Windows u
Linux.

Monyne AncNet Pro x2, uMeeT naTh UCHOJIHEHUH B 3aBUCUMOCTH
oT Tuna (GU3NYECKON Cpe/ibl KOMITBIOTEPHOW CETH U THUIIA pa3bema
NOAKIIFOYEHHST K ceTu. LleHy, CpoK MOCTaBKM M KOMIUJIEKTAIUIO
YTOUHSIUTE y HAIIUX CIEIAATUCTOB.

«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

TexHun4yeckune cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

CereBble aganrTepbl
AncNet x2
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay

(MI'TY wum. H.O. baymana)

TexHunyeckne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

HavmenoBanue napamerpa

X apaKkTepruCTHUKa

CrangapTsl epeiadyu JaHHbBIX

802.3, 2000 Edition (ISO/IEC 8802-3:2000), 802.3U, 802.3X

CeteBast cpena

100BASE-FX, 100BASE-TX, 10BASE-T

TUIl pa3beMa.

- 100BASE-FX - ST(multi-mode);

- 100BASE-FX - SC(multi-mode);

- I00BASE-TX - RJ45;

- I0OBASE-T - RJ45.

CTaHaapT CUCTEMHOW IITUHBI

PCI Local BUS Revision 2.2

OC hyHKITMOHUPOBAHUS WU3ICITHS

Windows 2000 Professional SP4,
'Windows XP Professional SP3,
'Windows XP Professional x64 SP2,
Windows Server 2003 R2 SP2,
'Windows Server 2003 R2 x64 SP2,
Windows 7 Professional SP1 ,
Windows 7 Professional x64 SP1,
Windows Server 2008 R2 x64 SP1.

[TapameTrpsl cuctemuol muHbl PCI

PaspsinHoCTh - 32 Oura;

[loTpebiisiemas MOIIHOCTD, HE Oosiee, BT |5
["abapuThl NEYATHOU IUIATHI, MM 121 x 137 x 22 o,
Macca, He Oojee, Kr 0,2




«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»

(MI'TY wum. H.O. baymana)

XapakTepuCTHKa

HaumeHnoBaHue napamerpa
Crangaptsl repenayu
TAaHHBIX

802.3, 2000 Edition (ISO/IEC
8802-3:2000)

CereBas cpena

1000BASE-SX, 1000BASE-T

CraHmgapT CUCTEMHOM IIMHBI

PCI Express x1

[TonnepxuBaecMbie
ONIEPALMOHHBIE CUCTEMBI

Win7 x32, x64;
Win8 x32, x64;
Linux Ubuntu (Bepcuu 3.5);

CKopoCTh mepefayu JTaHHbIX
10 CETH, HE MeHee MOuT/c

[ToTpebmsiemast
He Ooiee, BT

MOIITHOCTB,

Debian/Linux 6.0.4 (ssapo
Bepcun 2.6.32-5-amb64);

Ubuntu 12.04.1 LTS (sampo
Bepcun 3.2.0-34)

900

5

["abaputsl moayns CHUA-IG,
MM

134 x 80,2 x 22

Macca, He Ooliee, T

100

TexHun4yeckune cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

AncNet

CeTteBble
Pro 1000
Monayns AncNet Pro 1000, umeer
J(Ba HCIIOJHEHUSI B 3aBHCHUMOCTU

ajanrepbl

oT Tuna (U3UYECKOH CpEbI
KOMIIBIOTEPHOM CE€TU MW  THIIA
pazbemMa MOAKIIOYEHUS K CETH.
Ileny, @ CpOK  TMOCTaBKH |
KOMIUICKTAIUID  YTOUHSIUTE Yy

HallmnuX CIICIIUAJINCTOB.
82



«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckmne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

CpeacrBa pa3rpaHuydeHus J0CTyna ClctEG

Ceprudukar ®Cb Poccuu NeCD/022-1887 ot 18 uronsg 2012r. 9933%%';'{,};‘8“““
Cepruduxar ®CTIK Poccun Ne3130 ot 08.04.2014r. i
Cuctema pasrpannuenus jgoctyna «KPUIITOH-LIWT» mnpencrasmser coboit
anmaparHO-IPOTPaMMHBIH KOMILICKC CPEIICTB 3aIUTHI uHdopmaIuu,
MpeHa3HAYCHHBIN JJIs 3alUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYIa K MHPOpMaIIUH
B 32 u 64-0uTHbIX omepainuoHHbIi cucteMax Microsoft Windows. «KPUITTOH-

U T» byHKIMOHUPYET KaK Ha aBTOHOMHBIX IEPCOHATBLHBIX KOMITBIOTEpaX, TaK U Ha
CPEIICTBAX BHIYUCIUTEIBHON TEXHUKH, 0OBEUHEHHBIX B JIOKAIHHYIO CETh.

Cucrema «KPUIITOH-IIUT» cooTBeTCTBYyeT BCeM TpeOOBaHUSIM PYKOBOASIIMX JIOKYMEHTOB
T'octexxomuccuu (PCTIK Poccumn) no ypoBHIO 3alIUThl TOCTAWHBI — pEANM3ysl MAHJATHBIA MPUHIIUI
pasrpaHuyeHus JOCTyna Mo Ha0Opy HEpapXMUeCKUX W HEUEpPapXUUECKUX KaTeropuil M HCIOJb3ys
MOJIHYIO MATPUILY JIOCTYIIA «IOJIb30BATEIN-MPOLIECCHI-PECYPCHD).

Cucrema «KPUITTOH-IuTt» paGoTtaeT Ha ypoBHE MHUKposapa onepanuoHHoi cucrembl (MS Windows
NT, 2000, XP 32/64, 2003 32/64, Vista 32, 7 32/64), ne3aBucuMo ot BcTpoeHHBIX B OC cpeacTts
KOHTPOJSL JOCTyNHa, W OTIWYaeTCd HU3KUMU cUCTeMHbIMU TpeOoBaHusmu. «KPUIITOH-ILUT» ne
n3MeHseT cucteMubiid ¢aittel Windows. B Hacrosmee Bpemst CPIl «k KPUTITOH-IIIUT» mocTtaBnseTcs B
JIByX BapUaHTAaX:

CPl «<KPUIITOH-IIUT» umeer Cepruduxkar ®CHb Poccum NoeC®D/022-1887 ot 18 wmrons 2012r.,
paboraet B OC (MS Windows NT, 2000, XP x32/64, 2003 x32/64, Vista 32, 7 x32/64)

CPII «KPUIITOH-LLIUT 7» umeet ceprudurar DCTIK Poccrm Ne3130 ot 08.04.2014r., padoraet B OC
(MS Windows NT, 2000, XP x32/64, 2003 x32/64, Vista 32, 7 x32/64). OcuoBabiM oTinumaueM oT CP]]
«KPUIITOH-IIIUT» saBnsercs BO3MOXHOCTH pabOThl 0€3  ammapaTHOM  COCTaBIAIONICHS3 C
HUCIIOJIb30BAHUEM B KAUECTBE AJICKTPOHHOIO KiIroua Rutoken.




«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Bxoa B cuctemy

OcnoBnbie Bo3MoxkHOCTH CPI « KPUITTOH-LIIUT»: e DTEoT

WnenTudukanys u ayTeHTU(PUKALMA OJIb30BaTENIEH T
PeanuzoBana eauHas W OJHOpa3oBas  MJACHTHUPUKALUS U Mopoins:
ayTeHTU(DUKALUS 1715 TTOJIb30BaTENsl, ¢ POpMUPOBAHUEM NPODUIIS MPaB EN
JOCTYyTIA; [ Bxon & cvcTemy J
KoHTposb AoCTyma K pecypcaMm KOMITbIOTEPA; [ Sssepuermepabors |
KonTponb EeJIOCTHOCTH OIEPALUOHHOU Cpelbl METOIOM e

KOHTPOJIbHOI'O CYMMHPOBAHH,

MangaTHbId U AUCKPEUUOHHBIN IPUHIUIN pa3rpaHUYEHUs qocTyma K pecypcam OC;
HNuTerpupoBanHas HACTPOWKA W OMMCAHUE MOJIb30BATENEH, ITPAB JOCTYIIA MOJIb30BATENEH K PECypcam;
ABTOMaTHueckasi OJOKHUpPOBKa JOCTyla K pecypcaM IE€pCOHAIbHOTO KOMIIbIOTEpa BO BpeMs
OTCYTCTBHUSI MOJIb30BaTENsl (IEPUO/I HEAKTUBHOCTH MOJB30BATENS, XapAKTEPUZYIOIIUNCS OTCYTCTBUEM
paboOTHI C KJIAaBUIIIAMU KJIABUATYPhI U MBIIIIN);

B03MOXXHOCTh TpacCHpPOBKM OOpalleHUl K pecypcaMm MPOrPaMMHOIO OOECHEUYeHUsl B CIEIUaIbHOM
OTJIAJIOYHOM PEKUME;

Pasrpannuenue nocTymna K npoueaypam (mporpamMmmam);

OObecneueHne eqUHOrO MHTEpdelica Mmonb30BaTes sl padoThl C MpoleaypamMu (mporpaMMmamu),
OJTHOBPEMEHHO BBIMIOJIHSIONIETO pa3rpaHUUYEHUE JOCTyINa K MpoleAypaM s KaKJI0M KaTeropuu
MOJIB30BAaTEI;

PoneBas Mojenp pa3rpaHUdeHUs JOCTYyIIa K Ipoleaypam (IporpaMmmMam);

[Toaaepsxka MHOTOIIIATOBBIX MPOIEAYP C BO3MOXXHOCTBIO HACJICIOBAHUS ITIOJTHOMOYHUIA 1 0€3 Hero.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

HMHTerpanms ¢ annapaTHbIMU CPEICTBAMU 3aIUATHI
Cucrema pasrpannueHus gocryna « KPUIITOH-IIWT» wmHTErpMpoBaHa ¢ M3AECIUAMHU CEMENCTBA
AIIMI3 «KPUIITOH-3AMOK», uznenusmu cemerictea « KPUITTOH-AncNety», mudparopamu
muckoB  cemeiictB  «KPUITTOH-IIII», a  Takxe  aOOHEHTCKMMHU  IIU(paropaMu
cepun «KPUIITOH» , 4TO MO3BOJISIET CYWMIECTBEHHO IIOBBIIATH YPOBEHb 3alIUTHI 3a CYET
JTOTIOJIHUTEIbHBIX KPUNTOTPAPUUECKIX BO3ZMOXKHOCTEM.
PasrpannueHue U KOHTPOJIb AOCTYNA K NepUDEPUIHBIM YCTPOHCTBAM
HononaurensHOE pasrpannycHue gocryna k USB-ycrpoucTBaM, perucTpanusi JTaHHBIX IIPU
nevyaru (ailyioB Ha IPUHTEPE
['uOkas crucTeMa NPOTOKOJIMPOBAHUS U ayIUT COOBITUIM B CUCTEME 3alIUThl MHPOPMAIUH;
[Togaepxka ABYX >XYpHAQJIOB ayquTa IMOJI30BATENsl — y4yeTa COOBITMH M OOpalleHui K
pecypcaMm. Kpome Toro, BeieTcs )KypHai Ie4aruy,
ABTOMATU3UPOBAHHBIE CPEACTBA MOCTPOEHHUS TTpoduiiei (Oenblii CIUCOK);
KOHTpOJIb OTIIaI0YHBIX PETUCTPOB;
JIMHAaMUY€ECKUI KOHTPOJIb LIEJIOCTHOCTH;
["apanTUpOBaHHas OYUCTKA OMEPATUBHOU ITAMSTH.
Cucrema 3amutbl Ha 0aze «KPUITTOH-IIUT» nomkHa CTpOUTHCS HAa OCHOBE KOMILJIEKCHOTO
MOAXOAAa W BKIIKOYATh OPTraHU3ALMOHHBIE MEPBI M TEXHUYECKHE CpelcTBa. llog TexHmueckumu
CPEACTBAMH 3aIllUThl MOHUMAETCS COBOKYITHOCTh AamnmaparTHbIX W IPOrPaMMHBIX CPEACTB,
pean3yIoKX B UHPOPMAIMOHHBIX chucTeMax (pyHKIUIO 3amuThl nHPopmaruu ot HC/I.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

o R 2

S <
LAY 3
T |

KommonenTsl, Bxomsmue B cuctemy CPJI o Crynebise yranis Brok pasrpansenss i st
«KPUTITOH-LUT: k s TEcsa "
[TogcucremMa KOHTPOJIS — ILEAOCTHOCTH G |
3TAIOHHOTO IPOrPaMMHOTO e ipmheaes o o ¢
oOccricueHusi,  UHTETPUPOBaHHAS  C

anmapatHbiMu cpeactBamu (KPUITTOH-

SAMOKYy
- >

[ApaiiBep pasrpaHiyeins [lpaiiBep dunbrpaLmu

focryna ycrpoiicrs USB
[Toncucrema UJeHTUUKAITUN U : '
1 Yy VvV V
ayTeHTU(UKAITUH IIOJIB30BATEIIEH, - e
WHTETPUPOBAHHAsT €  ammnaparHbIMU Annaparmsie pesctsa saupT werpepuaso
& 3arpy3ku
cpeactBamu (KPUIITOH-3AMOK/Y);

Apxumexmypa cucmemst

HOI[CI/ICTGMa pas3rpaHudYCHUs 10CTYyIIa

K Mpoleaypam (Jucreryep MEHIO), peaanu3yolias poJieByl0 MOJIEIb, 1 pa0OUYUM CTaHIUAM;
[loncuctema pasrpaHuyueHUs] JOCTyHa K pecypcaM OINEpPallMOHHOW CHCTEMBbI, pealu3yrolias
JTUCKPEIIMOHHBIA Y MaHIaTHBIN PUHIUIT JOCTYTIA;

[Toxcuctema ynpapieHus, peain3yrolias KOHTPOJIb UCIIOTHEHUS MPOIECCOB (MTPOIEAYP) B CUCTEME;
[loncuctema  TPOTOKOMUpPOBaHUS ~ pabOThI  mMoOJB30BaTeNss U (QUKcCAIUU  COOBITHI
HECAHKIIMOHUPOBAHHOTO JOCTYMAa B CIEIUATILHOM KypHAJIC YUETa;

CpencTBa aAMUHUCTpATOPA 3aIUTHI U MPOTPAMMHUCTA COMPOBOXKACHUS MO HACTPOMKE MpaB JOCTyNa
MOJIb30BATEJNICH K IPOIIeypaM U pecypcaM CUCTEMBI U IPyTUe CIy>KeOHbIE YTHIUTHI;

CpencTBa nojiy4eHus CrpaBok o coobiTusix u nomnbiTkax HCJI B cucreme;

[IporpamMmma peanuzanuu Tay3bl HEAKTUBHOCTU, OOECIEYMBAIOIIas OJIOKHUPOBKY NEPCOHAILHOTO
KOMITBIOTE€pA BO BPEMs OTCYTCTBHUSI MOJIB30BATEIIA.



(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

AnmaparHble CpeACTBA 3alUThI

UJICHTU(PHUKALMA U ayTeHTU(PUKALIMS [T0JIb30BaTes;

IIPOBEPKA HEIOCTHOCTH (HailjIOBOM CUCTEMBI;

npenorBpanieHue 3arpy3ku OC ¢ aIbTepHATUBHBIX HOCUTEIICH;
KOHTPOJIb KOH(UTYypallii KOMITbIOTEPA.

[Toacucrema neHTU(PUKAIIMY U Ay TEHTU()UKALITT

NpONOKEHUE  UIACHTU(UKAIMKM U ayTeHTU(UKaUu  (ONpeaeICHHE
MOJIb30BATEN );

(opmupoBaHue npoduiis mMpaB AOCTYyNa MOIb30BATENS;

noakroueHue k pecypcam OC;

JOTIOJIHUTEIbHASL Ay TEHTU(DUKALIHUS TTPU BBIXOJIE U3 CEaHca.

IToncucrema pasrpannyeHus gocryna K pecypcam OC

JTHMCKPEIIMOHHBIN IPUHIIAI pa3TpaHUYCHUS JOCTYIIA;
MaHJAaTHBIA TPUHIUIT pa3rPaHUYCHUS JIOCTYTIA;
HacJieJIOBaHUE MPaB JOCTYIIA;

KOHTPOJIb IOCTYyIIa Ha ypoBHE mporeccoB OC.

biiok pasrpannuenus nqocryna k USB-ycTporicTtBam

unentudukanuss USB-ycTpoiicTs;
pasrpaHU4eHUe JOCTYIIA.

«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay

craryca
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Jncneruep MeHIO
pasrpaHuyeHue JOCTYyNa K mporeccaM (Mpoueaypam);
CO3JIaHME JJIs TIOJIB30BATENS CIIMCKA JOCTYIHBIX ITPOLEAYD;
yIpaBlieHUE pab0TOI MOJIB30BATENS B CEAHCE.
[Toncucrema ayaura
buxcarys coosrtuii HC/I;
bukcaryst ”HGOPMAITMOHHBIX COOBITHUI;
(dukcanusi COObITUI HACTPONUKHU TTOTHOMOYMIA;
CpeACTBA BEJACHUS U NIPOCMOTPa XypHaa;
buxcanus oopamienuii k pecypcam OC B 3aBUCUMOCTH OT HACTPOUKH.
Pexxum 1may3bl HEaKTUBHOCTHU
OJTOKMPOBKA KOMIIBIOTEpAa W TalllCHUE OHKpaHa II0 HCTEUCHUH 3aJaHHOrO0 WHTEpBasia
BPEMEHU MPU OTCYTCTBUM MPHU3HAKOB aKTUBHOCTH I0OJIb30BATES;
BOCCTAHOBJICHUE CE€aHCa MOJIb30BaTEIIsl TTOCIIE BBEICHUS MapOJIs.
biok perucrpanuu nedaru
perucTpaius JJ0OKyMEHTOB, BbIIaBAa€MbIX Ha IIPUHTEP UEPE3 CYIIEP;
(uKcanusi peKBU3UTOB BbIJJABAEMbIN IOKYMEHTOB (pa3mep, AaTa, BpeMmsi, I0JIb30BaTeb U T.

1.).
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Cy>xeOHbI€ MPOLIETYPhI U BCIIOMOTATEIbHBIC YTUIIATHI
HacTtpoiika BJ] momHoMouuii (3aBeleHHE OOBEKTOB M CYOBEKTOB 3alllUThl, IMPaB
I0CTyIa U T.J.);
HACTPOMKA IPaB JOCTyNa JJIsl CACTEMHBIX 33]1a4;
pa30JI0KHUpPOBKA MOJIb30BATENICH;
reHepanus naposeu nosb3osareneu B OC;
POCMOTP XypHaJia ooparieHuii k pecypcam OC B 0TJIaIOYHOM PEKUME;
onpeiesieHre UACHTU(PUKAIIMOHHBIX JJAHHBIX MoAKI04aeMblix USB-yCcTpoiicTB;
MPOCMOTP TEKYIIEro NMpoduiisi MoJb30BaTENs BO BHYTpeHHEM (hopmare;
aBTOMarnudeckoe (PopMHUpOBaHHWE TIpaB JOCTyNMa K MPOILECCYy IpHU CHEIUaTLHOM
3aIryCKe.

YnpasieHue c€aHCOM TOJIb30BATENS
KOHTPOJIb 32 3aIlyCKOM U 3aBepuieHueM npoueccos B OC;
yIIPaBJICHUE MPOLECCOM 3arpy3KH U BBITPY3KH C€aHCa MOJIb30BATEIISI(HEMPEPHIBHOCTD
3arpy3KH);
yrpasieHue B3anmozaerncteuem ¢ AIIM/I3.
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«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckmne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

Hpoaykmus Crypton Lock
Ceptuduxkar @CTIK Poccun Ne2600 ot 21 mapra 2012r.

Ha3nayenue:
[Iporpammuoe cpenctBo 3amuThl MHPopmaruu Crypton Lock mnpegHazHaueHo ajis
o0ecrieueHusl CAHKIIMOHUPOBAHHOIO JOCTYyMa Ha cepBep, JIMOO Ha padouyr0 CTaHIHUIO IMOJ
ynpasiieHueM Microsoft Windows u nomena Windows. IIpu ncnonb3zoBanuu Crypton Lock
CTaHJapTHas ayTEHTU(PUKAIMS TIOJIH30BaTENsl MO JIOTHHY-MAPOJII0 3aMEHSIETCS CTPOTrou
nByxdaktopHoii ayreHTUPuKanuei nocpeactsoM USB-Tokena PyTokeH.
OCHOBHBIE BO3MOKHOCTHU:
[lo3BosisIeT yKeCcTOUuTh TPEeOOBAHUSI MOJUTUKKA OE30MACHOCTH K MOJb30BATEIHCKUM
apoJisiM;
MUHUMU3UPYET PUCK KPAXKH MAPOJICH 32 CUET CHUXKEHUS YEJIOBEUECKOTo (haKkTopa;
Jlenaet mpolienypy aBTOpHU3AIlMU TOJIb30BaTelsl Oojiee yNOOHOM, TaK Kak IO3BOJISIET
OTKa3aThCsl OT BBOJIA JIOTMHA U MMAPOJIS;
[Togaep>xuBaeT MeXaHU3MbI IOMEHHOM aBTopu3anuu Windows;
[lo3BosisieT aBTOpPU30BaTh Kak JOMEHHBIX TIOJIb30BaTeleld, Tak U JIOKAJIbHBIX
MOJIb30BaTENEH KOMITBIOTEPA;
[To3BosisieT Hae)KHO OJIOKUPOBaTh pabOYyI0 CTAHLMIO NP BPEMEHHOM IPEKpAIllCHUU
padoTHI. 20



«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY um. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl VIHCbOpMaLI,I/IVI

IIpeumyuiecrna:
[Iporpammuas yacte Moayisi Crypton Lock cepruduumpoBana

1o 4 Kjaccy OTCYTCTBHUSI HEIECKIAPUPOBAHHBIX BO3MOXKHOCTEM
(HAB) (Cepruduxar @CTIK Ne2600 ot 21 mapra 2012r.);

Hcnonsiyercs nByXx(akTopHas ayTeHTU(DUKAIUS
MOJI30BATENs, 3aMEHSI CTAaHAAPTHBIE MEXaHU3MbI 3aUThl OC
Windows;

B kauectBe wiroueBoro Hocurens npumensercs USB-toxken PYTOKEH, nmerommin
cepruduxar @CTIK Poccun.
Tunosoii cuenapuii npumenenus Crypton Lock
Monayne Crypton Lock coBmectum ¢ OC Microsoft Windows 2000/XP/2003/Vista/2008/7.
Jlns pazBopaunBanus Crypton Lock cnenyer:
YcranoButh Crypton Lock Ha Bce 3amuiaeMbie KOMIBIOTEPHI;
[IpoBecTH perucTpanuio KaxAa0To MoJIb30BaTeNs Ha peaHa3HaYeHHOM eMy USB-TokeHe
PyTtoxes;
Pazpars yctpolicTBa moJib30BaTeiasiM (IPU 3TOM COOOIIATh MapoJib MOJb30BATENSIM HE
TpeOyeTcs).
IIpu pabdore Crypton Lock mommensier crangapTHblii uHtepdeiic Bxoga B Windows u
OJTOKMPOBKM KOMIIBIOTEPA, IIPU 3TOM MPOCUT TOJIB30BATENS MOJKIIOUUTh PYTOKEH U BBECTH
ero PIN-koz. 91



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHn4eckmne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

4.11.6. 3amura KomnbrTEPoB Npu Tpancnopruposke - Keic «TEHDb»
Keiic «TEHb» npennasnadeH Jyisi TpaHCHOPTUPOBKU HOYTOYKOB IO/ OXPaHOW ¢ BO3MOXXHOCTBIO
ABTOMATUYECKOTO YHUYTOKEHUSI MHGPOPMAIIUU TP TOIMBITKE HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Nmeer aBTOHOMHBIM WMCTOYHHMK ITMTAHUS, NUCTAHUIMOHHOE yIpaBieHHE. MOHTUPYETCS B IIbLIE-,
BJIaro-, B3PhIBO3AIIUIICHHBIA KEUC (puc. 4.52).

Takxe MoOXKeT OBbITh HMCIHOJIB30BaH IS TPAHCIOPTUPOBKU JKECTKUX JUCKOB,
JUCKET, ayluo-, BUIEO-, CTpUMEpHBbIX KacceT. [IpodeccuonanbHas moaesnb
npeaHa3HavYaeTCs ISl YHUYTOXKEHHS B JIF0O0OM MOMEHT wuH(opMamuu ¢
MarHUTHBIX HOCHUTEJIEH MNpH HX TPaHCIOPTUPOBKE. lMMmeeT NOBBIIICHHYIO
3allUTy, COOCTBEHHOE MHKPOIPOIIECCOPHOE YIPABICHUE, aABTOHOMHBIM
HWCTOYHUK PE3EepPBHOrO MHUTaHMs. M3roTaBiuBaeTcss TOJIBKO TMOJ 3aKa3, Ha
OCHOBAaHHUHU OMPEACIICHHON KIWEHTOM KOMIUICKTalMu. PexomeHayeTcsl Kak
CpPEACTBO 3amuThl MHpoOpMaruu (komuu, ayonukarbl, Backup) mnpu ee Puc. 4.52. Keiic
TPAHCHIOPTUPOBKE K MECTYy XpaHeHUs1. B 6a30BOi KOMIUIEKTAIMA COCTOMT. «TEHB»

Y3 MOAYJI YHUUYTOXKEHUS, MOAYJII MUKPO-TTPOLIECCOPHOTO YIPABICHUS, MOIYJS PE3CPBHOTO
nuTtaHus Ha 12 4. MOHTUpPYETCS B CTAaHIAPTHBIN YEMOJIAH TUIIA «JIUIIIIOMAaT». MOKHO EPEBO3UTH
10 2-X HAKOIUTEJEU, MOJT KOTOPBIE PACCUNTAH MOIYJIb YHHUTOXKCHUSA. AKTUBAIUA TPOU3BOAUTCS
Ha)KaTUEeM MOTAWHOW KHOIKHU, pauo0pesKa, Mpyu NONbITKE HECAHKIIMOHUPOBAHHOTO BCKPBITUS
(3amura Bcero nepumetpa). Iluranue ToabKO OT aBTOHOMHOTO UCTOYHUKA MUTAHUA. YIPABICHUE U
3ammMTa 0a30BbIX MOJICJIEN MOXKET OBITh YCUJIEHA 3@ CYET KOMIUJIEKTAIlUH IOTIOJHUTEILHBIMU
MOJYJIIMU 3aIHUThI, YIIPABICHUA U OTTIOBEIICHUS
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn
KoHTpoiib 3 peKTUBHOCTH 321U THI
ATTecTanus mo TpeOOBaHUSAM O€30MaCHOCTH MHOOpMAIIUK MPEAIIESCTBYET pa3pelieHHUI0 Ha
00paboTKy mojuiexaiier 3amure uHGopManud W OGUIIMATIBHO  IOATBEPXKIACT
3¢ (PEKTUBHOCTh COBOKYMHOCTH MPUMEHSEMbIX Ha KOHKPETHOM O0BbEKTe MHGOpMaTHU3ALUU
MEp U CPEACTB 3alIUThl HHOOPMAIIHH.
Kommieke crnenuanbHbIX aTTeCTAllMOHHBIX MEPOIPHUATHII Ha3bIBACTCS aTTECTAI[MOHHOMN
NPOBEPKOMl W BKJIIOYAET B Ce€0S KOHTPOJb H3(P(HEKTUBHOCTU 3alIUTBI — MPOBEPKY
COOTBETCTBHSI KAa4€CTBEHHBIX M KOJMYECTBEHHBIX TOKa3areiaed 3¢h(HEeKTUBHOCTH Mep
TEXHUYECKOMW 3allUThl YCTAHOBJICHHBIM TPeOOBAHUSM WM HOpMaM 3(P(HEKTUBHOCTHU 3aLTUTHI
uHopmanuu. Ilokazarens 3PHEKTUBHOCTH 3alIUThl UHGOPMAIMUA MPEJICTABISIET COOOM
Mepy WIH XapaKTePUCTUKY ISl €€ OI[CHKH.
Hopmbel  sddexTtuBHOCTH  3amUThl  MHGOpPMAIMM  COOTBETCTBYIOT  IOKA3aTessiM,
YCTAHOBJICHHBIM HOPMATUBHBIMU JJOKYMEHTAMHU.
ITon mMeromoM kOoHTpoOJA 3P(PEKTUBHOCTU 3AMMUTHI MHPOPMAIMK MOHUMAIOT TOPSIOK U
npaBWia TMPUMEHEHUS] PACUCTHBIX W H3MEPUTEIbHBIX ONEpaluid MpU PEIICHUH 3aj1ad
KOHTPOJIA 3PPHEKTUBHOCTH 3aUTHI. Bubl KOHTPOIs 3 (PEKTUBHOCTH 3aIUTHI JACIISITCS HA:
— OpPraHu3alMOHHBIA KOHTPOJIb — MPOBEPKA COOTBETCTBUSA MEPONPUATUUA IO TEXHUUYECKON
3amuTe HHGOpMaUK TPeOOBAHUSM PYKOBOJSIINX TOKYMEHTOB;
— TEXHUYECKUN KOHTPOJIb — KOHTPOJIb 3(PPEKTUBHOCTH TEXHUYECKON 3alUThl HH(OPMAIIUH,
MPOBOJIUMBIN C UCIIOJIb30BAHUEM TEXHUUYECKUX CPEICTB KOHTPOJIA.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

[{eqbt0 TEXHUYECKOTO KOHTPOJSA SIBISIETCS TOJIy4YeHUE OOBEKTUBHOM U JOCTOBEPHOM
UH(pOpMaIUA O COCTOSIHUU 3aIUTHI 00BEKTOB KOHTPOJISL U MOJATBEPKACHUE TOTO, UTO YTEUKa
uHpopManuu ¢ 00bEKTa HEBO3MOXKHA, T.€. HA OOBEKTE OTCYTCTBYIOT TEXHMYECKUE KAHAJIbI
yTE€YKH MHPOpMalUU. TEXHUUECKUI KOHTPOJIb COCTOSIHUS 3alUThl MHPOPMAILIUU B CUCTEMAX
yIpaBJICHUS MPOU3BOJCTBAMHU, TPAHCIIOPTOM, CBA3bIO, SJHEPTETUKON, epeaaur (GPUHAHCOBOU U
Ipyroil MHPOPMALIMU OCYIIECTBISIETCS B COOTBETCTBUU CO CIEHHAIBLHO pa3padaThiBA€MbIMU
nmporpaMMaMu U METOJIMKAMU KOHTpoJs, cormacoBaHHbiMu ¢ @CTOK Poccum, Bnagensnem
00BEKTa U BEJOMCTBOM MO MOJJYMHEHHOCTH 0OBEKTA KOHTPOJIS.

[Io cnocoOy mnpoBenaeHUS U COACPKAHUIO TEXHUYECKHN KOHTPOJb A(PEHEKTUBHOCTH
TEXHUYECKON 3aluThl MH()OPMALIMM OTHOCUTCS K HauOOJee CIOKHBIM BUJAM KOHTPOJIS U
MOXKET OBITh:

* KOMIUJIEKCHBIM, KOTZIa MPOBEPSETCS BO3MOXKHAsA yTeuka MH(OpPMAILMU MO BCEM OIACHBIM
KaHajaM KOHTPOJIUPYEMOTO OOBEKTA;

* [IEJIEBBIM, KOT[a MMPOBOIAUTCS MTPOBEPKA MO OHOMY W3 UHTEPECYIOMINX KAaHAJIOB BO3MOXHOM
yTEYKH UH(DOpMAITUY;

* BHIOOPOYHBIM, KOT/IAa U3 BCETO MEPEUHS TEXHUUYECKUX CPEACTB HA OOBEKTE JJIsi MPOBEPKHU
BBIOMPAIOTCS TOJIBKO T€, KOTOPBIE MO pe3yJbTaraM MpeaBapUTEIbHON OLIEHKU ¢ HauOOJbIIEH
BEPOSTHOCTHIO UMEIOT OMACHBIE KaHAJIbl YTEUKH 3alUIIAeMON HH(OPMALIUH.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

B 3aBHCHMMOCTH OT BU/Ia BBINIOJIHAEMBIX ONIEPALIMK METO/Ibl TCXHUYECKOTO KOHTPOJIA AECIATCS Ha:
* UHCTPYMEHTAJbHBIE, KOTJAa KOHTPOJIUPYEMbIC MOKA3ATENN OMPEACIISIFOTCS HEMOCPEACTBEHHO 10
pe3yJibTaTaM U3MEPECHUS KOHTPOJIbHO-U3MEPUTEIBHOM anmnaparypou;
* MHCTPYMEHTAJIbHO-PACUETHBIE, IPU KOTOPBIX KOHTPOJIMPYEMBIE IOKA3ATEIIM OIPEACITIAIOTCS
YaCTUYHO PACUECTHBIM IIYTEM M YACTUYHO H3MEPCHUEM 3HAYECHUM HEKOTOPBIX NapaMETPOB
(bU3UYECKUX T0JIEeH anmapaTHIMU CPEACTBAMU,
* PaCUETHBIE, MPU KOTOPHIX KOHTPOJUPYEMBIE IMOKA3ATEIM PACCUMUTHIBAIOTCS IO METOAUKAM,
COZEPKAILIMMCS B PYKOBOJISIIIEH CIIPABOYHOM JINTEPATYPE.
C uenpl0 UCKIIOYEHHUS] yTEeYKM HHGOpPMALMM HE JIONMYyCKAaeTCsl (PU3MYECKOE TMOAKIIOUCHUE
TEXHUYECKUX CPEJICTB KOHTPOJIS, a TakKe (GOPMHUPOBAHHUE TECTOBBIX PEKHMMOB, 3aITyCK TECTOBBIX
IporpaMM Ha CpeJCTBax M MH(POPMALMOHHBIX CHCTEMaX, HaXOISAIIMXCS B Ipoliecce o0padOoTKu
uH(pOopMaIuu.
TexHuueckuil KOHTPOJb COCTOSIHMS 3alllUThl MH(OpMallUM B aBTOMATHU3UPOBAHHBIX CHCTEMax
YIIPABIICHUS PA3JIMYHOIO HA3HAYCHUS OCYIIECTBIISIETCSA B IOJHOM COOTBETCTBUU CO CIIELUAIBHO
pa3pab0TaHHBIMM IIpOrpaMMaMM M METOJIMKaMHU KOHTPOJIs, cornacoBaHHbiMUu ¢ DCTOK Poccun,
BJIAJICTIbIIEM OOBEKTA U BEJOMCTBOM, KOTOPOMY MOJYUHSIETCS OOBEKT KOHTPOJIS.
[{es1br0 TEXHUYECKOTO KOHTPOJIS SBIISIETCS MOIyYeHHE 0ObEKTUBHON U JOCTOBEPHON MHMOpMAIUU
O COCTOSTHUM 3aIllMThl OOBEKTOB KOHTPOJISI U MOATBEPKICHUE TOTO, YTO Ha 00BEKTE OTCYTCTBYIOT
TEXHUYECKHUE KaHaJIbl yTEUKU HH(POPMAIIUH.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

KoHTpoib COCTOSIHMA 3alUThl MHPOPMAIUK 3aKII0YAeTCd B IPOBEPKE COOTBETCTBUSA
opranu3anuu 1 3QpPEeKTUBHOCTU 3alIUThl HHPOPMAIIMU YCTAHOBIECHHBIM TPEOOBAHUSIM W/HIIH
HOpMaM B 00JIaCTH 3aIUTHI UHPOPMAIUH.

OpraHu3alMOHHBIA KOHTPOJIb 3()PEKTUBHOCTHU 3AIUTH UHPOPMAIIUU — POBEPKA MOJIHOTHI U
O00OOCHOBAHHOCTH MEPONPUATHH 10 3ammre HHGOpMaMU TpeOOBAHUAM HOPMATHUBHBIX
JOKYMEHTOB T10 3al[uTe UH(OPMALIUH.

TexHudeckuid KOHTPOJIb 3PPEKTUBHOCTHU 3AMMUTH UHHOPMALIMU — KOHTPOJIb 3 (PEKTUBHOCTH
3aIlIUTBl MHPOPMALIMKM, MPOBOJUMBIM C HCIOJB30BAHUEM TEXHHUYECKHUX MU IPOTPAMMHBIX
CPEACTB KOHTPOJIS.

CpenctBo KOHTpOIS 3(PHEKTUBHOCTH 3AUTHI UHPOPMALUK — TEXHUUYECKOE, MPOTPAMMHOE
CPEACTBO, BEMIECTBO M/WJIM MaTepHUall, UCIOJIb3yEMBbIE JJIs1 KOHTPOJISA 3PHEKTUBHOCTH 3aIIUThI
UH(pOpMAIIUH.

TexHU4YEeCKUd KOHTPOJIb OMPEACISET ICMCTBEHHOCTh U HAACKHOCTh MPUHATHIX MEp 3alUTHI
00BbEKTOB UH(OPMATHU3ALKNHU OT BO3JICUCTBUS TEXHUUYECKUX CPEACTB PA3BEIKHU.

TexHUu4eCKUil KOHTPOJIb IPEIHA3HAYCH JJIs:

* BBISIBJICHUSI BO3MOXHBIX KaHAJIOB YT€UKU KOH(DUAECHIINATLHOU HH()OPMALIUY;

* TPOBEPKU COOTBETCTBUS M HP(PEKTUBHOCTH NPHUHITHIX MEpP 3alUThl HOPMATUBHBIM
TpeOOBAHUSIM;

* pa3pabOTKH PEKOMEH AN IO COBEPIIICHCTBOBAHUIO MPUHSITHIX 3AIIIUTHBIX MEPOIPUSITUH.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

TeXHUYECKU KOHTPOJIb MPOBOJUTCS IO OTHAEIbHBIM (PU3UUYECKUM IOJSM, CO3/1aBA€MbIX
00beKTaMu HH(POPMATU3AIIUU, U COCTOUT U3:

* cOOpa MCXOAHBIX JAHHBIX, XapaKTEPU3YIOIIUX YSI3BUMOCTH 00ObEKTa MH(POpMaTHU3AIUU 1O
OTHOIIIEHUIO K BO3JECUCTBUAM TEXHUUYECKON PA3BEIKU;

* OMPEJICJICHUS BO3MOXHBIX THUIIOB U CPEJCTB TEXHUUECKON pa3BEaKH;

* IPEABAPUTEIIBHOTO pacyeTa 30H Pa3BeAOCTYITHOCTH;

* OINPEJICJICHUS COCTaBa U MOATOTOBKHU K pab0TE€ KOHTPOJbHO-U3MEPUTEIBHOM anmaparyphl;

* U3MEPEHUs] HOPMUPYEMBIX TEXHMYECKUX [MapaMEeTpPOB 3aIlIMIIAEMOr0 OOBEKTa IO
OTJICJIbHBIM (DU3MYECKUM MOJISIM HA TPAHUIIE KOHTPOJIUPYEMOI 30HBI;

o omnpeaeneHus A(PPEKTUBHOCTH TPHUHATBIX MEp 3alIUTBl W B OTACIBHBIX ClIydasx
pa3pabOTKU HEOOXOJUMBIX MEP YCUJICHUSI 3aIUTHI.

Jlnsi mpoBeleHUsST TEXHUYECKOrO0 KOHTPOJISI TpeOyeTcss Haiuuue HOpM A(HPEKTUBHOCTU
3alIUThl, METOJUK (METOAOB) MPOBEACHUS KOHTPOJS W COOTBETCTBYIOIICH KOHTPOJBHO-
U3MEPUTEIIBHOM anmaparyphl.

Bce koHTposipyeMble HOpPMATHMBHBIE TMOKa3aTeIu pa3AcisioTcd Ha WH(OpPMAIMOHHBIE U
TEXHUYECKue [5].

NupopmMaliMOHHBIE TTOKA3aTeId OTHOCITCS K BEPOSATHOCTH OOHAPYKEHUSI, paClIO3HABAHUS U
U3MEPEHUS TEXHUUECKUX XapaKTEPUCTUK OOBEKTOB C 3aJJaHHOM TOYHOCTHIO.
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(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

TexHuyeckuMu TOKazareasaMu A(PPEKTUBHOCTH MPUHATBIX MEpP 3alUThl  SIBISIOTCS
KOJIMYECTBECHHBIE MTOKA3ATENN, XaPAKTEPUIYIOIIUE SHEPTETUUECKUE, BDEMEHHBIC, YACTOTHBIE U
NPOCTPAHCTBEHHBIE XAPAKTEPUCTUKU HMHQMPOPMAIMOHHBIX (PU3UYECKUX TMOJIeH OOBEKTa.
[IpumepaMu TakuX XapaKTEPUCTHUK MOTYT OBITh HANPSXKEHHOCTH DJJICKTPUUYECKOTO U
MarautHoro nosuierd [IDMMU cpencTB BEIYUCIUTEILHON TEXHUKH, YPOBEHb CUTHAJIOB HAaBOJOK
B CHJIOBBIX M CJIA0OTOYHBIX JIMHHUSAX 3a TpeAeiIaMH KOHTPOJUPYEMOW 30HBI, YpPOBHU
AKyCTUYECKUX CHUTHAJIOB 3a IpPEAciIaMu OrPaXJArIUX KOHCTPpYKUMKW U T.a. Hopmoiu
3()PEKTUBHOCTU MPUHSATHIX MEP 3aIIUThl CUYUTACTCA MAKCHUMAJbHO JIONMYCTUMOE 3HAUYCHUE
KOHTPOJIMPYEMBIX MapaMETPOB HA I'PaHUIIC KOHTPOJUPYEMOM 30HBI (B MECTaX BO3MOXKHOTO
HAXOXKJICHUSI TEXHUYECKUX CPEACTB PA3BEIKHU).

NHCTpYyMEHTAIIBHO-PACYETHBIE METOJIBI IPUMEHSIOTCS TOT/IA, KOIa KOMIUIEKT KOHTPOJILHO-
U3MEPUTEIILHON anmnaparypbl HE IMO3BOJSIET MOJYYUTh CPa3y KOHEUYHBIM PE3yJIbTAaT WM HE
00J1a71aeT I0CTaTOYHOW YyBCTBUTEIBLHOCTBIO.

PacueTHble METONBI TEXHUYECKOTO KOHTPOJISI TMPUMEHSIOTCS B ClIy4dae OTCYTCTBUS
HEOOXOIMMON KOHTPOJIbHO-U3MEPUTEIIBHON amnmaparypbl, a TakKXke OpU HEOOXOIUMOCTHU
OBICTPOrO TOJIYUYCHMSI TMPEABAPUTEIbHBIX OPUEHTUPOBOYHBIX PE3YJIbTATOB O 30HAX
Pa3BeIOCTYIMHOCTH, HAIPUMED, MEePe]l UHCTPYMEHTAIbLHBIMU aTTECTAlUSIMUA paO00OYUX MECT.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

[Ipy 0OpoBEAEHUM TEXHUYECKOTO KOHTPOJA TpeOyeTcss KOHTPOJIbHO-U3MEPUTEITbHAS
ammaparypa, KoTtopass B OOJBIIMHCTBE CJIy4aeB OOECIEUMBAET MOJYyUYCHHE OOBEKTHUBHBIX
XapaKTePUCTUK KOHTPOJIMPYEMBIX IMapaMETPOB WM MCXOAHBIX JAHHBIX ISl MOJYYEHHS
MHCTPYMEHTAJIbHO-PACUETHBIX XapaKTepUCTUK. KOHTpOIbHO-U3MEpUTEIbHAS aliaparypa o
BO3MOXXKHOCTU JIOJDKHA OBITH MOPTATUBHOM, YTO BAXKHO JJIS aTTECTYIOIIMX OpraHU3aIlui,
UMETh  JIOCTAaTOYHYK)  YYBCTBUTEIBHOCTb,  COOTBETCTBYIOLIYIO  YYBCTBUTEJIHHOCTH
anmnaparypbl pa3BeIKu, ObITh HAJEKHOW B AKCILTYaTaIUH.

Kak mpaBuiao, nOpu MOPOBEASCHUM KOHTPOJISI PACUETHO-UMHCTPYMEHTAJIbHBIM METOIO0OM
POBOAUTCS OOJIBIIIOE YKMCIO HM3MEPEHUH Ha AMCKPETHBIX HHTEpBaJiaX U COOTBETCTBEHHO
OOJIBIIIOE YHUCIO CIOXKHBIX PacuyeToB, 4YTO IPUBOJUT K OBICTPOH YTOMJIIEMOCTH
ucnbiTaresneil. [loaToMy coBpeMeHHass TEHICHIUS PAa3BUTHS KOHTPOJIbHO-U3MEPUTEIIHLHON
amnmaparypbl 3aKI04aeTcs B pa3paboTKe sl 1ieJiel KOHTPOJISI MpOorpaMMHO-armnapaTHbIX
KOMIIJIEKCOB, OO€CIIEUMBAIOIIMX TMOJHYK aBTOMAaTH3allMI0 H3MEpPEHHUs IapamMeTpoB
(bU3MUeCKUX MOJIeH U pacyeTa HOPMUPYEMBIX MTOKA3aTeJIeH 3alUIIIEHHOCTH 00bEKTA.

[Io pe3ynsraTaM KOHTPOJS COCTOSHMS W 3((PEKTUBHOCTH 3alluThl  MH(OpMaIu
COCTABJIAETCS 3aKIIOUECHHUE C MPUIIOKEHUEM MPOTOKOJIOB KOHTPOJISL.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

6.2. Ilopsaox mpoBeaeHNs KOHTPOJIA 3amuIeHHOCTH nHGopManuu Ha 00bekTe BT ot
yTreuku nmo kanauay [I9MHAU

TunoBoil 00bEKT BRIUMCIUTENbHON TeXHUKU (BT) — 3TO CpecTBO BHIUMCIUTEIbHON TEXHUKU
(CBT) B TumnoBoil koMmruiektanuu (Hanpumep I[I9BM B cocraBe — cuCTeMHBIN OJIOK,
MOHHUTOP, KJIAaBUATYPa, MbIIlb, IPUHTEP), PA3MEIIEHHOE B OTBEJICHHOM JJIsl HETO TTOMEIICHUH.
Il mpoBeAcHMS CIEUalbHBIX HCClenoBaHMil TumnoBoro oobekra BT wHa I[IDMU
HEOOXOIMMBI CIIEAYIOIIHNE JOKYMEHTAIbHbBIC TAHHBIE 110 OOBEKTY:
 npeanucanue Ha ’kcrnyaranuio CBT u3 coctaBa oobekra BT
 tu1an-cxeMma K3 oOnexra;
* cxeMa pacnosiokeHus: oobexkta BT BHyTpH KOHTpoaupyemoi 30861 (K3);
* CXeMa pacrloJIOKEHUs] OCHOBHBIX TexHHMYeckux cpeactB u cucrem (OTCC) w
BcomorarenabHbIX cpeAcTB U cucteMm (BTCC) Ha 0ObeKTe;
* cXeMa pa3MeIIeHUs] TEXHUUECKUX cpeacTB 3aimuThl nHGopMmanuu (TC3U1) ot yTeuku 3a c4eT
[I9MMU (ecnu OHM YCTAHOBJIEHBI HA OOBEKTE);
* ceptudukatrel coorBeTcTBUs TC3U,;
* aKT KareropupoBaHus oonbekra BT.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)

N~ TexHuyeckue cpeacTsa 3allnTbl UHopMaLMK
N3 aHann3a UCXOAHBIX JIAHHBIX JOJKHO OBITH YCTAaHOBJIEHO:

* 3as1BJICHHAs1 Kareropus oonekra BT;

 coctaB OTCC o0bekra (Hanpumep [I9BM B TUIOBOM KOMILJIEKTALINN );

« Omwxkaiiimre Kk 00bekTy BT MecTa BO3MOXHOrO pa3MelieHusi CTAllMOHAPHBIX, BO3UMBIX,
HOCHUMBIX cpencTB paspenku [IDMUH;

* u3MepeHHble Ha o0bekTe paccrtosHuss oT OTCC obOwekta BT 110 MecT BO3MOXKHOTO
pasmenenus cpeacts pazpeaku [IDMUH (Rk3, m);

e BeIUMUUHBI npenenbHbix paccrosiHuil (R2) or OTCC ob6bekta BT 10 MeCT BO3MOXKHOTO
pa3MENIeHUs CPEICTB pa3BeAKH (M3 npeanucanus Ha skcruryaranuo CBT);

* onacHbie pexkumbl padboTel CBT (00paboTku 3amuiiaeMoi nHPOpMaIun);

Hacrosias MeTouka onpenenseT BUbl KOHTPOJS 3alUIIEHHOCTH OT Pa3BEIKH MOOOYHBIX
AJIEKTPOMAarHUTHBIX W3dydeHud u HaBomok (PIIOMMH), mopsgok U crnocoObl  ero
npoBeAeHUs Ha 00bekTax uHpopmaruzanuu [S1].

KOHTpOJIb 3alIMIIEHHOCTH OCYIIECTBISCTCA C LEIbI0 MPEAYNPEXKICHUS BO3MOXKHOCTH
nosiyyeHus anmnaparypoid PIIDOMUH undopmainuu, mupKyJIdpyrome Ha 3allyillaeMOM OT
PIIDMWH o0bekTe, u oneHKu 3G(YEKTUBHOCTA MEPONPUITHH 1O MPOTUBOJICUCTBUIO
PIITOMHMH.

KOHTpOib 3alIMIIEHHOCTH O0BEKTA MPEANOJIAraeT MPOBEPKY BCEX OCHOBHBIX TEXHUYECKHUX
CPEICTB, CPEMCTB 3AIIUTHI U BCIIOMOTaTEIIbHBIX TEXHUYECKUX CPEICTB, COJACPKAIIUX B CBOEM
COCTaBE T€HEPATOPbI, CIOCOOHBIE CO3/1aBaTh JICKTPOMATHUTHBIE U3JYUYEHUSI C MOAYISLUEN
MH(POPMALMOHHBIM CHTHAIIOM. 1ot




«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

OCHOBHBIE W BCIIOMOTAaTEIbHBIE TEXHUYECKHE CpEJACTBA B NaJbHEWIIEM ISl KPaTKOCTH OydyT
MMEHOBAThCA KaK «TEXHUUYECKHUE CPEJICTBA». YCTPOMCTBO CUMTACTCS 3alUICHHBIM, €cliid Ha rpa”ulie K3
OTHOIIICHUE «MH(POPMATUBHBIN CUTHAJI/TIOMEXa» HE MPEBBIIIACT MPEACTbLHO JOMYCTUMOTO 3HAYCHHUS O KaK
TUIsl TOOOYHBIX M3JIYUYCHHH, TaK M NI HAaBOJOK B IEMSIX MUTAHUA, 3a3€MJICHUS, JIMHUSAX CBA3U U T. ..
OOBEKT cunTaeTCA 3AITUIIEHHBIM, €CJIU 3alIUIICHO KaXK/10€ YCTPOHCTBO 00BEKTA.

Paznuuaercs aBa BHaa KOHTPOJIS 3aITUIIIEHHOCTH 00bekTOB oT PIITOMUH:

— aTTECTAIIMOHHBIA KOHTPOJIb,

— DKCILTyaTallMOHHBIA KOHTPOJIb.

ATTeCTallMOHHBIA KOHTPOJIb TPOBOAUTCS TMPU BBOJAEC OOBEKTa B OHKCIUIyaTallMIO M TOCJIE €ro
PEKOHCTPYKITUU WM MOAEPHHU3AIIMHN, a DKCIUTyaTal[MOHHBIN — B MPOIECCE IKCIUTyaTallui 00BhEKTa.

IIpy mnpoBeAeHWM KOHTPOJIS 3AIIMIIEHHOCTHA IIPOBEPSIOTCA MapaMeTpbl, KOTOPHIE XapaKTEPU3YIOT
3aIUIIEHHOCTh TEXHUYECKUX CPEJICTB WM OOBEKTa B II€JIOM B COOTBETCTBMU C YCTAHOBJICHHOM
KaTeropuei 0ObeKTa 3aIUTHI.

OrieHKa 3aITUTHBIX MEPOINPHUATHI AJIEKTPOHHBIX CPEACTB 00pabOTKH MHGPOPMAIIMA COCTOUT B MPOBEPKE
CIEAYIOIINX BO3MOXKHBIX TEXHUUYECKUX KaHAJIOB YTECUKHU:

* MOOOYHBIX JJICKTPOMArHUTHBIX HW3JIYYCHHH WH(POPMATHBHOTO CHUTHAajlda OT TEXHUYECKHUX CPEICTB M
JUHUAN Tiepeaadnd nHGOpMaIlnu;

* HaBOJAOK MHGOPMATUBHOTO CHUTHAJIa, 00pabaThIBAEMOT0 TEXHUYCCKUMH CPEACTBAMH, Ha MMOCTOPOHHUE
MPOBOJIa U JINHUH, HA 1IEMHU 3a3€MJICHUSI U DJICKTPOINMUTAHMS, BBIXOMSIIUE 3a MPEIESIbl KOHTPOJIUPYEMOM
30HBI;

* MOJYJISIIMU TOKA MOTPEOICHUS TEXHUYECKUX CPEICTB MHPOPMATUBHBIMHI CUTHAJIAMH;

* PAIMOU3TYYECHHUIN WM JIEKTPUUECCKUX CUTHAJIOB OT BO3MOKHO BHEJIPEHHBIX 3aKJIaJOYHBIX YCTPOMCTB B
TEXHUYECKHE CPEICTBA U BbIJICIICHHBIE TOMEIIEHUS. 102
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TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

TexHU4YEeCKu KOHTPOJIb BBIMOJHEHUSI HOPM 3alllUThl UHGOpMaAUKM OT yTeuku 3a cuet [ID9MUH no
KOKJIOMY TEPEYMCICHHOMY KaHaly YTE€UKU MPOBOIUTCS ISl BCEX OHIIEKTPOHHBIX YCTPOMCTB
o0bekra BT.

Ammecmayuonnwliii KOHMPOIlL

CocTaB HOPMAaTUBHOM M METOIMYECKON JTOKYMEHTALIMU JJIsi aTTeCTAIlMd KOHKPETHBIX OOBEKTOB
MH(pOpMaTU3aIMU OMPEAEISAECTCS OpPraHOM IO aTTECTAllMM B 3aBUCUMOCTH OT BHUJA U YCJIOBUMU
(YHKIIMOHUPOBAHUSI OOBEKTOB MH(OpPMATHU3ALMKM HA OCHOBAaHUM aHAJIM3a UCXOJHBIX JAHHBIX IO
aTTECTyEMOMY OOBEKTY.

B HOpMaTuBHOM 1 METOANYECKON JTOKYMEHTALIMU HA METO/IbI UCIIBITAHUHN JOJKHBI OBITh CCHUIKM HA
yCJOBUSI, COJIEPKAHUE U MOPSIAOK MPOBENCHUS UCIIBITAHUHN, KOHTPOJIBHYIO allllapaTrypy U TECTOBBIE
CPEACTBa, MPUBOAIINE K MUHUMAIBHON MOTPEITHOCTH PE3yJIbTaTOB UCIBITAHUM W MO3BOJISIONINE
BOCHPOU3BECTU 3T PE3YJIBTATHI.

ATTECTAIMOHHBIM KOHTPOJIb COCTOUT W3 OPraHU3allMOHHOM W WHCTPYMEHTAJbHOM dYacTteu. B
OpraHW3alMOHHON YaCTH aTTECTAllMOHHOIO KOHTPOJIS HeoO0xoaumo [S1]:

* U3y4YUTh IUIAH-CXEMY MECTHOCTH, TPaHUILIbl KOHTPOJIUPYEMOU 30HBI 00BEKTA U MECTA BO3MOKHOTO
BeneHus pasBeaku [I9MUH c ykazanueM cpeactB (HOCUMBIX, BO3UMBbIX, CTAIlMOHAPHBIX);

* YTOYHUTh KaTeropuio oObekTa MHGOpPMATU3ALUH, OCOOCHHOCTH €r0 PACIOJIOKEHUS, XapaKTep
HUPKYIUpPYIOLIEd Ha 0o0beKkTe HH(OpMAlMU, B TOM YHCJIE M pPEUEBOM, BpeMs €€ o0pabOTKH
TEXHUYECKUMU CPEJCTBAMU;

* 3apukcupoBarh (PaKTUUYECKUM COCTAB OCHOBHBIX M BCIIOMOTATEIIbHBIX TEXHUYECKUX CPEACTB U

CpCACTB 3alllUThI HA 00BEKTE U IMO3K3CMIIIIAPHO YKa3aTh B IICPCUHC TCXHUYCCKUX CPCACTB, 103
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* YTOUYHUTH IUIAH PEAIbHOTO pa3MEIICHUs TEXHUYECKUX CPEJICTB Ha OOBEKTE M yKa3aTh Ha HEM
Kpard4aniine pacCTOSHHUS OT KaXKJIOTO TEXHUYECKOIO CPEIICTBA M CPEICTBA 3AIlUATHI JI0 MECT
BO3MOKHOT0 BeaeHuss PIIDOMUH;

* IPOBEPUTH BU3YyaJIbHO B JOCTYMHBIX MECTaX C BO3MOXKHBIM MPHUBJICUCHHEM K 3TOM pabote
IITATHBIX COTPYAHWUKOB OPTraHU3allMy BBIIIOJIHCHUE MOHTa)Xa KOMMYHUKAIUM, YCTPOWCTBO
3a3eMJIEHUS U DJIEKTPONUTAHUA HAa OOBEKTE 3alUuThl Ha cOOTBEeTCTBHE ITpoeKTy U CTP;

* NPOBEPUTH BBINOJIHEHNWE TPEOOBAHWU SKCILTyaTallHOHHOW JOKYMEHTAIMU IO Pa3MEIICHUI0 U
YCTAHOBKE Ha OOBEKTE KaXJ0Tr0 TEXHUUYECKOTO CPEJICTBA U CPEJICTBA 3AIUTHI C YUETOM PACCTOSHUIN
JI0 MECT BO3MOKHOTO BejeHust PIITOMIH;

* MPOBEPUTH OOOCHOBAHHOCTH MPUMEHEHUs Cpe/CTB akTUBHOM 3amuThl (CA3) U BBINOJHEHHE
PEKOMEHIAINH 110 UX PA3MENICHUIO;

* MPOBEPUTH HAIUYNE MPHUEMO-CAATOYHBIX JOKYMEHTOB M B JOCTYIIHBIX MECTAaX IPOBEPHUTH
NpaBUJIBHOCTh ~ MOHTaXa  dJKPaHUPYIOIIUX  CPEJACTB HAa  COOTBETCTBHE  TPeOOBaHUIM
SKCIUTyaraunoHHOU TokymeHTannu u CTP.

[IpoBepke nmomiekar ClIeAyOIMMe HCXOAHbIE JaHHBIE U TOKyMeHTanus [S1]:

* TEXHUYECKOE 3aJlaHhe Ha OO0bEKT MHGOpPMAaTH3alMKM WM MPUKA3 O Havajie paboT MO 3alluTe
uHpopManuu;

* TEXHUUYECKUN MAcTopT Ha 0OBEKT MH(DOPMATU3AINY;

* PUEMO-CJIaTOYHAsI IOKYMEHTAIMs Ha 00bEKT MH(POpMaTH3aInK;

* AKThI KATETOPUPOBAHUSA TEXHUUECKUX CPEACTB U CUCTEM;

* akT Kjaccudukanuu AC 1o TpedoBaHUAM 3alUThl HH(OpPMAIIUU; o4
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* COCTaB TEXHUYECKHUX U MPOrPaMMHBIX CPEJICTB, BXoaamuXx B AC;

* [UIAHBI Pa3MEILIEHUS OCHOBHBIX U BCIIOMOTATEJIbHBIX TEXHUYECKUX CPEJCTB U CUCTEM;

* COCTaB M CXEMbI pa3MEIICHUS CPEJICTB 3alIUThI HHPOpMAIUY;

* [UIAH KOHTPOJIMPYEMOU 30HBI YUPEKICHUS;

* CXEMBbI MPOKJIAJKU JIUHUH TIepeiaul JaHHbIX;

* CXEMBbI U XapaKTEPUCTUKU CHUCTEM AJIEKTPONUTAHUS U 3a3eMJIEHUS 00BEKTa MH(POpMATU3AIUY;

* OMMCAHKE TEXHOJIOTHYECKOTOo Ipolecca 00padotku nHdopmaiuu B AC;

* TEXHOJOTHMYECKUE HHCTPYKUMH TMoJb3oBareasiMm AC U aAMUHHCTpaTopy O€30MacHOCTU
uHpopmaruy;

* HHCTPYKIIMU T10 AKCIUTyaTallMy CPEJCTB 3aIUThI HH()OPMALINY;

* IPEANMUCAHUS HA IKCIUTyaTallui0 TEXHUUECKUX CPEJICTB U CUCTEM;

* IPOTOKOJIbI CTIEIUAJIBHBIX UCCIEA0OBAHUN TEXHUYECKUX CPEJCTB U CUCTEM;

* AKTHl WIM 3aKJIIOYEHHS O CIEHUAIBHON MPOBEPKE BBIICICHHBIX MOMEMIEHUM M TEXHUYECKUX
CPEACTB;

* cepTU(UKAThl COOTBETCTBUS TPEOOBAHUSIM O€30MaCHOCTH MH(OpPMAIIUK HA CPEJICTBA U CUCTEMBI
00pa0bOTKU U nepeiadyu HHPOpMaIK, UCIIOJIb3YEMbIE CPEICTBA 3AIIUTHI MH(DOpMALTUY;

* JAaHHBIE TI0 YPOBHIO MOJITOTOBKH KaJIPOB, 00€CIEUNBAIOIINX 3aIIATY HH(POPMAIIUH;

* JaHHBIE O TEXHUYECKOM OOECIICUCHUU CPEACTBAMHU KOHTPOIS SP(HEKTUBHOCTH 3alIUTHI
MH(pOpMAIMK U KX METPOJIOTUYECKOUN TTOBEPKE;

* HOpMAaTHMBHAsg WU METOJAWYECKas JOKYMEHTalMsl MO 3amure HHGOpPMALMU U KOHTPOJIO €€

3 PEKTUBHOCTH. o
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TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

B MHCTpyMEHTaJIbHON YacTH aTTECTAIMOHHOIO KOHTPOJISI HEOOXOJMMO IPOBECTH CICAYIOIINE
pabOTHI:

* U3MEPHUTh WM PACCUUTATh IS TEXHUYECKHX CPEJICTB 3HAYCHUS CXEMHO-KOHCTPYKTHBHBIX
apaMeTpoB, XapaKTepU3yromux ux 3anuiieHHocTs oT PIIDMUH (nepedens 3Tux mapaMeTpoB U
METOJIUKHA WX U3MEPEHUS YKA3bIBACTCS B SKCILTYATAIIMOHHON JOKYMEHTAIIUM HA 3TH TEXHUYECKUE
CpPEICTBA);

* ONPEJICIIUTh PeASIbHBIC pa3Mepbl 30HbI R2 TEXHMYECKUX CPECTB, YCTAHOBJICHHBIX HA 00BEKTE, MO
COOTBETCTBYIOIIIUM METOJIUKAM U3 COOpHHMKAa METOAUK HHCTPYMEHTAIHHOTO KOHTPOJIS B
CHEAYIOIIUX CIyYasx:

— ISl TEXHUYECKUX CPEJICTB C HEM3BECTHBIMU pa3MepaMu 30HbI R2,

—IJI1 TEXHUYECKUX CPEJICTB, JKCIUTyaTUPYEMbIX Ha OOBEKTaX, €CIIM pa3Mepbl 30HbBI R2 3Tux
TEXHUYECKUX CPEJICTB COUBMEPHUMBI C PACCTOSHUEM J0 MECT BO3MOXHOTO Benenus PIIOMU;

* MPOBEPUTh PabOTOCHTOCOOHOCTh BCEX CPEACTB 3amuThl, BKIoUas CA3, Mo MeToaukawm,
MIPUBEJCHHBIM B SKCIUTYyaTallHOHHOW IOKYMEHTAIIMU HA 3TU CPEJCTBA;

* onpenenuth d3bdexkruBHOCTh TpuMeHeHnss CA3 s 3amuTtel ACY u BT B cOOTBETCTBHM C
«JlomomHenueM k MeToanke KOHTPOJIS 3alTUIIIEHHOCTH 00beKTOB BT,

B cnydyae MOJOXUTEIbHBIX PE3yJbTaTOB NPEAbIAYIINX H3MEPEHUM (DOPMHUPYIOTCS HCXOIHBIE
JAHHBIE JJI TPOBEICHUA JKCIUTyaTallHOHHOTO KOHTpojs 3amuiieHHoctu ot PIIOMUH
texHuueckux cpeacts ACY u OBT. C »3Toil 1enpio0 NMpU OTKIKOYEHHBIX CPEACTBAX AKTUBHOM
3aIIUThI U3MEPSAETCS YPOBEHB MOOOYHBIX AJICKTPOMArHUTHBIX M3TYYEHUN OT TEXHUUYECKUX CPEJICTB
ACY u OBT Ha IByX-TpeX 4acTOTax ¢ MaKCUMaJIbHBIM 3Ha4Y€HUEM 30HbI R2 (pernepHsbie TOIIKIilgé



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

YacToThl penepHbIX TOUEK, U3MEPECHHBIE 3HAYCHUS HAMPSKEHHOCTU JJICKTPUYECKUX U MATHUTHBIX
IOJICH, TUIIBI W PACIIOJIOKECHUE AHTECHH, a TAaKXKe JPYTHe YCJIOBUS IMPOBEICHUS HN3MEPEHUMN
(GUKCUPYIOTCS M UCTHOJIB3YIOTCS IIPU AKCILTyaTallMOHHOM KOHTpoJje 3amuiieHHocta ot PIIOMIH
texHuueckux cpeacts ACY u OBT.

[To pesynapTaTaM arTeCTAIMOHHOIO KOHTPOJIS JJisi JAHHOrO oObekTa odopmiisieTcs AtTecrtar
COOTBETCTBUSI.

TexHnueCkuil KOHTPOJIb MPOBOJIUTCA ITyTEM 3arrycka Ha OBM crienmanbHON TECTOBOM MPOTPaMMBbI
Tuna «3edpay», 3aMepa anmnaparypod KOHTpOJsl u3iaydaeMblx DOBM CHUrHalloB U MOCIEAYIONIUM
CPaBHEHUEM UX C HOPMUPYEMBIMU 3HAYEHUSMMU.

[Topsimok MHCTPpYMEHTaIbHOTO KOHTpOoJsa [I9MUH:

* 3mepenue ypoueit [I9MMU u HaBogoK MH(OPMATUBHBIX CUTHAJIOB:

— BJIEKTPUYECKON COCTABIIAIOIIEH;

— MarHMTHOM COCTAaBIISIONICH;

— MHAYKTUBHOW COCTABJIAIOLIEH HABOJOK B CHUMMETPUYHBIX M HECHUMMETPUYHBIX JIMHUAX KakK
rajiIbBAHUYECKNA CBSI3aHHBIX, TAK U HE CBI3aHHBIX C IPOBEPAEMBIM YCTPOWCTBOM, HO HMEIOIIUX
BBIXOJ] 32 TPAHUI[BI KOHTPOJUPYEMOM 30HBI (€CJIM HE BBIMOIHAIOTCS TPEOOBAaHUS MPEANUCAHUS HA
AKCILTyaTalliio Mo 30He rl);

— U3MEPEHUE PEAIIbHOIO 3aTyXaHUs B ONACHBIX HAPABJIICHUSAX HA TPAHULIE KOHTPOJIUPYEMOU 30HBI;
— W3MEpPEHUE MapaMeTPOB NPUMEHSIEMBIX CPEACTB 3alluThl ((PUIBTPHI B OTXOMSALIUX JIMHUSX,
CUCTEMbI aKTUBHOTO 3alTyMJICHUS U T.11.).

 PacyeT BBINIOJIHEHNS HOPM Y OLICHKA 3alUIIEHHOCTH.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay

(MI'TY wum. H.O. baymana)

TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

KoHTponbs mpoBOAMTCSA JUIsi YCTPOMCTB, 00padaThIBalOIIMX WM MEpPelarolnuX HHQOpMaIuIo,

MNPpCACTABIICHHYIO B ITOCJICAOBATCIBHOM KOJC. HSMCPCHI/IH IMPpOBOIATCA BBI60pO‘—IHO JJIs1 9aCTOT,

KOTOpPBIE TMPH CHENHUCCICAOBAHUAX Jalld MAKCHUMAalIbHbIE 3HaueHUsA 30HBI R2. AHamorndsHo
IPOBOASTCA U3MEpEeHUS YPPHEKTUBHOCTU CUCTEM AKTUBHOM 3aIUTHI.
Ecnu 3HaueHus 30061 R2 OM3KK WK NPEBBIIAIOT PACCTOSHUE J10 TPAaHULIbI KOHTPOJIUPYEMOM 30HbI

(OXpaHseMONl  TEPPUTOPHHM),

IMPpOBOJATCA HU3MCPCHHUA PCAJIbHOI'O

3aTyXaHUs B  OIIACHOM

HaIlpaBJICHUH, TIOCJIE YEeT0 IMPOM3BOAUTCS pacdeT 3HAYCHWM Ha T'paHHUIIE KOHTPOJIUPYEMOM 30HHI.
N3mepenns pealbHOro 3aTyXaHus IPOBOIUTCS OTACIBHO IS Ka)KJI0T0 3HAYEHHS YaCTOThI CUTHAJIA.
PeanpHoe 3aryxaHme WHCCIEAyeMOH JMHUM B OMNAaCHOM HAIMPABICHUM OIPEACTICTCS II0
IPUBEACHHOMN HIXKE cxeme (puc. 6.1).

Puc. 6.1. Cxema nzmepeHus
PEANBHOIO 3aTyXaHUs B

JIMHHUA

L, M rpdEI‘.IIIa E3
CBT
' Hsmeprremsemni
: OpoOHHEE
| " L Hecnegyesan
: THHER
[
= HuzyxTop —
| Al y
I Hzme | 1 == o e
MEPHTETBHE r i
Temepatop |—— — HameprTensmest |

CHIHAJOE

SN | OpHeMEHE |
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Ha xkaxnoi j-ii 4dactore B wuccienyemyr jauHuto BOmu3u CBT momator cur”an ot
BCIIOMOTATEJIbHOTO HCTOYHUKA W M3MEPSIOT HANpPSHKEHUE ATOr0 CHUrHajda MPOOHUKOM
HanpspkeHus B IByX Todkax: BOnm3u CBT B Touke Al (HampsbkeHue Uluj ) ¥ Ha TpaHUIIC
KOHTposupyemoit 30061 A2 (HanpspbkeHue U2uj ). KoadpuuneHT 3aTyxaHus BbIYUCIISIIOT 110

dbopmyie:
[Ipy moMoIy U3MEPUTENHHOIO IPUEMHUKA MOKHO TTOJIYYUTh JaHHBIS IS

l-"hg‘ pacuera peabHOro kosddurmenTa 3aryxanus mo [IDMMU.
' TR Jlns pacnpeaeaeHHbIX CUCTEM (HAIpUMEp, JOKAIbHBIX BBIYMCIUTEIBHBIX
<Y CeTel) MPOBOASITCS MCCASAOBAHMS XapaKTEPUCTUK JIUHHM, 10 KOTOPBIM

x

nepenaercss MHQopMalmy, mo CrneruaibHON METOJIUKE pacueTa KOHTPOJIUPYEMOM 30HBI OT
SKpaHUPOBaHHBIX Kabenen csizu ACY u 9BM.

[IpuMeHeHrEe HeIKpAaHUPOBAHHBIX Kabenei A1 cBsizu OBM He nomyckaercs.
IKCnyamayuoHHvlil KOHMPOIb

OKCITyaTallMOHHBINA KOHTPOJIb 3amuiieHHocTd o PIIDMUWH Ha o0bekTe mpegHa3sHayeH
JUISl IPOBEPKU BBITIOJTHECHUSI MPABUJT IKCIUTyaTallUM U TEXHUYECKOTO COCTOSHUSI KaXJ0To
TEXHUYECKOTO CPEACTBA U OIEHKH COOTBETCTBHS TEKYILIETO COCTOSHUS 3allUIICHHOCTU
00BbeKTa U 3apUKCUPOBAHHOTO MIPU aTTECTALIMOHHOM KOHTPOJIE.

DKCIUTYyaTallMOHHBIA KOHTPOJIb COCTOUT U3 JBYX YaCTEW: OPTaHU3AllMOHHOU U

MHCTPYMEHTAJIbHOU
109



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

[Ipy BBINIOJHEHUHU OPraHU3AlMOHHOM YacTH JKCIUIyaTallMOHHOTO KOHTPOJIS HEOOXOAUMO
[51]:

* TIIPOBEpUTHh HaJIMuhe ATTecTara COOTBETCTBUS, JKypHaJa y4deTa IPOBEIACHUS
AKCIUTYaTallMOHHOTO KOHTPOJISA, MEPEYHS W IJIaHA Pa3MEIICHUS TEXHUYECKUX CPEICTB HA
00BEKTE;

* YTOUHUTh M€CTa BO3MOKHOTO BegeHus: PIIOMMU u npu He0OX0AMMOCTH BHECTH U3MEHEHMS
B IJIAH-CXEMY KOHTPOJIMPYEMOU 30HBI;

* MPOBEPUTH MOAK3EMIUIIPHO COOTBETCTBHUE PEAIBHOTO COCTABA TEXHUYECKUX CPEACTB M
COCTaBa, YKa3aHHOI'O B IMEPEUYHE TEXHUUYECKUX CPEACTB Ha OOBEKTE, a TAKXKE PEryJIsipHOCTh
MPOBEICHUA MX OKCIUIyaTallMOHHOIO KOHTPOJS II0 JKypHAJIy y4ye€Ta MPOBEICHUS
AKCIUTYaTallAOHHOTO KOHTPOJIA;

* CBEpUTh COOTBETCTBUE ACUCTBUTEIBHOTO PACIOJIOKEHUS TEXHUYECKUX CPEICTB U CPEICTB
3alIUTHI PACIIOJIOKEHUIO, TPUBEACHHOMY B IUIAHE Pa3MEIICHUS TEXHUYECKUX CPEICTB Ha
O0ObEKTE€ M B JIOCTYIIHBIX MECTaX BBINIOJHEHUE TPEOOBAHUN II0 MOHTAXYy KaKJI0ro
TEXHUYECKOTO CPEACTBA MU €ro0 KOMMYHHKAIIMK, TPUBEICHHBIX B OAKCIUJIyaTallUOHHOWU
nokymentanuu u CTP;

* TIPOBEPUTHb COOTBETCTBHME CBEACHHUM O CTENEHH CEKPETHOCTH 0OpabaTbiBacMOM
HHpOpPMAIlMd M YCTAaHOBJIICHHOM KaTeropu OOBEKTa COBMECTHO C IMPEACTaBUTEIEM
PEKUMHOM CITYKOBI TPEATIPUSATHS.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

B uHCTpyMEHTaIbHON YaCcTH HKCILTYaTallMOHHOTO KOHTPOJISI HEOOXOAMMO:

* JUII CPEACTB 3allAThl M TEXHUYECKUX CPEACTB TMPOU3BECTHU U3MEPEHUS [MAPAMETPOB
3anuineHHocTu oT PIIOMMU, koTopele OblIIM ONpeAeIeHbI Ha dTalle aTTeCTAllMOHHOTO KOHTPOJIS;

* st TexHnueckux cpeacts ACY u OBT uzmeputs HanpsH>KEHHOCTD SJIEKTPUYECKUX U MATHUTHBIX
TIIOJIEW B PEIMEPHBIX TOYKAX U PE3YJIbTAThl U3MEPEHUN CPABHUTH C PE3YJbTaTaMHU aTTECTALMOHHOTO
KOHTPOJIS;

* TIPOBEpUTH PaOOTOCIOCOOHOCTh CPEACTB AaKTMBHOW 3alllUThl COIVIACHO YyKa3aHUSIM B
AKCIUTYaTallMOHHOW JOKYMEHTAIIMU Ha 3TU CPENICTBA.

B cnydyae MOMOXUTEIBHBIX PE3YJbTAaTOB JKCIUTyaTAlIMOHHBIA KOHTPOJb OOBEKTAa CUMUTAETCS
3aBEPIUICHHBIM, O YEM COCTABJIACTCA AKT MPOBEJICHUS HKCILUTYaTallAOHHOTO KOHTPOJISI Ha OOBEKTE.
[Tpu BBISABIEHUN HEAOCTATKOB ITOCJIEAHUE YCTPAHSIIOTCS U KOHTPOJIb TOBTOPSIETCHL.

[Ipy mpoBeAEHUU SKCILTyaTallUOHHOTO KOHTPOJISI HAa OOBEKTE JOMYCKaeTCsl MpPOBEACHUE PadoT
BBIOOPOYHO OTHOCHUTENBHO OT/ICJIbHBIX TEXHUYECKUX CPEACTB.

6.3. MeToapl HCNILITAHUM

Obwue nonosicenust [51]

1.1. Ucneitanus I19BM wu nepudepuitHbix yCTpoMCTB Ha cooTBeTcTBUE Hopmam I[IOMIWH
MPOBOAAT B cOOTBETCTBUU ¢ TpedoBaHusamu ['OCT 51320-99.

1.2. TIDBM wucnoeiTeiBaloOT B cocTtaBe 0a3zoBoro komiuiekta (mo I'OCT 27201) um Bcex
nepu@epuiiHbIX YCTPOUCTB, TPEAYCMOTPEHHBIX TEXHUUECKON JOoKyMeHTaler Ha [I9BM.
[lepudepuitHoe yCTPONCTBO HCHBITHIBAIOT COBMECTHO ¢ 0a30BbIM KoMiuiekToM [19BM,
yaosiieTsopstomuM Hopmam IIDMUH, ycranosnenusim niist [IDBM koHKpeTHOTO Knacca. 4



«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

1.3. Ecau II9BM wimu nepudepuitHoe yCTPOMCTBO, HCIBITHIBAEMOE COBMECTHO C 0a30BBIM
komIuieKToM [I19BM, conep uT nIeHTUYHBIE TEXHUYECKUE CPEACTBA WM UACHTUYHBIE MOYJIH, TO
JOMYCKAeTCs MPOBOJUTHh HUCIBITAHUS MPU HAJIUYUHU XOTA Obl OJHOTO TEXHUYECKOIO CpEelICTBa
(MOJTyJIsT) KaXKJI0TO THUIIA.

1.4. Tlpu wucneiTaHusX nepuepuitHbIX YCTPOMCTB (KpoMme cepTU(DUKAIMOHHBIX) JIOMYCKAETCS
NpUMEHEHUE HuMuTaTtopa Oa3zoBoro kommuiekta [[DBM npu ycioBuMH, YTO HMHUTATOpP HMEET
AIIEKTPUYECKUE XAPAKTEPUCTUKHU PEaTIbHOTO 0a30BOr0 KOMILIEKTa B YAaCTH BBICOKOYACTOTHBIX
CUTHAJIOB M UMIIE/IAHCOB 1 HE BIUSET HA TAPAMETPhI JIEKTPOMArHUTHOW COBMECTUMOCTH.

1.5. 3HaueHue HampskeHUs (HAMPSHKEHHOCTH IOJs1) MOCTOPOHHUX paJMONOMEX Ha KakJIoH
4acTOTE U3MEPEHUH, MOTYUYEHHOE MPU BBIKJIIOYEHHOM HCHBITYEMOM YCTPOMCTBE, JOJKHO OBITh HE
MeHee ueM Ha 10 1b Huke HOpMUpPYEMOTro 3HAaYEHUs Ha JaHHOU yacToTe. JlomyckaeTcst MpoOBOIUTH
U3MEpPEHUsl MpU 00Jiee BHICOKOM YPOBHE MOCTOPOHHUX PATUONOMEX, €CIM CYMMapHOE 3HAYEHUE
MOJIEN, CO3/1aBAEMbIX HCIIBITYEMBIM YCTPOMCTBOM, M IMOCTOPOHHHUX PAJAUONOMEX HE MPEBBIIIACT
HOPMBI.

1.6. Ilpu wucnpITaHUSIX PACIIONOKEHHE W DICKTPUUYECKOE COCAWHEHUE TEXHUYECKUX CPEJICTB,
BXOJAIIMX B COCTaB HCHBITYEMOIO YCTPOMCTBA, JOJDKHBI COOTBETCTBOBATh  YCJIOBUSIM,
MIPUBEJCHHBIM B TE€XHHYECKOW JokymeHtannu Ha [IOBM. Ecnu pacnonokeHHe TEXHUYECKUX
CPEICTB M COCIUHUTENIbHBIX Kalesnell He yKa3aHO, TO BBIOMPAIOT TaKOE€, KOTOPOE COOTBETCTBYET
TUMOBOMY PUMEHEHUIO U TP KOTOPOM CO3/1aBa€MbI€ UCIIBITYEMBIM ycTporictBom [I9MUH

HUMCIOT MAKCHUMAJIbHOC 3HAYCHUC. 112
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(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

1.7. Ilpu ucnbITaHUSIX AOJKHBI MCIIOIB30BAaThCS COCIUHUTEIbHBIE KaOenu, TPeOOBaHUS K
KOTOPBIM VyKa3aHbl B TEXHUYECKOW JokyMeHTanuu Ha I[I9BM wunm nepudepuiinoe
yCTPOMCTBO. EcnM momycTuMbl pa3iMyHble JIMHBI KaOejael, TO BBIOMPAIOT Takue, NpHu
KOTOPBIX CO3JAaBAEMBIE HCIBITYeMbIM ycTpoucTBoM [IDOMHUH wumeror makcumanbHOE
3HaueHUe. [Ipy UCTIBITAHUAX HOMYCKAETCA MPUMEHSITh SKPAHUPOBAHHBIE WJIA CIICIIUAIBHBIC
kabemu gy nomasineHus [IOMUH B Tex cimywasx, xkorga 3TO YKa3aHO B TEXHHYECKOU
nokyMeHTauuu Ha [I9BM wim nepudepuiinoe yCTpOoncTBO.

1.8. M3nuiiHe JiMHHBIE KaOeIu CBOpAaYMBalOT B BUAE IJIOCKUX IeTeab pazMepoM 30—40 cMm
NPUOIU3UTEIBLHO B CEPEMHE KaOeTsl.

1.9. Ecniu uzmenenus: pexuma padotsl [I9BM (nepudepuiiHoro ycTpoiicTBa) OKa3bIBAIOT
BIisiHWE Ha ypoBeHb [IDMUH, TO ucnbiTaHuss NpOBOASAT NPU PEKUME, COOTBETCTBYIOLIEM
MakCHUMaJIbHOMY ypoBHIO [I9MIH.

1.10. PacrionoxxeHne TEXHUUECKUX CPEACTB UCIBITYEMOTO YCTPOWCTBA WU COCAUHUTEIBHBIX
kabeneil, a Takxke pexumbl padorel [[DBM  nomkHBI OBITH yKa3aHbl B IPOTOKOJIE
VCIIBITAHUN.

Annapamypa u obopyoosarue [51]

2.1. Usmepurens [IDMUH ¢ KBa3UNIMKOBBIM JETEKTOPOM M JETEKTOPOM CPEIHUX 3HAYCHUU
o ['OCT P-51319-99.

2.2. V — oOpaznsiii skBuBajieHT ceTu 1o ['OCT P-51319-99, tun 5 — B nonoce vactot ot 0,15
1o 100 MI . 13
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(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

2.3. N3mepurenbabie anTeHHBI — 10 ['OCT P-51319-99 . Ilpu uzmepeHnn Hanps>KEHHOCTH TOJIS
[ISMMHH B nonoce yactot ot 30 1o 1000 MI't HCTIONIB3YIOT JIMHEWHBIN CUMMETPUYHBIA BUOpATOP,
B monoce vactor oT 0,15 go 30 MI'm — mreipeByr0 aHTeHHY. JlomyCKaeTcsi MCIOJIb30BAHUE
OMKOHUYECKHUX aHTCHH.

2.4. Metaiumaecknt tuct it uamepenus Hanpsbkenus [IDMUH o 'OCT 51320-99.

2.5. Habop MeTamauyecKux JHUCTOB OOIEH IUIomaaplo, OOECHeYrBalolIie pa3MelleHre
ucnbITyemMoro komruiekra [[I9BM n n3MepuTenbHON anmaparypel ISl K3MEPEHUS HAITPSKEHHOCTH
nosist [ISMUH no n. 4.3. JlonyckaeTcs UCIONIb30BaTh NMepPOpUpOBaHHBIE METATIINYECKUE JINCTHI
WU CETKY C pa3MepoM nepdopanuu win stueek He oonee 0,02x0,02 m.

2.6. Crombl W TIOBOPOTHBIE TIMATGOPMBI JJIsi Pa3MEUICHHS UCIBITYEMOIO YCTPOWCTBA U
U3MEPUTENBHBIX IPUOOPOB JOJKHBI ObITh U3TOTOBJIEHBI U3 U30JISIIUOHHOTO MaTepuara.
Hzmepenus nanpsiocenuss IDMUH [51]

3.1. Pa3mepsl nomeleHus 11 TPOBEACHUS U3MEPEHUI TOJKHBI ObITh TAKMMU, YTOOBI PACCTOSIHHE
OT HUCHBITYEMOI0 YCTPOMCTBA (BKJIIOUAsi BCE TEXHUYECKHE CPEICTBA U COCAUHUTENbHBIE KaOelu,
BXOJISIIIME B COCTaB MCIBITYEMOIO YCTPOMCTBA) IO OCTAJbHBIX METAJUIMYECKUX NPEAMETOB U
TOKOHECYIIMX MOBEPXHOCTEN (KpOME METAITUUYECKOTO JIUCTa) ObL10 HE MeHee (0,8 M.
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(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

3.2. HM3MmepeHuss TpPOBOAST B HKPAHUPOBAHHOM TMOMEHICHUH. DPHEKTUBHOCTH €T0
SKpaHUPOBAHUS U (UIBTPALIMM CETH DJICKTPOMUTAHUS B MOMEIIECHUU JOJKHA OBITh TaKOH,
4yTOOBI OOEecIeunBarh BhIMoJHEeHHE TpeOoBanuii . 1.5. [Ipu BeimonHenuun TpedoBanuii m. 1.5
JOMYCKAeTCsl MPOBEACHUE HCTBITAHUNW B HEIKPAHUPOBAHHOM MOMeEIIeHUU. PacmonoxeHue

anraparypsl MpU U3MEPEHUN HANPSIKCHUU TOJen, co3naBacMmbix [I9BM mokazano Ha puc.
6.2.

Puc. 6.2. Pacnionoxenue
anmnaparypbl pu M3MEpEeHUHU
HAIPSKCHUM  TIOJIEW, CO3aBaeMBbIX
IIBM: 1 — cton; 2 — BepTUKAJIbHO
PACIIOJIOKEHHBIN METAITNYECKUI
JINCT;

3 — uchoeBITyeMo€ YCTPOWCTBO; 4 —
MEKOJIOYHBIE COCOWHEHHA, S5 —
ceTeBbIC KaOeH;

6 — 1mmMHaA 3a3eMiiecHus; 7 — «
ITEnceapHas  KOJIOAKa, &  — 0.5M 0.8M

AKBHUBAJICHT CETH;
9 — uzmepurens [IDMUH

w
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(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

Ha crone, yCTaHOBJIEHHOM y BEPTUKAIBHO PACIOJIOKEHHOW TOKOMIPOBOISIIEH TOBEPXHOCTH
(METAJUIMYECKOTO JIUCTAa pPa3sMepoM HE MeHee 2X2 M WM CTEHbl SKPAaHUPOBAHHOIO
noMenieHus), pasmemaroT I[IOBM wu »kBuBasieHT cetu. HcnbITyeMoe€ yCTpOMCTBO
pa3memaroT Ha paccTtossHuA 0,8 M OT s3kBUBaJieHTa c€TU U 0,4 M OT METAJIIMYECKOIO JIMCTA.
3.3. OKBHBAJIEHT CE€TH YCTAHABIWBAIOT HEMOCPEACTBEHHO OKOJIO TOKOIPOBOIAIIECH
IIOBEPXHOCTU U €r0 KOPIYC COCAUHSIOT C 3TOM MOBEPXHOCTHIO IIMHOU HMIMPUHOU HE MEHEE
0,005 M 1 MUHEMAaIBbHO BO3MOKHOU AJIWHOM, HO He Ooiee 0,4 M.

3.4. Ecim IIDBM wuMeeT equWHCTBEHHBI CETEBOM KaOenb, TO OH IOAK/IIOYAETCS K
skBUBaieHTy cetd. Ecium [I9BM umeer Oonee OmHOro ceTreBOro KabOens, TO BCE OHH
MOAKJIIOYAIOTCS K IITEICEIbHON KOJIOAKE, PACIIONOKEHHOW B HEMOCPEACTBEHHOM OJIM30CTH
OT PKBHBaJIeHTa ceTh. Eciu minHa ceTeBbIX Kadesel mpeBbimaeT 1 M, To OCTaBIIMECS YacTH
KabeJiel CBOpaurBarOT B COOTBETCTBUU € TpeOOBaHUSIMU 1. 1.8.

3.5. PacrnonoxeHue UCHBITYEMOTO YCTPOMCTBA W H3MEPUTEIBHOM ammaparypbl IIpH
u3mepennun HanpsbkeHust [IDMUH, co3naBaembix nepu@epuiiHbIM yYCTPOMCTBOM, MOKa3aHO
Ha puc. 6.3. [lepudepuitHoe yCTpOMCTBO pasmemniarT Ha paccTosHuM 0,8 M OT SKBHUBaJIEHTA
cetu 1 0,4 M or Metamuueckoro jucra. CereBoi kabenb nepudepuitHOrO yCTpOMCTBA
MOJAKJIIOUAOT K DJKBUBAICHTY ceTu. CeTeBble KaOelu Jpyrux TEXHUUYECKUX CpEJCTB,
BXOAIIUX B UCHIBITYEMOE YCTPOMCTBO, MOAKIIFOYAIOT K CETH DJIEKTPOIUTAHUS.
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3.6. Ecium mno TpeOOBaHMAM HSIIEKTPOOE30MACHOCTH HCHBITYEMOE YCTPOWCTBO HMEET
CIIELIMAIbHbBIC 32KUMBI JIJISI TOAKIIOUEHHUS 3a3€MIISIFOIIIETO MPOBO/IA, TO 3a3€MIISIFOIIUI TPOBO/I
JUTMHOM 1 M MpOKIaJbpIBalOT NMapajlIeIbHO CETEBOMY Ka0emto Ha pacctossHuu He Oonee 0,1 M u
MOAKJIIOYAIOT K 3aKUMY 3a3€MJIEHUSI METAJUIMYECKOTO JIUCTA.

Puc. 6.3. Pacnonoxkenne anmaparypsl ; /2 / : 5/ / : /7 8
Ipyd W3MEPEHUM HANPSHKEHUW TOJIEH,
CO3/1aBA€MBbIX nepu@epuiHbIM
YCTPOUCTBOM: 1 — CTOMI; 2 — BEPTUKAIBHO
PACIIOJIOKECHHBIA METAJUIMYECKUN JIUCT;
3 — WCHbITyeMO€ YCTPOUCTBO; 4 —
MEKOJIOUHBIE COCAMHEHMS; 5 — CeTeBOM
kabeJb nepupepuiHOTrO YCTPOMCTBa; 6 —
IIMHA 3a3€MJICHUS]; 7 — SKBUBAJICHT CETH;
8 — UIBMEPUTEND IO

3.7. Ilpu uCHbITAaHUAX MPOBOASAT U3MEPEHUE KBA3UITUKOBOIO HECUMMETPUYHOTO HAIIPSIKCHUS
I[IDMHUH. 3a pe3yaprar M3MEpPEHHI Ha KaXAOW YacTOTe IPUHUMAIOT HauOOJIbIIee U3

3HAYEHWM, ITOTYYEHHBIX IS JBYX MTPOBOJIOB.
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3.8. Ilepen Havanom m3MepeHuH, nepecrpanBas usmepuress [ID9MWUH B nipenenax moaocsl
HOPMUPOBAHMUS, (PUKCUPYIOT YaCTOThI, HA KOTOPHIX HAOIIOMAIOTCS MAKCUMYMbl HAIPSKEHUS
I[IDMHUH. N3MepeHus MpoOBOASIT Ha 3TUX dYacTtoraxX. Ilpu OOJBIIOM 4YHCIIE TaKMX YacToOT
JOITYCKAeTCs COKPaTUTh MX KOJWYECTBO, HO He MeHee ueM j10 10, BeIOpaB Te, HaA KOTOPBIX
3HaueHus HanpspkeHus [ID9MUH nanbonpmme. M3MepeHnss Hanps>)KeHHOCTH 11071 [S51]

4.1. M3mepeHuss HampspKEHHOCTH Tonsi, co3aaBaembix [IOBM  wnm  nepudepuitHbiM
YCTPOMCTBOM, IIPOBOJSIT Ha WU3MEPUTEIBbHOM IUIOIIAJKE, COOTBETCTBYIOIIEH TpeOOBaHUSIM
['OCT 51320-99. HcnbiTyemMoe YCTpOMCTBO pa3MENIal0T Ha MOBOPOTHOW IU1argopme Ha
BbIicoTe 0,8 M HaJl METAIMYECKUM JIUCTOM (puc. 6.4).
Puc. 6.4. Pacrmonoxenue anmaparypsl NpH
u3MepeHnsX HanpspkeHHoctr nossa [IDMUH, e
CO3/1aBAEMBIX UCIIBITYEMBIM YCTPOUCTBOM: | — =

MOBOPOTHAas Iuiaropma; 2 — HCHBITYEMOE o . 05M
YCTPOUCTBO; 3 — MEKOJIOUHbIE COeUHEHUS; 4 ; \

— TpaHMIa MCIBITYEMOIO YCTPOWCTBA; 5 — O S o, WU T N, | . S——
METAJUIMYECKUN JIMCT, 6 — W3MEpPUTEIbHASL ‘\I | :
aHteHHa; 7 — wm3meputens [[ODMUH; D — \ 25
MAaKCHUMaJbHbIN pasmep VCHIBITYEMOTO =g
yCTPOMCTBA; R n3MeputTenbHOE paccTosiHue; A . 05M /
— MaKCHUMaJIbHAsA OJIMHA daHTCHHBI

l

h 4

1M D 1M
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U830/

4.2. [momanp MO UCTIBITYEMBIM YCTPOUCTBOM, MEXIAY HUM M U3MEPUTEIIBHOW aHTECHHOM JOJKHA OBITH
MOKPBITA METAJUIMYECKUMH JINCTAaMU. METaJIIMYeCKUE JTUCTHI TIOJKHBI BRICTYIIaTh HE MEHEE YeM Ha | M 3a
TPaHUILy UCIIBITYEMOT'O YCTPOMCTBA C OJHOIO KOHIIA U HE MEHEE YeM Ha | M 3a U3MEPUTENBHYIO AaHTEHHY C
Ipyroro KoHua. [ paHuily UCTIBITYEMOTO YCTPOUCTBA MPEICTABISIET BOOOpaXkaeMast JIMHUS, ONTUCHIBAIOIIIAS
IPOCTYI0 TEOMETPUYECKYI0 (UTYpY, 3aKIIOYAIONIyI0 B Ce0€ TEXHUYECKHE CPEACTBAa HCIBITYEMOIO
ycTpoiicTtBa. Bece coelMHUTENbHBIE KA0EIU JOJKHBI OBbITh BKJIIOYEHBI B MPEAEIbl 3TOM F€OMETPUUYECKON
burypsl.

4.3. Ilpu n3mepenun HanpskeHHocTy nonst [IDMUWH B monoce wactor ot 30 no 100 MI'n ucnons3yror
SKBUBAJIEHT ceTu. CeTeBoill Kadenb HCHBITYEMOrO0 YCTPOMCTBA MPOKJIAJBIBAIOT KpaT4allluM ITyTEM
BEPTUKAJILHO BHHU3 BJOJIb OCH BPAIllEHHs] TOBOPOTHOM TIaT(HOPMBI.

4.4. PacctosHue R OoT mpoekiuu eHTpa U3MEPUTEITBHON aHTEHHBI HA 3EMIIFO JO TPAHULBI UCTIBITYEMOTO
YCTPOMCTBA JOHKHO COOTBETCTBOBATh TPEeOOBAaHUSM, YKa3aHHBIM B MeToauKe W3MEpPEeHHs] MOOOUYHBIX
MH(OPMATUBHBIX CUTHAJIOB, M3JIy4yaeMbIX TexHuueckuMu cpeactBamu ACY u 9BM, Ho He meHee 1 M.

4.5. llpm wu3mepeHun HanpspkeHHOCTH mnoist [IOMMWH HWXKHIOKO TOYKY IITHIPEBOM AHTEHHBI
yCTaHaBJIUBAIOT HA BBICOTE 1 M, IIEHTP CHUMMETPHH JIMHEHHOTO CUMMETPUYHOTO BUOparopa — Ha BeICOTE h,
ONpENeIISIEMOM MyTEM MEPEMENIEHUS] TMPUEMHON AaHTEHHBI [0 BEPTUKAIM BOJM3U HUCCIETYEMOTO
000pyIOBaHMS 10 MTOJIOKEHUS, COOTBETCTBYIOIIETO MAKCUMYMY ITPUHUMAEMOTO CUTHAIA.

B nmonoce gactot ot 0,15 g0 30 MI't onpenensitoT HanbobIIee KBA3UIMUKOBOE 3HAYEHUE BEPTUKATHHOM
cocTapysironieit anexkrpudeckoro noist [IDMUH na yvactoTe M3mepeHui mnpu MOBOPOTE IMIATHOPMBI C
UCIIBITYEMBIM ycTpoiicTBOM. B monoce wyactor or 30 go 1000 MI'1y ompenensitoT HanOOIbIINE
KBa3UIIMKOBBIC 3HAYECHUS TOPU3OHTAIBHOM W BEPTUKAIBHOM COCTABISIONIMX AJICKTPUUECKOTO MOJIA
[I59MHUH na yactoTe U3MEpEeHUN MpU MOBOPOTE MIAT(HOPMBI C UCTIBITYEMBIM YCTPONCTBOM. 3a pe3ysbTar
M3MEPECHHUM Ha KaXJI0W 4aCTOTe MPUHUMAIOT HAUOOJbIIIEE U3 TTOTYYECHHBIX 3HAUCHHI. 119
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\U830 /%

6.4. Ilopsinox nmpoBeaeHusi KOHTPOJIA 3amumeHHocTH AC ot HC/{
B nHpopmaniMoHHBIX CUCTEMaxX U B aBTOMATU3UPOBAHHBIX CUCTEMAX 00pa0OTKU MHPOPMAIIUU
npoBepstoTes [S1]:
* HaJIW4Yue CBEJACHMM, COCTABISIONIMX TOCYJAPCTBEHHYIO WM CIY)XCOHYIO TalHY,
HUPKYIUPYIOIINX B CpeacTBaX 0OpabOTKM MH(GOpPMALIMM U MOMENICHHUSX B COOTBETCTBUU C
OPUHSITON HA 0OBEKTE TEXHOJOTUEH 00pabOTKN HHPOpMaIIUH;
* MPABUJIBHOCTh KJIACCU(PUKAIMK AaBTOMATU3UPOBAHHBIX CHUCTEM B 3aBUCUMOCTH OT CTENEHU
CEKpPETHOCTH 00pabaTrsiBaeMOi HH(OpMAITUY;
* HAJIM4Yue cepTU(UKATOB HA CPEACTBA 3alUTHI UH(OPMALINH;
 opraHu3anusi 1 (PaKTUIECKOE COCTOSHUE JOCTYIAa OOCTYKUBAIOIIETO U IKCILUTYaTUPYIOIIETO
NEepCOHAIa K 3allyIIaeMbiM HH(POPMALIMOHHBIM pecypcaM, HaJIWM4YUME U  KadyeCTBO
OpraHu3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO JIOMYCKY IE€pCOHala K 3allyllaeMbIM
pecypcam, opraHu3alus yuera, XpaHeHHUsI U 00palieHus ¢ KOH(QUACHIIMATIbHBIMU HOCUTEISIMU
uH(pOopMaIuu;
* COCTOSIHME€ Yy4Ye€Ta BCEX TEXHUYECKUX U IMPOrpaMMHBIX CPEACTB OTEUECTBEHHOIO M
MHOCTPAHHOIO IIPOU3BOJICTBA, YYACTBYIOIIMX B 00pabOTKe 3aluinaeMorl HHQOpmMaluu,
HaJIM4YU€ M TMPaBUILHOCTH O(DOPMIICHUS TOKYMEHTOB MO CIEHHAIbHBIM HMCCICIOBAHUSAM U
OpoOBEpKaM TEXHUYECKUX CPEACTB HWHPOpMaTuU3alii, B TOM 4YHUCIEC Ha HaJIU4yue
HEJEKJIapUPOBAHHBIX BO3MOXHOCTEN MTPOrPaMMHOTO 00€CIICUCHUS;
* 000CHOBAHHOCTD U IOJIHOTA BBIIIOJIHEHUS OPraHU3alMOHHBIX U TEXHUYECKUX MED I10 3aJIUTE
HH(pOpMaIINY;
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* HaJgWyue, MPABWIBHOCTh YCTAHOBKM M TIOpSJKa OHKCIUTyaTallud CPEJCTB 3alluThl OT
HECAHKIIMOHUPOBAHHOIO 0CTyNa K HH(OpMaIIny;

* BBINOJHEHUE TPEOOBAHMUM IO TEXHUYECKOW 3aliuTe WHQPOPMAIUM TPU TOAKIHOUCHUHU
aBTOMATU3UPOBAHHBIX CHUCTEM K BHEIIHUM HWH(OPMAIMOHHBIM CHCTEMaM  OOIIEro
MOJIb30BaHUSI.

B xone npoBepku aHAIU3UPYETCS CUCTEMa MH(POPMAIIMOHHOTO 00ECIICUeHUsI 00bEKTA!

* UCIIOJIb3yeMbIE TUTIBI DBM U onepaimOHHBIX CUCTEM;

* BUALI U 00beMBI 0a3 JaHHBIX;

* pacrpe/ielIeHHe 3aKPhITOM U OTKPBITOM MH(pOpMaIIKH 110 padOYrMM MeCTaM I10Jb30BaTeNCH;

* OPSIAOK JOCTyIA K UHGOPMAIIMK, KOJIMYECTBO YPOBHEN pa3rpaHUUYCHUS JOCTYIIA;

* OPSIAOK MOAAEPKAHUS 1IETOCTHOCTU UMH(OPMAITUY U PE3EPBHOTO KOITUPOBAHUSI.
OcymectBisiercs: MpoBepka 3PGHEKTUBHOCTH PeaJbHO YCTAaHOBJICHHBIX MEXAaHU3MOB 3alIUThHI
uHpopmaIu TpeOOBAHUAM COOTBETCTBYIONIETO Kiacca 3amuThl nHpopmaruu ot HCI.
CTpyKTypa CUCTEM 3alIUThI CPEICTB U CUCTEM MH(OPMATU3AIUN OT HECAHKIIMOHUPOBAHHOTO
JOCTyIIa JIOJKHA BKJIFOUATh B C€0s YETHIPE MOJCUCTEMBI:

1. IlogcucremMy ynpaBlIEHHS TOCTYIIOM, KOTOpasi OCYIIECTBISACT MIEPCOHATN3AIMIO JICHCTBUI
B CUCTEME Ha OCHOBE MJACHTU(HUKATOPOB U Ipoduiei moib3oBaTesiei (IacCmopToB) OTACIBHO
JUTSl KOKJI0TO YPOBHS, @ TAaK)KE pa3rpaHUUCHHUE JOCTYIIa Ha UX OCHOBE
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2. Iloncucremy ydera U KOHTPOJIS, HAKAIUIMBAIONIYIO U B JTAJIbHEWIIIEM 00padaThIBAIOILYIO B
KypHaJe yuyeTra CTaTUCTUUECKHUE CBEACHUS O JOCTYIIEC MOJIb30BAaTENIEH K Pa3IMYHbIM pecypcam
CEeTU U BO3MOKHBIX nomnbITkax HC/I.

3. Kpunrorpapuueckyro noacucteMmy (st uHdpopmanuu ¢ rpupom «CC» u BbIIIE) IS
mudpoBaHus KOHPUACHIIMATBHOW WHPOPMAIIUK, 3aITUCHIBAEMON HA MarHUTHBIE HOCHUTEIU U
nepegaBaeMor 10  JIMHUAM  CBs3UM. Bcsg  uHdoOpMaiusa, He TOomJIexamias OTKPBITOMY
pacrnpoCTpaHEeHUI0, MU(pPyeTCcs HEMOCPEACTBEHHO B €€ HCTOYHUKE (paboueil CTaHIuH,
TepMUHAJE, 0a3e NaHHBIX) U MEPEAACTCS MO OTKPBITHIM JIMHUSIM CBSI3W B 3aIIM(POBAHHOM
BUJIC.

4. TloncucrteMy oOecreueHUsl ETOCTHOCTH, KOTOpasi OCYIIECTBIISIET KOHTPOJIb LEIOCTHOCTH
CPEACTB ONEPALMOHHBIX CUCTEM, NMPHUKIATHBIX MporpaMM U 0a3 JaHHBIX, a TAKXKE CPEIICTB
3aIIUThl UHPOPMAIIUH.

6.5. MeToabl KOHTPOJIA MOOOYHBIX JTEKTPOMATHUTHBIX U3JIy4YeHUU FeHEPATOPOB
TEXHUYECKHUX CPEACTB
Monynsuusi MHPOPMALMOHHBIM PEYEBBIM CUTHAJIIOM BBICOKOYACTOTHBIX KOJECOAHUN Yy
TEHEPATOPOB TEXHUUYECKUX CPEACTB MOXKET BO3HUKATH M3-3a MU3MEHEHUS WHAYKTUBHOCTEU U
EMKOCTEM MX 3aJal0lIUX KOHTYPOB MOJ BO3AEHMCTBUEM aKycTuueckoro mnoss. Ilepexsar
MOZYJUPOBAHHBIX CUTHAJIOB 1O kKaHaiy [IOMU ¢ mocnenyromen 1eMoayasaiue NIpuBOJIUAT K
yTEUYKEe peYeBOi HH(DOPMAITUH. )
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JIns  WCCIIENOBAHMS BIMSHHUS —aKyCTUYECKOIO ——-- - ———

HOJIS Ha TEXHUYECKOE CPEICTBO HEOOXOAMMO reneparop ¢ ECTPOEHHBIMH OKTABEBIME

coOparh YCTaHOBKYy II0 cxeme puc. [52] u Sok cie, dumTparm

BBIIOJIHATE CJIEIYIOIINE ICHCTBHSI. Mok

e  VCTaHOBUTH  M3MEPUTENLHYIO  AHTEHHY 1x M Aremma
U3MEPUTENILHOTO NMprubopa Ha pacctosiHuu d = 1m Y

ot uccnexyemoro BTCC na Hanbonee 0macHOM ¢ BICC |—> H;;fgf; '
TOUKHM 3PEHUS IIEPEXBATA CUTHAJIA HAITPABJIEHUU. - d !

* Brmtounts ucciaenyemoe BTCC B mraTHbIA
pexKUM pabOTHI.

Puc. 6.5. 3mepeHne noOOYHBIX 3IEKTPOMarHUTHBIX
m3yuennit BTCC

* [lepecTpoiikoil U3MEPUTETHLHOTO TPUEMHHUKA B MCCJIEAYEMOM JUANA30HE YaCTOT, OOHAPYKUTh CUTHAIIBI,
cosznaBaeMbie reHeparopom BTCC.

* Hactpouth H3MEpUTENbHBIM MPUEMHUK HA YacTOTy HauOOJee MOIIMHOr0 OOHAPY>KEHHOTO CHUTHAIA,
KOTOpasi, KaKk IPaBUJIO, COBMAJACT C 4YacToTOM reHeparopa. llomoca mnpomyCkaHus H3MEPUTEIBHOTO
MPUEMHHUKA YCTaHABIMBAETCSI MAaKCUMAJIbHO OJIM3KOM K IIMPUHE criekTpa curnana reueparopa BTCC.

e AKyCTHYECKYI0 CHUCTEMY H3IIy4yarelld T'€HEeparopa TECTOBBIX AKYCTHYECKMX CHUTHAJIOB PA3MECTHUTh Ha
paccTostHAM 1 M OT UCCIIETyEMOT0 TEXHUYECKOTO CPEACTBA U HAIPABUTH B €TI0 CTOPOHY.

* B mecre pasmemenuss BTCC Ha paccrosHum | M OT M3myvarens aKyCTHUYECKOW CUCTEMBI YCTAHOBHUTH
U3MEPUTEIbHBIA MUKPO(OH IIIyMOMEpPa CO BCTPOEHHBIMU OKTABHBIMU (DUIIBTPAMMU.

* BKJIIOYUTh aKyCTUUECKYIO CUCTEMY U HacTpouTh ee Ha yacToTy fl = 1000 I'u. YcraHOBUTH HEOOXOUMBIIA
YpPOBEHb 3BYKOBOTO naBieHus: 80 1B pu HaIMuMK CpeacTB 3ByKoycuiieHus, 72 1b — Ipu UX OTCYTCTBHN.
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Ecnu akycTosnekTpuyeckre npeoopazoBaHus 00HaAPYKEHbI, TO HEOOXOIUMO:

* [IpoBecTH M3MEpPEHUE YPOBHEN HANPSKEHHOCTHU eKTpuueckoro (Eu ) u marautHoro (pHu )
MOJIEH, CO3/ITaBa€MbIX TEHEPATOPOM, U IIMPUHY criekTpa curHaia (AFc ) Ha yactore reneparopa.
» Ha yactote reneparopa BTCC npousBectu uaMepeHusi ypoBHel HanpsbkeHHOcTel nomex Eiij
u pHnj . 3mepenust npoBoasaTcst 0€3 M3MEHEHHS pexXruMa padoThl IPUEMHUKA.

* [IpousBectu pacuer 3HaueHU ypoBHs MH(popmaTuBHOro curHaia Ec u pHc mo gopmymnam
[52]:

Ee =y(EnBx)’ ~(En/%a)* . »exB, 6.1)
pH =\ (5aPHz)" ~(PHz/tx)? . MxBhy, 6.2)

rne Ec ,pHc— ypoBHu wuHdopmaruBHOro curHaiga, MkB/m; £a — MOOrpemHOCTbh BXOAHOIO
npeoopazoBaress (MOrpemHoCTh Ko3hPuineHTa KaTuOpoBKY aHTEHHBI ), 1b;

fr =1+4/(10%9%% —1)2 1 (100058 _1)?2

— OTHOCHUTEJIbHAsI CpeHEeKBaJipaTuyHas omnbOka udMepeHus (B paszax); EUm — MOrPeIIHOCTh
U3MEPUTENBHOTO npuemMHKKa, Ab; p=377 OM — BOJHOBOE CONPOTUBICHUE HEOTPAHUYECHHOMN
cpenasl (g Bakyyma p=120m =3770m).

* Yepe3 BOITHOBOE COMPOTUBIICHUE U3MEPEHUS HAIPSXKEHHOCTH MArHUTHOIO TMOJIST U3 MKA/M
MEPECUYUTHIBAIOTCS B COOTBETCTBYOIIYIO HAMPSHKEHHOCTD JIEKTPUYCCKOTO IOJIS, U3MEPSIEMYTO
B MKB/M.
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 M3meputh paccrosinue r B merpax oT BTCC no Onumxaiiiiero Mecta BO3MOXKHOIO
paCIIOJIOKEHUSI CPEACTB TEXHUUECKOW pa3BeAKH 3a MpeaeiaMu KOHTPOJIUPYEMOUM 3OHBI.
Paccuurars 3HaueHue kodpuireHTa 3aryxaHus Vr 1o clieayomum Gopmysam.

Ecau dactora oOHapy>KEHHOTo CHTHajia reHeparopa Huke yactotel f < 47,75MIn, TO
K03 (DUITMEHT 3aTyXaHUs paCCUUTBIBACTCS 1O HopMmyIie:

3 47,75
r,ecm r< ;
rie f —yactoTra u3mepenHoro curuana, MI .
47,75 47,75 1800
Vp=4—— ecmar< <r<——: (6.3) Ecim d4acTtora o0OHapyK€HHOTO CHUTrHasa
J i s reHeparopa yIoBIETBOPAET ycioBuro 47,75
&},Or e Ml < f <1800MIm, 1o KO3(duIEHT
L 3 ¥ 3aTyXaHus onpeaeaseTcs no hopmysie
L3 1800
ro.ecm r< 2
Ecium dactora 0OHapy’>KEHHOrO CHUTrHala . ] ¥ (6.4)
reHeparopa yAOBJETBOPSIET ycCaoBUIO f " 118007 - r>1800 )
>1800MI'1, To KOA(PIULIMEHT 3aTyXaHUs | f b g

onpeaensercs mo Gopmyiie:

V. =r. (6.5)
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Paccunrars 1eMCTBYIOIYIO BBICOTY G_;
aHTeHHBI h 110 Popmyie: 2 63-1020
: hy =——= . M, (6.6)
TIe K*a — AHTEHHBIH KO3 UITUEHT K, f
(morapupMuUEeCcKuii), nb 1020

THOCHUTEJIBHO 1/M;
?— yacTora curHaja, MIm; G* =10lgGa , n1b — ko>puIMEHT yCHICHUS AHTCHHBI B

OTHOCHUTEJIbHBIX €IUHUIIAX, onpez[emleMbIﬁ yepe3 Kod(ppuUIMeHT ycuiaeHusi aHTeHHbsl Ga |,
3(hPeKTUBHYIO MUIOIIA (b aHTCHHBI Sa U JUIMHY BOJIHBI CUTHaNa A kKak G_=4nS / A
* Paccunrars ypoBEHb IIIYMOB Ha BXOJI€ pAAUONIPUEMHOTO YCTPOMCTBA IO (DOpMYIIE:

E_pe) rne U* — qyyBCTBUTEIBHOCTD
a—ha 1 o
U2 10 10 pPaguoOTPUEMHOIO YCTpOHCTBa, MKB;
Unm= - 7 + NG AF, (6.7) AF*n— nonoca npomycKaHus TpakTa
AF*.1010 2 ) IPUEMHOTO YCTPONCTBA, MPH KOTOPOM
i

U3MEPSIach YyBCTBUTEIBHOCTD, ['11;
q*— OTHOLICHUE CUTHAI/IIyM, TPU KOTOPOM U3MEPSIACh YYBCTBUTEIBHOCTh MNPUEMHOIO
ycTpoictBa, nb; E*a — 4yBCTBUTEIBLHOCTh AHTEHHBI, U3MEpPEHHass npu q* = 1 u momoce
nponyckanus npueMHuka AF , n1b oTtHocutenbHo MkB/M; K*a — anTeHHBIH KO3(h@UIIMEHT
(yiorapudmuueckuit), 1b otHocuTenbHo 1/M; AFc — mupuHa criekTpa curHaia reaeparopa, [';
AFa — mosoca npomnyckaHusi, IpU KOTOPOW MPOU3BOAMIOCH HW3MEPEHUE UYBCTBUTEILHOCTH
AHTECHHEL.



«MOCKOBCKMH rOCYIapCTBEHHBIN TEXHUYECKUI YHUBEpcuTeT uMeHu H.O. baymana»
(MI'TY wum. H.O. baymana)
TexHn4eckne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

Paccuutarh OTHOIIIGHWE CHUTHAJI/IIyM Ha BXOJE pPa3BEAbIBATCIILHOTO MPUEMHHUKA II0
dbopmynam:

IS DIIEKTPAYECKOTO IO gE = ( EC hﬂ )/’(A'_).I/r er );

JUISL MATHETHOTO TIOJS gy =(PH_ hy)/(2V,Uy).

rne Ec ,pHc— ypoBHM mH(popmaTuBHOTO curHaja, MkB/m; Ul — HampspkeHHe IITyMOB Ha
BXOJIC pa3BEIbIBATECILHOTO TpUEeMHUKA, MKB; ha — JneicTByromiass JjuHa aHTEHHBI
pPa3BENBIBATEIIBHOTO IPUEMHHUKA, M.

PaccuuTath npenenbHO JOMYCTUMOE 3HAU€HUE CUTHAI/IIYyM 1o (popmyIe:

8=(3.2+®  (x)Py)/ (316-® ' (x)Py). (6.10)

X 2
e P(x)= 1 ! exp(——)dt  — wmterpan BepostHocTH; O—1(X) — dyHKIHS
Jzn —0 2 oOparHas ®(x); Prn— npenenbHO IOMYyCTUMOE
3HAYCHHE BEPOSTHOCTH IPAaBHIIBHOTO
OOHaApYKCHHsI CUTHAJIa CPEJCTBAMU Pa3BEIKH.
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«MOCKOBCKHI TOCYJapCTBEHHBIN TEXHUYECKUN YHUBEepcUTET nMeHn H.O. baymanay
(MI'TY wum. H.O. baymana)
TexHndeckue cpeacrtea 3awmTbl MHpopMaumn

CpaBHUTH paccunTaHHble 3HaYeHus curHai/myMm qE u qH ¢ npenensHo nomyctumeim o . [Ipu
BBITIOJTHEHUU YcCJIoBUA < O cumTaercs, uro nepexsar [IDMU BTCC na yactorax pabOThI
BBICOKOYACTOTHOTO T€HEPATOpa CPEACTBAMM PA3BEIKA HEBO3MOMKEH.

B cnyyae, ecinu 3TO HEPABEHCTBO HE BBIMOJIHSETCS, TO HEOOXOIUMO ONMPEAECITUTh PEabHBIM
K03 PUUMEHT 3aTyXxaHus CHUTHaja Vr* MPU €ro pacnpoCTPaHEHUH OT MECTa MPOBEIACHHUS
U3MEPEHUA OO0 MECTa BO3MOXHOIO HAXOXKJICHUS CPEICTB TEXHUYECKOM PAa3BEAKU HAa
paccTosiHuM 1. {11 3Toro Heodxoaumo [52]:

e BOim3u BTCC ycTaHOBUTH BCHOMOTATENIbHBIN M3Iy4aTeilb, COCTOSIIIUNA M3 TEeHEepaTopa
CUHYCOUJIAJIbHOTO CUTHAJIA U U3JIy4alOlIei 3JIEKTPUUECKON aHTEHHBI, KOTOPYIO HEOOXOIMMO
nmoMectuth BMecto BTCC;

* HACTPOUTH reHepaTop Ha yactory renepaunu BTCC;

* YCTAHOBUTh U3MEPUTEJIbHYIO aHTEHHY TPUEMHUKA HA paccTosHuu d = | M OT W3nydaromeu
AHTEHHBI BCIIOMOTATEIBHOIO M3JIy4arelisi, MPUEMHUK HACTPOUTh HA YACTOTY TE€HEpATOpa,
IpUYEM, MOJIOCHI MPOIYCKAHUSI T€HEeparopa U MPUEMHHKA JOJHKHBI OBITh MPUOIU3UTEIBHO
PaBHBL;

* W3MEPUTh YPOBCHb HANPSIKEHHOCTH JJIEKTPUYECKOTO TOJNS OT BCHOMOTaTEIbHOTO
U3JIy4aress;

* YCTAHOBUTh U3MEPUTEIBHYK) AHTEHHY B MECTE MPEANOJIAraeMOro pa3MENICHUs CPEICTB

pa3BCAKU U UBMCPUTDH PACCTOAHUC T,
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TexHn4eckne cpeancrtea 3allunThbl I/IH(*)OpMaLI,I/IVI

* U3MEPUTh YPOBEHb HANPSIKEHHOCTU »JJEKTpuueckoro monss E'T B 3ToMl TOYkKE OT

BCIIOMOTI'aTeabHOIO U3JTy4aTeis;
* IPU BBIKJIFOYEHHOM T'€HEPATOPE U3MEPUTH YPOBEHb ToMex E'm;

* .
* OIIPENIETINTh peanbHoOe 3aTyxanue kak V. =Er / Er'-' .

* IIPOBCCTHU PACUCT OTHOILICHUA curHai/ IITyM Ha BXOAC U3MCPHUTCIbHOI'O IIPUCMHHUKA I10

dopmyine qE =(QE Vy )/ vy

Jlasiee 1O pPacCMOTPEHHOM pAHEE METOAMKE ONPENCIAIOTCSA YCIOBUS BO3MOXHOCTH WIIH

HeBo3MOoxHOCTH mnepexBara [I[OMUM BTCC Ha wyacrorax paOOThl BBICOKOYACTOTHOTO

reHeparopa.
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Bonpochi?
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