NMHOOPMALMOHHDbIE
TEXHOJOI'NI

Nekuua 14. NporpaMmmMmHO-
KOH(pUrypupyembie cetn u
NporpaMmmMHO-KOH(pUrypmpoBaHHbIW

LIOLl. BuptyansHbin LIO/.

Kypc nekuun
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Oco0eHHOCTU NCNOoNbL3yeMOn HbIHE
ceteBoM CTpyKkTypbi LIOA

Cetb nwboro LIOL coctouT mn3 OOMbLWIOro 4ucria crneumanu3npoBaHHbIX

annapaTHbIX YCTPOMCTB (KOMMYTaTOpOB, MapLUPyTM3aTOpPOB U T.A.), NPUYEM, 3TO
pas3Hoobpasne wmpuTcsa rog oT roga. 3anyck noboro HOBOro CETEBOro cCepBuca
TpebyeT gobaBrneHnsa HOBLIX HAOOPOB YCTPOMUCTB. OTO NMPUBOAUT K:

g
g

YBenuyeHunio nnowaan 3aHmmMaeMmon obopyaoBaHUEM;

HeobxoamMmocTn obecneveHuss 3afaHHbIX KIIMMaTUYECKUX YCNOBUA Ha 3TUX
nnowaasx;

HeobxoanmocTn ONONHUTENbHBLIX UCTOYHMKOB MUTAHUS;

PocTy cTtoMMoCTM noTpebnsiemon SHeprun, KanutarbHbIX U OonepaumoHHbIX
3arpar,

HeobxognmocTn Hanma nepcoHana, obnapawoulero bonee pasHoobpasHon
KBanudgukaumen n cneymanusaumuen;

Bonee w4actbiM 3akynkam HoBOro o6opydoBaHuMsl BcneacTBue ero
ycTapeBaHuns (He CTONbKO OU3NYECKM, CKOSTbKO MOPanbHO) ;

HeobxoanmocTn NOBTOPHOIO NPOEKTUPOBAHUA CETU U €e pas3BepPTbIBAHUS NoA
HoBOe 0OopyaoBaHME.
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3a4vyeM HYXHbl NpPorpaMmmMHO-
KOH(purypupyembie cetu?

C atTum euwe MOXHO mMuputbes B kopriopatueHeix UOM. Ho Ha
goxopgax kKommepdeckmx LIOLO BKNOYEHME HOBOMO WM 3aMeHa
ycTapeBLUero obopynoBaHus ckasbiBaeTcs mano. Npudem, no mepe
YCKOPEHUS pas3BUTUS TEXHOMOrMM, CPOK Cnyxbbl 00opynoBaHUs
nMeeT TeHOEHUMIO K YMeHblleHuo. B pesynbrate 3atpartbl Ha
pa3BuTMEe KOMMYHMKaumMoHHoM noagcuctemol LIOOA  HauuHatroT
onepexaTtb POCT AOX0O0B, HA KOTOpble HanpaBneHbl 3TK 3aTparhl.

N3 ckasaHHOro crieqyer. 9KCTEHCUBHLIM NMYTb Pa3BUTUA CETEBOU
ctpyktypbl LIOL Ha 0ase cneunanmsmpoBaHHOro o0opyaooBaHUSA
ABMNAETCA TYNMKOBLIM. TpebyTca NpuHUUnuansHO HOBLIE NOAX0oAbl K
pa3BuTuo busHeca kommepyeckux LIOL. OgHum mn3 Takmx NoaxonoBs
ABMNAETCA  KOHUENUMs  NMporpaMMHO-KOH(UIYPUPYEMBIX  CETEN
(Software Defined Network - SDN), TecHO cBfi3aHHad C

BUpTyanusauuen ceteBblx pyHKumnm (Network Functions Virtualization
- NFV).
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B yem cytb SDN u NVF?

o SDN - 3710 MeTog aaMUHUCTPUPOBAHNSA KOMMNBLIOTEPHbLIX CETEN, NO3BOSSAIOLLINN
ynpaendaTb ycrnyramm cetu, korga JqoyHKuMoHan ynpasrieHus (control plane)
OTAENEH OT HMXKEenexallero ypoBHS rnepechiniku naketosB (data plane) 3a cuyer
nepeHoca doyHKLUMM ynpasrieHnd CEeTEBbIM obopyaoBaHUEM
(MapwpyTusaTopamMm, KOMMyTaTopamu U T.4.) B MPUIIOXEHUS, paboTatolime Ha
oTOeNLHOM cepBepe (KoHTponnepe). [lnaHupoBaHuMe CeETU U ynpaBrieHUE
TpadOMKOM Npu 3TOM NPOUCXOAUT MporpaMmMHbIM NyTemM. [na npunoXxeHuu
BEpXHero YPOBHSA NpenocTaBnsTCA NHTEPdENCHI NpuKNagHoro

nporpammupoBaHus (API). Takum obOpasom, BBOL HOBbLIX YCIyr Ha CeTu
ycKopsieTcs 1 obrneryaercs.

o NFV — TexHonorusi BupTyanusauuy ¢pu3nM4ecKkux CeTeBbIX 3NEMEHTOB
TEeNeKOMMYHUKALMOHHOMN CETU, Korga ceTeBble (OYHKUUWU UCTONHAKTCA
nporpaMMHbIMWU  MOAYNAMM, pa60Ta+ou_u/|M|/| Ha CTaHOApPTHbIX cepBepax
(4awe Bcero x86) m BUpPTyasribHbIX MalUMHAX B HUX. OTU MPOrpamMmMHbIe
MOAOyNn MOryT B3aMMOOEWCTBOBaTb Mexay cobonm ans obecnedeHusl, Kak

BHYTPEHHMX, TaK N BHELUHUX KOMMYHUMKauun LIOL, yem paHee 3aHUManuchb
annapaTHble nnaTgopMsbl.

SDN n NFV, B obwem, He 3aBucat gpyr ot apyra, xota NFV moxet B
3Ha4ymnTenbHom ctenenmn gononHAatb SDN.
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Kak ycTtpoeHa SDN?

SDN — 310 «Kapkac» Ans co3gaHusl «CETEW BHYTPU CETU» C 3apaHee
onpegeneHHbIMN napamMmeTpamm n KoHdurypaumen. bnarogapa SDN,
CeTb CTaHOBUTCHA «NporpamMmmupyemomn», cosgaBaeMon U3 UMEKLLUXCS
PECYPCOB NOA KOHKPETHbIE MPUNOXEHUss U 0Oonee oTkpbiTon. SDN
NO3BOSIAET aBTOMATUYECKN KOHUIyprupoBaTb CETW Noad onpeaeneHHble
NpUNoXeHnsa, unun Habop npunoxeHun. C ogHOW CTOPOHbI, SDN
NO3BOMSAET MNPUNOXEHMAM  3anpalumBaTb CeTeBble  YyCrnyrm WU
MaHuMnynupoBatb UMW, a C [PYroM CTOPOHbI, [aeT BO3MOXHOCTb
npenocTaBnATb NPUNOXEHNAM TOMOMOrMI0 N COCTOAHNE CETW.

AHarnorusa — AKI1 B aBTomMobure, Kkotopas CKpbIBaeT TEXHUYECKYHO
CITOXKHOCTb YMNpaBrfieHNa aBTOMOOUNEM B Clydae MEXaHUYECKOU
kopobkn nepegad. Kak u  AKIl, cepBep ynpaBneHuss SDN
aBTOMaTU4YECKN KOHMUIrypuUpYyeT CETEBLIE PECYPCbl B COOTBETCTBUU C
3anpocamu npunoxeHun. Llenoyke «Bogutenb — aBTOMaT — LUECTEPHU B
KOpoOKe» B aBTOMOBOMIIE COOTBETCTBYET LIENOYKA «MPUNOXKEHNE — CEPBEP
SDN — ceTeBble 3fIEMEHTLI.

BaxHo, 4to SDN He TpebyeT 3ameHbl 06OpyaoBaHUSA WU
KapauHarnbHbIX pekoHcTpykumn. HanpotmB, SDN wucnonb3yetr Bce
cyLLecTBYloLlee obopyaoBaHUe, XOTA U NPUBHOCUT Ka4€CTBEHHbIE UHbIE
NPUHLUKMBI ero pabdoTbl U opraHn3aunn ynpaeBrieHNsa CETbIO.
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Apxutektypa SDN 1 pocronHcTaa

B apxutektype SDN MOXHO BblAENUTb TPU YPOBHS:

® UHpacmpykmypHsbIU yposeHb, NPeaocTaBnaAloLLnm Habop CETEBLIX
3NeMeHToB (KOMMYTaTOpPOB U KaHANoB Nepenadn AaHHbIX);

® YPOBEHb yrpasreHus, BKMNoYatoLLMiA B cebs ceTeByto onepaLoHHYo
cucTemMy, Kotopasi obecrneymBaeT NPUIOXEeHNAM CETEBbIE CEPBUCHI U

NporpaMmmMHbIN MHTepenc ansa ynpasfieHNa CETEBbIMU YCTPOMNCTBaAMU U
CETbIO;

® YPOBEHb cemeshIx npuoxeHut (ynpaBnswoLwyo nnatdopmy) Ans
rMokoro n addeKTUBHOrO YrpaBrieHNsi CETbIO.

Ynpasnsiowan

Ceresan onepaunoHHan cucrema (NOS)
ynpasnewnue yepes
nHTepdencel

CeTesbie aNeMeHThl Ceresbie 3nemeHTsl

[locToMHCTBA: OaHHasi TEeXHONMOrnsa Mo3BOMSAET MNOBbICUTb 3PAPEKTUBHOCTL
ceteBoro obopynoBaHusa Ha 25-30%, cHnautb Ha 30% 3aTtpaTbl HA 3KCNyaTauuto
ceTen, NpeBpaTuTb YyrnpaBneHne CEeTAMU U3 UCKYCCTBA B MHXEHEPWUHD, MOBLICUTb
6e3onacHOCTb W NpPeaoCcTaBuUTb MOMNb30BaTENSM BO3MOXHOCTb MPOrpamMmMHO

cO030daBaTb HOBblE CEPBUCHI N ONMepaTnBHO 3arpy>Katb NX B CETEBOE O60pyD,OBaHI/Ie.
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YTto Takoe NFV? OpkecTtpauusa ycnyr

NFV - ato cnocob supTyanusauum dyHkuum anemeHtoB cetu UO[L, koraoa
ceTeBble (PYHKUMM UCMOSHAKTCA He creyuanmsnpoBaHHbIM obopyadoBaHueMm, a
NporpaMMHbIMKM - MOAYyNsAMK, paboTalowmMm Ha CTaHOapTHbIX CcepBepax WU
BUPTYasibHbIX MallMHaxX B HUX.

AHanorusa - Teatp U KNMHo. TeaTtp (annapaTtHble ceTeBble NnaTtdopMbl) — aHanor
annapaTtHoW peanusauuun nbecobl, kKMHO NFV — aHanor «BupTyanusauum» nbecbl Ha
KWHOMMEHKe, nnn B MynstumMeanmnHoMm Lmudgposom anne.

BaxHass ocobeHHoCTb NFV - BO3MOXHOCTb «OpKecTpauuu ycnyr», T.e.
BblESNIEHNA BUPTYarnbHbIX PECYPCOB TEM UNU UHbIM ycryram o 3anpocy. [pu aTom
gocTturaetca Hambonee onTMManbHOE WCMNONb30BaHME PecypcoB 006opyaoBaHUS:
cepBepoB, cUCTeM xXpaHeHua u cetn. na atoro B apxutektype NFV npeaycmotpeH
KOMMOHEHT agMuHUCTpupoBaHua u opkectpaumn - MANO (Management and
Orchestration), kKOToOpbIN ABNSETCA BaXXHeuWLLeN YacTbio kKoHuenumn NFV.

AHanorus: «opkecTpaumsa» ycrnyr — 3To MOHTaxep punbma, KOTOpbIN CKrenBaeT
NfIeHKY (Mnn umdpoBble dannbl) OTCHATBIX CUeH, dopMUpys anu3oabl U punsm B
Lernom.
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Otnnune SDN ot NFV

CyLLl,eCTByeT HEKOTOpaa nyTtaHuua Co3faloT 0CHOBbI AN Cosgaet ceTesble
npesocTaBaeHuns —— >~ _— . abctpakuum ans
Mexay noHatuamu SDN wu NFV. Tak 0 e y x e e
CL-||/]Ta|-()T’ YTO. NPUNOXKEHUN OT’// / \\\ BHeApeHuA
) CTOPOHHUX [ o | HOBbIX yCAyr
D 9TO OAHO N TO XKe, pa3pa6OT‘-IMKOB‘\ ,,,,T:Tpob,::b SDN ' B CeTU
0 coBepLleHHO pa3Hble TEXHOMOMU; . /
0 SDN Heobxoanma ansa pa6otsi NFV. N N4
/ \
BO BCeX TpeX yTBep)KﬂeHMﬂX eCTb ( NFV ObecneunBaeT
aona UCTUHbl, HO HM OAHO M3 HUX HEe \ 3aT°:a”T’*fc*(‘)“j
\\ /
BEPHO Ha 100%. \ //éHepronOTpe6neHMﬂ

—_— —~

Llerin NFV moryT 6bITb 4OCTUTHYTHI U 6e3 ncnonb3oBaHuss mexaHmamoB SDN,
cpeactBamMu, Kotopble yxe umetTca Bo MHormx LIOLO. OpgHako, pasgeneHue
NNIOCKOCTEN YNpaBfeHUs U NEPECHINKM AaHHbIX, ucnonb3dyemoe B SDN, MoxerT:

0 yBennuuTb NPon3BOOUTESTLHOCTD;
0 ynpocTuTb B3anMoadenCcTBuUE MeXay pasnuyHbIMK nnatopmamu;
0 YnpoctuTb onepauyuoHHbie N 0bcrnyXueatoLwme npoueaypsbl.

NFV aBnaetcs ocHOBHOW apxutekTtypon anga asontounn LIOL, a B HEKOTOPbIX
cueHapusx Takke MoXeT ucnosnb3oBatbest U SDN.

SDN no3Bonsier  KOHUrypupoBaTb  MMOCKOCTb  nepedadn  AaHHbIX
NporpamMmMHbIM NYyTEM.

NFV nossonser 3agjaBaTb posin BUPTYyalibHbIX CETEBbLIX YCTPOUCTB TaKke
NporpamMMHbIM NYTEM. MTYCH .



MpenmyuwiecTtea n npobnembl BHeApPEeHUSA
SDN u NFV

Mpreumywiectea SDN 1 NFV ona LO[A:
0 ynpouwieHMe U1 UeHTpanu3auuss YynpaBreHusi, aaAMUHUCTPUPOBAHUA U
obcnyxmnBaHus;
0 noBbileHne aPHEKTUBHOCTU BU3HECA, CHUKEHME ONEePaLMOHHbIX 3aTpar;
bonee 6bICTpoe pa3BepTbiBAHNE HOBbLIX YCIIYT;
0 6onee adhbdHeKTUBHOE MUCMNONb30BaHME PECYPCOB TENNEKOMMYHMKALIMOHHOW CETU
nyTeM UEHTpanu3auuu ynpasreHusi pecypcamu, BuUpTyanusaumn. pecypcoB

LIOL.
O6opyaosative

OcHoBHOM Mpobnemon pasBUTUSA
NFV/SDN n BHEOAPEHMUSA ATUX
TEXHONOMMM B KOMMYHMKALMOHHbIX
noacuctemax LIOL siBnstoTcs 6onbLion
00beM NHBECTULIUN. e

Ha o6opynosaHne u MO NFV
MANO npuxogutcs okono 36% 3atpar.
Ho ecnn nontm no nNyTm passBuUTUS
TpaguUUOHHOM (annapaTHOW) CeTeBOW
NHAPaCTPYKTYpbl, TO 3aTpaTtbl OyayT B

pa3bl, €CJIIN HE Ha NOPAOKN, oonbLue.
MTYCU 9
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PaKkTopbl, caoepXKUBaKOLWMEe pa3BUTHUE
TexHonormn SDN v NFV

K cpbaktopam, caepxusarowmm passutne NFV/SDN, MOXXHO OTHeCTu:

CrtaHpgapTel M coBMecTMMOCTb: cTaHgaptel NFV ewe He OO0 KoOHua
pa3paboTaHbl, YTO NPUBHOCUT pPasHOOON B BEHAOPHbLIE peanu3auun, Bbi3blBaeT
npobrnembl coBMecTumocTn peanusaunn NFV pasnuyHbiX BEHOOPOB, a Takke
puckun B ctpaternsax passmutua LIOL.

TexHuyeckass 3penoctb: Ao Hosaopsa 2014 1. 6onbwWMHCTBO HOBbIX NFV-
TEXHOMNOrMM HaXo4AuNUCb B COCTOSIHUN TECTUPOBAHUS.

HescHOCTb uUeHHOoCTKM Ou3Heca: nepBble KoMMmepyeckne peanusaumm NFV
nosiBunncb Torbko B 2015 . U UeHHOCTb Ansa 6usHeca oT peanusauun NFV
NoKka AOCTOBEPHO He noaTBepKAeHa.

[Mpobnemsl Murpauum: Mmurpaums TpaguuMoHHOM CETEBOU MHAPACTPYKTYpPbl K
apxutektype NFV wn/unun SDN gaBngerca cnoXHoM W MHOroctyneH4aTou
3agayen N cUCTemMaTUdeckum onbiT NOAOOHLIX NEepexogoB U ybeauTenbHbIX
YyCMNEXOB MoKa OTCYTCTBYET.

[Mpobnembl opraHM3aLUuMOHHOW CTPYKTYPbl: B OpPraHMU3auMoHHOW CTPYKType
MHorux LIOLO penaptameHT MHOPMAaLUMOHHBbIM TEXHOMOIMM N TEXHUYECKUU
genapTameHT opraHusaumoHHo pasgeneHbl. Mexagy Ttem, NFV u SDN
OTHOCATCS MMEHHO K cdpepe NMHPOPMaLMOHHbLIX TEXHOMOMNMN.
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PbiHok SDN

SDN nos3BonawT pewartb 3agadu:
0  NOBbILWEHNSA NPOMNYCKHON CMOCOOHOCTU KOMMYHUKALMOHHBIX KaHanoB.;
0 YNPOLWEHUSA yrnpaBreHns CeTbIo;
0 nepepacnpenerieHns Harpysku;
0  NOBbILWEHNA MacITabnupyemocTn CETH.

Kaxxgas KomnaHusi, B 3aBMCUMOCTU OT CBOUX MOTPEOHOCTEN, MOXET BHEAPUTb
pelleHne, COOTBETCTBYHOLLEE €e KOHKPETHbIM 3agayam. Bo BHeapeHun gaHHON
TEXHONOrnn 3anHTepecoBaHbl NpoBanaepsbl, Bnagensubl LUO, onepatopbl CBA3N,
dbnHaHcoBble 1 BAHKOBCKUE CTPYKTYPbl, TENIEKOMMYHUKALIMOHHBIE KOMMAaHWUMN.

Pag mupoBbix nponssoautenen euwe B 2012 rogy nmenu rotoBble K npoaaxe
cobctBeHHble peweHuss B obnactm SDN. Hanpumep, Cisco SystemsOpen
Network Environment, cneumanbHO npeAHas3Ha4YeHHY0 ANs NOAAEPKKN peLLeHni
SDN. B tom e rogy komnaHmsa Google obbsaBMNna o nepeBode BCeW BHYTPEHHEWN
ceTmn ana obmeHa Tpadumkom mexay csommn LIOO no Bcemy mupy Ha SDN.
Ncnonb3oBaHne SDN no3Bonuno KomMnaHWM OCYLLUECTBMATbL LEHTpannu3oBaHHOE
ynpaBneHne ceTbild W  NOTOKaMW  OaHHbIX, ONTUMU3MPOBATb  MPOLECCHI
TECTUPOBAHUSA U MOHUTOPWHrA.

MTYCU 11



SDN B Poccum

B Poccun B Havane 2016 roga «KommUAT Kasnutan», KoprnopaTuBHGLIN
BEHYYPHbIN ooHO «PocTenekomay, nHeectnpoBan okono 100 munnanoHoB pyonen
B OO0 «[llporpammmpyemMble CETU», PELUEHUSI KOTOPOro OPUEHTUPOBAHbLI Ha
NOCTPOEHME CETEN OnepaTopoB M KOpnopaTUBHbIX CETEN Ha OGase apXUTEKTYpPbI
SDN wn cmexHonm TexHonorum NFV. Oo koHua 2016 roma nnaHMpoBanochb
3anyCTUTb NepPBble MUIOTHbIE 30HbI.

[To TexHonormam SDN wn NFV «Poctenekom» yxe coTpygHU4YaeTr cC
OTEeYECTBEHHLIM LleHTpOM npuKnagHbIX McCcnegoBaHUM KOMMBKOTEPHbBIX CETEW
(LUMAKC). Llenbko coTpyoHuyectTBa SABMAETCA WUCCiegoBaHME BO3MOXXHOCTEN W
ycnosun BHegpeHuna TexHomnormn SDN m NFV B cetn «PocTtenekomay.
CoTpyaHNYeCTBO HarnpaslieHO Ha peanusaumio NporpaMmmMbl UMMNOPTO3aMeLLEHNS B
obnactn nporpamMMHoro obecnevyeHna MuHUCTEPCTBA CBA3M UM MacCOBbIX
KOMMYHUKauumn PO.

Opyrne poccuinckme onepatopbl B 2016 rogy Takke wu3yyanu BHeOpeHue
TexHonormn SDN mn NFV. Tak B TIAO "Mera®oH" Bonpochbl, CBfi3aHHble C
SDN/NFV, B 3TOT nepuog Haxogunucb Ha CcTaguuM aHanusa M BO3MOXHOIo
BHeOPEHUA B MWHAQPACTPYKType B 4acTum cepBucHbiXx nnatgopm. A T1AO
"BboimnenKom" (6peHp "bunainH") akTMBHO u3y4van v TeCTupoBasli TEXHOMOMMU U
peweHusi, opueHTupoBaHHble Ha NFV. B wacTHocTK, BbINM yCcnewHo NpoBeAeHb!
TECTUPOBaHUSA N BHEOPEHUSA psiaa BUPTYann3npoBaHHbIX CETEBbLIX OYHKLUN.
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[lporpammMHO-oOnNpenensemMblie
BUpTyanbHblie LO[O

Buptyanmsaunms — ogHa U3 KIHOYEBLIX TEXHOMOrMW, BOLUEeALUX 3a
HECKONbKO  OeCATUneTMn B KOPMNopaTUBHYHO MchpaCprKTypy
Hanbonblunx ycnexos yganocb A0bUTbCA B CErMeHTe CepBepHOu
BUPTYyanusawmn, KoTopasa B HacTosiLlee BpeMs NMPUMEHHAETCA 4OCTaTOuMHO
lUMPOKO. Ha npownon nekumn ObINO MNoKasaHo, 4YTO BUPTYyasbHbIE
pelleHns Hawwnu ceoe BonnowleHne B CX/, roe Obinn peannusoBaHbl N BCe
bonee LWMPOKO MUCMONb3YHTCA NporpamMmMHo-onpeaensemMsle, B TOM Yucne,
BUPTYyanu3npoBaHHble CUCTEMbl XpaHeHus — SDS. TexHonorus
BUPTyanu3aumm HaudMHaeT NPUMEHSATbCS U B CETEBOM 00OpydoBaHUU —
TexXHosriorma rnporpammHo-onpenensdembix cetem (SDN) m TecHO € He
CBA3aHHada TexHosormga supTyanusaunm cetesbix pyHkumnm (NFV).

EcTecTBEHHbIM pa3BUTMEM 3TOU KOHLENUMU ABMAAETCA Uaea cosgaHus
BuptyanbHoro LIO[. B kayectBe OCHOBHOW eOuHWULbLI BUPTyanusauuu
npyv 3TOM npegnonaraeTcs MnosiHoCTeo BupTyanbHein IO, B KOTOPbIX
oCyLlecTBndeTca BupTyanusaumsa abCcositoTHO BCEX OCHOBHbIX PECYPCOB.
OTa mnges, Bo3HMKwasa B 2012 rogy, nony4duna HasBaHWE MNporpamMmHo-
KOHurypmpyemblx unm nporpammHo-onpeaensemolx LOL (Software
Defined Data Center, SDDC) unu «BupTyaneHbin garta-ueHtp» (Virtual
Data Center, VDC). B nocrnegHem criyyae KnueHT kommepyeckoro LIO[
(Data Center) nony4aet He NPOCTO CeEPBEP, a MOSMMHOLEHHY BUPTYarnbHYO
UT-uHpacTpykTypy, BKMO4as cepBepa, CUCTEMbl XpaHEHUs U

KOMMVYHUKaAUUWN.
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OcobeHHOCTU BUpTyanbHbix LOO

BupTtyanbHein LLOL — 370 nyn BUpTYyarnbHbIX PECYPCOB (CEPBEPHI,
XpaHunuuia, CeTun), Ha OCHOBE KOTOPOro KrMEHTbl OONaYyHbIX
cepBuCcoB MOryT cosgasaTtb T-MHQpacTpyKTypy pasnmyHoOro ypoBHS
CITOXXHOCTWU, TaK Xe Kak Ha dumsnvyeckom obopyaoBaHun. [lopTarn
camMmooOCnyXnBaHMA NO3BOMAET UM U3MEHATb OObEM BblAENEHHbLIX
pecypcoB, He obpawaacb angd 3Toro K cnyxbe TexHudeckoun
NoOdEepPXKKM rnpoBangepa, cosgaBaTb BUPTyasibHble MalUuHbl C
HeoOXoOAUMbIMW HACTpPOMKaMK, pasfnnyHbIE CETEBLIE TOMOSIOrUN,
KOHJOUrypupoBaTb CETEBbIE NAapaMeTpPbl, BKIOYag:

0  JIOKallbHbl€ CETU,

o NAT (Network Address Translation— «npeobpasoBaTenu
CETEBbLIX apecoBy),

0  MEXCeTeBble 3KpaHbl;
0 ©GanaHcUpOBKY HarpyskKu.

OcobeHHO addekTuBHbl BupTyaneHble LOLO B o0bnadHbix
TEXHOMOIMMAX, KOrga KAWMEHT MnonyyYyaeT BO3MOXXHOCTb MOSTHOCTBIO
KOHTPONMMPOBaTb CEPBUCblI C MOMOLLULID NaHeNuM YynpasreHus
BUPTYyanbHbIM AaTa-LUEHTPOM.
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JocTtounHcTBa BupTyanbHbix LOA

BupTtyaneHbin LIO[] yHMBEpcaneH n MOXeT UCMonbL30BaTbCA ANs peanusayum

npakTnyeckn nobbix 3agay, HO Yalle BCEro a10:

[0 TectnpoBaHue n paspabdotka lN0O;

[ pasmelleHne n XxpaHeHUe OaHHbIX;

[0 noakntovyeHne gononHutenbHbiX pecypcoB (O3Y, AMCKOBOro NpoCTpaHCTBa) B
YCNOBUAX NUKOBbLIX HArpy3ok (No mogenu rmbpuaHoro obnaka);

[0 cospaHune pesepsHoro LIO[;

[ BpemeHHas nnowiagka Ha BpemMs MoAepHM3auum COOCTBEHHOrO LEHTpa
06paboTKM AaHHbIX.

[oTOBbIE WABNOHLI MO3BONAIT BLICTPO pa3BopayMBaTb HOBblE BUPTYarbHbIE
mMaLwuunHbl (BM), a macwtabupoBaHne pecypcoB 3aHMMAaET BCErO0 HECKOSTbKO MUHYT.
KonnuecTtso co3gaBaembix BM orpaHnymBaeTcs TONbKO 06beMOM NMPUOBPETEHHbIX
BUPTYyanbHbIX pecypcoB. BuptyanbHbin LUJOL no3sonser:
nepeBeCTU KanuTasrbHble 3aTpaTtbl B ONepauuoHHbIE;

He NPOEKTUPOBaTb N HE CTPOUTb cobcTBEHHbIN LIO/;
HanpaBuUTb BbICBOOOAMBLUNECS AEHEXHbIE CPEACTBA Ha pa3BUTUE BU3HECa;
ornepaTtMBHO UCNPaBUTb OLLUNMOKN KOHUIypaunu.

SN
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BuptyanbHbie LO B Poccun

NpoBanaep

Poctenekom

Mera®oH

Microsoft

KPOK

NT-T'PAL

OcobeHHOCTH

[MOkne wuHamBMayanovHble KOHdurypauum BM, Bbibop OC, BO3MOXHOCTb
N3MeHeHus Konmyectea BM, BbicOokas HageXHOCTb U OOCTYMNHOCTb CEpBUCA,
obecnevyeHne ©Ge3onacHOCTM B COOTBETCTBUM C  rOCydapCTBEHHbIMU
cTaHgapTamu

[oToBLIM BuUpTyanbHbin LIOLO c noptanom ynpasneHusi, CX[, BHYTpeHHEN
CETbIO U LUMPOKMMM BO3MOXKHOCTAMM NS MOAKITHOYEHUS KaHanos cBA3n. OauH
N3 camMmbix CTpormx SLA Ha pbIHKE MO COBOKYMNMHOCTU METPUK.

[Mo3BonseT BbIbupaTb ucnosnb3dyemble OC, rmbko KoHUrypnpoBaTb CETEBYHO
CBA3HOCTb BUPTYyalibHbIX CepBEepoB Apyr C AOpyroM W C UHTEpPHET,
KOH(burypmpoBatb  napameTpbl  unbTpauum  Tpaduka,  ynpasndTb
OrpaHNYeHnaMN Ha NnoTpebnsemble pecypcsol.

BuptyanbHein LUO ons BbicOKONpomn3BoanTeSibHbIX OU3HEC-KPUTUYHBIX UT-
cepBucoB,. OcobeHHOCTM: novacoBas Tapudukaumsi, COBMECTUMOCTb C
Amazon API, pasmMmelleHmne nepCcoHanbHbIX NaHHbIX (152-93),
ceptndurumpoBaHHble PCTIK cpeacrTea 3alnThI.

BupTtyanbHble cepBepbl VMware pasmelleHbl Ha 6peHgoBomM obopyaoBaHn B
HafdeXXHOM AaTa-ueHTpe. JononHuTenbHble ycnyrn: goctyn Kk APl, «Obnako
®3-152», wnpoBaHme gaHHbIX B obnake, 3awmta ot DDoS.

MTYCH 16



