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BecnpoBogHas ceTk
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- Bo3amoXXHOCTb NpuHecTun ntoboe ceoe 6ecnpoBogHOE YCTPOUCTBO U

cepBucbl MOU

NOAKITHOYNTb €ro B CETb



[lpoOnembl 6e3onacHOCTU B
becnpoBOoAHOU CETW

] 3awmTa oT HeECaHKUMOHNPOBAHHOIO AOCTYna

1 WindppoeaHne nepegaBaemMbiX OaHHbIX




be3onacHocTb Wi-Fi

-
L_@_]m;;j“ [Moyemy WPA2 Enterprise?

@ Ha cerogHAwWHWMM [OeHb AOna  obecnedyeHUs HaOeXHoro
MexaHu3ma 6e3onacHOCTM B KoprnopaTtuBHOM ©OecnpoBOAHOM
ceTn Heobxoaumo (M obsiI3aTenbHO) NCMoNb3oBaHNE YCTPOUCTB U
nporpamMmmHoro obecneveHus ¢ nogaepxkon WPA2.
\MNpeabloywine nokoneHnsa npotokosioe - WEP un  WPA
cogepxaT 3feMEHTbl C HeOoCTaTOYHO CUSbHBLIMU 3aLlUUTON W
anroputmamMmun LWIMdpoBaHms

A Wcnonb3oBaHne WPA2 PSK npegnonaraetr ucnonb3oBaHMe
OAHOrO KIito4a Ansl BCexX Nonb3oBaTernen, Yto He MMEeET CMbIca

0119 KOprnopaTneBHOW CETH

]

MeTopn 6e3onacHoctn WPAZ2 Enterprise no3sonsieT nonb3oBaTesieM UCMosib30BaTb
NNYHbIE Napbl NOrMH N Naporsib OT novtel MOW Ans NnoakntoyYeHust K ceTu.




be3onacHoOCTb
becnpoBoaoHOU CeTH

B cetn BJIBC M3W nognepxuBaeTcs aABe CETU:

d WundpposaHHasa — mpei-wifi

1 He wundposaHHasa — mpei-free(ans nogaepxku
CTapbIX YCTPOWUCTB, HE NoAaePXXMUBaOLLNX
LUnppoBaHme, OOCTYN TOMBLKO MO MPOTOKOsiam

http n https).




1 EanHcTtBo HacTpoek cetn no sBcemy MO

1 He TpebyeTca nponssoguTb
nepenoaknovyeHne(naporsb U NIOrMH OT NOYThI
BBeEeHbl OAMH pa3 Npu HACTPOMKE)

1 HeT rapaHTupoBaHHOro poymMmuHra
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17 Kopnyc — BTOpPOW 3Tax



v3001ap

17 Kopnyc — TPETUM aTax



1 Bcero yctaHoBneHo 32 ToYKkM OOCTyna Ha

TEPPUTOPUN UHCTUTYTA.
1 B 17 kopnyce: 13 Touek gocrtyna,;
1 B 14 kopnyce: 13 Touek gocrtyna,;

1 B 13 kopnyce: 6 To4ek gocrtyna;




Toukn goctyna 6ecnposogHon cetn MOW:

] npegHa3Ha4yeHbl ANa ceTen maclutaba

npeanpuaTma
] UMEeT WMPOKYH 30HY NOKPbLITUA

] MMeIoT BbICOKYHO CTENEeHb HaOeXHOCTU




1 lNpowunsBognTtca nccrnegoBaHmne

NPOn3BOAUTENBLHOCTU DECNPOBOAHOU CETU U
noabop onTMarnbHbIX NapaMeTpPoB
HaCTpPOUKK BecrnpoBOAHbIX YCTPOWUCTB

1 lNpoBeaeHHbIE nccnegoBaHnUs NOMoOraroT

Ll,O6I/ITbCFI NoBbILLEHUA MPOU3IBOAUNTESIBHOCTHA

Ha 30-40 %




HacTpouvka nnaHweTa nnm

cMapTdoHa and paboTbl B

NMHTEPHETE UM BHYTPU CETU

M3WU




HacTtpouka ycTpoucTB

BECMPOBO/HbIE CETU
¥ Pexy | BbIKJI.

< Wi-Fi  BbIKJ.
Bluet: | BbIKJI.
@ MobunbHas ceTb

Ewe...
YCTPOUCTBO
¢ 3Byk

¥ OkpaH

= [lamMAaTb




HacTtpouka ycTpoucTB

BECINPOBOOHDLIE CETU BECHPOBOHHE CETH
X Pexy | BbIKII. A Pexyu | BBIKI.

< Wi-Fi

Bluet: | BbIKJI. Bluet

BbIKJ1.

()
2 MobunbHas ceTb @ MobunbHas ceTb

Ewe...
YCTPOMUCTBO
¢) 3Byk

Ewe...
YCTPOMUCTBO

¢) 3ByK

IKpaH
P ¥ OkpaH

[MamaTb -
= [lamMaTtb




HacTpouka ycTtpoucTB

1o6aBUTb ceTb

Nmsa cetu (SSID)

mpei-wifil

besonacHocTb
be3onacHocTb

802.1x EAP y
MeTtopg EAP

PEAP

2-1 3aTan ayTeHTUdUKaumum
MSCHAPV2



HacTtpowuka ycTpoucTB

CepTtudomkar LeHTpa
cepTudukaymm

GENLGEER)) )

CepTudomkat nonb3oBaTens

(He ykasaHo)

[Monb3oBaTenb

HensBecTHbIN




HacTpouka nogknto4eHnsa K

BHYTPEHHEN CEeTU

(VPN)




TexHonorua VPN (Virtual Private Network — BupTyanbHas yactHas ceTb)

NO3BOSISIET 0BECNeYnTb CeTEBLIE COEAVMHEHUS MOBEPX ApYron ceTu. [Npu aTom
yCTaHaBMMBAETCA TYHHESNb Mexay yaaneHHom paboden ctaHumen
nonb3oBaTtend u cepsepom IBC MOW.

IP agpec nony4yeHHOro coegMHeHnsa OTHOCUTCS K BHYTPEHHEMY
npocTpaHcTBy agpecos IBC M3, 4to no3sondeT nonyynuTtb AOCTYN K
BHYTpeHHUM cepBucam VBC.

[ MNMpouenypa yctaHOBKN COeqUHEHUA CTPOro aBTopmn3oBaHa, a
nepegaBaeMble JaHHble 3alundpoBaHbl. Takum obpasom, VPN-coegmHeHne

saBnseTcs gosepeHHsIM ana MBC MOW.




HacTpouka ycTtpoucTB

F [MapameTpbl

BECINPOBOJOHASA CBA3b

G.l B 15:20

'(\9 YnpasneHue SIM-kapTamu

= Wi-Fi
Bluetooth
(9 Tpaduk

Ewe...

YCTPOMUCTBO
4% MNpocounm
{} Oucnnen

= [lamATb

BKJ1

BKJ1

| > G. W 15:20

=] BECMIPOBO/IHbIE CPE[ICTBA..

Pexum noneta

Mopgem 1 Touka goctyna

MobunbHble ceTu

Mpegnoyt.nepen. GPRS

[MpennoyTesnbH.BbI30B




HacTpouka ycTtpoucTB

N3mMeHuTb ceTb VPN

Umsa

MPEI VPN

Tun

IPSec Xauth PSK

OTKNOHUTDL

Next

3G .4/l 16:03

N3meHUTb cetb VPN

Appec cepBepa

ipsec.mpei.ac.ru

NpoenTtudumkatop IPSec
IPsecVPN

OTK/IOHUTb




HacTpouka ycTtpoucTB

G.l W 16:04

N3ameHuTb ceTb VPN

UpeHTudukatop IPSec
IPsecVPN

MpepBapuTenbHbiv KoY IPSec

[lokasaTthb
OONONHUTENbHbIE

OTKJIOHUTDb CoxpaHuTb

Z X ¢c v b nm «a

G.ll 16:04

MogknounTtbea K cetn MPEI
VPN

mMsa nonb3oBaTensd
ivanovii
Maponb

CoxpaHuTb cBefeHus 06
y4eTHOM 3anucu

OTKIOHUTDB Moaxno4nTb

Z X ¢c vb nm &




HacTtpouka ycTpoucTB

2d VYMware Horizon

viewserver.mpei.local




HacTtpouka ycTpoucTB

4 \VMware Horizon

g3 hdps://viewserver.mpei.local

Enter your username and password.

ivanovii

L L L B B B B L

PUBLIC

PColP




HacTpouka ycTtpoucTB

270 VVMware Horizon

E

AspenOne

ALL

FAVORITES

i

AspenOne v8

ELCUT

L4

MATHCAD

[;] CoxpaHeHue...

CoxpaHeHnue...

i

MATLAB




HacTtpowuka ycTpoucTB




HacTtpowuka ycTpoucTB

es VMware Horizon by .,.. e [<[7 >

’E{

Kop3snHa

Adobe Reader
X




HacTtponka komnbtoTepa ¢ OC
Windows 7




Komnmotep

IaHens ynpasnenmn

BCTES W NPT

(Mporpasmnt No ymo




Hactpoiika napameTpos KOMMbrOTEpPa

Cucrema v Be3onacHoCTs
MpoBepKa COCTOAHUA KOMMBIOTEPE
ApXMBMPOBAHME AGHHBIX KOMMbIOTEP
Mouck u ucnpaenexne npobnem

CeTb 1 UiHTepHeT

MpocmoTp cocToAHNA CETH K 33434

Buibop napametpos goMaluHel rpynnbl u 0buiero
A0CTYNa K AGHHBIM

ObopyaosaHve 1 38yK

MpocmoTp yCTPOIACTE 1 NPUHTEPOB
Jobasnetue ycTpoiictea

Moaknrouerue Kk NpoexTopy

Hacrtpoiika napametpos mobunbHocTi no
YMONYaHUIO

& £ ¢

Mporpammbl

Ypanexune nporpammbl

Mpocmortp:  Kateropua ¥

YueTHble 3anncu Nonb30BaTenen

CEMEMH...

# JoBaenenue u yaanerue yuetHbix anuceii
nonb3osareneit

@ ¥cTaHOBKa POAUTENBCKOrO KOHTPONS ANA BCEX
none3oBareneit

Odopmaerue 1 nepcoHanmsauma
Mamerenmne Tembl

Wzmerenune dona pabouero ctona
Hacrpoiika paspelueruna 3kpaHa

Yacol, A3bIK 1 PETMOH

CmeHa packnaak KNasuatypbl Man Apyrux
cnocoboe BE0Aa

CneumanbHble BO3MOXHOCTM
Pekomengyemele Windows napametpel
OntiumMusauyns nsobpaxeHns Ha 3kpaHe

| Toucx s nasenu ynpasserus P




» Manens ynpasnena » Cerb n Mkreprer »

-

Movex & noxesu ynpodrenun

NOMICBATRNEH W Cemedman

NEPCOHANMIIUMA
Hacul, Ak i permon

&

Y
&

LieHTp ynpasneHna CETAMKM 1 00WnM A0CTYNOM
MpocMmoTp cocToRmma ceTv m3agay | Mogonosenne & cem
Mpecmerp cetess komnbiotepos u ycrpoiere | Jofaenerme Secnposogroro yerpoicTsa & cems

[Jomawnaa rpynna
Buibop napametpon Aomatumned rpynne s 06WEro AOCTYNA K AIHNEM

Ceoiictea bpayzepa
Nsmserenne soMatumeit Crpamtust | Ynpasnense HaacTpoikamm Gpaysepa
Ypanerue wcTopun 063093 u gaitnoe “cookie”




ENEHNA -
ynpa
MNanens

AOCTYNOM
obum

]

CeTAMM

Wurepuer » Uempg \ynpam

. —

Cems

- «

-




Nouex: Ynpassenue Secnposodusany ... O

Ynpasaexue 6ecnpoBOAHBIMK CETAMKM, UCNONL3YIOWMMK (BeCNPOBOAHOE CeTeBOe COeANHEHME)

Wl\dmmmmmmawlamu«mlmmmmpwwocnmnm

Aobacwte  CeoicTea agantepa  Tunwi npoduaeit  LlewTp ynpasneria ceTamm n oBLIMM A0CTYNOM 7]

Cern, iﬂp&cm 6ecnPOBOAI0 CETS Jara nepeynopagoumnearua (3) ~

! ! ANeMeHToR: 3
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@ 21! MoakntoueHme k BecnposoaHOI CETH BpyUHYHO

Kak nobasute cetb?

MGk Co3pate Npodune ceTn BpyuHyto
"= pw 3Tom CO343ETCA HOBLIN NPOGUAL CETU NN 0BHAPYKMBAETCA CYLLIECTEYHOLLAA
CETb, U Npod UL CETU COXPAHAETCA Ha KomnbroTepe. HeoBxoaumo 3HaTe MMA CETH
(SSID) n knroy BezonacHocTk (ecnn OH ecTe).

‘_._ﬁi CoszaaTtb ceTb "KOMMbIOTEP-KOMNbIOTEP”

IMpw 3TOoM co3aaeTca BpeMEHHanA CETb 4na obuero goctyna K dainam nam gna
noakntouerua kK Minteprerty




W —— — e RS -

G 21! Moakntouenne k BecnpoEOAHON CETH BPYUHYHO

BeeawTe nHpopmaumio o 6ecnpoBOAHON CETH, KOTOPYIO Bbl XOTHUTE A00aBUTL

Wma cetn: mpei-wifi

Tun GesonacHocT: WPA2-Enterprise i v

Tun wudpoeanua: [AES v]

[

3anycxa‘rb 3TO NOAKNHOYEHNE GETOMATUHECKHN

Kntou BesonacHocTu: ] [] Ckpeite cmeonsi

MoAKNOYaTLCA, ABKE ECIN CETh HE NPOUIBOANT LUMPOKOBELLIATENBHYHD NEPEAAYY

Mpeaynpexaenue. Mpu epibope 3Toro napamerpa 6e30NacHOCTb KOMNBHOTEPE MOXKET
0 6bITb NOA yrpo3on. —




L S a— —
@ 2! MoakntoueHne k GecnpoBoaHON CET BPYUHYHO

YcnewHoe aobasnenne WPEL WiFi

2 M3meHWTb NnapameTpbl NOAKIIOUEHNS
O'TKpblBaET OKHO CBOWCTE NOAKMHOHYEHWUA ANA USMEHEHNA NapameTpos.




r

Ceoiictea 6ecnposogroit cetv WPEL_ WiFi

R

Tun BesonacHocTH:

|WPA2-Enterprise v
Tun widpoBaHus: [AEs _v]

BoifpaTh METOA NPOBEPKM NOAMMHHOCTY CETH:
|Microsoft: Sawuerrie EAP (PEAP) v | | Napamerpe |

[¥] 3anomuHaTs MOM yueTHbIE AaHHBIE ANS 3TOMO
NOAKMIOYEHINA NPW KEXKAOM BXOAE B CUCTEMY

L ok || omea |

[—

Mp1 NOAKOYEHMI:
[C]MposepsTs cepTdmkaT cepsepa

[ INoaxniouaTbes k cepsepam:
l |

AoBepeHHEIE KOPHEBBIE LEHTPEI CepTHdMKaLHM,

-
Baltimore CyberTrust Root
Certum CA

Class 3 Public Primary Certification Authority

Class 3 Public Primary Certification Authority

DigiCert High Assurance EV Root CA

Entrust.net Certification Authority (2048) =
< | m | »

[ ]He sanpaumsaTe nonb3o0BaTENs GBTOPU30BATH HOBLIE
CepBepbl MW A0BEPEHHbIE LEHTPbI CEPTUHOUKALIM,

BoibepuTe METOA NPOBEPKM NOAMMHHOCTI:
| 3awsmuenrbi napons (EAP-MSCHAP v2)

v [Hacrpours... |

[ BratoumTs BicTpoe nepenoaknoHeHne
[ BrntounTh 33WMTY gocTyna K ceTk

[] OTkntoYaTBCA, ECM CEpBEP HE NOAAEPKMBAET NPUBA3KY C
WwndbpoBaHMEM Yepes MexaHusm TLV

yAoCToBEpEHNE [ — ] [ MJ




-
Ceoiictsa Becnposogroit cetv WPEL_ WiFi

Ceoiictea EAP MSCHAPv2 ﬁ‘

[Mpu noaxnioyeHni:

Mcrionb308aTh 3BTOMaTMYECKM MMA BX0AA W
["] naponb us Windows (1 uma nomena, ecnu
CYWECTBYET).

=

BbIBpaTh METOA NPOBEPKM NOAMMHHOCTH CETH:

@ 3anoMUHaTD MO YYETHbIE AaHHBIE ANA 3TOMO
NOAKNKOYEHWA NPU KSXXA0M BX0AE B CUCTEMY

| Aononwrrensyie napavetper |




e ——— T )
NapameTpel 802.1X | MapameTpe! 802. 11 | -

I'lposepKa NOANVHHOCTU CETU
[V] YxakuTe pexxum npoBEpKiM NoANMHHOCTH:

BeeauTe y4eTHbIE AGHHbBIE NONBL30BATENA
\desssRapeesegiuyy [orparvs yueTieie aarg

MpoBepKa NoAAMHHOCTH NOML30BATENS MM KOMMBIOT ' ,
MnoRe an = [rlonbsosa'renb ]
[ Mapone ]
! (@ BbINONHATL HENOCPEACTBEHHO NEPea BX0A0M

IlpoBepKa NOAMMHHOCTH KOMMNbIOTEDPS
none3oBaTens [

0BEPKAa NOANTMHHOCTH NONb30BaTENA
TpoBepKa NOANMHHOCTH FOCTEBO0I 3anic

[] BrarounTs eauHyio perucTpalmio Ans ceT

BbinonHATL Cpasy nocne Bxoaa nonb3osaTens

MakcuManeHaa saaepxka (cekyHaen: | 10 k-i—j

PaspelwnTs 0TOBPaKEHME AONONHUTENEHBIX
AMANOTOBbIX OKOH NPU eAMHOM BX0Ae Besfnac

#octe Windows B

[]B 3T0i1 ceTh ucnonb3yloTCa oTAENLHbIE
BUPTYyanbHble NoKanbHbie CeTHU ANA NPOBEPKM l'lpoaepxa NOANVNHHOCTU CETU
NOANMHHOCTH KOMNBIOTEPa M NONb30BaTENA

BBEAMTE YYETHbIE AaHHbIE NONB30BATENA

' | PetrovPP |
 Rer—
[ ok ][ omena | Lok || Omena |




e ——— T )
NapameTpel 802.1X | MapameTpe! 802. 11 | -

I'lposepKa NOANVHHOCTU CETU
[V] YxakuTe pexxum npoBEpKiM NoANMHHOCTH:

BeeauTe y4eTHbIE AGHHbBIE NONBL30BATENA
\desssRapeesegiuyy [orparvs yueTieie aarg

MpoBepKa NoAAMHHOCTH NOML30BATENS MM KOMMBIOT ' ,
MnoRe an = [rlonbsosa'renb ]
[ Mapone ]
! (@ BbINONHATL HENOCPEACTBEHHO NEPea BX0A0M

IlpoBepKa NOAMMHHOCTH KOMMNbIOTEDPS
none3oBaTens [

0BEPKAa NOANTMHHOCTH NONb30BaTENA
TpoBepKa NOANMHHOCTH FOCTEBO0I 3anic

[] BrarounTs eauHyio perucTpalmio Ans ceT

BbinonHATL Cpasy nocne Bxoaa nonb3osaTens

MakcuManeHaa saaepxka (cekyHaen: | 10 k-i—j

PaspelwnTs 0TOBPaKEHME AONONHUTENEHBIX
AMANOTOBbIX OKOH NPU eAMHOM BX0Ae Besfnac

#octe Windows B

[]B 3T0i1 ceTh ucnonb3yloTCa oTAENLHbIE
BUPTYyanbHble NoKanbHbie CeTHU ANA NPOBEPKM l'lpoaepxa NOANVNHHOCTU CETU
NOANMHHOCTH KOMNBIOTEPa M NONb30BaTENA

BBEAMTE YYETHbIE AaHHbIE NONB30BATENA

' | PetrovPP |
 Rer—
[ ok ][ omena | Lok || Omena |




BoibepuTe BapuaHT NOAKAOUEHMA

Moakntouerue k ViHTepHety
becnposogHoe, ckopocTHOE wau TenedoHHoe nogkntoyeHne Kk VintepHery,

4 CozaaHue n HacTpoiika HOBOW CETK
<ag., HacTpoiika HOBOro MapLUPYTH3aTOPa WK TOUKKM ZOCTYNA.

h"‘i' Moakntouermne k GECNPOBOAHON CETU BPYUYHYHO
cag, [lOAKNIOYEHNE K CKPBITON CETH MK CO3AaHNE HOBOTO Npoduna GecnposoaHON CBA3N,

Moaxntouerne k pabouemy Mecty
Hactpoika renedortoro win VPN-nogknrouerna k pabodemy Mmecty,

HacTtpoiika TenedoHHOro NOAKNOYEHNA
Moakntouenne k VIHTepHeTy yepes TeNeOHHYHO CETh.




Kak BbINOAHUTL NOAKAKOUEHWe?

< WcnonbsosaTb Moe noaxkatouerue K NHtepHety (VPN)
MoakntoueHne yepes VIHTEPHET C NOMOLLBIO BUPTyaneHoW YacTHol cetn (VPN).

N Q@ B

< Vcnonb3osatb npamoii Habop Homepa
Mpamoe nogkntouerne k TenedoHHoMy HoMepy Bes Boixoaa B ViHTepHer.

e

Yro takoe VPN-nogknrouerune?




BeeanTe nma Nnonb3osBaTens u napoib

Monbsoeatens: vanovl

ﬂaponb: 000000

OtoBpaxaTte BEOANMBIE 3HAKN

3anoMHWTE 3TOT Naponk

Jomen (He oBazaTensHo): { PUBI.ICI




O6wwve | Mapamerpoi | Besonactoct | Cems | Oocmyn |

Wma komnetoTepa unm |P-agpec HasHayerus (Hanpumep,
microsoft.com, 157.54.0.1 unm 3fe:1234::1111):

KomnoHeH T, WCNONb3YyeMmMble 3TMM NOAKNIOYEHNEM

oot mpei ac.u

OyepeaHoCTs YCTEHOBNEHMA NOAKNIOYEHUA

Mepen Tem Kak yCTaHOBWUTL BUPTYaNsHOE NOAKMIOYEHIE,
MOXHO CHa4ana NoaKMoYMTECA K 0BLWECTEEHHOM ceTv,
Hanpumep, K WHTepHeTy.

CHavana HabpaTe HOMEp ANA 3TOro NOAKMIOYEHWA:

4. MpoTokon WHTepHeTa sepcim 6 (TCP/IPvE)

[ °% Knuent ans cereit Microsoft

l

Csegerua o coﬁupaeMbnt A3HHBbIX U MX UCNONb30B3HMM CM. B
338BNeHUN 0 KOHPUASHLSNbHOCTY B MHTBﬂ-leTe.

| ®Yeraromums... | | 4 Vaanme | [ Ceodiema |

Onucarue

MpoTokon TCP/IP - cTaHaapTHLIA NpoToKoN rnofansHex
ceTel, 06ecneynBaoLni CBASL MEXAY PasNMuHEIMA
B33aMMOASHCTBYIOWMMIA CETAMM.

Ok || Omena

Dotrih? prie ooy iy P




| =

MNapametpsl IP MoryT HasHayaTLCA BBTOMAaTUYECKM, ECIM CET

NOAAEPXMBAET 3Ty BO3MOXHOCTE. B NnpoTMBHOM cnyuyae napameTpbl
IP MoXHO NonyyWTL ¥ CETEBOMO 3AMMHUCTPATOPa.

@ lMonyuwms IP-agpec asToMamMueckn
(7) WMcnonesosams cneayrowwit IP-agpec:

|P-agpec:

@ Monyuwims appec DNS-cepsepa asTomammyecku
(7) Wcnone3oBat cneayowwue agpeca DNS-cepsepos:

MNpegnouvraemeni DNS-cepeep:

AneTepHatusHeli DNS-cepeep:

MapameTpe! IP | DNS | WINS

3T0T PNEXOoK UCMONB3YETCA TONBKO NPU 0AHOBPEMEHHOM
NOAKMIYEHMM K NOKENEHOM CETV M K CETM yaaneHHoro aocTyna. Ecnm
DNEXKOK YCTEHOBNEH, ABHHLIE, KOTOPBIE HE YASETCA NEPEaaTh Yepes
NOKaNbHYK CETb, HAaNPEBNAKDTCA B CETb YAANEHHOMD A0CTYNE.

Mcnonb3o0Bate 0CHOBHOI WNO3 B yAaNeHHON cem

[¥] OncniounTs noBaenerme MapiupyTa, OCHOBaHHOE Ha Knacce

[¥] AsTomamueckoe HasHaueHWe MeTpHiKK

MeTpuka uHTepdeica: :]




Ynopsagounts ¥ 3anyck NOAKNHOYEHNA

~ | MPEIVPN
OtknroyeHo
WAN Miniport (PPTP)

MNepenmerosany

Becnpoe
COEANHE
icc-wifil

=)
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[NocTaHoBneHue lNpaButensctea Poccumnckon degepauymm ot 31 ntongd
2014 r. N 758 . MockBa

[1.17.1. «peHTndurkaumns nonb3oBartesid OCyLEeCTBSAETCH
ornepaTtopoM CBSA3U MyTEM YCTaHOBMEHUA ddaMUnnm, UMeHn, oT4ecTBa
(Npy HanNn4MM) Nonb3oBaTens, NOATBEPKAAEMbIX JOKYMEHTOM,

yaoocTtoBepArLWNM JTIMYHOCTb. »




[ocTeBble nMonb3oBaTeNIn — 3TO BPEMEHHbIE MNOSIb30BaTENM,
npuexasumne B MO Ha Bpems.

[ocTeBble Nosib3oBaTeNnn MOryT Mcnorb3oBaTb 0be GecnpoBoaHble
cetn mpei-free n mpei-wifi

[ocTeBble nonb3oBaTenn He MoryT ncnosne3osaTtb VPN 1 BHyTpeHHne
cepsucel MOU

CpOK [OencTBMa roCTEBOW YYETHOW 3arnmcum orpaHndeH CpPOKOM
npebbiBaHUS, yKa3aHHbIM B aHKEeTe
) JlornH rocteBoro nosib3oBartens — nnyHas novra(He noyta MOW)
) [lo6aBnsTb rocTeBOro Norb3oBaTtens MoxXeT nbon cotpyaHnuk MAW,
pobaBneHHbIn B chieuuanbHyl  rpynny  agMUHUCTPaTopoOB
BecnpoBoaHoro goctyna
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[ocTeBble Nonb30oBaTenu

MOW

c. E*bmﬁ:;“/wifi.mpei.local

V!

é‘

3aperncTpupoBaTtb rocTeBoro nonb3osarens

D

Peructpauna rocTeBbIX Nonb3osaTtenen

3aperuc TpMpoBaTh roCTEBOrO NONMb3OBATENA MOXET TONbKO coTpyAHUK M3U, umetowuit yuethyto 3anuck 8 OC3I u B rpynne agmunuc TpaTopos roctesoro Wi-Fi goctyna ([na gobaBnenus B aaxHyo rpynny

Moyemy WPA2 Enterprise ?

B A3HHOM [OKYMEHTe HaxogAaTCcA CBejeHuA
o Tune BesonacHocTu BecnpoBoAHOI ceTH
WPA2 Enterprise

’

PykoBoacteo Apple
[laHHOe pyKOBOACTBO ANA HAC TPOMKK
NNaHLIeTOoB/c MapPT(OHOB C ONepaLoHHON
cuctemoit I0S

cnegyet obpatutbea B XK-126 unu no Ten: 8-(495)362-73-22)

PykoBoacteo Windows 7

[laHHOe pyKOBOACTBO NOXOAUT ANA
HaCTPOIKK KOMNbKOTEPa C OnepaLoHHON
cuctemoit Windows 7

Pykoacteo Windows XP

('paagen B paspabotke)laHHoe
PYKOBOACTBO NOXOAUT ANA HAC TPOWKM
KOMNbIOTEPa C ONEPaLMOHHON CUC TEMOIA
Windows XP

=
PykoBogcteo Android

[laHHOE pYKOBOACTBO ANA HAC TPOMKK
NNaHLWeToB/CMapT(OHOB ¢ ONepaLMOHHOI
cuctemoit Android

o
L] ]
Pykogcteo Windows 8

('pazpen B pa3spabotke)laHHoe
PYKOBOACTBO NOXOAUT ANA HAC TPOIKK
KOMMbIOTEpPa C ONEepaLMOHHON € UC TEMON
Windows 8




[ocTeBble Nonb30oBaTenu

MOW

€ - X | [&b#ps//wifimpeilocal

VDUl wi-Fi )I

mm TOCTEBOro NnofiL30BaTeNs MOXET TONLKO COTPY AHUK Mj

Mouyemy WPA2 Enterprise ?

B A4aHHOM AOKYMEHTE HaxOAATCA CBEAEHUA
o Tune BesonacHoc T BecnpoBogHoIt ceTn
WPA2 Enterprise

Heobxoavma asTopusauma

Ana poctyna Ha cepeep https://wifi.mpei.local:443
TpeByeTca yKasaTe UMA NONB30BATENS U NapoAk.
CoobBuienune cepeepa: enter login and password.

Wma nonesosatens:  ivanovii

Mapone: |***""""**”"

PykoBoacteo Windows 7

[laHHoe pyKOBOACTBO NOXOAUT ANA
HaCTPOWKW KOMNBKTEPa C ONepaL oHHON
cuctemont Windows 7

Peructpauua roctesblx nonb3oBaTene

patopoe rocteeoro Wi-Fi goctyna ([Ins gobaenequn B gaHHyto rpynny

=
PykoBoacTtso Android

[lanHoe pyKOBOACTBO ANA HAC TPOWKK
NNaHLWeToB/c MapTOHOB ¢ ONepaLMoHHOI
cuctemoit Android




3apervcTpupoBaTh rocTeBoro nonb3oBaTens

JnNA perucTpauumn rocTeBoro NonNe30BaTens TpedyeTcA yKkas3aTh AaHHble [0CTR, yKa3aHHbIe Hke. JIOTMH U napons AnA
nonb30BaHUA 0eCnpoBOAHON CeThio M3 OyayT nepeaaHsl roCTEBOMY NONL30BATENK HA YKA3aHHYIO B aHKeTe
3NEKTPOHHYIO NOYTY.

®Qamunua [ocTa:

Wma Mocta:

OtyecTtso NocTa:

E-mail locTa:

Cepua 1 Homep nacnopta B ¢opmate(1234N123456)

Cpok npubbisanua(Cpok AeCTBUA yUETHO 3anucu max 99 gueit):

¥ HaxumMan Ha KHOMKY «3aperucTpupoBaTth», FOCTEBON NONb3OBATENb COrNAalaeTca ¢ YCnoBuAMM
UCNoNb3oBakuA 1 MonuTUKOI KoHMASHUMANEHOCTH

3apemcTpupoBsaTth



T

- BbecnposogHas Wi-Fi cetb MOW peannayet koHuenuuio BYOD
o BHyTpu cetu MOXHO MCronbL3oBaTh N1t000e YCTPONCTBO C
nogaepxkom ctangapta Wi-Fi ot 802.11b.
o lNogknoyeHue K cetn NPonUCxXoamT No NIMYHOMY NOTUHY K
naponto oT novtel MOU
o Ong nogkntoyYyeHns 4OCTaTOMHO O4MH pa3 NPOU3BECTU HACTPOUKY
yCTpPOWUCTBa
o Ncnonbaya VPN MOXHO NogknioYnTLCA K BHYTPEHHUM cepBucam
M3W(He Tonbko BHYTpU BJIBC M3W, HO 1 n3 goma)
B AaHHbIN MOMEHT B CETU HacuYUTbIBaeTcd 32 TOYKM OOCTyna, U
NSIaHUPYETCA paclUMpeHUE 30HbI NOKPbITUSA BECnpPOBOLHOMN CETH
M3U




[ becnpoBogHON CETHIO MorT nonb3oBaTbcs roctn MO, ana atoro
coTpyaHuk M3W, nobaBneHHbIM B rpynny agMUHUCTPATOPOB
noctyna K bJIBC M3W, normkeH 3apernctpmpoBaTtb NpUeE3XKatoLLEro
rocTt4.
o JlornH n naposnb ansa rocteBoro nons3oBarens éyayT
OTMpPaBriEHbl HA MOYTY YKa3aHHYI0 B aHKETE.
o WMma noytoBoOro silmka rocteBoro nosib3oBarens oyaer
SIBNATBCS JIOMMHOM K DecnpoOBOAHON CETU
o [ocTeBble nonb3oBaTeny MOryT UCMNonb3oBaTh SOy 13
©ecnpoBOAHbLIX CETEN
o Ho rocteBbiM nonb3oBartenam He goctyneH VPN n BHyTpeHHue

CepBUCHI




