denepanbHbIV NPOEKT

«MITHopMaLMOHHaA
Oe30nacHOCTb»

B HaLMOHarbHOM MPOeEKTe
«UndopoBas akoHOMUKa»



" J—
Llenn npoekTa
«TH(popmaymoHHas 6e30nacHOCTb»

= YBenuyeHue BHYTPEHHUX 3aTpaT Ha pas3BuTme LnMgpoBou
9KOHOMMKM 3a CYET BCEX MCTOYHMKOB HE MEHEE YEM B TPU
pasa no cpaBHeHuto ¢ 2017 rogom.

= CosgaHue yctonymson n 6esonacHon MHAOPMALIMOHHO-
TeNneKoMMYHUKALUNOHHOW MHAPACTPYKTYPbI
BbICOKOCKOPOCTHOW nepenaym, oopaboTkm n XxpaHeHUs
BornbLnX 0O BEMOB OaHHbLIX, 4OCTYMHON ON1A BCEX
opraHu3auum u JOMOXO35AUCTB.

= Vlcnonb3oBaHne NPenMyLLLECTBEHHO OTEYECTBEHHOIO
NporpamMmHoro obecneveHust rocyaapCcTBEHHbIMU OpraHamu,
opraHamuM MECTHOIo caMoyrnpaBneHNsa U OpraHn3auusiMu.




OcHOBHas 3agada NpoeKkTa
«TH(popmaymoHHas 6e30nacHOCTb»

ObecnevyeHne mnHdopmMmaLMOHHOW Be30MacHOCTH
Ha OCHOBE OTEYeCTBEHHbIX pa3paboTok nNpu
nepenade, obpaboTke n XxpaHeHNn OaHHbIX,
rapaHTUPYOLWEN 3aLLUUTY MHTEPECOB NIMYHOCTW,
busHeca 1 rocygapcTsa

OcHoBHas 3agada BKN4YaeT B cebsa 56 noasaaad



" A
3aJa4yn NpoeKkTa
«HdpopmaymoHHas 6e30nacHOCTb»

= Pa3paboTka mep perynupoBaHug BONPOCOB LIeSIOCTHOrO,
YCTONYMBOIro 1 6e3onacHoro oyHKLMOHUPOBaAHUSA
poccunckoro cermeHTa cetn «IHTepHeT» (Ha 31.01.2021)

= [lpoBegeHne meponpuaTn no pas3BUTMIO OTEYECTBEHHON
MHDPACTPYKTYpPbI TeNnepaamoBeLlaHnua U obecnedveHuns
be3onacHocTn ee PyHKUMOHNpoBaHUA (Ha 31.12.2021)




" A
3agayun rnpoekTa
«TH(popmaymoHHas 6e30nacHOCTb»

» OnepaTtnBHaga nepegadvya AaHHbIX O MpU3HaKax
NPOTUBONPABHbLIX AENCTBUW (KOMMbIOTEPHOIO
MOLLEHHNYeCTBa, HaBA3aHHbLIX YCIyr ornepaTtopoB CBA3M,
domwimHrosbix cxem) (Ha 30.06.2020)




3agayun rnpoekTa
«TH(popmaymoHHas 6e30nacHOCTb»

BHeceHNa nameHeHnn B YTonoBHLIN kKoaeKkc Poccumnckou
denepaunm, KacaroLMXcs pacinpeHns
KpMMMHaNM3auum HOBbIX TUNOB AESAHUN, COBEPLLUEHHbIX C
MCNosib3oBaHNEM MHAPOPMaALMOHHbLIX TEXHOMNOrMm (Ha
30.06.2020)

ObecneveHne KOHTpons obpaboTkm n goctyna K
nepcoHarnbHbIM, 60MbLUMM MONbL30BATESNTbCKUM AaHHbIM,
B TOM 4MCle B COLMAnbHbIX CETAX U NPOYMX CpeacTBax
coumarnbHON KOMMYHUKaLUNKU, a Takke BO3MOXHOCTU
OT3blBa UMW YMeHbLLUEHNA OObEMaA paHee AaHHOro
cornacusi Ha obpaboTKy nepcoHarbHbIX AaHHbIX (Ha
31.12.2021)




" A
3apaydun npoekrta
«THpopmaLmoHHasa 6e30nacHOCTbY

s ObecnevyeHne pa3BUTUA 3HAYNUMbIX N1ATEXHbBIX CUCTEM U
obecnevyeHne nx nHdbopmaymoHHon besonacHocTun, B
TOM 4YKMCrie B YaCTU UCMNOSb30BaHUS B HUX POCCUNCKUX
KpunTtorpadunyeckux cpencte (Ha 31.10.2021)

= CosgaHue ycnosus ansa pas3sntua obpasoBaHua B
obrnactn nHdopmaumMoHHON Be30MNacHOCTN B MHTEpecax
peanusauun 3aga4dy UMpoBON 3KOHOMMUKU (Ha
31.12.2021)




3agayun rnpoekTa
«TH(popmaymoHHas 6e30nacHOCTb»

» B uenax obecneveHnsa HaunmoHanbHoOM 6e3onacHOCTU
HOpMaTuUBHOE obecneyeHne rnpeaycTtaHoBKN
OTEYECTBEHHbIX aHTUBUPYCHbIX NporpamMm Ha Bce
nepcoHarbHbIE KOMMbIOTEPDLI, BBO3NUMbIE N CO34aBaeMble
Ha Tepputopuun Poccunmckom ®egepaunm (Ha 31.08.2020)

= CosgaHue n obecnevyeHne PyHKUNOHNPOBAHUS
MHOOPMALMOHHLIX CUCTEM MOHUTOPUHIa MapLUIPYTOB
Tpadmka B cetn IHTepHET, MOHUTOPUHra 1 ynpasneHus
CETbIO CBA3M 00LLEero nonbL3oBaHNA 1 unsTpaumn
NHTEpPHeT-Tpadumka npun NCNnonbL30BaHUK
NHPOPMaLMOHHLIX pecypcoB aetbmun (Ha 31.12.2024)




" JE
Puckn, Bo3HMKaloLLMe Npu NCNOb30BaHNN
ycnyr, cepBuUcoB U pecypcoB ceTn IHTepHeT

s JNIeKTPOHHbIe PUCKU - BPEJOHOCHOE NporpaMmmMHoe
obecneyeHne, Lienblo KOTOPbIX 3aBeJOMO SABMSETCA HaHeceHue
yliepba KOHEYHOMY MOSb3oBaTEN!o.

s KOHTeHTHbIe pUCKU CBSA3aHbl C HAXOXXAEHNEM B CETU
Pa3NMYHbIX MaTepManoB, CoAgep)KaLLnX NPOTUBO3aKOHHYHO,
HE3TUYHYO0 U BPEAOHOCHYH MHAOpMaLUIO.

s KoMMyHMKauMOHHbIe PUCKU CBSA3aHbI C OOLLEHNEM U
MEXITMYHOCTHLIMM OTHOLLEHUSAMU UHTEPHET-MONb30BaTENEN.

x [loTpebutenbckue puUcku - anoynotpedrieHne B VIHTepHeTe
npaBamMu noTpeoutensi, KNOePMOLLEHHNYECTBO.

= KomnbloTepHas n MHTepHeT-3aBUCUMOCTb - HaBA34YMBbIN,
HaMepeHHbIN YXOA B BUPTYalbHYO peanbHOCTb C NOTepen
NMPEXHEro nHTepeca K Apyrmm ob6a3aHHOCTAM N 3aHATUSAM.



"
KoMnbioTepHoe MOLUEHHNYECTBO

MoLweHHNKN UCnNonb3yT creayowme MOTUBDI:
s OecnokKoncTBo 3a ONMU3KUX N 3HAKOMbIX;

s ©OecrnokoncTBo 3a cBOM TeNemOHHbIN HOMEP, CHET B baHKe
nnn 6aHKOBCKYIO KapTy;

= XXefaHue Bbinrpartb KPYnHbIN Npus;

= JTIOOONLITCTBO — XXeflaHne Nosly4YnTb OOCTYN K KaKon-rmobo
MHopmauuu;

= XXefaHue KynuTb Unm npogaTb ToBap;

» XXernaHue nomMoyb OOrbHbIM aeTdaM Ui ngdam,
NOCTpadaBLLNM OT CTUXUNHbIX 6eLI,CTBI/II/I.

Haunbonee pacnpocTtpaHeHHble BUAb
MOLUEeHHUYeCTBaA:

s TeneoHHoe MOLUEHHNYECTBO;

s MOLLUEHHMNYECTBO C ODAHKOBCKMMU KapTaMu;

s MOLUEHHMYECTBO B coumanbHbIX CETAX;

s MOLUEHHMYEeCTBO Ha canTax becnnaTtHbIX 0OBbABNEHUN.



" J—
Kak nsbdexaTtb p1UCKOB

s /lcnonb3ynte oOHOBNAEMOE aHTUBUPYCHOE
nporpaMmmMmHoe obecne4veHue.

= YCTaHaBnmBauTe NIULEH3NOHHOE NporpaMmmHoe
obecne4veHue.

x He nepexogute no ccoifikam 1 He OTKpbIBaUTE BIIOXKEHUS
B 9NIEKTPOHHbIX MUCbMax, eCnun He YBEPEHbI B NX
COOEPXUMOM.

= [lpoBepanTe NnoanMHHOCTb CanUTOB, HA KOTOPLIX BBOOAUTE
nepcoHarnbHy MHOopPpMaLNIo, penyTaunto UHTEPHET-
MarasmHoOB.

= [lpoBoguTe pesepBHOE KONMPOBaAHME MHGOPMaLNU,
XpaHsALencs Ha KoMnbloTepe.



[Tpmepbl cOOOLLIEHNUN MOLLEHHMKOB

WARNING! Microsoft AntiSpyware alert

Bawa crpaxmnya 3a6nokupoBaHa!l

OAHOKJIACCHMKW.py Brumanwe! Bawn OnacHOCTb!
APY36R CHNTIIOT, YTO Baly CTpaHnuy s3nomanu! 7

S BT Cobioae. Rinarre O6HapyxeHbl 3 npeanonaraeMbie ysisBUMOCTH

CIopA! .
Hassame Tum Vposens yrposer
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Trojan-Spy.Win32.Agent.diu
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4TO6bI NONYYMTH PErMCTPALMOHHBIH KOA 0TNPaBbTe CMC

Yrobbl yaanuTL BUPYCH W 3aLLUTUTL K

1) Orocnats cMc Ha Homep 9797 ¢ 1e

¢ Kkopom fw0004199 Ha Homep 7122

B OTBET Bbl Nony4ynre coobueHne ¢ KOAOM aKTUBaLMKH

Bauw Kof U3 OTBETHOM CMC _ [ |

a caliT BBEAMUTE HoMep Bawero mobunbHoro TenedoHa:

ARNIERTEEEE EOUERNE EOUREOAR BRVDRRR RRLRNORR HAREE RRORRERRY C0OE RORRORRE

na:: l7g

Gopuar: 797 FEEEREEE

1103BOHUCBIBCEM]E]
HOBOROAHIOIO[HOUB! eucktss

Bal aKKayHT 3a6N0KMPOBaH 38 PACCEINKY CNaM-CooBWEHMH, Ha OCHOBaHMKM MHOMOYMCNEHHBIX ¥anob oT
nonb3oBaTened. AnNA BOCCTaHOBNEHWA aHKETEI BaM Heobx0AMMO NPOMTH NPOLEAYPY SKTHBAUMH. AKTHBAUMA
NPOMIBOAMTCA B SBTOMATHYEKOM PEXMME M ABNAETCA abcontoTHo GecnnaTHoi. OTNpaebTe cMC cooblLEeHHE C v
TekcToM 151178 Ha Homep 8353, B oTEeTHOM cMc coobiueHue Bel NoNy4YMTE KOA aKTMBALWH, KOTOPbIM W "
HeobX0AMMO BEECTH HMKE, ECAM B TEYEHHE MECALE Ball aKKayHT He By AeT aKTMBMPOBaH, Mbl OCTaBNAEM 3a cobor PR
npaso YAanuTe ero,

M CHerypke
RossoHMncA!




[Mpnmepbl CMC-coobLeHnmn MOLLEHHUKOB

/BaLua 6aHkoBCKas kapTta ) “NMnarex 200,00 p b
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nanH)lNpo6nemsbl.lloTom | 6onbHuue.Cnacubo! OTKpbITb: tr.im/4jz7f

| BCE OBBACHIO

' Ha Bawe pestome [ c TOBOW xotsiT
nocTynuna BakaHcus 3n no3HakoMuTbes.4ns
po 77880 py6 Cant nonyyeHus CIMNCKA
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