TEXHOJIOTUS [TUD®POBBLIX TTOATUCEN

OnekTpoHHas nudposas noanuck (D1II), ncnoap3yercs
I ayTeHTU(UKAIIMU TEKCTOB, IIepedaBaeMbIX IO
TEJICKOMMYHUKAIIMOHHBIM  KaHamaM. Ilpu  Takom
OOMEHE CYIIECTBEHHO CHIJKAIOTCS ~ 3arpaTbl Ha
00palboOTKy 1 XpaHECHUE JOKYMEHTOB, YOBICTPSICTCS MX
nouck. Ho Bo3HHKaeT mnpoOiieMa ayTeHTH(PUKALAU
aBTOpa AJICKTPOHHOIO HOKYMEHTA, T.€. YCTaHOBIICHUS
MOJAJIMHHOCTH aBTOpa M OTCYTCTBUS M3MEHCHHH B
MOTYYSHHOM BJICKTPOHHOM JOKYMEHTE.

[lenpr0 ayTeHTU(UKALIMHA DJICKTPOHHBIX JOKYMEHTOB
ABIIIETCA HMX  3ammra OT BO3MOXHBIX BHIOB
3JIOYMBIIJICHHBIX JEUCTBUM, TAKUX KaK :



- OTKa3 (PEHErarcTBO) - MOJb30BaTENIb A 3asBIISICT, YTO

OH HE MOCHLIAJ COOOINEHHUE MOJIB30BATEII0 B, XOTd
Ha caMOM JeJI€ HOChLIIAI;

Moaudukanus (mepeaenka) - MHoab3oBareibp B
U3MEHSET COOOICHHE U YTBEPXKAACT, YTO JaHHbIC
NU3MEHEHHOTO COOOIIEHUS IMOChLIA eMy
[10JIb30BATCIb A;

MOJJICIKa (HOAMEHA) - MOIb30BaTECIb B (hOPMUPYET
COOOIICHME M  yTBEPXKIACT, 4YTO  JAHHBIC
C(POPMHUPOBAHHOIO COOOIIECHUS IIOCBLIAET €My
MOJIL30BaTeEh A;

aKTUBHBIM  MepexBar -  noab3oBarenb  C
[IEPEXBATHIBACT COOOIICHNE MEKAY MOJIb30BATCIIIMHU



A 1 B ¢ 1enbp10 CKpbITOH MOIM(PUKALINY;

- MACKHpPOBKa (MMHUTAIWsA, MackKapaza) -
MMOJI30BAaTENh C [MOCHUIAET COOOIIEHNE
MOJIL30BATENIO B 0T uMeHu A;

8 moBTOp - mnoab3oBareiab C  IOBTOPSIET paHeEe
IEepEJaHHOE COOOIICHHUE, KOTOPOE II0Jb30BATEIIb
A moceL1an paHee B.

OyHKIMOHANLHO LHM@POBas MOAMNKCH aHAJIOTHYHA
OOBIYHOM PYKONMCHOM IOAMNHUCH M 00JanaeT ee
OCHOBHBIMH JIOCTOMHCTBAMU:

-  YAOCTOBCPACT, UTO HOI[HI/IC&HHBIﬁ TCKCT UCXOOAUT
OT JInIla, I1IOCTABUBIIICT'O ITOAIINCDH,



= HC HacT CaMOMy OTOMY JiMIly BO3MOXKHOCTH
OTKA34aTbCs OT 06}I3aTeJ'IBCTB, CBA3dHHbIX C
IHOAIIMCAHHBIM TCKCTOM,

- TapaHTUPYET LEJTOCTHOCTH MOAMMUCAHHOTO TEKCTA.

OLII opencraBisieT cOO0M OTHOCUTEIBHO HEOOIBIIOE
KOJIAYECTBO TOMOJIHUTEIbHOU U(POBOM
MH(OOpMAaIIHH, epeaaBacMoun BMECTE C
OAIIMCHIBAEMBIM TEKCTOM.

OIII peanuzyercs MNpuU HOMOIIH ACHMMETPHUYHBIX
AJTOPUTMOB IU(PPOBAHUS U XAII-(PYHKITHM.

Texnosorus IIPUMEHECHUSA CUCTEMBI OLII
IpeaIoiaract HaJIA4ue CeTHU A0OHCHTOB,
IO CBHUIAFOIIUX OpyT IpyTy ITOIIIMCAHHBIE

JJICKTPOHHBIC TOKYMCHTHDI.



JInga kaxmoro aOOHEHTa TEHEPUPYETCsS mapa
KJIFOUEW: CEKPETHBIM U OTKPBITHIN. CeKpeTHbIU
KJIKY XpaHUTCd aO0OHEHTOM B TaWHE U
UCIIONIb3yeTcss UM it popmupoBanus IILII.
OTKpBITHIA KJIKWY M3BECTCH BCEM JPYTUM
MOJB30BATEIAM M IIPECAHA3HAYCH JJIsl NMPOBEPKH
IIIII momy4dareneM MoANMCaHHOTO 3JIEKTPOHHOTO
TOKYMEHTA.

Takum o6pazom, DLII - gaHHBIC, TPUCOCAUHSICMEIC
K epeaaBaCMOMY COOOIICHUIO 7
MOATBEPKAAIOIIME, YTO BIIAAEHCH MOIAMNUCHU
3aBEPUJI JAHHOE COOOIICHHE.



[Ipy >TOM  TIOJNy4YaTellb  COOOIICHUS  MOXKET
[IPOBEPUTH, YTO aABTOPOM COOOIICHUS SIBIISICTCSA
MMEHHO BJajejel] MOAMNMCH, M YTO JAaHHBIC HE
ObLIM M3MEHEHBI B IMpolecce mepeaadn. B oOmem
ciaydae noa JDIIII moHrMaeTcss YuCII0BOE 3HAYCHUE,
BBIUNCIIAEMOE IO COOOIIEHUIO C HCIIOJIH30BAHUEM
CEKpETHOro Kilroua moamnucheiBaromero. IIposepka
OLII OCYILECTBIISIETCS OOIIIEN3BECTHOU
IIPOLIEAYPOH HA OCHOBAHUU OTKPBITOIO KJIKOYA.

Cuctema OILIII BKIrO4aeT ABE OCHOBHBIE IIPOLICAYPHI:
- (opMupoBaHM HU(PPOBOM MOANUCH;
- IIpoBepKa HU(PPOBOM MOAIHCH.



Ilpoumeaypa ¢opmupoBaHus U(PPOBON MOIMUCH.

Ha OoAroroBUTENILHOM 3JTamne JBTOU  IPOLEAYPHI
a00HEHT A - OTHpaBUTEb COOOIICHUS - TECHEPUPYET
Mmapy KIIOYCH: CEKPETHBIM K04 K, M OTKPBITHIN
K04 K . OTKPBITBIN KIIFOY PACCHLIACTCS OCTATbHBIM
A0OHEHTaM CETH JIJIsl IIPOBEPKHU ITOIAIHUCH.

s popmupoBanus U(MPOBOX TTOAMUCH OTIPABUTEID
A TIpexJie BCEro BBIYMCIISICT 3HAUEHHUE XAII-(PYHKIIUH
h(M) noanuceiBaeMoro Tekcta M. Xoui-QyHKIUS
CIY)KUT IS CXKaTHsl HMCXOOHOIO ITOAIMCHIBA€MOIO
TeKcTa M B MaWIXKECT m - OTHOCUTEIBHO KOPOTKOE
YHCJI0, COCTOsAIIEE M3 (PMKCUPOBAHHOTO HEOOJIBIIOTO

yycjaa OUTOB W XapaKTEepHU3YyIIlee BeCh TEKCT M B
I[CJIOM.



[Tox Xom-pyHKIMEW ITOHUMAETCSI MAaTEMAaTHYE€CKOE WU
AJITOPUTMHUYECKOE IIPE0O0pa30BaHKE 3aJaHHOIO OJ0Ka
nanHbix. OHa 00JagaeT CICAYIOMMMH CBOMCTBAMM:
UMEET  OCCKOHEYHYH  00JacCTh  OIPEACIICHHS,
KOHCYHYI0O  00JacTh  3HA4YCHUM, HeoOpaTuma,
M3MEHEHHUE BXOJHOTO MOTOKA MH(MOPMAIUN HAa OJIUH
OUT MEHSIET OKOJIO IOJOBHUHBI BCEX OMT BBIXOJHOTO
ITOTOKA.

K nmaipkecty m nobOapnsieTcss HHPoOpMaIys 0 TOM, KTO
MOJAMKCHIBACT JOKYMEHT, IITAMI BPEMEHHM M MPOYEE.
Jlaiee aOOHEHT A mu@pyeT MOJIYYUBIIYIOCS CTPOKY
CBOUM CEKPETHBIM KitouoM k. llomy4uuBiimucs
3al(POBAHHBIM HA0OpP OWUT W MPEACTABIAET COOOM
MMOIITUCH U1 JTAaHHOTO TexcTa M.



CoobOmenne M BMecTe ¢ HU(PPOBOKM MOAMMUCHIO
OTHpaBIISCTCS B aApeC MoaydaTes.

Coobuenne M Coobwyerue -—l
IR M '
K nonyua'rqxgo

Anropura Hamxkecrm | Ac;wmgrp - Hudposas
FEHEPaiHY coobuer s vo HORLA, MOAMHCHL
nafpkecTa mHdpoRaHe

Cexperubili kawoy Ornparnsemoe
oTipasurens Ky coobmenue

Pucynok 1 — Cxema ¢popmMupoBaHUs 3JIEKTPOHHOM
A(POBOM ITOANKCH



Ilpouneaypa npoBepku Hu@pPOBOU MOTNMMUCH.

[Ipu mnpoBepke OILIII aboHeHT B - mnoJIyYarenb
cooOmenuss M - pacuuppoBBIBACT IPUHSTHIM
JAWDKECT 71 OTKPBITBIM KITF0YOM K, OTmpaBuTens A.
Kpome Toro, mojrygaresib caM BBIYHCISIET C TIOMOIIBIO
XoUI-QyHKIK  A(M) pavmgxect m' HOPUHSATOTO
cooomenus M wu CpaBHHUBACT ero C
pacmM@poBaHHbIM. Eciim m um m' coBmagaror, TO
nu@dpoBas MNOAINKNCH SBISETCA  NOAJIMHHOW. B
IPOTUBHOM CiIy4yae MO0 MOANMCH IOJJIenaHa, Ju0o

M3MEHEHO COJIEpKaHuE COOOIICHUS.



{TonyucHnoe
cooburenue

- e e

Coobimerme Ault‘OpI-!‘fM CFCHCDHE)OBHH' ]
M resepaLmH HEI
nafijsecra naitrecr m'
O1 Moo
YHIPASHTENA e
Acsmmerpus- Pacumdposan-
HoE pachind- HbIH
DORANME nanzwecT m

Lngposas
NOANHCH

OTeparTeiil Koy
ornpasirens Ky

Pucynok 2 - Cxema npoBEpKH 3JIEKTPOHHOM HU(PPOBOK
MOJIITUCH



[IpyuHuMIIMAIbHBIM  MOMEHTOM B cucreme Il
SIBISICTCS  HEBO3MOXKXHOCTH  noagenku  OLIII
10JIb30BaTEs 0€3 3HaHUS €r0 CEKPETHOIO KJIHoYa.

[IoaTOMy HEOOXOAMMO 3allMTUTh CEKPETHBIM
kiarod ot HCJI.

BaXHO OTMETHUTH, UTO C TOYKM 3PECHUSA KOHEYHOTO
MOJB30BaTENIsl  Iporecc  (GopMUpPOBaHUSA U
IPOBEPKU HUDPOBOM MOANMCHU OTIMYACTCA OT
Ipol1iecca KPUOTOrpaprUIeCKOro 3aKPBITHS

nepeaaBaeMbIX JTAHHBIX o (914% {8)1105090%
OCOOCHHOCTSIMH.




[Ipu (opMupoOBaHUK  TU(POBOM  MOAIHKCH
HCIIOJB3YETCI 3aKPBITBIM  KIIFOY OTIIPABUTEIIA,
TOrJa Kak IIpyu 3allu(ppoOBKE  HCIOJb3YETCS
OTKPBITBIM  KJO4 mnoayyaresisa. [lpu mposepke
HU(PPOBOM IOANKUCH HCIOJB3YETCS OTKPHIThIN
KJIIOY OTHpaBUTEINIS, a MpPH PaCIHIUPPOBKE -
3aKPBITHIN KJIFOY [MOJy4aTes.

[IpoBepuTh COPOPMHUPOBAHHYIO MOAIKUCH MOXKET
000€ JHI0, TaK KAaK KJIIOY IIPOBEPKH SIBIISICTCS
OTKPBITBIM. [lpy moONOXKUTEIILHOM pe3yibTrare
IIPOBEPKU MOANMUCHU JIETACTCA 3aKIIOYECHUE O
MOJJIMHHOCTA W  [EJIOCTHOCTA MOJYYEHHOTO
COOOIIeHNsA, T.€. O TOM, YTO DTO COOOIIECHUE
NCUCTBUTEIILHO OTHPABICHO TEM MM HWHBIM
OTIIPABUTEIIEM, ¥ HE OBLIO MOAU(PUIIMPOBAHO MPH
IIEpPEIAYE MO CETH.



Cxema nmoamucu Ha ocHoBe ajaropurmMa RSA.
Il cozmanust moAnucy coooIeHust M oTnpaBUTENb:

1. Bemamciaser cxareid 00pa3 (HalaKecT COOOIICHMS,
x311-o00pa3) R = H(M) ¢ nomomibro X31m-QyHkuun H.

2. 3ammdpoBBHIBACT IOJYYECHHBIA CKaTbli O0Opa3 Ha
CBOEM CEKPETHOM KIIIOUE 1 MOIYyYaeT IMOMUCH

S=R%modn, rue {d,n}-3aKpBITHIN KIIFOY OTIIPABUTEII.
JI1s mpoBepKU NOAIKUCH IOIyYaTeb:

1. PacmmdpoBbIBaeT noanuch S Ha OTKPBITOM KITHOYE
OTIIPABUTENS, TO €CTh BhIUHCHsIeT R' = S°modn, roe
/€, n! - OTKPBITHIM KJIFOY OTIIPABUTES.



2. Beruncmser cxkareli oopaz R = HM) c
[IOJYYEHHOIO COOOIICHMS C MOMOIIBI0 TOH XK€
camMol XdII-PYHKIMH [1, KOTOPYIO HCIOJIb30Bal
OTIPABUTEIIb.

3. CpaBHHBaeT NOJy4YCHHbIC 3HA4YcHUSI R m R’, ecim
OHH COBITAJAI0T, TO MOJAMNKCH BEPHA.

Takum oOpaszom, JIIJII - HaOOpP >ICKTPOHHBIX
IA(POBBIX CUMBOJIOB, OATBEPIKIAOIITUMA
JOCTOBEPHOCTH  AJIEKTPOHHOIO JIOKYMEHTA, €ro
IIPUHAJIC)KHOCTh M HEU3MEHHOCTD COICP KAHUSI.

Jakpoimouiu  kao4 L[] - 1TOCIEIOBATEIBHOCTD
AICKTPOHHBIX LIM(MPOBBIX CHMBOJIOB, H3BECTHAas
BIIQJCIIBIy MOAINMCH MW IpeaHa3HAYCHHAS s
co3nmanusa JI1II1.




Omkpoimoit  kmow LI - TOCICAOBATEILHOCTD
NCKTPOHHBIX LU(PPOBBIX CHMBOJOB, JOCTYHHAas
ITH000MY ALY 51 peaHa3HAYCHHAs TUIS
MOATBEPKACHUS NOAIUMHHOCTH DIIII B 3IeKTpOHHOM
JTOKYMEHTE.




Hudppoast noAMUCH HA OCHOBE AJITOPUTMA DJIb-
I'amans

AJNTopUTM IJib-1 amMansg TakKe MOXHO UCIIOJIb30BaTh
i popMupoBaHUsS HTUMPOBOM Toanucu. I'pymnma
MOJb30BaTeNIE BhIOMpAET 0OIMe mapameTpsl P u
A. 3areM KaxIplii a0OHEHT TPYIIIbl BBIOMpPAECT
CBO€ CekpeTtHoe uymcio Xi, I<Xi<P-1, wu

BBIYHCIISIET COOTBETCTBYIOIIEE €MY OTKPBITOE
YHCJIO

Yoo A =3 Xi mod P

TakuM 00pa3oM, KaKIbIi MOJIb30BATEIb II0JIYy4aeT
napy (3aKpbIThIM KJIKOY; OTKPBITHIM Kito4) = (X1, Y1).



IIycte mosb30Barenb 1 XodyeTr mnmopmucarb CBOE
COOOIIIEHUE [U(PPOBOM IMOAMMCHIO U MEPEIaTh €ro
moJib30Barenrw 2. B 3ToM ciyyae anroputm
JIIEVCTBUM CIICIYIOIIUN.

[IepBhlli 1OJAB30BATEIb  BBLIOUpPACT  CIIy4alHOE
CEKpETHOE 4HCI0 Kk, B3auMHO mpoctoe ¢ P-1, u

BBIYHUCIISICT UHCIIO [y L i =
3aTeéM C IIOMOIIBI0 PACIIMPEHHOIO aJITOPUTMA

EBKiinma HEOOXOMMMO HAWTHA 3HAUYeHHWE b B
CIICAYIOIIEM YPaBHCHUM:

m = (X1 *a+k * b) mod (P-1)

[Tapa umcen (a, b) Oyger mUMPOBOM IOANHUCHIO
COOOIIIEHHS m.




CooOlieHre m BMECTE€ C IOANHChIO (a, b)
OTIIPABJISICTCS IIOJIH30BATEIIIO 2.

[lonp3oBaTenb 2 MOAy4YaeT COOOIIEHHME M M C
MCIIOJIb30BAHUEM OTKPBLITOTO KIII0Ua IICPBOTO
aboHeHTa Y1 BBUHUCIAEST [OBa YHCIA IO
CIEOYIOIIMUM (POPMYJIaM:

Y x a® mod P

A™ mod P

Ecim cl=c2, 10 nmdpoBas noanuch IEPBOIO
[oJb30Bareyid  BepHas. A  moanuchIBaHUs
KaXJI0TO HOBOT'O COOOIIECHMS JOKHO KaXKAbIA pa3
BBIOMPATHCSI HOBOE 3HAUYCHUE K.



Iloamucn, CO3laHHBIC C HMCIOJIb30BaHUEM
aJIrOpuTMa Onb-I"amans, HA3BIBAIOTCS
PaHJOMHU3UPOBAHHLIMHU, TaK KakK JJiSI OJHOIO W
TOT'0 YK€ COOOIIEHUS C UCIOJIL30BAHUEM OJTHOIO U
TOI'O0 7K€ 3aKPBITOr0 KIH4Ya KaXAbld pa3 OyayT
CO3/1aBaThbCd pa3Hble MOANHUCH (a,b), MOCKOIBKY
KXl pa3 OydeT MCHOOJb30BaThCSI HOBOE
3HAUCHUE k. [lommucn, CO3IaHHBIE C
npuMeHeHHeM aiaroputMa RSA, Ha3piBaroTcs
NETCPMUHUPOBAHHBIMH, TaK KakK Ijs OJHOIO0 U
TOT'O YK€ COOOIIEHUS C UCITOJIL30BAHUEM OJTHOIO U
TOI0 K€ 3aKpBITOrO KJIKOYa KaXIblkl pa3 OyneT
CO3/1aBaThC OAHA U Ta K€ IMOANNUCE.



IlpuMep BBIYHMCICHHS M NPOBEPKU HUPPOBOM
MOAIUCH

[Iycth a0OHEHTBI, 0OMEHMBAKOIIMECS Yyepe3 HTepHET
3alIM (POBAHHBIMU COOOIICHUSMU, UMECIOT
ciaenyromme oomue napamerpel: P =11, A =7.

OauH Y3 MOJb30BATEIECH 3TOU CUCTEMBI CBSI3U XOYET
MOANMCAaTh CBOE COOOMmEHHE m=5 [u(ppPOBOU
MOJAMNUCHI0, C(OOPMUPOBAHHON 110 AJITOPUTMY OJb-
['amans. BHavaiie OH OOKEH BEIOpaTh ceOe
3aKPBbIThIN KJIXOY, HaIIpuMeD, X1=3 )51
c(hOpMHUPOBATh OTKPBITHINA Kitod Y1 = 7°mod11= 2.
OTKpBITBIA K04 MOXET OBITh IEpeaaH BCEM
3aMHTEPECOBAHHLIM a0OHEHTAM WJIM IMOMECIICH B
0a3y JAHHBIX OTKPBITHIX KIIIOUEH CUCTEMBbI CBSI3HU.



3aTeM IIOJIb30BaTElIb  BHIOMpAeT  Cy4ailHOE

CeKpeTHOe 4mciio k, B3amMHO mpoctoe ¢ P-1.
[Iyctb k=9 (9 He nmeet oOmux aenuresneu ¢ 10).
Jlanee HEOOXOAMMO BBIYMCIUTE YHUCJIO

a=A* mod P =7 mod11 = 8
[Tocse 3TOro ¢ MOMOIILI0 PACHIUPEHHOIO aJrOPUTMAa
EBKHI/II[a HaXOJIUTCA 3HAYCHHUC b B ypaBHeHI/II/I:

m= (X1 xXa+k xXb)mod(P—1)

5 =(3xXx8+9x b)) mod 10
PemienreM  MOCIEOHErO0  ypaBHEHUS  Oyder
3HaueHue b=9.
Takum o6Opa3zom, mapa uumcen (8, 9) Oymer
A(POBOM MOAIMCHIO COOOIICHUS M=),




Ecium 11000 Japyrod MHOJb30BaTEIb CETH JKEIAET
IIPOBEPUTH LIU(PPOBYIO MOAIKUCH B COOOIIEHUHN, OH
HOJKEH MONYyYWTh M3 0a3bl JAHHBIX OTKPBITHIM
KJIIO4 IIEPBOTO II0JIb30Barens (OH paBeH 2),
BBIYMCJIUTH JIBA YKCJIA Cl ¥ C2 U CpPaBHUTDH UX.

c1 — Y x a® mod P = 28 x 8% mod 11 = 10,

ey = A™ mod 11 =10

Tak kak cl=c2, To mudpoBas NOANKUCH IECPBOIO
[10JIb30BAaTE/Is B COOOILICHMH M=) BEpHas.



Cranaaprsl HA aJAropuTMbI HHGPOBOUA NOANUCH
Cranaapr uudponoit nognucu DSS

B0 MHOTUX CTpaHax CErojiHs CYIECTBYIOT CTAHIAPTHI
Ha 3JCKTPOHHYIO (IHdpoByro) noanuck. CtaHaapT
nuppoBor mnoamucu DSS  (Digital Signature
Standard — DSS) Obu1 npunsaT B CIIIA B 1991 rony
1 nepecMoTpeH B 1994 rony. B ocHoBe cranmapra
JCKUT aaroput™M, HaspiBacMbii DSA (Digital
Signature Algorithm) u sSBIArOIIMNCA BapHalueH
noanucu Onb-I'amans. B anroputme HCHOIb3yeTCA
OJIHOHAIpaBJicHHass  x3m-QyHkouss H(m). B
KaQ4eCTBE  XJII-AJITOPUTMA  CcTaHaapr  DSS
IIPEeAyCMaTpuBaeT  HMCIIOJb30BAHUE  AJITOPUTMA

SHA-I.



Paccmorpum cam anroputMm renHepauun D111
BHavane mis rpynmnbl aDOHEHTOB BBIOMPAIOTCSA
TpH 00IIMX (HECEKPETHRIX ) MapamMeTpa p, q U a:

- mapaMeTp P MAOKEH OBITh HPOCTBIM YMCIIOM
taHou oT 512 mo 1024 ourt.

- q — OpOCTOE 4YMucio JMHOM 160 OUT; MexXay p U
HOJI’KHO BBINOJHATBCA COOTHOIIEHUE p = bq + |
111 HEKOTOPOTO LEJI0ro b.

- YUCJO a, YAOBJIECTBOPAIOIICE HEpABEHCTBY | < a <

p-1 u sgBiIsArOIIEECS KOPHEM ypaBHEeHUS a‘mod p =
1.

3HasT OSTU YHCIa, KaXIblii aO0OHEHT CHCTEMBI
CIIy4alHO BBIOMPACT YHMCIO X, YAOBJICTBOPSIONIEE
HepaBeHCTBY 0<x<(q, U BBIUMCIISIET Y = a*mod p.



Yucnno X OyaeT CeKpeTHBIM KIHYOM MOJIL30BaTeNs, a
YUCJIO Y — OTKPBITBIM KIHOYOM. BEIUMCINTE y
[0 M3BECTHOMY X JIOBOJILHO mpocCTO. OJHAKO,
MMES OTKPBITBIA K04 VY, BBIYUCIUTEIHLHO
HEBO3MOXXHO OMNPEAECIUTh X, KOTOPBIM ABJIACTCS
OYMCKPETHBIM JOrapu(@mMoM y o OCHOBAHHUIO ( .

IIycTth mMeeTcsi COooOlIeHHE m, KOTOPOE€ OAWH U3
[I0JIb30BATEJIEH  JKEJIaeT  Ioamucarb. s
r€Hepalyy IIOAIIMCH  II0JIb30BATENIb JOJLKECH
BBIIIOJIHUTD CJICAYIOIMIUE JTEUCTBUA:

1. Beruuciute 3HaueHHue X3m-QpyHKIMM h = H(m)
I COOOIIEHHWS m. 3Ha4eHWe XdII-(QYyHKIAU
HOJKHO JeKaTh B npeaenax 0 <h <q.



2. 3ateM creHepupoBarb ciaydarHoe yucio k, 0 <k
< d-

3. Beruncauts r = (a¥mod p) mod q.

4. Onpenenuts s = [k (H(m) + x*r)] mod q

B  pesyiasrare 1oJib30Bare€ib  IOJYYUT I
COOOIIIECHHUSI M MOAINCH, COCTOSIIYI0 W3 MHapbl
gucen (r,8). CooOiieHue BMECTE C MOAIMCHIO
MOXET OBITh MOCJIAaHO JIIOOOMY JPYTOMY

a00HEHTY cucteMbl. IIpoBepuTh IOANHUCH
MOYKHO CJICAYIOIIIMM 00pa3oM:

1. Beruncanute 3HaueHue xam-gpyHkiuy h = H(m)
1L COOOIIEHUS M.

2. IIpoBeputsh BbIOTHEHUE HEPABEHCTB ) <1 < (,
0<s<q.



3. Beruucauts w = s mod q ;

4.ul =[H(m) * w] mod q

5.u2=r*wmod q

6. v =[(a"! * y**) mod p] mod q

IIpoBepUTH BBITTOJTHEHUE PaBEHCTBA V = 1. Ecin v =,

B

TO MOAIINCh CYNUTACTCI HNOMIMHHONW, MHAYC
[IOJIINCHh CUUTAETCI HENECHUCTBUTEILHOM.

CHJIy CIOXHOCTH BBIYMCICHUS JIUCKPETHBIX
Jorapu(pmMoB  3JIOYMBIIUICHHHUK HE  MOXET
BOCCTAaHOBUT, kK W3 r wim X U3 S, a
CJIEIOBATCIbHO, HE MOXKET MOAAeCIaTh MOAIMCH.
[To ToOM1 xe caMOil IIpUYUHE aBTOP COOOIICHUS HE
CMOKET OTKa3aTrbCsd OT CBOECM IIOJAIIMCHU, TAK KakK
HHUKTO KpOME HEr0O HE 3HAET 3aKPBITOro KJIroYa X.



Cranaapr nugposou nognucu 'OCT P34.10-94

B Poccum mnpuusat crangaptr ['OCT P34.10-94
"MHpopmanmoHHas TEXHOJIOTUA.
Kpunrorpaguueckas  3ammra  HHQOpPMAIIHH.
[Ipoueaypol BBIPAOOTKH 7 IIPOBEPKU
JEKTPOHHOM MU(pPOBOM IOANMCH Ha 0ase
ACUMMETPUYIHOTO KPUOTOrpapruIeCKOro
aaroputMa’'. B 3TOM CcTaHmapre HCHOJIb3YETCS
aJITOPUTM, AHAJIOTMYHBIN aJITOPUTMY,
peaJm30BaHHOMY B cTaHaapre DSS.

BHaugaiie, Tak k€ Kak ¥ II0 cragmapry DSS, s
Ipymiibl a0OHEHTOB BBIOMPAIOTCS TPU OOIIUX
(HECEKPETHBIX) ITapaMeTpa p, q U a.



I1o-pa3HOMY BBIUKUCIIAETCA KOMIIOHEHTA S ITOAMUCH. B
['OCT P34.10-94 xoMmmoHeHTa S BBIUUCIISCTCA IIO

dhopmye

s = (k( H(m) + x( r) mod q,

a B DSS KoMIIOHEHTA S BBIYHUCIISICTCS O (hopMYyJIe

s= [k ((H(m) + x(r))] mod q.

[locnennee oTMumMe NMPUBOAUT K COOTBETCTBYIOILIUM
OTJIMYMSIM B (DOpMYJIax IS IIPOBEPKH IMOAIIMCH.

B pesyiabrare mnporeaypa OPOBEPKHA MOIIMUCH IO
['OCT P34.10-94 3akmrodaercs B CHEAYIOIIEM.
[TomyuuB [m, (r, S)], MOTy4YaTeab BEIYUCIISCT

w = H(m) 'mod q,



ul =w * smod q,

u2 =(g-r) * w mod q,

v =[(a" * y"*) mod p] mod q.

3aTeM MOpPOBEPSCTCS PaBEHCTBO BBIYMCIICHHOIO
3HAQYEHUSI V M NOJIYy4YEeHHOro B cocrtaBe LI

napamerpa r. [loanuce cunTaercs KOPPEKTHOM,
€CIIN V =T.



Ilpumep co3qaHuda ¥ MPOBEPKU MOAIMUCH 110
cranaapry 'OCT P34.10-94

[Tycts p =23, q = 11, a =6 (mposepsieMm: 6!'mod 23 =1)
Co3manue moaIIncH.

[IpeamonoxuM, NOIb30BaTelib A BBIOpAJT B KadeCTBE
3aKpBITOr0 Kiaroya uuciao x=3. Ilocime »3Toro oH

BBIYMCIISICT OTKPBITHIM KU IO (hopMmysie y=a*mod p.
To ecth y = 6° mod 23 = 18.

Jlna co3pgaHus MOANKCH IOJb30Barelb A  BbIOMpAET
ciny4danHoe yucio k = 3.

IlycTh pe3ynabTarT BBIYKUCIACHUS XAII-PYHKIHMU IS
coobmenus H(m) = 9.

[Toanuch cooOIIEeHNs COCTOUT U3 ABYX uHce (T, S):
r = (a¥mod p) mod q = (6° mod 23) mod 11 =2,



s = (k* Him) + x *r) mod g = (5*9 + 8*2)mod 11 =6,

Takum o00pa3oMm, MOANUCHL COOOIICHUS COCTOUT U3
napsl yucen (2, 6).

IIpoBepka moamucH.

[loyduB coOOllIEHME BMECTE C MNOAIUCBIO (2,6),
[OJIy4aTe/ib BEIYHUCISCT

w = H(m)'mod q=9"'mod 11 = 5,

ul=w*smodq=5*6mod 11 =8,

u2 =(g-ry*wmod q = (11-2)*5 mod 11 =1,

v = [(a"'*y"*) mod p] mod q =[(6°*18')mod 23]mod
11=2

Tak kak v =1, TO IIOAMHUCh CYUTAETCI BEPHOM.




DyHKIHMA X UINPOBAHUS

B KkadyecTBE€ MCXOMHOIO 3HAYECHUS JJISI BBIYMCIICHUS
OLIII Oepercs HE caM PIECKTPOHHBIA JOKYMEHT, a €ro
X3II-3HAYCHUE WJIN JTAUJKECT.

Xaur-3HaueHue h(M) - 310 manpkect cooOmeHus M, T.
€. CXaroe ABOMYHOC MPEACTABICHHE OCHOBHOIO
cooOI1IeHus M nponu3BOILHON AIHHEI.

OyHKIUS X3MUPOBAHUS (XIII-(DYHKIINS ) TPEACTABISCT
CO00M IIpeoOpa30BaHUE, HA BXO KOTOPOro MOAACTCS
COOOIIICHME MNEePEMEHHOM IIHUHBI M, a BBIXOJIOM
SBJISCTCS CTPOKA (PUKCUPOBAHHOW HIUHBI H= h(M).



OyHKIHSA X3IIMPOBAHUS IIO3BOJISCT CKaTh
IOJAMKCHIBa€MbIM JOKYMEHT M 10 128 u Oonee OuT
(B wacTHOCTH 10 128 mim 256 Owut), Torma xkak M
MOKET OBITh Pa3MEPOM B MEradauT UK OoJIee.

Cineayer OTMETUTh, YTO 3HAYCHUE XAII-(PYHKIUU
h(M) 3aBUCHUT CIIO)KHBIM OOpa3oM OT JOKYMECHTA

M v HE T03BOJIAET BOCCTAHOBUTH CaM JOKYMEHT
74



OyHKIMA XAIIUPOBAHUS 00JaJacT CICAYIOIIUMU

CBOUCTBAMHU:

- X3UI-(DYHKIMS MOXKET

apryMEHTY JIH000ro pa3mepa;

ObITh TIPUMEHEHA K

BBIXOJHOE  3HAUYEHHE  XJOUI-(PYHKUHH  HMEET

(PMKCHPOBAHHBIN pa3Mep;

X3MI-(OYHKIHIO JOCTATOYHO IMPOCTO BBIYMCIUTDL IS
JII000r0 apryMeHTa; CKOPOCTh BBIYMCICHUS XOIII-
(GYyHKIMK JOOJDKHA OBITH TaKoOM, YTOOBI CKOPOCTD

BBEIPA0OTKN U MpoBepku Ol

I mpn wmcnonb3zoBaHuUU

X3I-PYHKIMK Oblla 3HAYUTEIILHO OOJIbILE, YeM IIpH
MCHOJIb30BAHUU CAMOTI'0 COOOIICHMS;



- XOII-(YHKIUS YYBCTBUTECIBbHA K BCEBO3MOKHBIM
N3MEHCHUSI B TEKCTe M, TakMM KaK BCTAaBKH,
BBIOPOCHI, IEPECTAHOBKHU U T.IL.;

- XOI-(YHKLUS OJHOHAIIpaBJICHA, T.€. 00JaIacT
CBOMCTBOM HEOOpPAaTMMOCTH, ~ UHBIMH CJIOBaMH,
3aJa4a noAgoopa JokymeHTa M’ KOTOphld oOJagan
Obl TpeOyEeMbIM 3HAYECHUEM XAII-(PYHKIMH, JOJLKHA
OBITHh BHIYMCIUTEIBHO HEPA3PELINMA;

BEPOSITHOCTh TOIO, YTO 3HAYEHUS XOII-(QYHKIIHAM
ABYX Pa3IWYHbBIX JOKYMEHTOB (BHE 3aBUCHMOCTH OT
MX JUIMH) COBMOAIYyT, HUYTOKHO Maja, T.€. JJIs
JII000ro (PUKCMPOBAHHOIO X C BBIYMCIMTECIBHOU
TOYKM 3PEHHS HEBO3MOKXKHO HAWTH X' JUIS X, TAKOE,

qto h(x') = h(x).



Takum oOpazom, QyHKIHS XSIIHPOBAHUS MOMKET
MCIOJIb30BAThCA JIJIsI OOHApY>KEHUS HW3MEHEHMI
cooOmieHus. B 3ToM KkadecTBe  XAUI-DYHKIMS
MCIONB3YETCS  JJISI  KOHTPOJS  IIEJIOCTHOCTH
cooOIIeHus IIpu popMupoBaHuu 1 nposepke 111

P

X3MI-QYHKIIMM IIAPOKO HCIIOJB3YIOTCS TAKXKE IS
ayTEHTU(DUKALAHU TOJIb30BATEIICH.



