CpencrtBa 3alUThI
nHdopmMmaumnun




CopepxaHue

® 3amiura I/IHg]gopMag,HI/I.

[ _ BamI/ITa OT HECAHKITMOHWPDOBAHHOT'O TOCTYIIA K
I/IHgleQMaLI,I/II/I.

1. 3a1MTa C MCMOIB30BAHUEM IAPOJIEH.

2. buomMeTrpuyeckue cCiCTeMBbI 3aLIIWTHI.

® dusmnyeckas 3allIMTA JaHHBIX Ha JIUCKaX.

® 3ammTa OT BpeJOHOCHBIX MTPOTPAMM.

1. BpenoHOCHBIe ¥ aHTUBUPYCHBIE TPOTPAMMBI.
2. KoMIiplOTEepHBIE BUPYCHI U 3a1IUTA OT HUX.

3. CeTeBble YePBU U 3aLIUTA OT HUX.

4. TposiHCKHe MPOrPaMMBI Y 3a1IIMTA OT HUX.

5. XaKepCcKWe YTUIWTHL U 3a1IIMTa OT HUX.

® Rawarueduvie
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3awuTa nHpopmMmaLmga

be3onacHOCTM C  LEeNnbl  COXpaHEeHus
rocygapCTBEHHbIX " KOMMEpPYECKNX
CEKpPETOB. 3awuTta obecne4ynBaeTcs
coonageHnem pexunma CEKPETHOCTMN,
NPUMEHEHNEM OXpPaHHbIX cucTem
curHanusaumm 7 HabnaeHus,
Mcnonb3oBaHMEM LLNAPPOB 1 Naporneun.



awuma uHgopmMmayuu
npeacTaBnisieT cobon
NEATENbHOCTL MO
npeanoTBpaLLEeHNIO YTEYKN
3aluaemMmoun
MHdopmMauuu,
HEeCaHKLUMOHNPOBaHHbIX U
HenpeaHaMepPEHHbIX
BO3OEeNCTBUU HA
3aluiaemyto
MHOPMaLNIO, TO ECTb
npouecc, HanpaBneHHbIV
Ha JOCTUXKEHME ITOro
COCTOSIHUS. .
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~ COCTOSIHUE 3aLUULLEHHOCTU MHPOPMALIMOHHOM
cpenbl.

B BbIMUCIIUTENNBHOW TEXHUKE MOHATME ©Ee30MacHOCTU
nogpasymeBaeTt
HaOEeXHOCTb paboThbl KOMMbBIOTEPA,
COXPAHHOCTb LEeHHbIX AaHHbIX,
3awuTy MHOpMaUUKM OT BHECEHUA B Hee WU3MEHEeHUu
HEeYNONHOMOYEHHbIMMN NN AMU,
COXPaHEHME TalHbl NEPENNCKN B NIEKTPOHHOW CBA3MN.

Bo Bcex uMBUMM3oBaHHbIX CTpaHax Ha 6e3onacHOCTY rpaXxaaH
CTOAT 3aKOHbl, HO B  BbIYUCIIUTENBHOWU  TEXHUKE
NpaBoONpMMEHNTENbHAA MpPakTUKa MNOoKa He pasBuTa, a
3aKOHOTBOPYECKMM MNpoLecc He ycrneBaeT 3a pas3BUTUEM
TEXHOMNOIMN, U HAAEXHOCTb PAbOTbl KOMMbIOTEPHLIX CUCTEM
BO MHOIOM OMMpaeTCcs Ha MepPbl CaMO3aLLUThI.



HKLI
AOCTYynN

HecaHkuyuoHupogeaHHbIU

docmynn - eficTBNS, HapyLuatoLL
YCTaHOBMNEHHbLIVM NOPAAO0K AOCTYyNa
UNn NpaBuna pasrpaHnyeHmnst, 0oc
K nporpaMmmam 1 gaHHbIM, KOTOPbIV
nony4vatoT abOHEHTbI, KOTOPbIE HE

NPOLUMN PErncTpaLmio N He UMeroT
npaBa Ha O3HAaKOMSIeHne nnun paodc
STUMUN pecypcamu.

[1na npegoTtepalleHud
HeCaHKUMOHWUPOBAHHOIO AOCTYyNa
OCYLLECTBMSETCSA KOHTPOIb AOCTYna.




alujuTa c Mncnonb3oBaHUEM
naporneu

Q) meractop

[1ns 3awmTbl OT HECAHKLMOHNMPOBAHHOIO JOCTYyNa K

nporpamMmmam m AaHHbIM, XpaHAWMNMCA Ha KOMIbOTEPE,
UCIOJ1b3YIOTCA fMapPosiu.

KomMmnbloTep paspeluaeTt AOCTYn K CBOUM pecypcaM TOJSIbKO
TeM NOJNib30BaTeNAM, KOTOPble 3apermcTpupoBaHbl 1 BBEMMU
npaBUIbHbIW NAPOrb.

Ka)kgomMy KOHKPETHOMY MOSib30BaTESH0 MOXET ObITb
paspeLlleH gOCTYN TONbKO K onpeaerneHHbIM
NHJOPMaLIMOHHbLIM pecypcam.

[Mpy 3TOM MOXET NPON3BOAUTLCS PErMCTPaLMA BCEX NOMbITOK o
HeCaHKUMOHMPOBAHHOIO OOCTVNA. :
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3awuma c ucnosib308aHUEM apoJist NCMOonb3yeTcs Npu
3arpyske ornepaLnoHHOM CUCTEMbI

Bxon no naposto MOXeT ObITb yCTaHOBMNEH B NporpaMmme BIOS
Setup, KOMMbIOTEP HE HAYHET 3arpy3Ky onepaLnoHHOM

CUCTEMBbI, ECNN HE BBeAEH NpaBuIbHbI nNaporsb. [peogoneTb
Takyto 3aLLUTYy HEMNETKO.

OT HECAHKLIMOHMPOBAHHOIO AOCTYrNa MOXET ObITb 3aLLMULLEHbI
KaXkObln OUCK,

Ka)kgad nanka,
Ka)XObl doann NnokanbHOro Komnekotepa.

[ns HUX MoryT ObITb YCTAHOBIEHbLI ONpeaerneHHbIe nNpaBa
ooctyna

NOnNHbLIN OOCTYN,

BO3MOXHOCTb BHECEHNA NUBMEHEHUMN,
TOJ1IbKO YTEeHWeE,

3anucb 1 ap.

I'IpaBa MOTYT ObITb pa3JyindHbiM OJ14 Pa3JiNYHbIX A
NnoJib3oBaTelJiel.



nomeTpuyec cCTeMbl

3alUTDI

B HacTosee BpeMs Ang 3awnTbl OT
HeCcaHKLUMOHMPOBAHHOIO AocTyna K MHdopmauun Bce
Bbonee yacTo ncnonb3yTcs 6uoMempu4yeckue
cucmembl uGeHMuguKkayuu.

I/Icnonb3ye|v|b|e B 3TUX CUCTEMAaX XapPaKTEPNCTUKUN ABITAKOTCAH
HeOTbeEMJIEMbIMN Ka4eCTBaAMU JINMHOCTU YEJIOBEKA U
MNO3TOMY HE MOTYT ObITb YTEPAHHBIMA U I'IOLI,,EI,eJ'IaHHbIMI/I

K BnomeTpuyeckmm cncrtemam 3. , K
OTHOCHATCS CUCTEMbI MOEHTUQ s — Q
No oTnevyaTkam nanbLues; ] . \
MO XapakTepUCTUKaM peyu; .
no pagy»kHon obornouyke rnasa (
No N300paXxeHuto Nnua;
Mo reoMeTPMn NaoHN PYKMN. A




nanbLeB

OnTnyeckne ckaHepbl CYUTbIBAHUS
OTrnevyaTKoB NnasnbLeB
yCTaHaBNMBaOTCA Ha HOYTOYKH,

MbILLIW, KNasuaTypbl, ONaLw-AnCKK, a |

TaKke NMPUMEHSATCA B BUae
OTAENbHbLIX BHELLHUX YCTPOUCTB U
TepMMHanNoB (Hanpumep, B
asaponopTax n 6baHkax).

Ecnu y3op oTnevartka nansua He
coBnagaeT C y30pOM A0MYyLLEHHOro
K MHpopMaLumun nonb3oBaTens, 10
O0CTyn K Hdpopmaumm
HEBO3MOXEH.

Q

. OnTUYeCKuMi ckaHep oTneyaTka nanbLia,
BMOHTUPOBAHHBIN B HOYTOYK



geHTupunKkaumns
NO XapaKTepUCTUKam peyn

ioeHTudukaumna 4Yenoseka no
rosfiocy — o4uH U3 TpagMUNOHHbIX
cnocoboB pacrno3HaBaHus,
NHTEPEC K 3TOMY METOAY CBSA3aH U
C NpOorHo3ammn BHeApPEHNS
ronocoBbIX UHTEP(ENCOB B
onepaunoHHbIE CUCTEMBI.

[onocoBaga naeHTUpmKaums
GeCKOHTaKTHa M CYLLECTBYIOT
CUCTEMbI OrpaHnyeHns goctyna K i
MHdOpMaLMN Ha OCHOBaHUU
4YAaCTOTHOrO aHarn3a peyun. ,

earance of the prototype

Structure of the prototype
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—  VlpeHTndunkaumna no pagy>xHowu
oboso4yke rnasa

2 PagyxHaga obornouyka rrnasa siBnsietcs
YHUKANbHOW ONA KaXX4oro YenoBeka
BMOMETPUNYECKON XapaKTEPUCTUKOMN.

N3ob6pakeHune rnasa BblAeNAeTcs n3a
N300pakeHnst NMua 1 Ha Hero
HaKnaablBaeTcsa cneuuanbHas
Macka LTpux-koaos. PesynsraTtom
ABNSIETCA MaTpuua,
nHanBMayarnbHas anga Kaxmaoro

Onsa noenTudunkaumm no pdiffesH@doonoyke rnasa
NPUMEHSIOTCA creyuanbHble ckaHepbl, MOAKMIYEHHbIE K
KOMMbIOTEPY.




OeHTUdMKaLmsa no n3obpaxxeHuro nuua

[1na nogeHTuukaumm NMYHOCTM YaCTO UCNOSb3YHTCSH
TEXHOSI0MMN pacno3HaBaHMs No nuuy.
Pacno3HaBaHue YyenoBeka npoucxoguT Ha
PACCTOAHUMN,

oeHTudpnKkaumMoHHbIe NPU3HAaKM y4YnUTbIBaKOT doopmy
niua, ero UBET, a TakKe uBeT Bosioc. K BaXHbIM
NpM3HaKam MOXXHO OTHECTU TakKXKe KoopaAuHaThbl TOYeK
nvua B MecTax, COOTBETCTBYHOLLMX CMe' '~ “oLizn
(bpoBw, rmasa, HOC, yLWKn, POT 1 OoBan).

B HacTosiLee BpeMsi HA4UMHAETCA Bblau:
HOBbIX 3arpaHnacrnopToB, B MUKPOCXEME |
KOTOPbIX XpaHUTCA LndpoBas otorpad
Bragenbua. ,




oeHTudmkauma no nagoHu pyku

B buomeTpuke B Liensax
naeHTudunkaumnm ncnomnbayeTcs
npocTasi reoMeTpusi Pykun —
pasMepbl U PopMa, a TakkKe
HEeKoTopble MHPOPMALIMOHHBbIE
3HaKU Ha TbINbHOW CTOPOHE PYKU
(0bpa3sbl Ha crmbax mexay
danaHramu nanbueB, Y30pPbl
PACMNONOXEHUA KPOBEHOCHbIX
cocyaos).

CkaHepbl naeHTUdbUKaLmMm no NagoHn - .
PYKW YCTAHOBMNEHbI B HEKOTOPbIX
asponopTax, baHkax n Ha aTOMHbIX -




du3nyeck algmTa
[ns o6ecnequMl$HaHH bIX HA ID‘M CKaX

CKOPOCTW YTEH anmcu u
HaOEeXHOCTU XpaHEHUA OaHHbIX ' 1
Ha XXEeCTKUX AnCKax

ncrnonbaytoTcs RAID-maccuBbl
(Redundant Arrays of Independent
Disks - NU3ObITOYHbIN MAccuB
He3aBUCUMbIX OUCKOB).
HecKonbKo XXeCTKMUX AUCKOB
nogknto4atoTcs K RAID -
KOHTPOMNepy, KOTOPbIA
paccMaTpuBaET UX Kak eanUHbIN
NOrnM4ecKkmnn HocuTenNb

nHdpopmaumu. &~



AnnapamHsbiu

AnnapaTtHbI ANCKOBbIU

MaCCuB COCTOUT U3
HECKOJbKUX XXECTKUX
NUNCKOB,
yrnpaengaeMblX npu
NOMOLL N
crneuuanbHOu NnaThl
KOHTposnnepa RAID-
MaccuBa.

Pacrninama 3a H

Cnocobbl peannidauun RAID-maccuBa

llpoepaMMHbLIU

[1lporpammHbIN RAID-MaccuB

peanuayeTtca Npuv NOMoLL
cneunanbHoro gpaneepa. B
nporpaMmmMHbI MaccuBs
OpPraHmM3yoTcs AUCKOBbIe
pasfenbl, KOTopblie MOryT
3aHMMaTb Kak BECb AUCK, TaKu ero
YyacTb. [lporpammHbie RAID-
MacCCUBbI, KaK NpaBuo, MeHee
HageXHbl, YeM arnnapaTHble, HO
obecne4nBaloT 6oriee BbICOKYHO

CKoggch aboTbl C AaHHbIMW.
E)XXHOCMb —

chakmuyeckoe cokpauieHue OUCKOBO20 MpoCMpaHcmea | 4

AASLAA



3awumTa o
OT BPeAOHOCHbIX NMporpamMmm

BpeaoHocHasa nporpamma (bykBarnbHbIN NepeBoO/
aHrnoasbi4HOro TepmmHa Malware, malicious —
3NOHaMepPEeHHbIN U software — NporpamMMHoe
obecneveHune, )XxaproHHoe Ha3BaHUe — «MarnBapby,
«MasioBapb», «MblfIOBapb» U gaxe
«MbIITOBapHA») — 3NTIOHAMepeHHada nporpamMmma, 1o
eCTb Nporpamma, cosgaHHas co 3/1bIM YMbICIIOM

1 3NbIMWU HAMEPEHUAMMN.
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BpenoHOCHbIe nporpaMmbl
4 )

Bupycsl, yepBn, M M IloTeHManbHO
TPOSTHCKHE U oracHoe

XaKepCcKHue IMMPOrpaMMHOE
IMMPOTrPaMMBbI obecrmevyeHHEe
/ lllmnoHckoe, \
pPeKJIaMHOe
IMMPOrpaMMHOE
obecrneyeHHEe

(¥ / &




AHTHBY

Kacnepckoru

PYC

S59)BpEMEHHbIE aHTUBMPYCHbIE NPorpamMMbl obecneymsatoT
KOMIMJIEKCHYIO 3aujumy npo2paMm v JaHHbIX Ha
KOMIMbIOTEPE OT BCEX TUMOB BPEAOHOCHbLIX NPOorpamMm u

e

nporpamMmmbil

METOO0B NX MPOHNKHOBEHUA Ha KOMIMbHO
VIHTepHeT,

nokanbHas CeTb,

9MEeKTPOHHAaZA Nno4Ta,

CbEMHbIE HOCUTENN MHPOPMaLIUN.

Mr Google Securify
Special C!

o TREND.  (~.1) pan
&INENe. (03 e
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|El,J'IFl 3adlLUNTbl OT BPEAOOHOCHbIX MPOorpamMmm Ka>xaoro Tmna B

aHTBUpyce npeaycMoTpeHbl otaeljibHbl€e KOMIMOHEHTHI.

lMpuryun pabombsl aHMUBUPYCHbLIX MPO2pPaMM OCHOBaH
Ha NpoBepKe hannos, 3arpy304HbIX CEKTOPOB ONUCKOB U
onepaTtuBHOWN NaMATU U NOUCKE B HUX U3BECTHbIX U HOBbIX

BPEAOHOCHbIX NpOorpamMmm.

A



AHTUBUPYCHbIE NporpamMmel

Mnsi noucka uzeecmHbix 8pe0OHOCHbIX
npoapamMm UCTOSb3YTCA CUTHATYpbI. —
Cuz2Hamypa — 3TO HeKOoTopas NOCTOSAHHAs Dr.WEB
nocrenoBaTenbHOCTb NPOrPaMMHOrO KOAa, %
cneundunyHasa gns KOHKpeTHOW BpegoHOCHOM Y
nporpamMmmel. ECnu aHTMBUpYCHas nporpamma —— LRI e
OOHapYXXMT Takylo NocrieaoBaTesibHOCTL B
KakoM-nnbo danne, To hann cunTaeTcs
3apaeHHbIM BUPYCOM U NOASIEXUT NEYEHUIO
UKW yaarneHuio.

Jns noucka HoebIx 8UPYCOE UCTOSb3YHTCS
anropuTMbl 9BPUCTUHECKOIO CKAHUPOBAHUA, T.
€. aHanusa nocnegoBaTenbHOCTU KOMaH/ B
npoBepaeMomM obbekTe. Ecnu
«nogo3puTenbHasa» nocneagoBaTesibHOCTb
KOMaH[ 0OHapy>XnBaeTCs, TO aHTUBUPYCHas

nporpamMmmMa BblgaeT coodueHne 0 BO3MOXHOM A
29NAaAWeHIIA OBbkakKTa
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BONbLUMHCTBO aHTUBMPYCHbLIX NPOrpamMm codeTaeT B cebe
PYHKUUU MOCMOSSHHOU 3aujumabil (AHTUBUPYCHbIN
MOHUTOP) N PYHKUUU 3auyumsi no mpeboesaHuro
nosib3o8ameJsisi (QAHTUBUPYCHbIN CKaHep).

AHMue8UPYCHbIU MOHUMOP 3arnyCKaeTcss aBTOMaTUYECKN MPU
cTapTe onepaumMoHHOW cucteMsl U paboTaeT B Ka4yecTBe
dpOHOBOro CMCTEMHOIO Npouecca, NPoBepsist Ha
BPEOOHOCHOCTb COBEPLUAEMble APYrMMU Nporpammamm
nencteus. OCHOBHasdA 3agada aHTUBUPYCHOIO MOHMUTOPA
COCTOMT B obecnevyeHnn MmakcmmMmanbHOW 3aLLUnTbl OT
BPEOOHOCHbLIX NporpaMmm npu MUHUMaribHOM 3aMeaneHnm
paboTbl KOMMbIOTEPA.

AHmMueupycHbIl CKaHep 3anyCckaeTcs Nno 3apaHee
BbIOpaHHOMY pacnucaHuio U B NPOU3BONbHbIA MOMEHT
nonb3oBaTenem. AHTUBUPYCHbIA CKaHEpP NMPON3BOAUT MOUCK
BPEAOHOCHbIX MPOorpamMm B OnepaTMBHOW NaMATH, a Takke Ha
)KECTKMX N CETEBLIX ANCKaX KOMMbOTEPA. A



— | Ip3HaKM 3apaxxeHnda KoMmnbroTepa

BbIBOJ HA 3KPaH HENPEOYCMOTPEHHbBIX COOOLLEHNN UITN N30DpaKeEHUNN;
nogada HenpeaycMoTPEHHbIX 3BYKOBbLIX CUTHAIOB;

HeOoXnaaHHOE OTKPbITUE U 3aKpbiTUe noTka CD/DVD anckoBoaa;
NPOWN3BOSIbHbIN 3anyCK Ha KOMMbIOTEPE KaknX-nmbo nporpamm;

YyacTble 3aBMcaHus u coom B paboTte KOMMNbIOTEPA;

MeaneHHasa paboTta KoMrbroTepa Npu 3anycke NporpamMmm;
NCYE3HOBEHWNE UMY U3MEHEHNE dbanioB 1 Narok;

yacToe obpalleHne K XECTKOMY AUCKY (4acTo Muraet rniamnodka Ha
cUCTEMHOM b6110Ke);

3aBUCaHNe UNn HeoXnaaHHoe noBeaeHne bpaysepa (HanpUMep, OKHO
nporpamMmMbl HEBO3MOXKHO 3aKPbITb).

HekoTopble xapakTepHble NPU3HaKku NopaKeHUsi CETEBLIM BUPYCOM
Yyepes AMEKTPOHHYIO MOYTY:

Apy3bA NI 3HAaKOMbIE TOBOPAT O MNOJ1IyHYEHHbIX OT BaAC COO6LLI,€HI/IF|X,
KOTOPbIE Bbl HE OTMNPaBJIAIIN,

B BaLLleM MOYTOBOM SILLUKE HaxoamTcs 60nbLIOe KONM4eCcTBO
coobLeHuin 6be3 obpaTHOro agpeca n 3aronoska. o



eNCTBUS NP HaJlindinm rNpm3HaKkoB
3dpaXeHnd KOMINbTEPA

[Tpexxae yeMm mpeANIPUHUMATH KaKHe-TN00 TeUCTBUsI, HeOOXOTUMO
COXPAHMUTh PE3Y/IBTaThl paOOTHI Ha BHEIIHEM HOCUTeTe (IHCKeTe,
CD- uniu DVD-nucke, ¢iaii-kapTe u mp. ).

Ilanee HeOOXOIHUMO:

@ OTKJIIOYUTDH KOMITBIOTEP OT JIOKAJILHOU ceTyU U MIHTepHeTa,
€C/IN OH K HUM ObLIT IIOIK/TIOYEH;

@ ey CUMIITOM 3apa)XeHUsI COCTOUT B TOM, YTO HEBO3MOXXHO
3arPy3UTHCS C KECTKOTO JUCKA KOMITbIOTEPA (KOMITbIOTEDP BbIZIAeT
OIIMOKY, KOT/Ia BbI €r0 BKJIIOYaeTe), MOMPoO0OBaTh 3arPy3UThCS B
peXXrMe 3alIUThl OT CO0EeB HJIH C IMCKa aBApPUMHOMN 3aTPy3KH
Windows;

@ 3anmyCcTUTHh aHTUBUPYCHYIO IIPOrPaMMY.



OMMNbIOTEPHbIE BUPYCHI
M 3allMTa OT HUX

KoMmnbromepHbie supychbl ABNAOTCS BPeOOHOCHbIMU
nporpammamMm, KOTopble MOTYT «Pa3MHOXaTbCH»
(camoKkonupoBaTbCs) U CKPbITHO BHEAPATH CBOU KOMNWUU B
dpannbl, 3arpy304Hble CEKTOPbI ANCKOB U AOKYMEHTHI.
AKTUBM3aALMS KOMNBIOTEPHOIO BUPYCa MOXET Bbl3bIBaTb
YHUYTOXEHNE NPOorpaMmm 1 JaHHbIX.

Ha3BaHune «gupyc» rno OTHOLLUEHUIO K KOMMNbIOTEPHBLIM
nporpammam npuLlsio n3 6uosiorMm MMeHHoO no r

CNOCOBOHOCTU K CaMOPa3MHOXEHMUIO.
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= 3arpy3o4Hble BUPYCh

3azpy304yHbIe supyChl 3apaxatoT 3arpy304HbIN CEKTOP
rMOKOro NI XXEeCTKOro AMCKa.

[TpnHUMN OencTeua 3arpy3oyHbiX BUPYCOB OCHOBAH Ha
anroputmax sanycka onepaumoHHON CUCTEMbI NMPU
BKNIOYEHUN UMK Nnepesarpyske KoMmnblotepa.

[1pn 3apakeHnn gUCKOB 3arpy30o4Hbie BUPYChI
«NOACTaBMNAKT» CBOWU KO BMECTO Nnporpammbil,
nony4yaroLien ynpasneHne npu 3arpy3ke cuctemsl, 1
OTOAaloT yrpaBieHne He OpurMHanbHoOMy Koay
3arpysuyuka, a kogy supyca. ['lpn nHdpuunpoBaHmm gucka
BUPYC B OONbLUNHCTBE Cny4YaeB NepeHOCUT
OpUrnHarbHbIN 3arpy304HbIN CEKTOP B KAKOM-NTNDO
OpPYron cekTop Auncka.

lMpogunakmuyeckas 3awyuma om 3a2py3049HbIX
8Upycoe COCTOUT B OTKa3e OT 3arpy3Kku ornepaLnoHHON
CUCTEMBI C TMOKNX AUCKOB U YyCTaHOBKe B BIOS BalLero A
KOMMbIOTEDA 3aLUNTbl 3arpy304HOro cektopa oT
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== dannoBbie BUPYChH

daunoenie supychbl pasniniHbIMn cnocobammn BHEOPSAIOTCS B
ncnonHnmble dannbl K 0ObIYHO aKTUBU3NPYHOTCA MNPU UX 3anycKe.
[Tocne 3anycka 3apaXxeHHOoro gpansa BMpyc HaxoanTcd B ornepaTtMBHOU
NaMATU KOMMNbOTEPA U SIBMIAETCHA aKTUBHbLIM (T. €. MOXET 3apaxaTtb
apyrue dannbl) BAOTb 40 MOMEHTA BbIKITHOYEHMA KOMMNbKOTEPA UM
nepesarpysku onepalmoHHON CUCTEMBI.

[MpakTnyecku Bce 3a2py304HbIe U ¢halsioeble sUpPyChl pe3udeHMHbI
(cTUpaloT gaHHble Ha AUCKaX, U3MEHSIIOT HasBaHUS U Apyrue atpmuodyThbl
dannos nT. 4.).

JleueHue om pe3udeHMHbIX 8UpPycoe 3aTPYOAHEHO, TaK Kak Aaxe nocrne
yaaneHua 3apaxXeHHbIX pannos ¢ ANCKOB, BUPYC OCTaAETCS B
ornepaTtuBHOW NamMsATU 1 BO3SMOXHO NOBTOPHOE 3apakeHne dpansnos.

lpopunakmu4veckas 3awuma om ¢hausioebix eUPycoO8 COCTOUT B
TOM, UTO HE PEKOMEHOYETCS 3anycKkaTb Ha UCNOMHEHNE ddannbl,
NOSTy4EHHbIE N3 COMHUTENbHbBIX UICTOYHUKOB M NpeaBapuTeNbHO HE

NPOBEPEHHbIE aHTUBUPYCHbLIMU NPOrpaMmmMamu. -
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= MakpoBupychl

Cywecmeyrom MakKpoeupychl OJisi UHMe2pUpo8aHHO20
ogbucHo20 npunoxeHusi Microsoft Office. MakpoBupycCbl
doaKTU4eCKU ABNAKTCA MakpokoMaHgamMum (MakpocamMmu), Ha
BCTPOEHHOM A3blKe nporpammmpoBaHuna Visual Basic for Applications,
KOTOpble NMOMEeLLaTCA B JOKYMEHT.

MakpoBupycbl cogepxaTt cTaHOapTHbIE MAaKPOChI, Bbi3bIBAKOTCSA
BMECTO HUX U 3apaxkaroT KaXabl OTKPbIBAEMbIN UM COXPaHSEMbIN
OOKYMEHT.

Makpoeupychi sses1s5romcsi o2paHU4eHHO pe3UuOeHMHbIMU.

lpoghunakmuyeckas 3awuma om MaKkpo8upycoe COCTOUT B
npegoTBpaLleHnn 3anycka Bupyca. ['pn oTKpbITUM AOKYMEHTA B
npunoxeHusax Microsoft Office coobLiaeTcsi 0 NPUCYTCTBUU B HUX
MaKpOCOB (NOTEHUMarbHbLIX BUPYCOB) U nNpeaaraeTca 3anpeTuTb UX
3arpysky. Belbop 3anpeta Ha 3arpy3Ky MakpOCOB HaAeXHO 3aLlUNTUT
BalLl KOMMbIOTEP OT 3apaXXeHns1 MakpoBMpYycamMmn, OgHaKO OTKITHOY &
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CeTeBble YePBU- I SOUINIPOT

HUX

CeTeBble YepBU ABMATCA BPe4OHOCHLIMU MporpamMmmamMy,
KOTOpbl€ NPOHNKAIOT HA KOMMbIOTEP, MCNOSb3YA CEPBUCHI
KOMMNbIOTEPHLIX ceTen. AKTUBU3ALMNA CETEBOIO YepBA MOXET
BbI3bIBaTb YHUYTOXEHME NMporpamMmm U JaHHbIX, a Takke
NOXULLEHME NepCcoHarbHbIX AaHHbIX NOMNbL30BaTENA.

[1ns cBOEro pacnpocTpaHeHns CETEBbIE YEPBU UCTOMNb3YHT
pa3HoObOpa3Hbie cepBUCHI IMObanbHbIX U JTOKamNbHbIX
KOMIMbIOTEPHbIX CETEN: BCEMUPHYIO NayTUHY, 3NEKTPOHHYIO NMOYTY
nT. Ao

OCHOBHbIM NMPU3HaKOM, N0 KOTOPOMY TUMbI YEPBEN Pa3nnU4aroTCs
MeXxay cobowu, sBNsieTca crnocod pacnpocTpaHeHUsI YePBS — Kak
OH nepedaeT CBO KOMUIO Ha yaarneHHble KoMmnbloTepbl. OgHaKo
MHOIMe ceTeBblE YEPBM NCMNOMNb3YIOT bonee ogHoro criocoba

pacnpocTpaHeHUst CBOUX KOMWUI MO KOMMbIOTEPaM FoKalbHbIX U
rmoAANLUKIY CAOTAIN !



e

r Web-4epBu

OTaenbHY0 KaTeropuio COCTaBNSAT Yepau, ucnosib3yruwue
OJ1s1 C80€20 pacripocmpaHeHUsi web-cepeepbl. 3apaeHune
npoucxoguT B ABa aTana. CHavyana 4yepBb NPOHMKAET B
KOMMbIOTEP-CEPBEP N MOANDULINPYET web-CTpaHuLbI
cepBepa. 3ateM YepBb «KAET» NOCETUTENEN, KOTOPbIE
3anpalumBaroT MHOPMAaLMIO C 3apaXXeHHOro cepBepa
(Hanpumep, OTKPbIBAKOT B Opay3epe 3apaKeHHYI0 web-
CTpaHuuy), U Takum obpas3om NMPOHUKAET Ha apyrue
KOMMNbIOTEPHI CETMW.

Pa3HoBMOHOCTLIO Web-4yepBen ABNAOTCA CKpUNmMbI —
aKTUBHbIE aNeMeHThbI (MporpamMmsbl) Ha A3blkax JavaScript nnm
VBScript.

lpoghunakmuyeckasi 3awyuma om web-4epeeu COCTOUT B
TOM, YTO B Dpay3epe MOXKHO 3arnpeTuTb Nosly4eHNe akTUBHbIX
9N1eMEeHTOB Ha NoKanbHbIN KOMNLIOTEP.

Ewe 6bonee apdekTUBHLI Web-aHTUBUPYCHbIE MPOrpaMmmebl,
KOTOPbIE BKITHOYAIOT MEXCETEBOM 3KPaAH N MOAYNb NPOBEPKN | o
CKPUMTOB Ha A3blKax JavaScript Unun VBScript :
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F Me>xceTeBoun aKkpaH

Me)xxcemeeou 3kpaH (bpaHOMay3p) — 3TO NPOrpamMmHoOE Unu
annapatHoe obecnevyeHmne, KoTopoe NpoBepsieT
NHOpMaLNIO, BXOOALLYIO B KOMIMBbIOTEP U3 JTOKaNbHOM CETU
nnn MIHTepHeTta, a 3ateM nnbdo OTKNOHSAET ee, nNMbo
nponyckaeT B KOMNbIOTEP, B 3aBUCMMOCTU OT NapaMeTpOB
bpaHamayapa.

MexxceTeBomn aKkpaH obecrnevymBaeT NPOBEPKY BCEX web-
CTpaHul, NOCTyNalLLMX Ha KOMMNbIOTEP MOsSib30BaTEeNS.
Kaxkgasa web-cTpaHuua nepexBaTbiBaeTCs U aHANM3npyeTcs
MEXCETEBbLIM 3KpaHOM Ha NPUCYTCTBUE BPEAOHOCHOro Koaa.

Pacno3HaBaHue BpegOHOCHbIX NporpaMmm NpoucxoauT Ha
OCHOBaHUM 6a3, cnonb3yemblX B paboTe MeXCeTeBOro
9KpaHa, 1 C NOMOLLIbIO 3BPUCTUYECKOro anropmntma. ba3sbli
coaepaTt onnmcaHue BCEX U3BECTHbIX HA HACTOSALLNIA MOMEHT
BPE€AOHOCHbIX Nporpamm 1 criocoboB nx obe3BpexmnBaHus.
JepucmudecKuU asi20pumm no3BonsieT ooHapyxmBaTb
HOBbIE BUPYChI, eLle He onncaHHble B ba3ax. Al
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=2 [louTOBbLIE YepBU

lToumoesnie Yepeu ANA CBOEro pacnpoCTPaHEHMS UCNONMb3YIOT
AJIEKTPOHHYIO NOYTY.

UepBb NMOO OTChbINTAeT CBOIO KOMWIO B BUE BITIOXEHUS B
9NTIEKTPOHHOE NNUCbMO, NMMOO OTChISTAaEeT CCbINIKY Ha cBou dhanr,
PAaCIOSIOXEHHbLIN Ha KaKoM-ITMDOo ceTeBOM pecypce. B nepsom
cliyydae Ko YepBd aKTUBU3NPYETCH MNPU OTKPbITUM (3anycKke)
3apaXXeHHOro BIOXEHUSA, BO BTOPOM — NPU OTKPLITUM CCbINKM Ha
3apaxeHHbin hann. B obonx cnyvaax acpdekT oanHakoB —
aKTUBU3NPYETCH KoL YepBs.

UepBb rnocrie 3apaxeHus KoMnbloTepa Ha4YnMHaET paccblniaTb cebs
No BCEM afpecam 3NeKTPOHHON NOYTbI, KOTOPble MMEKOTCA B
aApPeCcHOU KHure nosnb3oBaTens.

lpoghunakmuyveckas 3aujuma om rnoYmMoe8bix 4yepeeu COCTOUT
B TOM, YTO

He peKOMeHyeTCsl OTKPbIBaTb BIIO)KEHHbIE B MOYTOBbIE
coobLeHns hannbl, NONy4YeHHblIe U3 COMHUTESbHbIX

NCTOYHUKOB.

PeKoMeHOyeTCcs CBOEBPEMEHHO cKkavuBaTb U3 HTepHeTa u Al
VCTAHARMMRATEL ODHORMEHUNYG cucteMbkl 6e0n1acHOCTU '



TposAHCKMe nporpamMmmbi
M 3aLiuTa OT HUX

TposiHCKkasi npo2paMmMa,

mposiHey (OT aHrn. trojan) —

BpeJoHOCHas nporpamma,
KOoTOopas BbIMOMNHAET

HECaAHKLUUWOHNPOBAHHYHO

NnoJsib3oBartesiemM repenavy
yrnpasJiEHUA KOMIbOTEPOM
vyaoalieHHOMY NnoJib3oBaTtersito, a

TaKke OeUCTBUA Mo yaaneHuro,
Moandukauymm, coopy u
nepeckblnke MHopmMaLuum
TPETLUM NNLLAM.
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OAHCKNE YTUIINTDb
dAMWHNCTPUPOBaAHNA

TposiHCKMe nporpamMMbl 3TOro Kiacca ABNAKTCH YTUNMTamm
yAarneHHoro agMMHUCTPUPOBAHUS KOMMNbIOTEPOB B CETMW.
YTUNUTbI CKPbITOro yrnpaBneHns No3BONsAT NPUHUMATb UNK
oTCcbinaTb hannbl, 3anyckaTb U YHUYTOXaTb UX, BbIBOAUTb

coobLeHuns, cTtupaTb MHopMaLumio, nepesarpyxatb
KOMMbIOTEP U T. A.

[1pu 3anycke TpoAHeL, ycTaHaBNMBaeT cebda B CUCTEME U 3aTEM
cleauT 3a Hen, Npu 3TOM NosSib30BaTeNo He BblOaeTCcs

HUKaKNX COOBLLEHUIN O AENCTBUSIX TPOAHCKOU Nporpammebl B
cucteme. B peaynbraTe «nonb3oBaTeNb» 3TON TPOAHCKOW
nporpamMmmbl MOXET U He 3HaTb O ee NMPUCYTCTBUN B CUCTEME,

B TO BPEMS KaK ero KOMMnbTepP OTKPLIT 4NA yaaneHHOoro
yrpaBneHuns. A

Y b T T T e N Y YN R MY WS S Y



POAHCKME [POorpamMmbl - LUMAOHDI

TposiHCKue npo2paMMbl — WIMUOHbI OCYLLECTBNAIOT
9NEKTPOHHbIU LLUMMOHAX 3a Nofib3oBaTenem
3apaKeHHOro KoMnbloTepa: BBOAMMAA C KnaBmaTypbl
MHOPMaLNA, CHAMKU 3KpaHa, CMMCOK aKTUBHbIX
NPUNoOXXeHUn n 4encTend Nofb3oBaTens ¢ HUMU
COXPaHSATCS B KAKOM-nnMbo dbanne Ha aucke u
nepmognyecKkn oTnpaBniATCA 3NOYMbILLNEHHUKY.

TpoAHCKMe nporpamMmbl 3TOrO TUMa YacTo UCMOSb3YHTCH
ONS KpaXXn MHpopMauun nonb3oBartenen pasnmyHbix
CUCTEM OHJTaMHOBbLIX NiaTeXxen n 6aHKOBCKNX CUCTEM.
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= PeknamHble nporpamMmmel

PeknamMHbie npo2paMmMbl (aHN. Adware: Advertisement —
peknama un Software — nporpaMmmMmHoe obecneyeHme)
BCTpanBalT pekriaMmy B OCHOBHYIO MOJie3Hyo nporpammy
N MOTYT BbINOSTHATL QOYHKLUIO TPOSAHCKUX NporpamMm.
PeknamHble nporpaMmmbl MOTYT CKPbITHO cobupaTthb
pPas3nnU4yHy0 MHOPMaLMIO O NMoSib3oBaTesie KoMMbloTepa u
3aTeM OoTnpaBnATb €e 3/10YMbILLUJTIEHHUKY.

3alunTa oT TPOSAHCKUX nporpamMm. TpostHCKMeE rnporpammbl
4acTO M3MEHSAIOT 3arnmMcu CUCTEMHOIO peecTpa
onepawlnoHHON CUCTEMbI, KOTOPLIN COOEPXKNT BCE
cBefeHNsA O KOMMNbOTEPE N YCTAHOBTIEHHOM
nporpamMmHomM obecneyvyeHunun. [ns nx yoganeHusa
HeobXxoaMMO BOCCTAaHOBIIEHNUE CUCTEMHOIO PEECTpa,
NO3TOMY KOMMOHEHT, BOCCTaHaBNMBaAOLLNNA CUCTEMHbIN
PEeecTp, BXOOAUT B COBPEMEHHLIE onepaLnoHHbIe
CUCTEMBI. A



aKepcKue

M 3alumMTa OT HUX
CeTeBble aTaku

Cemeebie amaku Ha y0aJieHHble cepeepbl Peann3yroTCs C
MOMOLLIbIO cneyuanbHbIX NPOrpamMm, KOTopble NOChINAatT Ha
HUX MHOIOYMCNEHHbIE 3anpoChkl. OTO NPUBOAUT K OTKa3y B
obcnyXnBaHum (3aBUCaHUIO cepBepa), ECrnn pecypchl
aTakyemMoro cepBepa HegocTaTouHbl Anst o6paboTkn Bcex
NOCTYyNatoLLNX 3arnpocoB.

HekoTopble xakepckune yTunuTtbl peannaytoT doaTaribHble
ceTeBble aTaku. Takme yTUnnTbl UCMonb3yoT YA3BMMOCTU B
onepaunoHHbIX CUCTEMAX U MPUNOXKEHUSIX N OTNPAaBASIOT
cneumanbHO oPopMIIEHHbIE 3anpPockl Ha aTakyeMble
KOMMNbIOTEPLI B CETU. B pe3ynsrarte ceteBon 3anpoc
cneymanbHOro Buaa Bbl3bIBAET KPUTUYECKYHO OLLMOKY B
aTakyeMoM NPUNOXeEHUU, N CUCTEMA NpekpaLllaeT padboTy. | &
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KOMMbIOTEPOB

Ymunumasi e3noma yoasnieHHbIX KOMIbOMEpPOos
npegHa3HaveHbl A9 NPOHUKHOBEHUS B yAarneHHble
KOMMbIOTEPSDI C LieSblo AanbHENLero yrnpaBneHns uMm
(Mcnonb3ysa MeToabl TPOSAHCKMX NporpamMm Tuna yTunmT
yaaneHHoro aaMMHUCTPUPOBAHUS) UNW ANA BHEOPEHUS
BO B3JTOMaHHY0 CUCTEMY APYrnNX BpeOOHOCHbIX
nporpamm.

YTuUnnTbl B3rioma yaaneHHbIX KOMMAbOTEPOB 0ObIYHO
MCMNOSb3YIOT YSI3BMMOCTW B OrnepaLMOHHbIX cUcTeEMax
N NPUINOXEHUNAX, YCTAHOBNEHHbIX Ha aTaKyeMoM
KOMMblOTEpPE.

lMpogunakmuyeckas 3awyuma om maKux XxaKkepCcKux
ymusium COCTOUT B CBOEBPEMEHHOW 3arpy3ke 13
NHTepHeTa 0OHOBNEHNN CUCTEMBI BE30MNACHOCTH
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PyTKUTDI

PyTKUT (OT aHmn. root kit — «Habop ANA nony4eHns npas
root») — nporpaMmma unu Habop nporpamMmm A
CKPbITOro B3SITUS NMOA4 KOHTPOIb B3JTOMaHHOM CUCTEMBI.

OTO YTUINNTbI, UCMNOMNb3yeEMbIE A1 COKPbITUS
BpeAOHOCHOU aKTUBHOCTU. OHU MacCKUpYOT
BPE€AOHOCHbIE Nporpammebl, YTOObI N30eXxaTb UX
oDHapy>XeHUss aHTUBUPYCHbLIMW NMporpaMmmamMu.

PyTKNTbl MOAUUUMPYIOT OnepaunoHHY CUCTEMY Ha
KOMIMbOTEPE U 3aMEHAIOT OCHOBHLIE €€ OYHKL MK, YTOOLI

CKPbITb CBOE COOCTBEHHOE NPUCYTCTBUE U OENCTBUS,
KOTOpble NPeanpPUHMMAET 3MI0YMbILLITEHHUK Ha
3apaxeHHOM KOMMbIOTEPE.

/ |



allTa OT XaKepCKNx aTakK, CeTeBbIX
YyepBeEN N TPOAHCKUX NPOrpamMmm.

3awjuma KkoMnbroMepHbIX cemel N OTAEeNbHbIX
KOMMbIOTEPOB OT HECAHKLIMOHNPOBAHHOIO A0CTYNa MOXeT
OCYLLECTBNATLCA C MOMOLLbIO MEXXCETEBOIO 9KpaHa.

Me>xxcemeeou 3KkpaH No3BONSET:

briokmpoBaTb Xakepckmne DoS-atakum, He nporyckas Ha
3almaeMbiv KOMMNbIOTEP CETEBLIE MaKeThbI C
onpeaeneHHbIX

cepBepoB (onpeneneHHbIX IP-agpecoB U gOMeHHbIX
NUMEH);

He gonyckaTb MNPOHMKHOBEHWE Ha 3aLlMULLaeMbIn
KOMMbIOTEP
ceTeBbIX YepBeun (noYToBbIX, Web 1 Op.);

NpenaTCcTBOBaTb TPOSAHCKMM NporpaMmmam oTnpasnAThb
KOHOUAEeHUManbHy MHOOpMaLMIO O NoSib3oBaTere U



Knaccugukaumn
MO OCODEHHOCTSAM anropmntMa

lMpocmeliwue supychbl - Napa3nTUYECKNE, OHU N3MEHSIKOT COOAEPKNMOE
channoB 1 cekTopoB Aucka 1 MOryT BbITb JOCTATOYHO JTIErKO OOHAPYXEHbI U
YHUYTOXEHbI. MOXXHO OTMETUTL BUPYCbI-PENNMKaTOPbl, Ha3blBaeMble
4YepBsAMU, KOTOPbIE PACNPOCTPAHAOTCS MO KOMMbIOTEPHbLIM CETAM,
BbIYMCNAT apeca CETEBbIX KOMMbIOTEPOB U 3arnnCcbIBalOT N0 3TUM agpecam
CBOW KoMuw.

3BeCTHbI sUpycCbI-He8UOUMKU, Ha3biBaeMble cmeJsic-eaupycamu, KOTopble
OYeHb TPYOAHO OBHapYyXuUTb 1 06e3BpeanTb, TaK Kak OHU NepexsaTbiBaloT
obpalleHns onepaumMoHHON CUCTEMbI K MOPaXXeHHbIM doannam n cektopam
OVUCKOB W NOACTAaBAT BMECTO CBOEro Tefla He3apaXKeHHble y4acTKu gucka.

Haunbornee TpyaoHO 0OHapyXnTb 8UPYCbI-MymaHmMbI, cCoaepXxaline
anropuTMbl LUMPPOBKMN-pacLLNdPOBKN, briarogaps KOTOPbIM KOMUX O4HOMO U
TOrO e BMUpyca He UMEKT H1 OHOM NOBTOPSOLLIENCA LEeNOYKM DanUToB.

IMeloTcs 1 Tak Ha3biBaeMble K8a3U8UPYCHbIE UM « TPOSHCKNE »
nporpamMmsbl, KOTOPbIE XOTH U HE CNOCOBOHbI K caMopacnpoCTPaHEHUIO, HO
O4Y€eHb OMacHBbI, Tak Kak, MackMpysacb Nnog nonesHyto nporpammy, paspyLuatoT



NHopmaLuna ceroaHsa cTouT
O0OpOoro n e€ Heobxoanmo
oxpaHaTb. Maccosoe
NPUMEHEHUE NePCOHarbHbIX
KOMMbIOTEPOB, K COXaleHUto,
OoKa3anocb CBA3aHHbIM C
NnosiBIIEHNEM
CaMOBOCMNPOU3BOASILLINXCS
nporpamm-Bmpycos,
NPEeNATCTBYHOLWMX HOPMaSibHOW
paboTe KOMNbIOTEPA,
paspyLuaroLmx gpannosyto
CTPYKTYPY ANUCKOB U HAHOCALLMNX
yuiepb XxpaHMmMom B KOMMNbKOTEPE
MHdopmaLuu.

A
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o 3aKknovyeHue

[Mogosoast utorn, cneagyet YNnoMsiHyTb O TOM, YTO M3BECTHO MHOXKECTBO CIly4aes,
Korga donpMmbl (He TOSbKO 3apybexHble) BeayT Mexay cobon HacTosLwmne
«LLIMNOHCKME BOWHbI», BEPOYSA COTPYAHUKOB KOHKYPEHTA C LIENbLIO MONyvYeHnsd
yepes HMX AoCTyna K MHopMaLumn, COCTaBNSAOLLYI0 KOMMEPYECKYHO TalHYy.
PerynnposaHue BoNpocoB, CBA3aHHbLIX C KOMMEPYECKOW TanHOWN, eLle He
nony4uno B Poccum goctatodHoro pa3sutus. Mimeroweecs 3akoHogaTenbCTBO
BCe Xe He obecnevnBaeT COOTBETCTBYHOLLIEIO COBPEMEHHbBIM peanusm
perynmupoBaHuUsa OTAeNbHbIX BOMNPOCOB, B TOM YMCNe 1 0 KOMMepYecKon TanHe. B
TO XXe BpeMsi Hago oTaaBaTb cebe OTYET, UTO yLepOd, MPUIMHEHHbIN
pasrnaleHneM KOMMEPYECKON TanHbl, 3a4aCTy0 MMEET BECbMa 3HAYNTENbHbLIE
pasmepsbl (ecrnn nx BooOLLE MOXHO OUEHUTL). Hannune Hopm 06
OTBETCTBEHHOCTU, B TOM YMCIE YrOSIOBHON, MOXET NOCIYXUTb paboTHUKaM
NpenocTepPeXXeHMeEM OT HapyLLEeHNN B AaHHOM obnacTtun, noaTomMy LenecoobpasHo
noapoOHO NPONHMOPMMPOBATL BCEX COTPYAHUKOB O NOCMEACTBUAX HApPYLUEHNN.
XoTernocbk Obl HAAEATLCS YTO CO34aroLLasncs B CTpaHe cuctema 3allnThl
NHopMaLnm n bopMUPOBaHNE KOMMNEKCA MEP MO ee peanusaunmn He npueeaet
K HeoOpaTMMbIM NOCNEACTBUAM Ha NyTU 3apoxjatouierocda B Poccum
NHOOPMALMOHHO - MHTENSEKTYanbHOro 06begnHEHNSI CO BCEM MUPOM. &N



