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Introduction

PRTERUA |

. Wholam7 -

~» Roelof Temmmgh |
* Completed Bachelor's degree in EIectronlc Engmeermg
e Started SensePost with frlends in 2000 :

e Talked/tramed at BIackHat RSA, Defcon, FIRST etc.

 Co- wrote some Syngress books
e Built tools @ SensePost—‘Wlkto Suru B|D|BLAH Crowbar

. Today | i
* Started Paterva begmnmg of 2007
el R&D e il g B S e |



~ Think deep...introspection | PATERVA |
‘Why do we hack? | :
No...I mean...really...

“See if it's safe because | bank there” - yeah...OK if you say

The pleasure from seeing the Iock open == the info
appearing on your screen Control over the lock.

It's bemg able to do thmgs normal people can 1, knowmg |
things that normal people don't. L

It's less about applying the information-—>knowledge |



Things are changing

(at least from the outside) = PATERVA |

nen last did you fully own a box? (root/system)
nen last did you fully own a database?

hen was the last proper worm?

here have all the scrlpt kiddies gone??

i~

At least from outswle you are dealmg with 3 ports —
80,443 and 25 i | .

If you own somethmg today it's probably via a web
appllcatlon gone wrong, or it's a client viaa vuln in a
client side app (think browser, email client).



- hbassn i "l b L IR
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wr nl THOUVGHT

Job security - NOT! TR |

Company X asks for a external security assessment.
Company X has one static web5|te (and email)
As security expert you need to assess it.

e Nmap,Nessus,Wikto/Nikto — now what?
e The most used tab m'WI.th?
Are they_reia{l.ly W.orrifed:éb()uf an Odayon their 11S62

| Or that 'bad things happen on the Internet’ ?
- The unknown almost always scares..



Hacker's 6" sense - ‘

| PATERVA |
People regularly ask me - what can you find out about...? :
.. without touching/hacking them

... without them knowing

= Most of the time it turns out there is a lot to be found

“Why couldn't you do this??”

.« Because we know the fabric of'the net

- » Because we think different thoughts
~» Because we are have built-in dewousness_ |
e Because we know who and how toask

“But why would you like to know this?”
Hackers are not interested in the application of data but know
how to get to it.



People always ask me...

- Non-tech people ask “what can you tell me about this:
e Email address |
~* Company
o Personi i
o Word/phrase
~* Website
' ...and us tech people think:
» |P addresses, virtual hosts
» Netblocks / AS routes
e Affiliations (Linkedin, Myspace Orkut Zoominfo,Facebook etc)
*  Microformats - XEN, vCards, hCards etc. etc.
e Forward and reverse DNS — MX/NS records -
e Whois records / rWhois and referring registrars
« Google fu/ Deep web search
» Services like ip2geo, wayback machine, Google Earth,Zoominfo
* Meta information in documents

A NEW TRAIN OF THOUGHT

PATERVA |



~ Part | - relationship collection
~_The thinking behind the framework PATERVA |

Step 1: What can you tell me about...
-~ How would you do it as a human? =>

. Informatlon transforms:in the framework
Step 2: Collect mformatlon =

e Searching, surfing

* Deep web & services
Step 3: Parse/convert mformatlon to new entities
Step 4: Goto i i i | g
Find the hiddéh' info'rmatioij S Ea e
ASB-S G and: S
AN

.then A =~ X
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Part I - relationship collection

~ Thinking behind the framework  PATERUA |

iy Entlty or: Entltles -> Transform -> Entlty or Entltles
e Repeat
Entities | have now are:
core/entities roeloftemmmgh$ _Is ]
- AffiliationEntity.java =~
. DNSNameEnuty java
. DocumentEnuty java .
« DomainEntity.java = gl
° EmaﬂAddressEntlty Jaya v i
-+ IPAddressEntityjava = = . .
e  LocationEntityjava 5 i
‘+ PersonEntity.java
~+ 'PhraseEntity.java =
: TelephoneNumberEntuyJava i
. WebS1teEnt1ty java

PR L Sr OB PPTIRFsiAanbed ~ee r>963 CRFQAJIE LD Bt s S EBE s D EIASEESS P 4 A 4 st d b i bl A Al i e Sunn i - PSS-SV ITUTELIAE P AITITOLRIE LSS GV e )



Part | - relationship collection:
Transforms

Transforms are: (as of 3 April 2007) - S : PATEIWA

/core/transforms roeloftemmingh$ ls - 1
DNSNameToDomaln Jjava
DNSNameTolPAddress Jjava -

- DNSNameToWebSite.java =
DomainToDNSNameBrute.java
DomainToODNSNameMX.java
DomainToDocument.java-
DomainToEmailPhoneSiteGoogle Java
DomainToEmailWhois.java

DomamToTeIephoneWhms Java . i i 26 transforms
EmailToAffMySpace.java - SHHE e
EmailToDomain.java ~ i and growmg Steadlly..

EmallToEmallPhoneS|teGoogIe Java~
IPAddressToDNSName.java: ;
IPAddressToDNSNameVH Java e

IPAcldressToLocatlonJava e e
PersonToAffLinkedinjava = =
'PersonToEmallPhoneSlteGoogIeJava
PersonToEmailPhoneSiteGoogleBlog.java
PhraseToEmailPhoneSiteGoogle java

Phrase ToEmailPhoneSiteGoogleBlog java

CTalanhana TaEmailPhane SitaC.onole ava :



Part | - relationship collection

_The thinking behind the framework  FRTERVA |

Transforms - “who can do anything with 4

Entities open and expandable
Transforms uses plugin architecture
Thus, you are only limited ay your own imagination

f you are in the Lex1s/NeX|s club...
f you work for the phone company

If you have access to any other juicy databases etc.
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Transforms

Some really _easy exam_p.lies e

e DNS name -> IP number(s)
0 1P -number -> DNS name
. Domain (wh0|s) -> email acldress(es)

e+ |P address (whois) -> telephone number
» - Telephone number -> Geo Iocatlon
e |P number > Geo Iocatlon il

PR L Sr OB PPTIRFsiAanbed ~ee rPeS SEFAAIISAPITVEs NI B0 A A3F v DR



- Transforms tel -> email

PATERUA |

Some more interesting examples:

Consider Telephone number > email address
How would a human do it? '

Step 1: Google the telephone number

Step 2: Look at the snippet/Surf to the result

Step 2: Look for. emall addresses =

Step 3: See WhICh are clearly connetfed to the telephone

number Ef;;.-i Can B R e

But it gets nasty...
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| .Transform's: tel- > email .

PA'I'EI“"\

- Assume the number is +27 83 448 6996 ;

e =~ 083448 6996 |
'+ =~(0)834486996 = =

e =~0834486996

e =< 427834486996

* =~ etC |

Option 1: only look for 448 6996.
e Your frieh'd_ly{p‘lumber*i_nﬁ Bti'r_u_nd;i‘z

Option 2: Try combmatlons o

e But “+27 83 448 6996 is more Ilkely to be correct than
083 448 6996



- Same goes for First Name/Last Name |

» Results on search query for “Roelof Temmingh” is more
likely to contains the correct email adclress for me that a
query for R Temmmgh '

So - let' s do all the querles but glve each a confldence
index' - fi |

~ Are there other parameters we can use to increase the
quality of our results? ‘
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Transforms. \
factors when sorting by relevance mmmm ;

* Frequency of the parsed result
f, after parsing, | get roelof. temmmgh@gmall com 100 times -
it's likely to be more relevant that something that appears
2 times. ‘ '

e Significance of the site "\)'vwhe_re'the term is located
Especially necessary when work-in_'g with phrases.

. Correlatlon 0 the orlgmal search term
roelof. temmmgh@gmall com is more Ilkely to be Roelof
. Temmingh's email address than |
kosie.kramer@ yahoo.com.

e Proximity to the search term.

PR LS OB PPTIR S an b ~ v r>963 CRFQAJIE LD s s S B EAiw B EIAVEESS 23SV 4 A 4 st d b i bl A Sl b arh 4 oo 2 - PRS- STV ER AR P



So, for each “fuzzy” search (where reIatlonshlps are not

Transforms : using Google PRYERVA |

1:1) | can create an confidence index.

Using Google and only Iookmg at snippets I get

Speedy results i
Control over amount of results returned

- Country specific results -

Significance of site -> Page Rank
Proximity -> Anythmg in the snippet is already in
close proximity to the search term _

Confidence mdex—-~-

(Query confidence * Frequency across aII pages 5
~ correlation to search term) + (sum of page ranks)
Google helps even more |
Numrange — for fmdmg telephone numbers in a certam
area. '
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A NEW TRAIN OF THOUGHT

PATERVA

D e s
{ .

U www.matasano.com
(ﬂ www. securite.org

_J flistusen@scifried org

Ursu Dragos (ursulet@dragos.com) .

Ak www.securityfocus.com

J asotirow@determnina.com

With all the grltty detalls mbetween

4 1220060648
{ seclistsorg _) coreb4Zcansecwest com r|
93 2162323181 & durseccom
(2323182 § 4], mail durssc.com S — 2 B : | corc0B
- : (4] archive cert.uni-stuttgart de 3 tidy.obscurity.org
(4l sausch (a0 o) J info@waw.dursec.com
f mas i dn@kyxast || filoEwwwkoys pgp.net ) up@www dursec.com
§7 43173620 3831 - rGhcaneecuent Com
#7 431736213830 {* sewasmTiz
L ANY_NAMEkyxnet €. yxnet 7 e {‘ ALl L &
imuim ¥ +643963 5377 S (U] wpreispd eond Y w
4 mail.cansecwest.com 9 6539143188 || mockgcansecwest com oL ww <
¢ emenomm Y/ honoricsalabs.com ] seowestO7@ousecwest com ] = ‘
N o Mgt ot #” 4253738984 7 604722 5983 &
= emosgnehen (Y wwatandtd com .
_} hn@nechapsis.com
cansecwest- >pacsec/eusec >clursec >kyx net- >dragos com
(http://guestbook.husi.ro/index. php’?page 18) >



Applications a.k.a So what?? PRYERVA |

For conventional security:

Stock standard footprmtmg (DNS, IPS domains etc)
e Nice for finding war dlalmg (7') ranges
e Targets for social engineering and client side attacks
e Alternative email addresses for content attacks

* “if the attacker can get the victim to visit...etc..”
e Finding alliances with Weaker security postures.
. Understandmg busmess dnvers and sensitivities



Applications a.k.a So what??

* Is abc.com a phishing site?
- Domain -> email addresses at domain
-> telephone numbers connected’
-> related DNS names > IPs
-> Website Cilham
-> Whois -> email acld_reSses
-> whois -> telephone numbers
Telephone numbers -> Geo Iocatlon(s)
Telephone numbers e Alternatlve emails
Telephone numbers -> Related tel. numbers
~ IPs -> Geo Iocatlon(s) it
IPs -> co-hosted websites on same [P
IPs -> whois -> owners / tel / email
Website -> First seen date
Website -> Phrases |

A NEW TRAIN OF THOUGHT

PATERVA |



Applications :
more interesting stuff

* Who at the NSA uses Gmail?
Domain -> telephone numbers
Telephone number (area) -> Email addresses

e Which NASA employees are usmg Myspace/LmkedIn7
Domain -> email addresses
Email addresses -> social network i

e Which pedple’ihKabul are using Skype?
Telephone number (area) -> email addresses
Email addresses -> Affiliation

A NEW TRAIN OF THOUGHT

PATERVA |



Even more applications . . _

* In which countries do the USMC have bases in?
Domain -> Sub domains
Sub domains -> DNS names
DNS names -> IP addresses =~
IP addresses -> Geo location

Other uses even...

~» What are the names and email addresses of single, young
woman in my n:e'i:gthUrhood who are straight (or not)?
phone area -> email ’
email -> social myspace
[filter]
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OK..so_ he's 49 and into pdt

1133 West Hastings Street

Vancouver, British Columbla
V6E3T3 Canada

Phone: [ 604 6899211

Fax: 1604 689 4358

A NEW TRAIN OF THOUGHT

photo tour

leonfia@hotmail.com:200:11lar21lrlggS5pc generator:Goog.
luismoran@shaw.ca:200:1lcvpro3uvx94y generator:Google

Sales: 1604 691 2756 200:ejxpahutkd8a generator:

Sales fax: 1 604 691 2791
Toll-free: 1 800 905 8582

Located on the waterfront in |
Vancouver Hotel Harbourside

mary.rideout@fourseasons.com:200:1b2gxjB8zzkhf7 gener
pfm@pfmsearch.com:200:5tpk00nmcfd4 generator:CGoogleF
slgl@vrir.de:200:178dtscs3ex8v generator:GoogleFroml
sreid@pgi.com:200:902meafwkxe generator:GoogleFromTe
abgsmail@abgs.com:100:1spshsjybsd4bz generator:Google
aca_online@mac.com:100:12g3ar9wrdj9i generator:Googl
admin@mascalldance.ca:100:1iaba6xbwz9wl generator:Gc

ashavvimnbb@raobafd Amam: 100 TAYTynAnvanTmy ~anavyabay Mo

The First Arab-Israeli Joint Conference on Peace and Drugs Policy

If you would like information about this conference, please contact Marc Emery. Phone: (604) |

[689-0590 |Email:[Marc@cannabisculture.com] ... E

www.cannabisculture.com/articles/d4815.html - 21k - Cached - Similar pages

Marc Emery

- BPERS FIETIRS 6 & OGP EAVILRIDIRENRNAC r (3PP A Aan b o d

View My: Pics | Videos

"America's Most
Vanted: Marc Emery,
Prince of Pot"

Male

49 years old
Vancouver, British
Columbia

Canada

General Individual freedom, , marijuana,
women, sex, Video technology,
NOVEMBER 7, 2006 USA election!

s

ATERVA | !
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Hold your horses

: | d ; e H | e iy
 “_.my mother/grandma can't even operate a mouse...” e
~*Not everyone on the net gives out their info
* Notall systems readily g@iv_’eginngtO computers

The info is kept closer...but also wnder

e Whois info details on new domains are now. removed

 But look at Myspace /. Lmkedln |

e Web 2.0 ... new generation of "WHAT prlvacy77' |
o “Nowadays the kids have their photos on flickr, their
profiles and friends on Facebook or Myspace, and their

personal thoughts on LiveJournal/ Blogger/Twitter, and

future-cringeworthy-moments be damned. Concern i
about privacy is so last century. :0)”

 What this .‘.‘Deep Web’i’ thing anyhoW?'



Interlude

A NEW TRAIN OF THOUGHT

PATEIWA

You are

e the mformatlon you publlsh

« the information others publlsh about you
e your associations,and =

. the mformatlon you search for

The holy grail (‘_)f ~i‘nfor'mafti0hf cOIIédiOﬁ 7‘—. yéur_- search'terms

PR L Sr OB PPTIRFsiAanbed rPeS SEFAAIISAPITVEs NI B0 A A3F v DR




Collecting your search terms - PRTERVA |

Recently AOL Tost' a couple of search terms (WeII OK 20 million of
them) '

You can search search terms at clata aolsearchlogs.com.

Searches are connected by userID People are really Welrcl hours of ;
fun... | '

o« User#13324924 searched on 'help navada a resident of yours is harrassing
me and threating to have me killed by a guy named ronnie and she will not
give me my belongings she tookk them and refuses to return my
nesseceties' at 2006-04-29 20:11:47 '

e User #13324924 searched on 'cheap flights' at 2006- 05 16 05:43: 55



Collecting your search terms

PRTERVA |
~If we control the infrastructire of a network we S
- * Redirect outgoing traffic to port 80 into a Squid proxy:
* Change two settmgs in the default Sqwd conﬂg to Iog MIME
e Copy logs into a databaSé'
e Extract search terms per Google cookle (which expires in 2038)

...and have exactly the same.. (plus we get all the sites the user
went to as a bonus) T - |



Collecting your search terms . PRYERVA |

| run a super secret prOJect called Sookah

| don't ever want people to know about it. |
“When someone search for the word Sookah | want to know |t
~leaked to someone : |

| don' t want them to find out that I know

I register an Ael”vadr:cl.‘;,_i$ﬁ'-t'C-o_ogélzelw?(:)ndef—tfuxl?' |

PR L Sr OB PPTIRFsiAanbed ~ee rPeS SEFAAIISAPITVEs NI B0 A A3F v DR
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$ : o oo sookah - Coogle'S“earc‘H A ()
| ! @ v @ 1 ; } http: / /www.google.co.za/search?hl=en&q=sookah&btnG=Google+Search& v () |G 3

) Getting Started Latest Headlines 3

Getting Startec

[ [G] Google Ad

| GOC

AdWords

Campaign|
Account Snaj

Google=>

Web |Images Groups News more »

Search: ® the web ¢ pages from South Africa

Advanced Search
Preferences

Web

SoundClick song info: Sookah by Hadjee and the Wartones - Modern ...
SoundClick band page for Hadjee and the Wartones: band bio and Traditional Arabic MP3
music downloads.
www.soundclick.com/bands/songlinfo.cfm?bandID=471024&songlD=4380477 - 16k -
Supplemental Result - Cached - Similar pages

Lyrics for "Sookah" by Hadjee and the Wartones - SoundClick song info
About "Sookah": the sun rose and so did she, with a renewed vigor and energy, determined
to meet her daily destiny thru the trials and tribulations of the ...
www.soundclick.com/bands/Lyrics.cfm?BandID=471024&s0ongid=4380477 - 13k -
Supplemental Result - Cached - Similar pages

sookah's Favorites » Arab-Zone.com
Arab-Zone.com. Meet Arab People, Make new friends... Blogs, Friends, Groups, Emails and
alot more!

Results 1 - 10 of about 449 for sookah. (0.14 seconds)

Sponsored Links (D‘.. t
Register now Yo :
Best priced domain and web hosting. ‘e
Register your domain today!
www.register.com ) i

Sign Out 1
f
Search

All Camp ny arab-zone.com/sookah/favorites/ - 16k - Cached - Similar pages
+ Create a1 la
sookah's Profile » Arab-Zone.com = ;-

. pause | Done - ) - o A ) i PR :
'l : | [~ Campaign Name Current Status Current Budget [?] Clicks ¥ Impr. CTR Avg. CPC Cost ".};
' [~ Sookha Active R15.00 / day ] 0.00% - RO0.00
7 B : . R15.00/ d - <
i Total - all 1 campaigns b wmpa:}"s 0 0.00% R0.00 P
_3, :- Learn how your account settings affect your ad performance.
: b Reporting is not reaktime. Clicks and impressions received in the last 3 hours may not be included here. Time zone for all dates and times in data tables, reporis, and billing: (GMT+02:00) Johannesburg. Learn more. .
T o
i i
': Starting page is: Campaign Summary (this page). s
3 Make Account Snapshot my starting page. (z;
;: : i 3 : i E‘;
©2007 Google - AdWords Home - Editorial Guidelines - Privacy Policy - Contact Us (o is
1§ : :i
i :
3 i

adwords.google.com @

4 i 4 Sas 'y ‘
B Bt SR 1 i B St b it PO e d e o 2 o ac & b bl e d B I At e P B snthl B bt & 4 P



Adlfferent thought | | PATERA |

Your life story in no more than 5 pages
.-A.K.a your resume

:.' | Once you get Someone 's resume you know all about the person ,
You can search for it . L : .

You can get people to sencl it to you

Recruitment is easy

- Post a job ad and walt for peOpIe to send thelr I|fe story

= You can even speufy wh|ch types of people )

"‘Looking for nuclear scientist/engineer with experience in Uranium
enrichment and military background. Earn top dollar 401K plan,

dental coverage 25days leave Flex1 time.
Apply Wlthm



Part Il : Using the information

Hackers are not goocl at applymg mformatlon.'“ |

TRIREPSCr 02 PPTID A b e vaired

.....

A NEW TRAIN OF THOUGHT

PATERVA




Using the information ¢

- Hit & run | anwn

e Spoof email from the FD to employees (& Bloomberg)
stating the CEO has reS|gned / company is insolvent / sell

| your shares / etc. o

-+ Register a site in the name of the holding company's

_director. Mirror a porn site. Populate. Spoof mail from a

techie at the sister company to everyone about the

'-’ “discovery”. Make it look like'a CC that went wrong.

~+ Spoof SMS from the FD's mobile phone to a high profile

~investor about corruptlon in the company Watch the share

prlce drop, buy low, sell high. | |

But this is kid's stuff and is easy to spot. Timing however IS
everything...



Usingthe information. . gt |

Back to company X . |
Let's assume we create a mformatlon footprmt of X usmg the
- framework. s e e
After a couple of hours we know Who are dlrectors at company e
and | ‘ |
e Their emall addresses - thelr prlvate ones too
* Their hobbies = ' fithi e » _
 Their social network clubs they belong to, thenr frlends
o The Iocatlon of thelr blogs S e | | i
We also have a list of email ‘addresses of their employees
So... H SRR i3 S

PR L Sr OB PPTIRFsiAanbed ~ee rPeS SEFAAIISAPITVEs NI B0 A A3F v DR
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Using the information

Personal online identity theft PATERVA :

| If these people don't have a strong onlme presence we will help
- them out:

* Createa Gma|l (or plck any other W|dely used free emall)
~address in theirname = E O EE

o Register them (and their frlends) on Lmkeclln

e Register them on MSN/Skype/Google Talk 5
e Register them on MySpace (or pick appropriate social network) |
. » Create a blog. for them on BIogspot/WordPress | |
~» Subscribe them to a couple of mailing lists |
.+ Oh...and you mlght register a S|m|Iar domam for them
~ (like...phishing you know) =~
- Can you automated this ? (even with CAPTCHAS7)
We've collected all the mfo to re-create them very life like
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'Using the information:

|dent|t|es are grown not born PATERVA |-

People don't appear from nowhere

-We need to give their new identities credrbrlrty
If you Google someone...they maglcally exists
Blogs and posts are time stamped ’

¢ Unless we control the underlymg infrastructure (aIthough s
more effort and a single point of failure) %

Thus — we need to grow these |clent|t|es because we can't
mampulate thetime ling .00 0
e Arb postings to mailing lists/blogs =~ i

LA TS o guestbook” (remember those?) iy

Basically get the identity out there on anythmg that's mclexed |

— and will thus show up later. .

It can take months.. perhaps years..if you do it rrght

If we investigate it — it must look real.



Using the data
Startlng a campaign

PATERVA |

o Now that I am you and your board | need a m|SS|on
* |t actually boils down to,plam old marketing

* People are flock anlmals

e So first create a virtual ﬂock of people
e Grow many more identities (we know the players)
e Manipulate counters (its SO 905)
e Manipulate Votes / poIIs |
. Generate automated comments / forum
...and others will follow

Seems like a lot of hard work but
..watch this space...

PR ESr OB PPTIR S sn b ed ~ v A3 SRFQAJIE LI e A S HAFALe D EFaTE TS TS 4 A 4 st d b i bl A Al i e Sutain - P =i DRITER R P



Coming soon to blog near you:

automated comments PRATERVA |

- /code/autosent roeloftemmingh$ perl generate.pl data-disagree/

1 don't understand this. The ideas you spoke about are honestly bullshit. I have never seen

such aload of bullshit. -

Our company-basically do not figure: your statement The fundamentals here are wrong! |
have not experienced this type of S|tuat|on' Do you believe this nonsense’? This is totally
fabricated, i

| have surely never seen this type of SItuatlon Get a life. You honestly believe in this
nonsense? This is FUCKING appalling. |

We do not get this thinking. .

This idea is unbelievably bad! You conS|der th|s waste? Th|s IS nonsensel

FUCK THAT! | -

This posting is bad! The thlnklng here is fuII of shit.

I have never ever seen any of the. thmgs I|sted here. Dtjdé you should be spending t|me on

other stuff
This is fucking ridiculous. Do you consuder this bull? C'mon - think about it.

“Your company ought to be researching more interesting things.

We utterly do not figure this article. This argument is rubbish.

CAPTCHAS??
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PRTERUA |

! o wateh “WEBEEE dog” again..

~ ..but think of the Internet of today.




Thus...in conclusion

The mouse is mightier than the pen PATERUR |

* Security experts tend to focus on technology itself, ignoring
the application and surroundings of it's use.

 The web 2.0 contains great'tech (?secure?) but little is
known about the security |mpI|cat|ons when the tech IS
actually used.

* Real criminals don' t wrlte buffer overflows — they follow the
route of Ieast reSIstance A

* Mainstream criminals tend to Iag behmd ‘We knew about
phishing attacks back in 95.

e What will be on their minds in 2010?

e | am guessing it would be something close to this...



