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CoaepkaHune

 [lonckoBble cucTeEMBbI
= Shodan, Censys, Vulners, Google
- Beb-ckaHepbl

= One button scan, SecurityHeaders.io, CSP Evaluator, SSL Server Test,
Observatory, MageReport, ASafaWeb, Snyk, hackapp

 ArperaTopbl yTe4yek AaHHbIX

= Zone-H, Have | been pwned?, Leakedsource, Leakbase, 3WiFi:
KapTta Toyek goctyna

- [1lpoBepka Ha BpeaoOHOCHOCTb
= ReScan.pro, VirusTotal, Koodous, No More Ransom, ID Ransomware,
Virusinfo
* N npoyee

= Surfpatrol, Qualys BrowserCheck, Let's Encrypt, Is It Down Right
Now?



Shodan

Explore Downloads Reports Enterprise A S Contact Us

Explore

Discover the Internet using search gueries shared by other users.

Top Voted Recently Shared

8,654 !

Webcam cali
bestip cam search | have found yet, automotores hyundai del parcifico

webcam i surveillance |l cams -

Cams Welcome to the Windows CE Telnet Ser
admin admin WindowsCE
Pocket+CNID =

Video Games Netcam




Shodan
"., SHODAN _ Q Explore Downleads leports Enterprise

Kaotavia -

Noyyteg
Kotpwviou

AoyyLEg
Portotou

S Mapbox @0

D 79.131.60.1 athedsl-386051.home.otenet.gr aa Ports
Country Greece
Organization OTEnet S.A. EE Services
ISP OTEnet S.A.
Last Update 2017-04-29T07:36:30.291373 HTTP/1.1 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 3@@7
Connection: keep-alive

Hostnames atheds|-386051.home.otenet.gr

ASN AS6799




Internet of Things Scanner

Internet of Things Scanner

Check if your internet-connected devices at home are public on Shodan. If they are, this
means they are accessible to the public, and hackers.
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(, censys

Censys is a search engine that allows computer scientists to ask questions about the
devices and networks that compose the Internet. Driven by Internet-wide scanning,
Censys lets researchers find specific hosts and create aggregate reports on how devices,

websites, and certificates are configured and deployed. [more information]

https://censys.io/




~ censys

213.219.38.83

213.219.38.83(1i1097-83.members.linode.com)

O Summary

Basic Information

s
Network
Routing

Protocols

SO/HTTP

GET/

Server
Status Line
Page Title
GET/

52 Details % JSON

@ WHOIS £ Raw WHOIS

Unix
LINODE-AP — Linode, LLC,US
213.219.360/22 via AS7018, AS1299, AS63949

80/HTTP, 22/55H, 443/HTTPS

Apache httpd 2.4.6
200 OK
Index of /

[view page]

About Searcl 5 AP Raw Data Login

s
N Kapra  Crymank MaHuecTep
" Manchester
0J.ly&(mn o O
4aua  Dublin Nusepnynb
Liverpool AmcTepaam
Amsterdam
: i
H
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KeneH
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Benbrua 5
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Mapwx e
Paris - N
®
Google !
Kaprorpadmueckue gaHHbie  ¥onOEWA MCNONE20EIHHA

City London
Province England
Country United Kingdom (GB)
Lat/Long 51.5142,-00931



Vulners

SEARCH AUDIT SUBSCRIPTIONS STATS CONTACTS BLOG

= 3 ©)

https://vulners.com/




Vulners
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Pe3epBHble konun PHP, KOTOpble CoaepKaT Naponu Ans NnoaknoydeHns K MySQL

GO gle filetype:bak inurl:php "mysqgl_connect" m Q
Bce EBuneo HoeocTu KapTuHku Kapre! Ewe HacTtpoiku MHCTRY MEHTE!
Peaynetatoe: npumepHo 721 (0,40 cex)

php.ini.opcachedisable

simontp.com/php.ini.bak - NepesecTu aTy CTPaHUUYy

If empty, uses the built-in ; MySQOL defaults. ; http:/#/php.net/mysqli.default-socket
mysqli.default_socket = ; Default host for mysql_connect{) (doesn't apply in safe ...

php.ini.bak - ORing Industrial Networking

oring-networking.com/php.ini.bak v MNepesecTy aTy CTPaHWLY

If empty, uses the built-in ; MyS0L defaults. mysql. default_socket = ; Default host for mysgl_connect()
(doesn't apply in safe mode). mysqgl.default_host = ; Default ...

school-homework/mysql.php.bak at master - kristiansaarela/school ...
https:/github.com/kristiansaarela/school./mysgl.php.bak v NepesecTy aTy CTPaHULY
school-homewark - Some schoolwork, mostly database related and some programming tasks.

php.ini.bak - Decent Films

decentfilms.com/newsite/ratings/age/php.ini.bak v NepesecTy aTy CTPaHWULY

-1 means no limit mysql.default_port=; default port number for mysgl_connect(). If unset, ;
mysql_connect() will use the $MYSQL_TCP_PORT, or the mysqgl-tcp ...

https://www.google.ru/
https://www.exploit-db.com/google-hacking-database/




[TouckoBble 3anpocbl Google

Google Hacking - cbop nHopmauum ¢ ncnonb3oBaHMe paclUMPEHHbIX MONUCKOBbIX
3anpocoB Google

site:Ha3BaHMe_caunTa - NOUCK B rnpeaeniax canta unm goMeHa
filetype:pacwmperHune_channa — HaxogmnT doanrnbl € 3aJaHHbIM pacLUMPEHNEM
ext:pacwumpeHue_canna — et HeoObIYHbIE pacluMpeHus (Hanpumep, DMP, KS,
key...) nepegaet 6onee TouHble pe3dynbTaTthl, Yem onepartop filetype.

link:Ha3BaHWe _cauTa - KTO CCblnaeTcs Ha canT

cache:Ha3BaHMe_canTa - BbIBECTU KOLLMPOBAHHYO BEPCUIO AN YKa3aHHOro camTa.
intitle:kntoYeBOE_CMNOBO - HANTU CTPAHULbI, COAEPXKaLLMe KN4YeBOe CIT0BO 1IN
dopasy B 3aronoske,

allintitle:knro4YeBble_cnoBa — BbIBECTU pe3yribTaThbl, cCoaepkallme Bce
nepeYvncrneHHble anemMeHTbl B 3arofioBke CTpaHuLbI.

inurl:knr4YeBOE_CNoOBO - HAUTU CTPaHWULbI, CoOAepKaLlne KIo4eBoe _CnoBO B CBOEM
agpece

allinurl:kno4YeBbIe_CNoOBa - HANTU CTPaHWLbI, COAEP KaLLME BCE KNOYEBLIE CroBa B
CBOEM ajgpece

intext:CNOBO - ULLET yKazaHHOE CMNOBO TOSbLKO B Terle CTpaHuLbl, UTHOPUPYS
3arofioBKK, TEKCTbI CCbINTIOK M NpoYee.

allintext:knro4YeBble_CnoBa - HAUTK BCE CIi0Ba B TEKCTE CTPaHMULbI



One button scan oT Cepresa benoBa

@sergeybelove Home Blog Pwn stuff Public stuff One button scan

Online scanner for security holes

Please test responsibly. All tests details are logged. Do not test against websites that vou do not have permission to test against. All data is archived in case of abuse.

. Domain name or IP address
Main

Changelog

About

Statistics

Total domains / |P addresses were checked: 16417, Total scans - 18918, for last 24 hours - 27.




One button scan

@sergeybelove Home Blog Pwn stuff Public stuff One button scan

Scan #2008 for  messsssu from Thu, 13 Apr 2017 14:09:44 +0000 | Complete

Based on port scan @ from 13 @ available for this target

Check #1 - Test DNS for AXFR queries

ftp.mamss..ru.
localhost .mems== .ru.
mail el .ru.
mail.mem=—=.ru.
study . =) .ru.
study.mes=== .ru.
support .mes— AU
support .mes= .ru.

o B

R s N

tfs-so.mm
tfs-so.mem
workkeeper .
workkeeper .

N

Check #3 - Sensetive files

Checking sensetive files on port 80...
Found next files:

(s

200 OK)

Check #4 - Checking security HTTP headers

* X-Frame-Options: lisa'tfound . |t can leak to clickjacking attack
e Content-Type-Options: [isntfound . Can cause XSS attack against users with Internet Explorer in specific situation
* Content-Security-Policy: [isntfound . CSP - special header which can help with preventing cross-site scripting (XSS) and related attacks

BTW check it manually (rules for all headers)

HTTP/1.1 2060 OK

Server: nginx/1.18.1

Date: Thu, 13 Apr 2017 14:89:49 GMT
Content-Type: text/html; charset=utf-8
Connection: close

X-Powered-By: PHP/5.6.28



SecurityHeaders.io

securityheaders.io
Sponsored by O APPLAUSE

Scan your site now

Security Report Summary

Raw Headers

Site:
1P Address:

Report Time:

Report Short URL:

Headers:

M Hide results B Follow redirects

http:f fhuman--relationships.com/tag/guinton-t-ross-rf - (Scan again over https)

166.62.109.105
25 Apr 2017 21:1%:01 UTC

https:{/schd.of1xIc

X Content-Security-Policy | X X-Frame-Options | X X-XSS-Protection

X X-Content-Type-Options

Home About

X Referrer-Policy

https://securityheaders.io/




CSP Evaluator

CSP Evaluator

CSP Evaluator allows developers and security experts to check if a Content Security Policy (CSP) serves as a strong mitigation

against cross-site scripting attacks. It assists with the process of reviewing CSP policies, which is usually a manual task, and helps
identify subtle CSP bypasses which undermine the value of a policy. CSP Evaluator checks are based on a large-scale study and are
aimed to help developers to harden their CSP and improve the security of their applications. This tool {also available as a Chrome
extension) is provided only for the convenience of developers and Google provides no guarantees or warranties for this tool.

Content Security Policy

Sample unsafe policy  Sample safe policy

script-src 'unsafe-inline' 'unsafe-eval' 'self' data: https://www.google.com
http: //www. google-analytics.con/gtn/js https: //*.gstatic.con/feedback/ https: //ajax.googleapis.com;

style-src 'self' 'unsafe-inline' https://fonts.googleapis.com https://uww. google.com;

default-src 'self' * 127.0.0.1 https://[2a00:7%e0:1b:2:bd66:5£d9:dc72: £00e] /foobar;

img-src https: data:;

child-src data:;

foobar-src 'foobar':;

report-uri http://csp.exanple.com;

|CSP Yersion 3 (nonce based + backward compatibility checks) ii | @

CHECK CSP

https://csp-evaluator.withgoogle.com/




SSL Server Test OoT Qualys

@ QUALYS' SSI_ LABS Home Projects Qualys.com Contact

You are here: Home = Projects = S50 Server Test = desarrollo.ucacue.edu.ec

SSL Report: desarrollo.ucacue.edu.ec (186.5.103.98)

Assessed on: Tue, 25 Apr 2017 21:00:34 UTC | Clear cache scan Another »

Summary

Overall Rating

Certificate

Protocol Support

Cipher Strength

If trust issues are ignored: &

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server's certificate is not trusted, see helow for details.

https://www.ssllabs.com/ssltest/




O BSE RVATO RY Home FAQ About ~

by mozilla

Observatory by Mozilla is a project designed to help developers, system administrators, and
security professionals configure their sites safely and securely.

=nter domain name here Scan Me

[J Don't include my site in the public results
[0 Force a rescan instead of returning cached results

[J Don't scan with third-party scanners

Click to view all recent Observatory scans.

Please note that this may contain sites considered offensive to some.

https://observatory.mozilla.org/




I —————.
MageReport

MageReport.com About Support Contact Signin ¥

Enter shop URL Re po rts

=~ RESCAN ALL

www.nakhlatv.com £ RESCAN

1 www.nakhlatv.com

Security patch 2652 safe
Shoplift is a bug in Magento that allows a hacker to take full Patch SUPEE-9652 prevents attackers from executing PHP
control of a shop, including stealing customer records and code through a bug in the Zend Framework's Sendmail
tampering with payments. The leak is fixed hy patch adapter. Released Feb 6th, 2017. This patch cannot he
SUPEE-5344. Released Feb Sth, 2015. detected from the outside, without hacking your shop. Mare
about this specific patch and how we detect it.

Read more

We were unahle to conclusively check your shaop.

EM_Ajaxproducts RCE vulnerability

The check might have heen hlocked hy other

https://www.magereport.com/




ASafaWeb
/ASafaWeb

Automated Security Analyser for ASP.NET Websites

Scan of notasafaweb.apphb.com — Home Page

¥ou can so you can be automatically notified of any changes in the future.

Server: nginx | X-Powered-By: Unknown | X-AspNet-¥ersion: Unknown | X-AspNetMvc-¥ersion: Unknown | Web forms app: Yes | ASP.NET site: Yes |
ASP.NET version: 4.6,1590,0 | 6 requests were made by ASafaWeb:
URL Page title Response size Duration
Home Page 5,676 bytes 16,476

5 r

Horne Page 5,693 bytes 400 ms

{POST invalid View S The state information is invalid for this page and might be corrupted.
(POST 1,001 params) Home Page

Error log for /LM/W3SVC/725/RO0T on IP-0ABZBDOE (Page #1)

Tracing: Fail Custom errors: Fail Stack trace: Fail Request validation: Fail HTTP to HTTPS: Pass

Secure cookies: Pass _ View state MAC: Pass




il
Snyk
n snyk-demo-app

A demo application for Snyk.

Soure GitHub Type npm
Public URL View on GitHub Commit 2131650f
Known vulnerabilities 19 Vulnerable pat hs 24 Dependenc ies 275

Vulnerabilities Dependencies
FILTER:

7] Highserery )

'v| Medium severity (9)

Arbitrary Code Injection

| Low severity (3)
Yulnerable module: pouchdb

Patched (0 )

Intreduced through: falcor-router-demo@1.0.3
Ignored (0}

Detalled paths

» introduced through: snyk-demo-app@snyk/snyk-
demo-app#2f31650f3fbdfacd24cb54708a66550e7ase4e0d > falcor-router-demo@1.0.3

https://snvk.io/test




HRACKAPP

DONATE SCANNER BLOG CONTACTS

MasterCard Nearby
nearby

Version: 1.4.2
Release: 2015-04-14
Vendor: MasterCard

I Customized SSL
YWebView flles access

Severity: medium

Control of WebView context allows to access local files.
Affected files:

classes.dex
Leom/facebook/widget/WebDialog;-=setUpWebView(l)V

Leom/googlefandroid/gms/internalfeo;--a(Landroid/content/Context; Ljava/lang/String; Landroid/webkit/WebSettir

https://hackapp.com/list




Home Mews Events Archive Archive ® Onhold  Motify Stats Reqgister Login & —

Mirror saved on: 2017-04-27 20:22:09

Notified by: Yamix Domain: http://taticao.com.br IP address: 213.136,89.214 ™
System: Linux Web server: Apache Notifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2017-04-27 20:22:09




Have | been pwned?

(';--have | been pwned?]

Check if you have an account that has been compromised in a data breach

ser-storchak@rambler.ru

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

% Notify me when | get pwned BB Donate

Breaches you were pwned in

A "breach" is an incidentwhere a site's data has beenillegally accessed by hackers and then released publicly. Review the types of data

that were compromised [email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Rambler: In |ate 2016, a data dump of almost 100M accounts from Rambler, sometimes referred to as "The

Russian Yahoo", was discovered being traded online. The data set provided to Have | been pwned included 911

tmiAane nearnamac hwhich slea farm nork Af Damhblar amsil sddraccact and nlzin favi nacowarde Arravdina +a

https://haveibeenpwned.com




Leakedsource

# Home  ®Register ™Purchase BYBlog @API ST0S @FAQ = Contact @ LeakedSites =) Lagin

DS OF UNIQUE DATABASES

There are bi_Jr'rerwtl'g,.? 201 Or, 7174'9,827? 31 091 05,084 ar:c'ouhrtsrin our databaréé'.

Click here ta read this infarmative post.

Click here ta subscribe and view your Raw data! As low as $0.76 a day!

Check far free to see if your email or account was hacked.
Search term

Search Term

Search type




Leakbase

Leakbase HOME SEARCH DBS NOTIFY REMOVAL CONTACT TOS LOGIN REGISTER

Advertisement Area 728x90

W Follow ZiLeaktaze Py

Whoo! All users can now search for FREE temip

ENTER YOUR SEARCH QUERIES

There are currently 3,102,329,172 accounts available.

Displayed Results

-

50 ~
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ReScan.pro

mcan.pro http://alex sp...

12 KpUTHUYECKMX 3ameydaHnin

Bupycbl Ha cTpaHuuax % CMW-INJ-01000-js.mlw

\/ CMW-INJ-01000-js.mlw

Bupycbl B ckpuntax v [pobnem He oBHapy>xeHo .; i

BcTaeku ¢ onacHblx canTos ¥ htips://174864.measurementapi.com/serve ?action=cli...

http://digitalmacaronni.com/?track=aHROcHM6Ly8xNzQ...

http://done.witchcraftcash.com/?r=%2Fmb%2Fhané&...

http:/lazyadsmedia.com/?l=mKKBzhQZsgxHYwD&s=1...

http:/lazyadsmedia.com/?track=aHROcHM6Ly8xNzQ4NjQ...

% http://pitds.com/?s=1890558532238z=1992454....
http://prmobiles.com/mobilexxxmovies.com/1jxf/dire...
http://done.witchcraftcash.com/afu.php?zoneid=1992...
2 -
Caiit B 6a3e BpeOHOCHbIX ® Dr.Web |
. PeaupekTbl ®  alex pesmse.com - www.mobilexxxmovies.com/mobile-porn-pbs.htm...

prmobiles.com/mobilexxxmovies.com/1jxf/dire... » done.witchcraftcash.com/afu.php?
zoneid=1992... - done.witchcraftcash.com/?r=%2Fmb%2Fhan&... » p1tds.com/?
$=18905585322382=1992454&... - lazyadsmedia.com/?l=mKKBzhQZsgxHYwD&s=1...
lazyadsmedia.com/?track=aHROcHM6Ly8xNzQ4NjQ... - digitalmacaronni.com/?
track=aHROcHM6Ly8xNzQ... -~ 174864.measurementapi.com/serve?action=cli...
market://details?id=com.ubercab&referrer=mat_c...

NbMbiit Gpaysep

Owmnbku cTpaHnLbl v [pobnem He o6Hapy>keHo

BcTaBku ¢ HEM3BECTHbLIX CanToB ®  http://embedvideos.aebn.net/gallery/player/iT/1/xp...

https://rescan.pro/
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total

—

VirusTotal — BecnnatHaa cnyxba, oCylWecTENAKWAA aHaNIu3 Nogo3pUTENbHbIX
¢rannoB u ccbinok {URL) Ha npeaAmMeT BeISBNEHWA BURYC OB, YepBer, TROAHOB U1
BCEBO3IMOXHBIX BREAOHOCHLIX NPOTrpamMm.

- |

) @ain @ URL-agpec Q Mouck

daiin He Bbibpan BoiGepure dain

Maximum file size: 128MB

Haxuman kHonky «[1poeepuTes, BBl NPUHUMAETE YCNOBUA 0DCNYKUBAHWA, 3 TAKCKE
paspewaere komnanuu YirusTotal npenocTaente AaHHeId dain coobuwectey BezonacHoOCTW.
[na nonyyeHna nogpobHOCTER CM. NONUTUKY KOHPWUAEHUWANEHOCTH.

MpoBepuTh!

https://virustotal.com/




Koodous

« KOODOUS & Create your account & futhenticate 2. Upload

BETA

Menu

Latest analysts
356

pherdor ccapoescobarmyusername

19,966,207

3,084 UPLOADS IN 24H

6,755,058

DETECTED SAMPLES

@ Dashboard

<P

<> Community Rulesets

APKs

H

Ranking

Checkey wrote a comment abou a Checkey gave a negative Latest APKs

t kinoprofi vote to kKinoprofi
32 minutes ago 32 minutes ago lml lml 'm| 'ml
Links ' ' ' '

“Bhankbot #banker"

& AboutKoodous Iﬁl lﬁl lil lil

Quemandoacromo gave a posit ° oscarknagg gave a hegat

ive vote to Print Spooler "l ' ive vote to MetaSploit

5 hours ago 5 hours ago

Press

& Documentation Trending analysts

https://koodous.com/




No More Ransom
RE FRER RREEONA * ]

Kpunro-mepud Bonpocs u oTBETH IIpotunairura sapakeHHA Hexpuntops 3agBUTE O NPECTYINIEHHH IlapTHEpH npoekTa O mpoexre

HYXHA TTOMOIIIb! Xotute pactmudgpoBaTh Bamu
JTAHHBIC O€3 BBIIAT MPECTYITHUKAM *?

TpOﬂHeu—BblMOFaTeJIb — 3TO BPEAOHOCHOE 110, KOTOpoOE, IoIIaB B KOMITBHOTED HJIH MOOHILHOE YCTPOﬁCTBO, ﬁHOKpreT HJIH
Saﬂllfl(DPOBblBaeT (l)aﬁ.llbl. BbI He cMoxkeTe IMOJYYHUTb AOCTYII K CBOHM JaHHLIM, HE 3AI1JIATHE BBIKYII. OJHAK0 HHU KaKHX
rapaumﬁ HET, H IIJJaTUTh HH B KOEM ClIydyae HeE C.]IellyeT!




ID Ransomware

= |D Ransomware Q Identify O FAQ M Contact $ Donate W DYCCKWA A3BIK > .

N ID Ransomware

3arpyaunTe 3anncky o Bolkyne 1 1 3awndpoBaHHbIA pain Ana naeHtneurkaumm windpoBansLmMKa-
BbIMOraTengd.

3Hanne - nonosunHa rnobegsit

Gl Joe —

3arpysute dakinbl

A - -
B 3anucka o Bobikyne @ @ 3awndposaHHbIN dalin @
®aiin, oToBPaKAKLWMA MHGOPMALWIO O BBIKYME 1 ONAaTE, ®aiin, KOTOPLIA BN 33WWPPOBAH W HE OTKPLIBAETCA,
: 0O630p... | ®aiin He BeIGpaH. O6z0p... ®alin He BeIBPaH.

3arpyanTe
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BecnnatHoe neyeHue Komnb HTepa

@opym  JledeHWe koMnbtoTEpa  MomoruTe+  MVirusDetector  KynuTe aHTMBMpyC O NPOEKTE MogAepkaTs NpoekT i _

INMuynele coobuwenna | FAQ | Kanengape | CooBuwiecteo v | Onuuu dopyma v | Haewrauma v | Hoewle coobuyerua PaclunperHeI nouck
# [naeHaa @ BecnnatHoe neveHWe KOMNbHITERA

MeH caiTa

becnaatHoe neueHure KomnboTepa i Y180l HHBORHERE

INevyenue KOoMnNbOTEpPa

3anpocbl Ha neYyeHue

AirisDetector Tpv wara Asns nosiyueH’s rnoMoLL B JleUeHV M KOMIboTepa Sxeinn 55
Brl MoxeTe 00patuTECA K Ham 3a 6ecnnaTHoOr NoOMOLLEH) B NEYEHMM 3aPaKEHWA, HallM CNeUManicTel 3a Hegenio 144
PerucTpauua NOMOryT M3BABMTECA AXE OT CaMblX CNOXHBI BPEADHOCHL MPOrpamMM, C KATOpeIMW He CNPaBnAKTCA 3a mecAl 474
MHcTpyKumMA CYWECTEYHILLME SHTUEMPYCEL "
NoiitaHo 3noepesos
Moworure+ He ToponuTECE NEpeYCTaHABNMEATE ONEPALUMOHHYHD CUCTEMY MNK NPMOEraTe K TaK HA3LIESEMOi 3a CyTEM 2
“KOMNEKOTEPHOM NOMOLLM™! B BONBLUMHCTEE CNYYAEE BOSMOMNHO HE TONBKD BOCCTaHOBMTE paBioTy cucTemel, 3a Heaento 22
MHCTPYKUMA K Cepeucy HO M COXPaHUTE BaLLW AaHHBIE W, YTO HE MaN0 BaKHO, BaLUW AEHBIN. 3a mecay, 189
Pacumndposka daiinos U6kl BOCNOMB30BATECA HALWMM CEPBIMCOM HY2KHO BLINOAHMTE TPW NPOCTLIX Lara Hosbie snoepesp

Traian.Rancam Win2? Chada mrl

https://virusinfo.info/content.php

becnnaTtHble OHNanH-cepBUCHI 418 NOMCKa NOTEHUNASTbHO OMacHbIX CanToB,
https://zeltser.com/lookup-malicious-websites/

becnnaTtHble NecoYHnLbl 1 CEPBUCHI A9 aHanmM3a BpeaoHOCOB,
https://zeltser.com/automated-malware-analysis/




Surfpatrol

English 0 Surfpatrol MorMowb A Broa Pervcrpayusa

3alnTuTe ceba oT BU PYCHbIX aTaK U3 MHTepHeTa

[poBepuTh Bpaysep —

YazeuMbId Bpayaep W naarvHel —
BpelWb B 3alUuUTe

PezynkTaTel MPOBEPKA KNACHOMO LBETa — CWUIHan
06 yAzEMMOCTI B Bpaysepe MM NnaruHe.

YAZEMMOCTW HeODXOAMMO
YCTPaHATE

OfHOBNEHMe («3annaTka») — cneumansHLI daiin,
YCTPaHAOWMIA owbikad B Nporpammax, Ecni e

http://www.surfpatrol.ru/

: MomMoLLpko Surfpatrol
MIATE

YcraHoBuWTe pacwuperne Surfpatrol
Anq Bawero Dpaysepa

PacwmpeHve Surfpatrol aeTomMatMamMpyeT npouecc
KOHTPONA 33 COCTOAHMEM 3alMWEHHOCTI Balero
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Qualys BrowserCheck

@ QUALYS' BROWSERCHECK About  FAQ  Feedback  Qualys.com

Check your browser.

Qualys BrowserCheck will perform a security analysis of your browsers
and plugins, and will run several system checks including the Top4 Security Controls.

Install Plugin

Scan without installing plugin

’

. ______J
Check your browser Find vulnerabilities at Take charge of any
and system security the click of a button issues found
Click the "Install Plugin® button to Scan and view all security issues in Follow recommended steps to
enable fast, safe scanning. an easy-to-understand detailed list. resolve each vulnerahility found.

https://browsercheck.qualys.com/




Let's Encrypt

n Let’s Encrypt Documen tation Get Help Donate -~ AboutUs =

}' ’ 14 [l "’

1
Let’'s Encrypt is a free, automated, and open
Certificate Authority.

[Get Started] { Donate ]

R ¢

NnuLps.//1ewencrypL.org/
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Is It Down Right Now?

4 1SITDOWN RIGHT NOW ?

R @ short url - wwwiidrn.com

& Is It Down Right Now ?

"Is It Down Right Now” monitors the status of your favorite weh sites and checks whether they
are down or not. Check a website status easily hy using the below test tool. Just enter the url
and a fresh site status test will he performed on the domain name in real time using our online
website checker tool. For detailed information, check response time graph and user
comments.

Enter a domain below to check whether it is down or not...

facebook.com CHECK

% Top Websites

Netflix Facehook

W Netflix.com is up. Checked 3 mins ago. W Facebook.com is up. Checked 1 min ago.
Youtube Yahoo Mail

& Youtube.com is up. Checked 3 mins ago. & Mail yahoo.com is up. Checked 1 min ago.
Google Outlook

W Google.com is up. Checked 3 mins ago. o Outlook.com is up. Checked 8 mins ago.

¥ Website Status Checker Bookmarklet

Once added to your toolbar, this button will let you to check
the status of a site from your browser's toolbar.

Just drag the text your hookmarks har: §) Down Right How ?

% Latest Sites Checked

& rockstargames.com - Rockstar Games
Server is up. Last checked 3 secs ago.

& ourworld.com - ourWorld
Server is up. Last checked 3 secs ago.

& socialclub.rockstargames.com - Rockstar Games Social
Club

Server is up. Last checked 4 secs ago.

@ reddit.com - Reddit
Server is up. Last checked 5 secs ago.

@ gbo.intuit.com - Intuit QuickBooks
Server is up. Last checked 6 secs ago.

% Down Right Now

' gtarcade.com - Gtarcade
Server is down. Last checked 22 secs ago.

http://www.isitdownrightnow.com/
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