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Add Support for VPN Connections

A Connection Manager profile can connect to a remote network by using a vitual private
network (VPN) either through a dial-up connection or the Intemet.

To add support for VPN connections to this profile, select the appropriate check box,
and then provide the name or |P address of a VPN server.

[] Phone book from this profile

[ ] Phone books from the merged profiles

- VPN server name or IP address
(®) Always use the same VPN server

(O Allow the user to choose a VPN server before connecting

[ ] Use the same user name and password for VPN and dial-up connections




IPvd | IPv6

Adventure Works VPN

[ ] Disable file and printer sharing

Enable clients to establish the following connectivity:
Both |Pv4 and IPv6 addresses

FIGURE 3-2 Configuring a new VPN entry as part of CMAK.



rf New VPN Entry =l

General | IPv4 | IPv6 | Securty | Advanced

VPN strategy:
Try Point to Point Tunneling Protocol First v

Advanced

Data encryption:
Require encryption v
Logon security
O Use Extensible Authentication Protocol (EAP):
Microsoft: EAP-TTLS (encryption enabled) v

Properties

(® Authentication methods:

EAP-MSCHAPv2 will be used for IKEv2 tunnel. Select any of
these orotocols for other tunnels

[] Unencrypted password (PAP)
[ ]Challenge Handshake Authentication Protocol {(CHAP)
[+] Microsoft CHAP Version 2 (MS-CHAP v2)

OK Cancel Help
& -

FIGURE 3-3 Configuring VPN-related security options in CMAK.




802.3 [pynnoBas noanTuka

AAMUHUCTPaTUBHbIE Wab/I0HbI Aa (HeBO3MOXHO

OTK/IIOYNTD)
Pa3sBepHyTble coeAnHeHus Het

NPUHTEPOM

B
i
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OTobpaxkeHne  30Hbl  Internet Aa

Explorer

Be3sonacHocTb IP-agpecos [a




ABTOHOMHbIe ¢anabl Microsoft Aa
MNMaaHnposwmk naketoB QoS Aa
Het

Be3onacHocTb Aa (HEBO3MOXHO
OTK/IHOYNTD)

YcTaHOBKa nporpaMmMHoOro Het

obecneyeHus
NMonutuka orpaHuyeHus Aa

nporpamMmMHoOro obecneyeHus

Mounck Windows Aa
BecnpoBogHas cBA3b Aa
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Advanced Group Policy
Management — AGPM

Microsoft Desktop Optimization

Pack (MDOP)



