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(1) WpeHTudmkaumns
- Kmo mbi?

(A) AyTeHTndunkaums
- [leicmeumerbHO 5iu mbl 8519eWbCs meM, 3a Ko20 cebsi
gbl0aewib?

(A) ABTOpPU3aLUS
- imeewb ru mbl rpaso 8bIrnorHsaImes 0aHHoe delcmeue?

(D) DenernpoBaHue gocrtyna
- lpedocmaernsiewb U mbl 3momy cybbekmy ceou rpaea
docmyna?
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ObLwasa nHdbopmaums

IdentityServer - 310 .NET Standard bubnunoreka ¢ oTKpbITbIM
NCXOOHbIM KOOOM U pa3BepTbiBaeMbI KOMMOHEHT (ASP.NET Core
Middleware), peanusytoLasn cnegyrolime BO3MOXHOCTHU:
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ObLwasa nHdbopmaums

IdentityServer - 310 .NET Standard bubnunoreka ¢ oTKpbITbIM
NCXOOHbIM KOOOM U pa3BepTbiBaeMbI KOMMOHEHT (ASP.NET Core
Middleware), peanusytoLasn cnegyrolime BO3MOXHOCTHU:

* AyTeHTUdunKauma Ha OCHOBE TOKEHOB
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* AyTeHTU(PUKaLmMa Ha OCHOBE TOKEHOB

« TexHonorus eguHoro Bxoga (Single Sign-On - SSO)
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O6Lwasn nHdopmaums

IdentityServer - 310 .NET Standard bubnunoreka ¢ oTKpbITbIM
NCXOOHbIM KOOOM U pa3BepTbiBaeMbI KOMMOHEHT (ASP.NET Core
Middleware), peanusytoLasn cnegyrolime BO3MOXHOCTHU:

* AyTeHTU(PUKaLmMa Ha OCHOBE TOKEHOB
« TexHonorus eguHoro Bxoga (Single Sign-On - SSO)
« KoHTponb goctyna K API

« CraHgaptbl OAuth 2.0 n OpenlD Connect 1.0
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IcTopua npoekTa

2012: IdentityServerT
2013: IdentityServer2
2015: IdentityServer3

2016: IdentityServer4

* OAuth 2.0 / OpenID Connect 1.0

.NET Core 2.0 / ASP.NET Core 2.0

www.synerdocs.ru



Kak nonyymTb

NcxogHbiv koA
GitHub / IdentityServer

NuGet naket
NuGet / IdentityServer

JInuensus
Apache 2.0
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KnneHTtckne ononmnorteku

IdentityServer peanunayert TONbKO CEpBEPHYIO YacTb CTaHOaPTOB.
[1nga B3aumMoaencTBust CO CTOPOHbI KIMUEHTA HY>KHO
BOCMNOS1b30BaTbCA cneayrowmumm bnbnmotekamm:

Knaccuueckne ASP.NET / MVC / Web APl npnnoXxeHust:
* NuGet / OWIN / OAuth 2.0

* NuGet / OWIN / OpenID Connect 1.0

ASP.NET Core NnpunoxeHusa:
* NuGet / ASP.NET Core / OAuth 2.0
* NuGCet / ASP.NET Core / OpenlD Connect 1.0

www.synerdocs.ru
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OpenlD Connect 1.0

* OpenlD Connect Core 1.0 (spec)

» OpenlD Connect Discovery 1.0 (spec)

* OpenlD Connect Session Management 1.0 - draft 28 (spec)

* OpenlD Connect Front-Channel Logout 1.0 - draft 02 (spec)
* OpenlD Connect Back-Channel Logout 1.0 - draft 04 (spec)

OAuth 2.0

* OAuth 2.0 (REC 6749)

» OAuth 2.0 Bearer Token Usage (REC 6750)

» OAuth 2.0 Multiple Response Types (spec)

» OAuth 2.0 Form Post Response Mode (spec)

» OAuth 2.0 Token Revocation (REC 7009)

» OAuth 2.0 Token Introspection (REC 7662)

* Proof Key for Code Exchange (REC 7636)

* JSON Web Tokens for Client Authentication (REC 7523)

» OAuth 2.0 Device Flow for Browserless and Input Constrained Devices (draft)

www.synerdocs.ru
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CymMmmapHO 310 oKono 300 cTpaHuL, TeKCTa
Mo>xkHO ru 6bIcmpPo U KOPPEKMHO peariu3osamsbs UX
camocmosimersibHO?
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Access Token, Identity Token, Reference Token, Bearer
Token, JWT ...

Kak paspabomyuky, Ha4duHarowemy pabomams C
amumu cmaHoapmamu, pazobpamsecs co 8CEM 3MUM
MHO2006pa3uem?

[Monpobyem cucmemamu3uposams MOKEHbI,
8bIMO/THUB UX Kiaccugbuxkauyuro.
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Knaccudgukauma no HasHa4YeHuo
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|d_token
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NnoJyib30BaTesiA

\

/
TokeH gocTtyna
(Access Token)

access_token

[NpenoctaBnseTr
aenernpoBaHHbIN
aocTtyn

\

-

\

TokeH OOHOBNEHUS
(Refresh Token)

refresh_token

Cnyxunt gngd
NoSTly4eHNs1 HOBOTO
TOKEHa gocTyna

J
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Knaccudukauyms no HasHa4YeHUo

-

TokeH
yOOCTOBEPEHNS
(Identity Token)

~

-

TokeH goctyna
(Access Token)

~

-

TokeH OOHOBNEHUS
(Refresh Token)

~
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Knaccudumkauuma no cnocody nepegayn

-~

o

[lepegaya no
3Ha4yeHuto (By Value)

ABTOHOMHbIN NITU NPO3PaYHbIN TOKEH
(Self-Containing or Transparent Token)

CoaepxuT B cebe Bce AaHHble U
noanuch

[ns npoBepKn 1 NonyyYeHns gaHHbIX He
Tpebyetca obpalyeHus K IdentityServer

prﬂ,HO BbIMNOJIHATb OT3bIB TOKEHA

~

J

\

/I'Iepenaqa NO CChbINKe
(By Reference)

CCbINOYHBIN NN HENPO3PAaYHbIA TOKEH
(Reference or Opaque Token)

Copepxut Tonbko W[ 3anuncu ¢
JaHHbIMU

[ns NnpoBepKM 1 NOny4YeHnsa AaHHbIX
TpebyeTcs obpalyeHune K IdentityServer

npOCTO BbIMNMOJIHNTb OT3bIB TOKEHA

o J
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Knaccudmkaumsa no cnocoby nepenayn

4 [lepegaya no
3Ha4yeHuto (By Value)

~

/I'Iepenaqa Nno CCbIJ'IKe\

(By Reference)
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Knaccudpmkaums no cnocodby ncnonb3oBaHUA

T 2 (T )

OKEH Ha NpeabABUTENS OKEH BnagernbLua Knto4a
(Bearer Token) (Holder of Key Token)

[lna ncnonb3oBaHUsA TOKeHa [na ncnonb3oBaHUsA TOKeHa
AO0CTaTO4YHO ero npegbaBneHns, TpebyeTcsa gononHuTenbHas
Hanpumep B HTTP 3aronoske NpoBepKa ero Bnagenbua

AHanorum:
Hanu4yHble geHbrn
LleHHblEe Bymaru Ha

npeabaBUTENS

AHanorum:
baHkoBckasi kapTa ¢ PIN-kogom
MeHHbIe LeHHbIe Bymaru

J
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Knaccudukaymsa no cnocoby ncnonb3oBaHUS

(T a2 (T N

OKEH Ha npeabaBuTend OKeH BrnajenbLa Kno4a
(Bearer Token) (Holder of Key Token)




Knaccudoukaymsa no goopmary

4 N [ PASETO )
JWT (JSON Web Token) (Platform-Agnostic

SEcurity TOkens)

HasHaueHwue (String)
Bepcus (String)
3aronosok (JSON)

3aronoBok (JSON)
[aHHble (JSON)
Moanwuck (Binary)

[aHHble (JSON)
Moanuce (Binary)
Moasan (JSON)

EcTb BO3MOXHOCTb CO34aTb He3aLUNLLIEHHbIV
TOKeH (6e3 nognucu/WwmngpoBaHnsa nnm ¢
HeHageXXHoM KombunHaLmen anropuTmMoB)

LLinpoko ncnonb3yetcs n nogaepxmBaeTcs
\ oubnunotekamm / \

M PaKTn4eCkn HEBO3IMOXHO CO34aTb

He3alMLLEeHHbIA TOKEH

[locTaToO4HO HOBbLIN hopmaT, KOTOPbIN MOKa
Mario pacnpocTpaHeH /

www.synerdocs.ru
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Knaccudukaumsa no goopmary

4 )
JWT (JSON Web Token)
HEADER
PAYLOAD
SIGNATURE

-

=

PASETO
(Platform-Agnostic
SEcurity TOkens)

LOCATION
VERSION
HEADER
PAYLOAD
SIGNATURE
FOOTER

~

J
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public class Startup

{
public void ConfigureServices(IServiceCollection services)
{
services.AddMvc();
services.AddIdentityServer();
}
public void Configure(IApplicationBuilder app)
{
app.UseStaticFiles();
app.UseldentityServer();
app .UseMvcWithDefaultRoute();
}
}

Www.synerdocs.ru
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Cos3paHue n noagkntodeHne X509 ceptndukara

public class Startup

public IHostingEnvironment Environment { get; }
public void ConfigureServices(IServiceCollection services)
{
/] ...
var builder = services.AddIdentityServer();
if (Environment.IsDevelopment())
builder.AddDeveloperSigningCredential();
else
builder.AddSigningCredential (GetSigningCertificate());

}

private X509Certificate2 GetSigningCertificate()
{

}

/] ...

www.synerdocs. ru
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ObbaABrNEeHNE KITMEHTCKMUX NPUNOXKEHUI

yield return new Client {
ClientId = "web_client id",
AllowedGrantTypes = GrantTypes.Implicit,
AllowedScopes = { "openid" },
RedirectUris = { "https://web-client.synerdocs.ru/app/auth” },
RequireConsent = false };

yield return new Client {
ClientId = "api_client _id",
AllowedGrantTypes = GrantTypes.Code,
ClientSecrets = { new Secret("api_client_secret".Sha256()) },
AllowedScopes = { "offline_access", "api_method" },
RedirectUris = { "https://api-client.synerdocs.ru/app/auth” },
AccessTokenType = AccessTokenType.Reference };

yield return new Client {
ClientId = "svc_client _id",
AllowedGrantTypes = GrantTypes.ClientCredentials,
ClientSecrets = { new Secret("svc_client _secret".Sha256()) },
AllowedScopes = { "svc_method" },
AccessTokenType = AccessTokenType.Jwt };

www.synerdocs.ru



C) S nerdocs

Ul

www.synerdocs.ru



Pa3paboTtka Bcero Ul nofIHOCTLIO Noa
OTBETCTBEHHOCTbIO pa3paboTymka

Ha GitHub goctyneH npumep noctpoeHusi Ul Ha 6ase

ASP.NET Core MVC, Bootstrap 1 jQuery

https://github.com/IdentityServer/IdentityServer4.Quickstart.Ul

www.synerdocs.ru



Ul B npumepe

Login

Local Login External Login

Username Google Sign-in with Azure AD
Username

Password
Password

Remember My Login

use either bob/bob, alice/alice or your Google account

www.synerdocs.ru



Ul B Synerdocs

Synerdocs

ANEKTPOHHBIA OBMEH QOKYMEHTaMM

[To maponto Mo cepTndukary

E-mail nunu Jlornn

Maponb

Bontun

3abblan naponb? 3aperncTpupoBaThca

Ecam y Bac ectb cepTudukat, Bbl MoXeTe NpOBepuUTb €ro Ha COOTBETCTBUE
TpeboBaHMAM.

www.synerdocs.ru
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[TlogknoyeHne xpaHunuia nonb3oBaTenen

Ona ASP.NET Membership / ASP.NET Identity roToBble peLLeHus:

* https://www.nuget.org/packages/ldentityServer4.Contrib.Membership/

* https://github.com/IdentityServer/IdentityServer4.AspNetldentity

B apyrux cny4yasi notpebyeTcs caMoCcTOSATENbHO peanu3oBaTh ABe
TOYKWN pacLUNPEHUS:

e |ResourceOwnerPasswordValidator

e |ProfileService

www.synerdocs.ru
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3neSIPOHHHI QOMEH ROKYMEHTaMY

IResourceOwnerPasswordValidator

public class ResourceOwnerPasswordValidator : IResourceOwnerPasswordValidator

{

public IUserService UserService { get; set; } // DI.
public Task ValidateAsync(ResourceOwnerPasswordValidationContext context)

{
var user = UserService.ValidateUser(context.UserName, context.Password);
if (user == null)
context.Result = new GrantValidationResult(
TokenRequestErrors.InvalidGrant,
"Incorrect username or password");
else
context.Result = new GrantValidationResult(user.UserId.ToString(), "custom",
new| ]
{
new Claim(JwtClaimTypes.Name, user.Name),
new Claim(JwtClaimTypes.Email, user.Email),
1)
return Task.CompletedTask;
}

www.synerdocs.ru
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3neSIPOHHHI QOMEH ROKYMEHTaMY

IProfileService

public class ProfileService : IProfileService

{
public IUserService UserService { get; set; } // DI.
public Task GetProfileDataAsync(ProfileDataRequestContext context)
{
var userId = context.Subject.Claims
.FirstOrDefault(x => x.Type == JwtClaimTypes.Subject);
if (string.IsNullOrEmpty(userId?.Value))
return Task.CompletedTask;
var user = UserService.GetUser(int.Parse(userId.Value));
context.IssuedClaims = new[]
{
new Claim(JwtClaimTypes.FirstName, user.FirstName),
new Claim(JwtClaimTypes.LastName, user.LastName),
new Claim(JwtClaimTypes.MiddleName, user.MiddleName),
}
.Where(x => context.RequestedClaimTypes.Contains(x.Type))
.ToList();
return Task.CompletedTask;
}
}

www.synerdocs.ru
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Web knneHT Synerdocs
OIDC 1.0 - OWIN Security Middleware
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[NogkntoyveHne Cookie Authentication

public class Startup

{
public void Configuration(IAppBuilder app)
{
/]l ...
app.UseCookieAuthentication(new CookieAuthenticationOptions
{
AuthenticationType = "Cookies",
ExpireTimeSpan = TimeSpan.FromHours(8),
SlidingExpiration = false,
1
/]l ...
}
}

www.synerdocs.ru
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[NogkntoveHne OpenlD Connect Authentication

public class Startup

{
public void Configuration(IAppBuilder app)

{
/] ...

app.UseOpenIdConnectAuthentication(new
OpenIdConnectAuthenticationOptions

{
Authority = "https://identity.synerdocs.ru”,
RedirectUri = "https://web-client.synerdocs.ru/app/auth”,
ClientId = "web_client id",
ResponseType = "id token",
SignInAsAuthenticationType = "Cookies",
Scope = "openid",
UseTokenLifetime = false,

})s

/] ...

www.synerdocs.ru
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OTKkntoYeHne ayTeHTUdMKaLMM Ha OcCHoBe hopM

<authentication
mode="Forms" >
<forms
timeout="2880"
loginUrl="~/Account/LogOn" />
</authentication>

www.synerdocs.ru



Web KnNueHT napTHepa
OAuth 2.0 - Authorization Code Grant
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[lepeHanpaBreHne n odbpaTHbIN BbI30OB

private ActionResult RedirectToAuthority()

{
return Redirect("https://identity.synerdocs.ru”
+ "/connect/authorize"
+ "?response_type=code”
+ "&client _id=api client _id"
+ "&redirect_uri=https://api-client.synerdocs.ru/app/auth”
+ "&state=data"
+ "&scope=offline access api_method");
}
public async Task<ActionResult> Auth(string code, string state, string error)
{
await TakeAccessToken(code);
return RedirectToAction("Index");
}

www.synerdocs.ru
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3neSIPOHHHI QOMEH ROKYMEHTaMY

[lony4yeHue TOKeHa gocTtyna

private async Task TakeAccessToken(string authorizationCode)

{
using (var httpClient = new HttpClient())

{
httpClient.BaseAddress = new Uri("https://identity.synerdocs.ru");
var httpResponse = await httpClient.PostAsync("connect/token",
new FormUrlEncodedContent(new[ ]
{
new KeyValuePair<string, string>("code", authorizationCode),
new KeyValuePair<string, string>("grant_type", "authorization_ code"),
new KeyValuePair<string, string>("client id", "api client_id"),
new KeyValuePair<string, string>("client secret", "api_client secret"),
new KeyValuePair<string, string>("redirect uri",
'https://api-client.synerdocs.ru/app/auth"),
1)
_tokenResponse = JsonConvert.DeserializeObject<TokenResponse>(
await httpResponse.Content.ReadAsStringAsync());

www.synerdocs.ru
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Bbi3oB meToaa API

private async Task CallApiMethod()

{
using (var httpClient = new HttpClient())
{
httpClient.BaseAddress = new Uri("https://api.synerdocs.ru™);
httpClient.DefaultRequestHeaders.Authorization
= new AuthenticationHeaderValue("Bearer",
_tokenResponse.AccessToken);
var httpResponse = await httpClient.PostAsync("api/method",
new FormUrlEncodedContent(new[]
{
new KeyValuePair<string, string>("parami®, "vall"),
new KeyValuePair<string, string>("param2", "val2"),
1))
_methodResult = await httpResponse.Content.ReadAsStringAsync();
}
}
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private async TQGM@HH&eI@KeHa ,EI,OCTyI'Ia

{
using (var httpClient = new HttpClient())

{
httpClient.BaseAddress = new Uri("https://identity.synerdocs.ru");
var httpResponse = await httpClient.PostAsync("connect/token",
new FormUrlEncodedContent(new[]

{

new KeyValuePair<string, string>("grant type",
"refresh_token"),
new KeyValuePair<string, string>("client id",
"api_client_id"),
new KeyValuePair<string, string>("client secret”,
"api_client_secret"),
new KeyValuePair<string, string>("refresh token",
_tokenResponse.RefreshToken),
1)
_tokenResponse = JsonConvert.DeserializeObject<TokenResponse>(
await httpResponse.Content.ReadAsStringAsync());

} www.synerdocs.ru



BHYyTpeHHMe cnyXObl
OAuth 2.0 - Client Credentials Grant
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private async TasD%EeX:églsirngn(IOKeHa 'D'OCTyna

{
using (var httpClient = new HttpClient())

{

httpClient.BaseAddress = new Uri("https://identity.synerdocs.ru");
var httpResponse = await httpClient.PostAsync("connect/token",
new FormUrlEncodedContent(new[]
{
new KeyValuePair<string, string>("grant type",
“client credentials"),
new KeyValuePair<string, string>("client id",
"svc_client_id"),
new KeyValuePair<string, string>("client secret”,
"svc_client _secret"),
new KeyValuePair<string, string>("scope", "svc_method"),
1)
_tokenResponse = JsonConvert.DeserializeObject<TokenResponse>(
await httpResponse.Content.ReadAsStringAsync());

} www.synerdocs.ru
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Bbi3oB MeToaa cryobl

private async Task CallServiceMethod()

{
using (var httpClient = new HttpClient())
{
httpClient.BaseAddress = new Uri("https://svc.synerdocs.ru™);
httpClient.DefaultRequestHeaders.Authorization
= new AuthenticationHeaderValue("Bearer",
_tokenResponse.AccessToken);
var httpResponse = await httpClient.PostAsync("svc/method",
new FormUrlEncodedContent(new[]
{
new KeyValuePair<string, string>("parami®, "vall"),
new KeyValuePair<string, string>("param2", "val2"),
1))
_methodResult = await httpResponse.Content.ReadAsStringAsync();
}
}
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POHHbIN OOMEH AOKyMEHTaMM

TpynoemMmkocTb
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CepBepHOEe NpuUnoXxeHme
1 YenoBeKko-Heagensa

Pas3paboTtka Ul
2 YenoBeKko-Heaenu

KnneHTckne npunoxeHuns
1 YenoBeKko-Heagensa

[NloaBoAHbIE KAMHU M OCODEHHOCTHU
2 YernoBeKko-Heaenu
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[logBOaAHbIE KAMHU U OCODEHHOCTU
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TpaHncdhopmaums claim’os

JwtSecurityTokenHandler.InboundClaimTypeMap.Clear();
oidcOptions.Notifications = new OpenIdConnectAuthenticationNotifications

{
SecurityTokenValidated = ctx =>
{
// Ona koppekTHon paboTbl AuthorizationAttribute n ClaimsIdentity.Name.
var oldIdentity = ctx.AuthenticationTicket.Identity;
var newIdentity = new ClaimsIdentity(
oldIdentity.FindAll(_ => NecessaryClaimNames.Contains(_.Type)),
oldIdentity.AuthenticationType,
nameType: "login",
roleType: "role");
ctx.AuthenticationTicket = new AuthenticationTicket(newIdentity,
ctx.AuthenticationTicket.AuthenticationProperties);
return Task.FromResult(9);
}s
}s
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3neSIPOHHHI QOMEH ROKYMEHTaMY

[lepeHanpaBreHne nocre Bbixoaa

oidcOptions.Notifications = new OpenIdConnectAuthenticationNotifications

{

}s

SecurityTokenValidated = ctx =>
{
var oldIdentity = ctx.AuthenticationTicket.Identity;
var newlIdentity = new ClaimsIdentity(oldIdentity.Claims,
oldIdentity.AuthenticationType);
newIdentity.AddClaim(new Claim("id_token", ctx.ProtocolMessage.IdToken));
ctx.AuthenticationTicket = new AuthenticationTicket(newIdentity,
ctx.AuthenticationTicket.AuthenticationProperties);
return Task.FromResult(9);

}s

RedirectToIdentityProvider = ctx =>
{
// Ona koppekTHon paboTbl nepeHanpaBneHnsa nocne Bbixo4a.
ctx.ProtocolMessage.IdTokenHint
= ctx.OwinContext.Authentication.User.FindFirst("id token").Value;
return Task.FromResult(9);

}s
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3neSIPOHHHI QOMEH ROKYMEHTaMY

Synerdocs

ObpaboTka nonce cookie

protected override void RememberNonce(OpenIdConnectMessage message, string nonce)

= Request.IsSecure };

{
var cookieOptions = new CookieOptions { HttpOnly = true, Secure

if (!Options.NonceCookiePath.IsNullOrWhiteSpace())
// 3agaem oTAenbHbIM MyTb ONA Kaxgoro cavTta, ecnu OHW pa3BepHyTbl Ha OOHOM [AOMEHEe.

cookieOptions.Path = Options.NonceCookiePath;
if (Options.NonceThreshold > 0)

{
// OrpaHnyMBaemM MakcuMMasibHOEe KONMYEeCTBO nonce cookie Afsi OOHOro KruneHTa.
var noncePrefix = GetNonceCookiePrefix();
var oldNonces = Request.Cookies
Where(_ => _.Key.StartsWith(noncePrefix))

.ToList();
if (oldNonces.Count >= Options.NonceThreshold)
for (var i = @; i <= oldNonces.Count - Options.NonceThreshold; i++)

Response.Cookies.Delete(oldNonces[i].Key, cookieOptions);

}

base.RememberNonce(message, nonce);
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[pyrne orpaHn4veHus

OTcyTCcTBME BCTPOEHHOM NogaepXku boree ctapblX NPOTOKOMNOB
WS-Trust, WS-Federation, SAML 1.1/2.0, OAuth 1.0, OpenID 1.0/2.0 n

APYTnX
0 OtoenbHbiv npoaykT IdentityServer4 SAML 2.0

[0 OtpenbHbIv NpoaykT IdentityServer4 WS-Federation

OTcyTCTBME BCTPOEHHOW NaHeNn yrnpaBneHns

[0 OtaenbHbI NpoaykT AdminU|
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[lpyrne orpaHn4eHuns

OTtcyTcTtBue nogaepxku IdP Initiated SSO B OpenlID Connect 1.0

0 BepnyTtca paboTbl N0 cTaHOapTM3aumMmn B YHePHOBUKE
https://tools.ietf.org/html/draft-bradley-oauth-jwt-encoded-state

-09#section-4.3

Katana Project Ha TeKyLlMN MOMEHT NOYTU HE pa3BUBAETCA N eCTb
aedekTol, a Takke npobriembl nHTErpauum OWIN n ASP.NET

[0 Tlepexon Ha ASP.NET Core
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v CamMoCTOATENBHO CTPOUTL C HYINS LEHTPann30BaHHY CUCTEMY
naeHTUdrKaunum n ayTeHTudukaumm Becbma CrnoxHo u
PUCKOBAHHO

v/ AHarnorn4yHo obCcTonT Oeno ¢ caMoCTOATENbHOW peanuaaumen
Taknx ctaHgapToB, Kak OAuth 2.0 n OpenlD Connect 1.0

v IdentityServer no3BongeT 3Ha4YMTENbLHO YNPOCTUTL ABE
nepeymcneHHble Bbille 3a4a4um, HoO NoHMMaHWe cTaH4apToB
TaKkke MOXeT CyLLeCTBEHHO NOMOYb
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Cnacunbo 3a BHMMaHue!
Bawwu Bonpochbi?
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