MIK.01.01
OpraHun3auus, npUMHUMNLI
NOCTPOEHUA U PYHKLNOHNPOBAHUSA

KOMMbIOTEPHbIX CeTEU
3-KypcC

[TpakTn4yeckmne 3aHATUSA
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Logical [Root] New Cluster Move Object Set Tiled Background Viewport

Tema: Cisco ASA (Adaptive Security Appliance) — MmeXXceTeBOU 3KpaH.

OcCHOBHOW 3aja4yen 3TOro YCTPOUCTBaA sABMdeTcs obecneyeHmne ceTeBon
be3onacHocCTN.

MexxceTeBoW 3KpaH — 3TO MapLUPYTU3NpPYoLLEE YCTPOUCTBO (TPETUM YPOBEHDL
mopenu OSI).

YcTaHaBnmBaeTcs AaHHOE YCTPOMUCTBO KaK Ha rpaHunue cetn IHTepHeT, Tak
Ha3blBaeMbI «[1lepumeTp», Tak U B CEerMeHTe cepBepoB AN obecneyeHunsd
be3onacHocCTN.

[1pn NOCTPOEHMU 3aLLUNLLIEHHON CETU MEXCETEBOMN 3KPaH — 3TO rMaBHbIN KOMIMOHEHT.
DyYHKLUUN MEXCETEBOIO 3KpaHa U MapLupyTmnsartopa BO MHOIMOM CXOXM.

{@1ar- DOWUCTBA NOOOEPKUBAIOT:
st Forward T

Time: 00:06:08 Pow Cycle Devi ces Fa

p— ﬂw_*a W%Q{W@ Wwy;ylaaw I'O ( R I P’ @SQ’FP E I R P )a’st Status Source Destinaton  Type Color Time(sec) Periodic Num  Edit

HCNALMIO CETEBbIX aJ:I,pGéHCE)B (NAT — l\]g;;vyogfrk Address Translation);

Select a Dev and Drop to the Workspa
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= [ z 9 »

Delete
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Logical [Root] New Cluster Move Object Set Tiled Background Viewport

- puneTpaunto Tpaduka, ncrnonba3ys Access List; ;
- VPN (Site-to-Site, RA VPN) — BMpTyanbHasi YyacTHasi CETb. OTO TEXHOIOMMs KoTopas Q
Nno3BonseT obecnevynTb O4HO UITN HECKOSbKO CETEBLIX COEAUHEHUIN (NOMMYECKYHO -
CeTb) NOBEPX Apyron cetu, Hanpumep, HTepHer. B

MexxceteBou akpaH Cisco ASA — 3TO Npexae BCero yCTponcTeso 6e30nacHoOCTN.

N Takne dpyHKUMN Be30nacHOCTU Kak MexXceTeBoU akpaH, IPS, VPN, nogknoveHmne
yaaneHHbIX Nofib3oBaTeNneun, ¢ TEXHNYECKOM TOYKN 3PEHNSA peanin3oBaHbl Ny4ylle Yem
Ha 0O6bIYHOM MapLUpyTU3aTope.

B mexceTeBbIX 3KpaHax rno yMon4yaHuto BKNYeHbl MHOrme doyHKLnmM 6e3onacHocCTy,
KOTOpble Ha MapLUpyTU3aTope HeEOOXOANMMO HacTpanBaTb B PYy4HYIO, MO0 OHU
BOOOLLIE OTCYTCTBYIOT.

B
< > r@
Time: 00:06:00 l Power Cycle Devices Fast Forward Time Realtime
) " . = - : ~ % - . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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Logical [Root] New Cluster Move Object Set Tiled Background Viewport

OcHoBHbIEe PYHKLKUM Cisco ASA: E
1. Stateful packet inspection, SPI — MHCNeKLMA NakeToB C XpaHEHNEM COCTOAHUA. x
JTa TEXHOMNOrMS No3BoNsieT AOMOMHUTENbHO 3aLLUUTUTBLCA OT aTak, BbIMOSTHAS Q
NPOBEPKY NpoxodsiLero Tpaduka Ha KOPpPeKTHOCTb. [laHHas TexHonorua paboTaer 0
Ha ceTeBOM, CeaHCOBOM W MPpUKIagHOM YpoBHAX moaenm OSI. =—
2. ldentity Firewall, IDFW — 3TO TEXHOSIOINSA, KOTOPAas ABNAETCHA 3BOMNOLNEN
TEXHOMOrMn dpanpBosifia Ha ceTeBbiX 3KpaHax Cisco ASA.
[ NaBHOW OCOBEHHOCTBLIO TEXHOMNOMMU ABNAETCA BO3MOXXHOCTb HanMmMcaHus pasnmnyHbIX
npaBsun goctyna (Hanp. ACL) OoTHOCUTENbLHO He IP-agpecoB, a KOHKPETHO aANng
onpeneneHHoro nofb3oBaTens Unu Xe rpynnbl Nonb3oBaTeneun.
OTO MOXET ObITb O4EHb YOOOHO A1 CETEN, rae y nonb3oBaTenen HeT

uKcMpoBaHHbIX  IP-agpecos, T.e. B nogasnstoLemM 60MnbLUNHCTBE KOMMaHWUA.
< = r() =

Time: 00:06:00 l Power Cycle Devices Fast Forward Time Realtime
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it el 5 G GGG G G G

2911 1

>
| 1841 1941 2620XM  12621XM/ 2811 2501
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I Routers
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Logical [Root] New Cluster Move Object Set Tiled Background Viewport

3. ApxuTekTypa Cisco TrustSec — 9TO cucTema ynpaBreHns 6e30nacHOCTbIO CETU C

NMOMOLLbIO METOK 6e30nacHOCTM Secure Group Tag (SGT), KOTOpbIE NO CBOEMY 5
noTeHumnany HecyT ecnu He peBOSTIIOLNMOHHbLIN (XOTS HA MOW B3rNA4 UMEHHO Takou), TO ? ]
Y>X TOYHO HaMHOro bonee rnyooknn n NpoaBMHYTLIN NOAX04 K POpMUPOBAHNIO i
NONUTUK OOCTYNa B CETb C BO3MOXHOCTbLIO X AeTanusaumm n npuMeHeHus =
Npo3payvyHo Yepes BCHO CETb. <

4. YnyduweHHbIn VPN (Virtual Private Network, BUpTyanbHas yactHas ceTb —
00006LEHHOE Ha3BaHNE TEXHOMNOMMIMN, NO3BONAKOLWMX 0becneyYnTb OOHO UMK
HEeCKOINbKO CeTeBbIX COeANHEHUN (NOMMYECKYIO0 CETb) NOBEPX APYron ceTn (Hanpumep
NHTepHeT).

5. DyHKUUA IPS — ABNSAETCA BCTPOEHHbLIM peLleHneM ang rinyobokoro aHanmaa
ceTeBoro Tpadumka, kotopoe nomoraeT 10O Cisco I10S adpPpeKTUBHO

"-;'.l!l: 0 C;! g ".;Ag‘ ;:‘ﬁl.; LArd TIi)= v v : » - CJ ) A\ V . Rea'time
- - " z & = . Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
X - =7 s () () (=% —~ ~ L (S [ i) | Scenario 0 v
f‘?d.m/ e & I‘;‘ S Fo S FS FS P ‘, .;‘
l Routers | 1841 1941 | (2620xM (2621xM | 2811 2901 2911 819 | |Generic! |Generic/ New Delete
f;’ -~ s = Toggle PDU List Window
Select a Device to Drag and Drop to the Workspace
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MexxceTeBoW 3KpaH 3TO B MepByto odepenb punetp. icnonb3oBaHMe MeXCeTeBOoro

9KpaHa WCKNIYUTENbHO ANd MapLupyTusaumm dyaet HenpasuiibHbIM, TeM Bonee 4To ;:Z

MHOrve oyHKUMN OOCTYMHbI TONBbKO B TPAAULMOHHBLIX MapLUpyTU3aTopax: & -
- BGP (Border Gateway Protocol, NpoTOKON rpaHNYHOoro LW3a) — oMHaMU4eCKNn =Y

NMPOTOKOI1 MapLUpyTU3aLumu; &

- MPLS (Multiprotocol Label Switching, MHOronpoTOKOfibHast KOMMYyTaUMsa NO METKaM) | =
— MeXaHM3M B BbICOKONPOM3BOAUTENBHON TENEKOMMYHUKALMOHHOU CETH,
OCYLLeCTBNALNA Nepenadvy gaHHbIX OT O4HOIO y3rna CeTu K 4pYyromMy ¢ NoMOLLbHO
METOK;

- DMVPN (Dynamic Multipoint Virtual Private Network — guHammnyeckasa
MHOroTo4e4YyHas BUupTyaribHada 4YacTHada ceTb) — TEXHONIOrM4a ana cosgaHus
BUpTYanbHbIX YacTHbIX ceTel, pa3pabotaHHas Cisco Systems. r(

Time: 00:06:00 l Power Cycle Devices Fast Forward Time Realtime
) - = " : z & - . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
. £ - ~ —~ (7 () (= —~ —~ —~ (| (e 9 Scenario 0 v
A N e B & l«r‘i‘ 8 P8 P8 FS P8 P8 P
I Routers I 1841 1941 | |2620xm/ 2621xM | 2811 2901 2911 819 | Generic| |Generic/ New Delete
F,g L. s = Toggle PDU List Window
Select a Device to Drag and Drop to the Workspace
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TexHonornsa DMVPN aBnsaeTca ganbHenwnm passutmem VPN, n OCHOBbIBAETCH HA %
COBMECTHOM paboTe NpOoTOKOSI0B pa3peLlueHuns wn3a NHRP, npoTokosa Q
TYHHENMpoBaHUA MGRE, LUMpoBaHnsa IPSec 1 NPOTOKOSOB ANHAMUNYECKOM &
MapLupyTusaumm: OSPF, ODR, RIP, EIGRP, BGP,; e
- GRE (Generic Routing Encapsulation, 0bL1aa nHKkancynauns MapLupyToB) — ‘
NPOTOKOS TYHHENNPOBaHUSA CETEBbLIX MAKETOB, pa3paboTaHHbIN KoMmnaHuen Cisco e
Systemes.
Ero ocHoBHOE Ha3Ha4yeHne — MHKaNcynsaumsi nakeToB CETEBOrO YPOBHA CETEBOU
monaenu OSI B IP-nakeThl;
- WLAN Controller — 3T0 KOHTpOrnep 6ecnpoBoHON NOKaNbHOW CETH,
00bEeaAMHSAIOLLMA TOYKU OOCTYNa, YrpaBnsaoLwmn nx padbotoun, a Takke
LieHTpanuayoLLuii Tpaduk. , (o

=

Time: 00:06:00 l Power Cycle Devices Fast Forward Time Realtime
) " . = - : ~ % - . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
> g -’ —~ —~ [ ()| (= —~— —~ —~ e~ —~ y Scenario 0 v
?’% - - m o l.f:; -~ l«-;‘ .a;i .,—.-; ‘4; .-4; .4; i ‘[ .—-;“
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NS HSEDER VLIS

Lo e e e
4 R
B JaHHbIM MOMEHT CYLLECTBYET CepuUda MexceTeBblX aKpaHOB — Cisco ASA 5500. ;
OTa cepus yxe He npomnssoanTcs, a 2018 rog Obln 00bsABNEH NOCNEAHMM FOAO0OM €€ Q
TEXHUYECKOU NOAOEPKKM. -
Ha cmeHy aToi cepumn npuxoguT HoBas — Cisco ASA 5500-X. ey
B nvuHe ecTb GonblUoW BbiIOOp Moaenen npeaHasHavyeHHbIX Ana paboThbl Kak B =
OoMallHen ceTun, HebornbLUnX odpurcax, dunuanax, Tak n ansa donee KpynHbIX e
oduncos, aaTta-ueHTpoB, NHTepHeT-NpoBanaepoB UM OYEHb KPYMHbLIX CETEN.
TR L LEELLELE [ L s oo o [ s b oo
BPeF= T Ty e

— — i 3 g ‘ g 5 3 »)



Mbps/Gbps - max throughput
cps - connections per second CTapaﬂ CepMﬂ 5500

throughput - actual bandwidth that is available to a network, as opposed to
theoretical bandwidth
bandwidth - how much information a network can move at a period of time

ASA 5520
(450 Mbps, 12K cps)

(150 Mbps, 4000 cps)

!

ASA SM
(16 Gbps, 300K cps)

ASA 5550
(1.2 Gbps, 36K cps)

Branch Office Internet Edge Campus Data Center



Hoeas cepusa 5500-X

Bua cnepeawv

ASA 5512-X

ASA 5515-X

ASA 5525-X

ASA 5545-X

ASA 5555-X

 EER W IS @ - Em [ . I

Ycrpowcrao ASA 5500 IKBMBaNeHTHOE ycTponcTao ASA 5500-X
ASA 5510 ASA 5512-X
ASA 5510 Security Plus license ASA 5515 wnu ASA 5512 Security Plus license
ASA 5520 ASA 5525-X
ASA 5540 ASA 5545-X
ASA 5550 ASA 5555-X
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Cisco Packet Tracer Student

View Tools Extensions Help

<

A, . R
Cobepem HEDOSbLLYIO CETb, COCTOSILLYIO U3 ABYX E
r;i— _icn KOMMbIOTEPOB N MEXXCEeTeBOro akpaHa 5505. x
e serverT CeTb VIHTEpPHET, Kak 0b6bI4HO Dyaem amynmpoBaTb Q
N C MOMOLLIbIO MapLupyTm3aTtopa 1841 u cepBepa. Oq
Hy>XHO 3aMeTUTb, YTO Modernb ASA 5505 — 3To :

CKopee L3-KoMmyTaTop C PYHKLMEN MEXCETEBOIO
aKpaHa.

bornee ctapline moaenu, Takue Kak mogernb ASA
5510, mogenb ASA 5520 n moaernb ASA 5540 — 3TO
CKOpee MapLupyTusaTtopbl C PyHKLNEN
MEXCETEBOro aKpaHa.

Time: 06:37:55 l Power Cycle Devices Fast Forward Time
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)44 2y 2 MYBCTBYEFESB HACTPONKE MHTEpJIemTa ™= == " =
| 7 | | | €2 | _7-._):‘ J S

New Delete

Toggle PDU List Window




> X
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| Physical ] Config | CLI |

. -' %‘
. - §| (\ Q |)0 ,0 Rlm ASA Command Line Interface

I_Oglcal [Root] New Cluster Move Object Sending em=il TO EXPOILE@Cisco.com. 7~

WA AAA VI VI I VA A VIV I IV IIIVIOY Jarning FHVVR R AR AR AR AR AR AR AR

I

A}

Copyright (c) 1996-2011 by Cisco Systems, Inc.

Oprb'eaeM e Restricted Rights Legend
Use, duplicaticn, or disclosure by the Government is
HacmpouKu subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted

Rights clause at FAR sec. 52.227-1% and subparagraph
Me”{cemeeoao 3KpaHa (ec) (1) (ii) of the Rights in Technical Data and Computer
y4 Scftware clause at DFARS sec. 252.227-7013.
a Cisco Systems, Inc.
3axo UM 6 170 West Tasman Drive
San Jose, California 95134-1706é

npueuneaupOBaHHbla E!leading from flash...
B Pexum.
ﬂnﬂ 3moao Ha 6upa eM: Type help or '?' for a list of available commands.

ciscoasa>en

«enmn. chsemmret :
=y = lMosierisiemcsi T

npuanaweHue esecmu

naporsib.

llo ymon4yaHuro naporsib

< nycmodi, no3momy > T@j@}
i i i Realtime

Time: 02:32:40 I Power Cycle Devices Fast Forward Time

S . m ;; ’ / | / I npg% 9 H;)KUMa _McenaritSo v: Fire Last Status Source Destination Type Color Time(sec) Periodic Num  Edit Delete

l C cti I New Delete
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Ui}

Et0/0

Et0/1
ASAO

Toggle PDU List Window |

Copper Cross-Over
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{ Physical I Config | CLI ‘

ASA Command Line Interface

Logical [Root] New Cluster Move Object Copyright (c) 1996-2011 by Cisco Systems, Inc.

L[

Restricted Rights Legend

ﬂnﬂ npoeepku Use, duplication, or disclosure by the Government is

subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted

o4
603MO)’{Hocmeu Rights clause at FAR sec. 52.227-13 and subparagraph
(e) (1) (ii) of the Rights in Technical Data and Computer
%.———. Scftware clause at DFARS sec. 252.227-7013.
% B Mexxcemeegoeco IKpPaHa Ciseo Syscems, Inc.
roff=ro Server-PT

170 West Tasman Drive

San Jose, California 95134-170€

mModeJsiu ASA 5505
Habupaem:
% «show version».

Type help or '?' for a list of available commands.

ciscoasa>en

Password:

ciscoasa$
ciscoasagshow ver
ciscoasagshow version

: , [©

Time: 02:34:16 I Power Cycle Devices Fast Forward Time

Realtime
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> Cisco Packet Tracer Student

Edit Options Vi Tools Extensions Help

Physical ] Config [ CLI \

ASA Command Line Interface

New Cluster Move Object

Cisco Adaptive Security Appliance Software Version 8.4(2)
Device Manager Version 6.4(5)

BUOUM ee cum Compiled on Wed 15-Jun-11 18:17 by mnguyen
System image £f£ile is "disk0:/asaB842-k8.bin"
Config file at bocot was "startup-config"

npowueku. ciscoasa up 23 minutes 5€ seconds

Hardware: ASAS505, 512 MB RaM, CPU Geode 500 MHz
Internal ATA Compact Flash, 128MB
BIOS Flash MSOFWOlé @ 0x£££00000, Z2048KB

Encryption hardware device : Cisco ASA-5505 on-becard acceleratcr (revision 0x0)
Boot micreocode CN1000-MC-BOOT-2.00
SSL/IKE microcode CNLite-MC-SSLm-PLUS-2.03
IPSec microcede CNlite-MC-IPSECm-MAIN-2.0¢&
Number of accelerateors: 1

Internal-Data0/0 address is 44d3.caef.le2Z,
Ethernet0/0 address is 00E0.FSDS.1101,
Ethernet0/1 address is 00E0Q.FSDS.1102,
Ethernet0/2 address is 00E0.FSDS.1103,
Ethernet0/3 address is 00E0.FSDS.1104,
Ethernet0/4 address is 00E0.FSDS.1105,
Ethernet0/5 address is 00E0.FSDS.110s¢,
Ethernet0/& address is 00E0.FSDS.1107,
Ethernet0/7 address is 00E0.FSDS.1108,
Internal-Datal/1 address is 0000.0003.0002,

c > [©

Time: 02:38:49 I Power Cycle Devices Fast Forward Time Realtime
@ s . m 7; r = (;‘ pm— = = p _ e ‘ D [Scenario 0 ” Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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’ Toggle PDU List Window ’
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Cisco Packet Tracer Student

New Cluster Move Object

Yymb Hu)xe sudum chaiin
rnpowueKu.

Physical ] Config j CLI \

ASA Command Line Interface

Device Manager Version €.4(5)

Compiled on Wed 15-Jun-11 18:17 by mnguyen

EVELAS WS ELEWfile is “"diskO:/asa842-k8_bin"|

Config file at bocot was "startup-config"
ciscoasa up 23 minutes 5& seconds

Hardware: ASAS505, 512 MB RaM, CPU Geode 500 MHz
Internal ATA Compact Flash, 128MB
BIOS Flash MSOFWOlé @ 0x£££00000, Z2048KB
Encryption hardware device :
Boot micreocode
SSL/IKE microcode
IPSec microcede
Number of accelerators

is
is
is
is
is
is
is
is
is
is

address
address
address
address
address
address
address
address
address
address

Internal-Datal/0
Ethernet0/0
Ethernet0/1
Ethernet0/2
Ethernet0/3
Ethernet0/4
Ethernet0/5
Ethernet0/€
Ethernet0/7
Internal-Datal/1

Cisco Adaptive Security Appliance Software Version 8.4(2)

Cisco ASA-5505 on-board

44d3 _caef_ lezZ,
00E0Q.FSD9.1101,
00E0Q.FSD9.1102,
00E0Q.FSD9.1103,
00E0Q.FSDS9.1104,
00E0Q.FSD9.1105,
00E0Q.FSD9.1108,
00E0.FSD9.1107,
00E0Q.FSDS.1108,
0000.0003.0002,

accelerator (revision 0x0)
CN1000-MC-BOOT-2.00
CNLite-MC-SSLm-PLUS-2.03
CNlite-MC-IPSECm-MAIN-2 .06
1

, [©

<
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New Cluster

Cisco Packet Tracer Student

Move Object

Hanee Haxodum
OCHOBHbI€e napamempsbl
npowusku

HU)>Ke — nopmeai.

i§§gﬁ}.—--—-—4}
11 Server-PT

s o Server0

Physical I Config | CLI ‘

ASA Command Line Interface

Cisco Adaptive Security Appliance Software Version 8.4(2)
Device Manager Version €.4(5)

Compiled on Wed 15-Jun-11 18:17 by mnguyen
System image £ile is "disk0:/2sa842-k8.bin"
Config file at bocot was "startup-config"

ciscoasa up 23 minutes 5& seconds

[Hardware: ASAS5505, 512 MB RaM, CPU Gecde 500 MHz
Internal ATA Compact Flash, 128MB
BIOS Flash MSOFWOlé @ 0x£££00000, Z2048KB

Cisco ASA-5505 on-board
Boot micreocode

accelerator (revision 0x0)
CN1000-MC-BOOT-2.00
SSL/IKE microcode CNLite-MC-SSLm-PLUS-2.03
IPSec microcede CNlite-MC-IPSECm-MAIN-2.0¢&
Number of accelerateors: 1

Encryption hardware device :

address is
address is
address is
address is
address is
address is
address is
address is
address is
address is

Internal-Datal/0
Ethernet0/0
Ethernet0/1
Ethernet0/2
Ethernet0/3
Ethernet0/4
Ethernet0/5
Ethernet0/€
Ethernet0/7
Internal-Datal/1

44d3.caef.lezZ,
00E0Q.FSD9.1101,
00E0Q.FSD9.1102,
00E0Q.FSD9.1103,
00E0Q.FSDS9.1104,
00E0Q.FSD9.1105,
00E0Q.FSD9.1108,
00E0.FSD9.1107,
00E0Q.FSDS.1108,
0000.0003.0002,

, [©

<
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[Root]

v .

Cisco Packet Tracer Student

New Cluster Move Object

L

JX

——

Server-PT
Server0

EtD/0 &

EtD/2

—
PC-PT
PC1

lMepemewaemcsi 8 caMbiu
HUS3.

Budum, umo
ycmaHoeJsieHa 6a3oeas
JIUUEH3UsI.

Ha OaHHbIU MOMEeHmM
CMEeHUMb €€ HEB8O3MOKHO.

2 X
i Physical l Config | CLI
ASA Command Line Interface
Licensed features for this platform: A
Maximum Physical Interfaces 2358 perpetual
VLANs =5 ) DMZ Restricted
Dual ISPs : Disabled perpetual
VLAN Trunk Ports Z20) perpetual
Inside Hosts : 10 perpetual
Failover : Disabled perpetual
VEN-DES : Enabled perpetual
VEN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers Py 4 perpetual
AnyConnect Essentials : Disabled perpetual
Cther VBN Peers =:-10 perpetual
Total VEN Peers %25 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisce VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions =2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Serial Number: JMX153&TZFS
Running Permanent Activation Key: OxB8L39GMEH OxPGAEST7ZH O0xI74W8T07 OxVMQRVKBS
0x72F1UL&l
Configuration register is 0Oxl
Configuration has not been modified since last system restart.
ciscoasa$ v

Copy | |

Paste
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T
[0
Tl
1
3
]
i

i Physical I Config |

ASA Command Line Interface

I-Oglcal New Cluster Move Object Licensed features for this platform:
e Maximum Physical Interfaces SR perpetual
j& =
Dual ISPs : Disabled perpetual
MakcumanbHoe VAN Tounk sorss o Faperaas
Inside Hosts : 10 perpetual
Failover : Disabled perpetual
Kosiudecmeo VLANs pagHoO Vo aiie  mavind et
S p VEN-3DES-AES : Enabled perpetual
—— AnyConnect Premium Peers e perpetual
i AnyConnect Essentials : Disabled perpetual
Server-PT mpeM. Other VPN Peers =:-10 perpetual
Server0 Total VEN Peers %25 perpetual
I'T} Shared License : Disabled perpetual
n u4yem oaUH u3 Hux (DNZ AnyCrRinacs AaE Mot  Disabled AREEGERT
V4 AnyConnect for Cisce VPN Phone : Disabled perpetual
Et0/0 Advanced Endpoint Assessment : Disabled perpetual
S UC Phone Proxy Sessions 2 perpetual
KaK npae uno Total UC Proxy Sessions 22 perpetual
Botnet Traffic Filter : Disabled perpetual
t0/2 Ao Intercompany Media Engine : Disabled perpetual
OapaHuquHb'u' This platform has a Base license.
Serial Number: JMX153&TZFS
Running Permanent Activation Key: O0x8L39GM6EH OxPGAEST72H OxI74W8T07 OxVMQRVKBS
0x72F1ULE1
Configuration register is Oxl
Configuration has not been modified since last system restart.
it n':.;(_:_:ﬁ,_,, ciscoasag

PCO PC1

< = @ =
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Ed Cisco Packet Tracer Student

'_ 'P'Hys'icarl ] Confiig”' CLI

ASA Command Line Interface

[Root] New Cluster Move Object

Licensed features for this platform: A
Maximum Physical Interfaces 2358 perpetual
VLANs : 3 DMZ Restricted
Dual ISPs : Disabled perpetual E
Takxe euOuM, Ymo y Hac i Fovns sz = pezpasua:
’ Inside Heosts : 10 perpetual
Failover : Disabled perpetual
Hem 803MO)XXHOCMuU vos_sot  onsepy S oo
. VEN-3DES-AES : Enabled perpetual
s AnyConnect Premium Peers e perpetual
AnyConnect Essentials : Disabled perpetual
ucrnosib3o8amsp Trunk Ports. | [=a ¥ oot
Ro ro Server0 Totzal VPN Peers 225 perpetual
Shared License : Disabled perpetual
3mo aeﬂaem AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisce VPN Phone : Disabled perpetual
Et0/0 Advanced Endpoint Assessment : Disabled perpetual
M UC Phone Proxy Sessions P perpetual
MaKemupoeaHue 6 CISCO Tetal UC Proxy Sessions =52 perpetual I
- Botnet Traffic Filter : Disabled perpetual
Et0/1 =.—_1 Et0/2 P k t T Intercompany Media Engine : Disabled perpetual
zggg a C e ra Ce r eerMa This platform has a Base license.
a 6 Serial Number: JMX1S53&TZ2F3
Hey O HblMl Running Permanent Activation Key: O0x8L39GM6H OxPGAEST7ZH O0xI74W8TO07 OxVMQRVKBS
0x72F1UL&l
Configuration register is Oxl
EyaeM maamb Hoeb,e Configuration has not been modified since last system restart.
F——— 5 am ciscoasag v
% eepcuu, a moka npuoémcs
Bed PC1 p V4 p | Copy Paste
pabomamb ¢ meM, Ymo

ecms.
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| Physical ] Confiigrv CLI

ASA Command Line Interface

Logical [Root] New Cluster Move Object

llpoeepum )

rnpedHacmpoukKu T——

names

Ir'_"

(&

r

n’i“‘“*i Me)xKcemeaso20 IKpaHa: T

switchpeort access vlan 2
R

T = «show run». Buoum, ymo

. :;.m:er ce Ethernet0/2 ‘
interface Ethernet0/0 g

interface

i i oripedesiéH 80 vlan 2, no

5505
ASAD

g . "N
S

Et0/0
Ethernet0/4
ce Ethernet0/5

YMoOJ14aHUro OH outside

interface

(6HewHUL), security-level =0 | [sezeee v

nameif inside

Ethernetl/¢é

Ethernet0/7

I h I h I h I h
W W

security-level 100

WF:TI E_F{-r! (ypoeeHb 3au‘umb' paeeH !ip address 192.168.1.1 255.255.255.0

PCO PC1 interface VlanZ
nameif ocutside

OcmanbHbie uHmepe i YRPEHERERET Y6 Tan 1, T

10 yMoJs14aHUro — inside (6HympeHHue), security-level |:
—100 U y)XXe Ha3Ha4eH ip-address 192.168.1.1 S (e
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2 Cisco Packet Tracer Student s - X
& - | B )
= = ool L BN ASA Command Line Interface
Logical [Root] New Cluster Move Object r =
M interface Ethernet0/5
i OnyckaeMcsi ew,é HUXXe U
interface Ethernetl/7
| euduM, Ymo no
nameif inside
ul’?'---*i yMoOJ14aHUKO HacmpoeH p addrass 192.168.1.1 265.286.286.0
Roufer0 Sseervrfé;:-r ::.nte:face Vlanz
dhcp-cepBep Ha e o
ip address dhcp
o 8HYMPEHHEM g
14 !
"y . UHme euce. :
5505 3
ASAD !
3Imo 3Ha4Yum, oH 6ydem ;
pasdaeamb Ip-agpeca [
ssh timecut 5
WF{TJ T(':'.'Ff’r' noaknmquHb'M cpd address 192.168.1.5-192.168.1.35 inside
PCO PC1 dhcpd enable inside
KOMnbmmepaM. ?hcpd auto_config cutside
r!:iscoasat v
| Copy || Paste
< =,
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Cisco Packet Tracer Student

_ Physical I Config | Desktop | Custom Interface ]

New Cluster Move Object IP Configuration
IP Configuration

ECﬂu 3mo eepHo, @® DHCP () static DHCP request successful.

IP Address 192.168.1.5

no.r’quM | p-aﬂ'pec aﬂﬂ Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1

KOMnbmmepa P CO- DNS Server
Cpa 6oman0, i p -a‘E" pe C IPv6 Configuration

(O DHCP () Auto Config (® Static

n Oﬂyqe H . IPv6 Address ‘

Link Local Address 1FE80: :206:2AFF:FE7E: 4634

IPv6 Gateway ‘

IPv6 DNS Server \

‘ » [©
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Fle Edit Options V s Extens Help

A= "2 HE MO L 00 M

IP Configuration
- IP Configuration

JX; i To qu mame nonquM (® DHCP () Static DHCP request successful.

IP Address 192.168.1.6

ip-aApecC OJIst KOMIMBIOMEPA || swnetwasc  2osossm
P C 1 Default Gateway 192.168.1.1

Pe 3 y nbmam mom )Ke’ IPV6 Configuration

(O DHCP () Auto Config (@) Static

i p'a.ﬂ. pe cn Oﬂyqu . IPv6 Address \

Link Local Address {FEBO: :20D:BDFF:FEC0:13DA

[ Physical Config | Desktop | Custom Interface
R R As i, ] it erat i oAl e

IPv6 Gateway |

IPv6 DNS Server ]
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Logical

Cisco Packet Tracer Student

SR YIS

[Root] New Cluster

Move Object

T

Et0/1

e
PC-PT
PCO

<

2

.| Physical

Config CLI

ASA Command Line Interface

«enable password cisco» U co3dadum

nosib3oeamersisi admin ¢ MOPOJIEM CisCO:
«username admin password cisco»

lMpednonoxum, Ymo Ha 06H4:>Jn;4;,,:m?5 i
u3 KOMrnbrOomepoe dhopd sddress 192.168.1.6-191.168.1.56 inside

- aOMUHUCMIPAMOP XOYEM || | wrres s

R‘T" =i ydanéHHO

- adMuHUcmpupogamsp ASA. | |-zt e

> Ans 3mozo Ha ASA HaGupaemy:—:: = i = -

2o «conf t». 3a0a0uUM NapoOsIb HQ |==iimas s = e = v
rnpueunie2upoe8aHHbIl Pexum,

=, Hanpumep, cisco:

Time: 03:53:16 l Power Cycle Devices Fast Forward Time

Realiime

Se D>
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l
AfeTe

New
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Ed

Logical [Root]

Cisco Packet Tracer Student

b= cISIEE 00|00 R My

New Cluster Move Object

e
‘Q

|| Physical | config | CLI

ASA Command Line Interface

T

F”;*---*'
1881

Server-PT
R 0
Sy 53 Server0
Et0/0
%
Et0/1 g% Et0/2
5505
ASAD
a— ) y
PC-PT PC-PT
PCO PC1

<

Habupaewm:

«show runv.

Budum, ymo naposib Ha
exod0 8
NPUBUNETNMPOBaHHbIN PEXUM
U Ha 8x00 norb3oBaTens
(CM. aHU3Y)
3awughpoeaHsnl!

Imo o0Ha u3 pyHKyuU
6e3onacHocmu,
8KJ1IOYEHHBbIX 10
yMos14aHuro (e omsiu4ue
om KoMMymamopoe u

hostname ciscoasa

SRV FEEIN L W4 TncP7vT jpabaZzaF encrypted)

names

!

interface Ethernet0/0
switchport access vlan 2
!

interface Ethernet(/1
!

interface Ethernet/2
!

interface Ethernet(/3
!

interface Ethernetl/4
!

interface Ethernet(/5
!

interface Ethernetl/¢é
!

interface Ethernet(/7
!

interface Vlanl
nameif inside
security-level 100
ip address 152.168.1.1 255.255.255.0
!

interface Vlan2
nameif outside
security-level 0

ip address dhcp

username admin password 4IncP7vIjpabaZaF encrypted
!

<--- More --->

v
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2 _ Cisco Packet Tracer Student 2 R - X
L i‘ i‘ ZeE - I Physical ] Config | CLI
[ - ) i
=/ = LR PIE ASA Command Line Interface
Logical [Root] New Cluster Move Object ; =
-rj l {:elnet-: timecut S
5. Bbi6epem npomokos SSH, nao | ===
dhcpd address 192.168.1.5-192.1€8.1.35 inside
dhcpd enzble inside
KomOPOMy 6yaeM :lhcpd auto_config cutside
— D s :
Co *' ocywecmesisimb yOanéHHbIU.
roff=ro Server-PT !
Server0 e !
docmyn, YKa3bI8aeM ip-afPEeC e - 1
EtO/O cemu u uHmepweac co;é;gure _m comnd’i}/\zp;iPD::;ress of the heost and/or network authorized to ’"
L ogin to the system
X:X:-X:X:-:X/<0-128> ;Pgé a:ldr::s/pie;ix autheorized to legin to the system i
| imecu Configure ssh idle timecu
Et0/1 == Et0/2 TaK KaK KOMaHaa anuHHaﬂ, ci:cnasat(;cnnfig)#ssh 192.1621.11.0 255.2;5.;55.0 zns
222(5] c%scoasaicon::}g;: 192.168.1.0 255.255.255.0 inside
ciscoasa(confi v
0s151 IpocMompa eapuaHmMoE —
rnoJib3yemMcsi 3HAKOM « ’»: _
= = «ssh192.168.1.0 255.255.255.0 inside.
PC1
Time: 04:08:17 l Power Cycle Devices Fast Forward Time Realtime
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‘ 3 M Physical | config | cu1 |
7 o Y = oo |
- =] ) - _ ASA Command Line Interface
Loglcal [Root] New Cluster Move Object [ AATA-A- A7 UTIZEY IFVE SUNrESSPIEIIX SUUNUITZET UU IOgIN TU e SySTem

timeout Configure ssh idle timeocut
ciscoasa(config)gssh 192.168.1.0 255.255.255.0 ins
ciscoasa(config)$ssh 152.168.1.0 255.255.255.0 inside
ciscoasa(confiqg)$
ciscoasa(config) #aaa aut
ciscoasa(config) §aaa authentication ?

= configure mode commands/options:
~ Y ssh SSH
e ——
?._ telnet Telnet

T

)

(f&

ciscoasa(config)faza authentication ssh ?

1881
roff=ro Server-PT
Server0 configure mode commands/cptions:
conscle Specify this keyword to identify a server group for administrative
authentication
ciscoasa(config) faaa authentication ssh co
EtO/O ciscoasal(config)faza authentication ssh console ?

configure mode commands/cptions:
LOCAL Predefined server tag for ARA protocel 'local'
Et0/1 Et0/2 ciscoasa(config)$aaa authentication ssh console L

i e e} === cuthentication ssh console LOCAL |
ciscoasalconfig)$ v
Copy ‘ Paste
- —
PC-PT “bC-PT
PCo PC1

Hanee 3a0aém napamempsbl aymeHmudbukauyuu rnosib3oeamerisi. Tak Kak
KOMaHOa OJIUHHas1, Osisi IPOCMOompa eapuaHmMoe rnosib3yeMcCsl 3HaKOM «?»;
«aaa authentication ssh console LOCAL».
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Ed Cisco Packet Tracer Student

\| Physical | config | CLI |

DO HSEIENEGN b S

Logical [Root]

)

(f&

ASA Command Line Interface

New Cluster Move Object

cilsceoasa(coniig) ¥
cisceoasa(config)§

cisceoasa(config) 9m

Habepém komaHOy: i

ASA Version 8.4(2)

«show run». e s

enable password 4IncP7vIjpabaZaF encrypted

IL" hd names
a amomM ycmpoucmee !

interface Ethernet0/0

switchpert access vlan 2

EtD/0 &

Et0/1 Et0/2
5505
ASAD

PC-PT PC-PT
PCO PC1

OHa docmynHa e Js1irobou

MOMeHmM (He maK KaK Ha
KoOMMymamopax u
Mapuipymu3amopax).

!
interface
!
interface
!
interface
!
interface
!
interface
1

interface
1

Ethernet0/2

Ethernet0/3

Ethernet0/4

Ethernet0/5

Ethernet0/€

Ethernet0/7

interface Vlanl

nameif inside

security-level 100

ip address 1592.168.1.1 255.255.255.0
1

interface Vlan2

nameif outside

security-level 0

ip address dhecp
1

| Copy : Paste
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Cisco Packet Tracer Student

o

o

& PCO =
' Physical Config Desktop Custom Interface
= e =SiiE——— | ——

Logical [Root]

New Cluster Move Object

| |
1 |
)

s—ff

1881

Server-PT
R 0
Sy 53 Server0
Et0/0
EtD/1 Mo Et0/2
5505
ASAD
4 ! I
—
PC-PT PC-PT
PCO PC1

<

lNonpobyem yOasriéHHO
MOOKI/TI0YUMbLCS K
MeXXcemeeoMy 3KpPaHy C
KomMmnbromepa PCO:

«ssh -l admin 192.168.1.1»,
napoJib: cisco.

Bxodum e
npueusie2upo8aHHbIU
PEeXum: «en», NapPoJib: Cisco,
dasiee: «show run».
Budum, ymo yoasiéHHbIU
docmyrn HacmpoeH!!!

Command Prompt

Packet Tracer PC Command Line 1.0
PC>ssh -1 admin 152.168.1.1
Cpen

Password:

ciscoasa»en
Password:
ciscoasag
ciscoasagshow run
: Saved

ASA Version 8.4(2)

!

hostname ciscoasa
enable password 4IncP7vIjpabaZaF encrypted

names

!

interface Ethernet0/0
switchport access vlan 2
!

interface Ethernet0/1
!

interface Ethernet0/2
!

interface Ethernet(0/3
!

interface Ethernet0/4
!

interface Ethernet0/5S
!

interface Ethernet0/€
<--- More --->
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Logical [Root]

Do SIS

New Cluster Move Object

T

181
oufer0
Et0/0

EtO/1 Sl Eto/2
5505
ASAQ

—t /
PC-PT
PCO

Mo ymonyaHuto pa3péltiBIERPBEYRA« c 60s1ee 8bICOKO20 YPOBHSI do8epust Ha
6os1ee HU3KuUdU.

Y Hac sHympeHHsisi cemb uMeem security-level 100, @ eHeWwHss1 — security-level 0. To

pe— ]
PC-PT

PC1

Hacmpoum ypoeeHb
doeepusi K uHmepghelcy
Security Level. Yem ebiwe
e20 3Ha4YeHue, meM 8biue
ypoeeHb dosepusi. CaMblii
BbICOKWIN YPOBEHb JOBEPUS —
Yy 8HympeHHe20
uHmepgeuca. Cambiu
HU3KUN — Y eHeWHe20

> X

|| Physical | config | CLI

ASA Command Line Interface
B

security-level 100
ip address 192.168.1.1 255.255.255.0

username admin passwor d 4IncP7vTjpabaZaF encrypted

eCMmb U3 8HEWHeU cemu rno ymoJsiHaHuro mpaguk 3aKpbim. o R
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Cisco Packet Tracer Student

[ Physical

T

OO IR |)° e | S, _ ASA Command Line Interface
Logical [Root] New Cluster Move Object - =
(T !
AF YpoeeHb doeepusi K S -

UHmep¢eucy Secu rlty Level ;di:: add;iSSA19?(;16841'5_192'168.1'35 inside

e MO>XHO J1eeKO USMeHUMms,, L sy e

roff=ro Server-PT 1 o

T " HanpumMep, Ha 95.
e Anst amoeo e pexxume e i
con S car a2nobasibHO20 ciscoese contigi) s

s c%scoasa:Show i =
KOHbu2ypupoeaHusi
Habupaem: — H

o = «int vlan 1»,
«security-level 95»,
«end»,
«show run».
Time: 05:03:01 I Power Cycle Devices Fast Forward Time Realtime
P:g - . m :; — > @ - '.‘ - N - ~ L\ — : D fSCenarisO v: Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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File Edit Options

=

S =
.'*-,-—'

Logical

—
=]

ns Help

R

[Root]

L 0| M

New Cluster Move Object

Physical ] Config j CLI \

L[

<

EtD/2

Buodum, ymo Security Level
u3meHuJsicsi co 100 Ha 95.

ASA Command Line Interface

[ITIICELISCE =CHEINECUr o
!
interface Ethernet0/7
1
interface Vlanl
nameif inside
ip address 192.168.1.1 255.255.255.0
1
interface Vlan2
nameif outside
security-level 0O
ip address dhcp

aa authentication ssh conscle LOCAL

1
1
1
1
1
1
a
1
1

username admin password 4IncP7vIjpabaZaF encrypted
L==="More ===

, [©
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2 . Cisco Packet Tracer Student E 3

o

| Physical l Config | CLI | .

A= EENN]00 S E

ASA Command Line Interface

Logical [Root] New Cluster Move Object .
| ! "
= telnet timecut S
‘& ssh 1592.1€68.1.0 255.255.255.0 inside
ssh timecut S
!
w 2. v _Eidigar o o sve
| Hacmpoum eHewHUU hopa smania soasie
— dhcpd aute_config cutside
¢ ’i‘.--—.' m p¢ WP ! -
R; lro . e T uH e euc. :
Server0 i
«conf ty, !
ciscoasagconf t
Et0/0 . I c:?.scoasa (con::ﬁ.gi?ifn: 2 vla:d2
] (( I nt V a n 2 )) . z;:zz:::t:z:i;g—if:#;z :ddx:ess 210.210.0.2 255.255.255.252 -
. J‘ . ~ ciscoasa(config-if)#nc sh
B a " ' M - m ciscoasa(config-if) §no shutdown
= 5505 e ee e Ip aﬂpec’ KO opb'u ciscoasa(config-if) gexit
npeodnosioKumesibHO, HaM | === “
p 4 [ Copy i Paste
ebldaJsi npoesaudep: I EE——————

vt ot «ip address 210.210.0.2 255.255.255.252»,
«no shutdown»,
«exity»,
«show run».

: » [©
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. - Cisco Packet Tracer Student

Options  Vie Tools Extensions Help

S EIENRGY el S

I Physical ] Config [ CLI \

ASA Command Line Interface

New Cluster Move Object r

interface Ethernet0/5S
!

Budum, ymo eHewHUU S

interface Ethernet0/7

ip-agpec nponucat. L

nameif inside
security-level 395

ip address 1592.168.1.1
!

interface Vlan2

nameif outside
security-level 0

ip address 210.210.0.2

1
1
1
]
]
1
aaa authentication ssh conscle LOCAL
!

c > [©

Time: 05:22:26 I Power Cycle Devices Fast Forward Time Realtime
- = - - X— X ] E—E; Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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Physical | Config | cu "

I0S Command Line Interface

Logical New Cluster Move Object

[ [

j&

RELEASE SOFIWARE (£c2)
Technical Suppert: http://www.cisco.com/techsupport

Hacmpoum S e
210,210.1.1 255.255.255.0 Map wpym u3 amop --- System Configuration Dialeg ---

Et0/1
Jo———= ] .
wow ) Mposatidepa:
«n», «eny,

210.210.0.1 255.255.255.252 Server0
. Router>en
(( I nt fa 0/0 ))’ Reutergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Continue with configuration dialeg? ([yes/necl: n

Press RETURN to get started!

Router (config) §int £20/0

L]
«ip address 210.210.0.1
. . . Router (config-if) #ip address 210.210.0.1 255.255.255.252

Router (config-if) $no sh

255.255.255.252», e { e 4] e bttt

Router(config-if) ¢
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state toc up

(( nO Sh Utdown ))I RLINEPROTO-5-UPDOWN: Line protccol con Interface FastEthernet0/0, changed state to

up

L]
jF;(w.‘:P'i" ‘"T:;;C;-b"f'l (( ex I t ))’ Router(config-if) gexitc

PCO PC1 Router (config) #int £a20/1
Router (config-if) #ip address 210.210.1.1 255.255.255.0

«ip address 210.210.1.1 2‘%@5@@/ QS)S.O», e e e

$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

(( n O S h utd Own ))’ $LINEPROTO-S5-UPDOWN: Line protocel on Interface FastEthernet0/1l, changed state to

up
«end», «wr memny». Routex (contig=42)tand
ocuter$
%SYS-5-CONFIG_I: Configured from conscle by conscle
<
Routerfwr mem
Time: 05:33:46 I Power Cycle Devices Fast Forward Time Building configuration...
. [OK]
. e —— am— - ] O — L1 1] (-
S o Il m :; Fo | &7 7 s | | ( ‘ ‘ 1) | Scenario 0 v Routers
CAlalvdl sl gl cal -l valv4 S —
[ Connections J[— — s J = = ’ New H Delete |
g ) s = ’Toggle PDU List Window i
Copper Cross-Over
. » - — - =~ 0
s : z = p 4 y »I.% 0




a0

File Edit Options Viey Tools Extension

A= " 2 HE AN

Help

. [ Physical Config Services Desktop ‘ Custom Interface l
o0 0 m . ysical | |

Logical [Root] New Cluster Move Object a1 I B w——— B |
s

IP Configuration

JX: i Ha cmpo UM cepeep. Interface kFastEthernetO v'

210.210.1.2 255,255.255.0 IP Configuration

210,210.1.1 255,255,255.0 BeeaéM ip-a,ﬂ,peC : ) DHCP (® Static

Et0/1
/ IP Address 210.210.1.2
-+ 210.210.1.2
« . A.Z» Subnet Mask 255.255.255.0
181 ’
E0/0 o oforo Server-PT
210,210.0.1 255,255,255.252 Server0 MaCK . Default Gateway 210.210.1.1
y ° DNS Server

«255.255.255.0» u 1Pv6 Configuration

(O DHCP (O Auto Config @ Static

w.r"'O3 no yMOanHUI-O: IPv6 Address

Link Local Address FE80::207:ECFF:FE91:C2EC

«210.210.1.1». 1PV Gateway

IPv6 DNS Server

‘ » [©
Time: 05:43:49 I Power Cycle Devices Fast Forward Time Realtime
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Cisco Packet Tracer _itum

i Physical I Config \ CLI ‘

= E'Ei BEn '1|/°/°/°|M;»;-

Logical [Root] New Cluster Move Object

i,

ASA Command Line Interface

telnet timecut §
ssh 192.168.1.0 255.255.255.0 inside

lpoeepum cesa3b ¢ i i

210.210.1.2 255.255.255.0 dhcpd address 1592.168.1.5-152.168.1.35 inside

2102011 285.2552550 L Me)Kcemeaeoec0o IKPaHa Ha :z abld
"‘i Mapuipymu3amop:

1
Et0/0 Ro r0 Server-PT

210.210.0.1 255.255.255.252 Server0 « p | N g 2 10 . 2 10 . O . 1 ». ;iscoasa(config, "

ciscoasa(config) ping 210.210.0.1

e L Budum, ymo cesizb ecmb! i K

Sending 5, 100-byte ICMP Echos teo 210.210.0.1, timecut is 2 seconds:

B lalal- S - - - - [ - ael-ok"  (4/5), round-trip min/avg/max = 0/0/3 ms

Et0/2
ciscoasa(config) §
ciscoasa(config)$
PC-PT PC-PT
PCO PC1

: , [©

Time: 05:48:55 I Power Cycle Devices Fast Forward Time Realtime
@ . m > T — e D @ | G G | D \'Scenarioo = Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
- > I« */\a <% Be / Scenariod V]
[ Connections ] l'— J ) - W | ) ) : ’ New H Delete

|
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f u Cisco Packet Tracer Student X
File Edit Options View Tools Extensions Help e ———— o ——
‘ —.I — | : Physical l Config CLI
B m = L 3 = e | 4o il
= | EEEAN O 00 ,
e ASA Command Line Interface
Logical [Root] New Cluster Move Object -
| ciscoasa(config) $#ping 210.210.0.1 A
& — Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 210.210.0.1, timeocut is 2 seconds:
- FTIY
210.210.1.2 255.255.255.0 Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/3 ms
210.210.1.1 255.255.255.0 Eto/1 Sicniuateontial s
) ot ciscoasa(config) #route ?
11 configure mode commands/options:
E0/0 o oforo Server-PT inside Name of interface Vlanl
210.210.0.1 255.255.255.252 Server0 cutside Name of interface VlanZ
cisceasa(config) #xoute o
cisceoasa(config) §rocute cutside ?
Et0/0 configure mode commands/options:
| Hostname or A.B.C.D The foreign network for this route, 0 means default
ciscecasa({config) §route outside 0.0.0.0 0.0.0.0 ?
Et0/1 EtD/2 configure meode commands/options:
5505 Hostname or A.B.C.D The address of the gateway by which the foreign network
ASAD is reached.
ciscoasa({config) #route outside 0.0.0.0 0.0.0.0 210.210.0.1
ciscoasa(config) éend
ciscoasag
ciscoasa$ v
i Copy f Paste \
PC-PT “pC-PT
PCO PC1 s =
lMponuwem mapuwipym no ymosidyaHuro. Tak kKak KoMaHOa OJIUHHasI,
asiss npocMompa eapuaHmMos rnosib3yeMcsi 3HaKOM «?»;
. [}
L]
«route outside 0.0.0.0 0.0.0.0 210.210.0.1»,
«end».
«  [©
Time: 05:56:46 I Power Cycle Devices Fast Forward Time Realtime
Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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f 9" Cisco Packet Tracer Student & : a

I_Ogical New Cluster Move Object a2 B-foia]-T-0-REein)sbob Ko 2 fu20 1 -re)
ciscoasa(config) §route cutside ?

L X
Ewé pa3 npoBepuUM CBAI3DL | |- = cmnisorsions.
Hostname or A.B.C.D The foreign network for this route, 0 means default

210.210.1.2 255.255.255.0 ciscecasa(config)#route outside 0.0.0.0 0.0.0.0 ?

210.210,1,1255.255.255.0 C MeXXCcemeB020 IKPAHA HA | |--csuwe mue comansaopions:

Et0/1 Hostname or A.B.C.D The address of the gateway by which the foreign network

i Physical I Config |

ASA Command Line Interface

[ [

j&

—~ is reached.

~ —— .
‘ epeep. ciscoasa({config) #route outside 0.0.0.0 0.0.0.0 210.210.0.1

1881 ciscoasa(config) éend
Et0/0 rver-BT
Rouger0 Server ciscoasa$

210.210.0.1 255.255.255.252 Server0 « pl ng 2 10 ] 2 10 ] O . 1 » . ciscoasa$ping 210.210.1.2
con | Budum, ymo cesizb ecmb! “

Sending 5, 100-byte ICMP Echos to 210.210.1.2, timeout is 2 seconds:

Success rate is €0 percent (3/5), round-trip min/favg/max = 1/1/3 ms

cisceasagping 210.210.1.2

Et0/2
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 210.210.1.2, timecut is 2 seconds:
B R e S RN o aae8? (5/5), round-trip min/avg/max 0/0/1 ms
ciscoasag
S,
PC-PT PC-PT
PCO PC1

< > T@

Time: 06:18:07 I Power Cycle Devices Fast Forward Time Realtime
- — T =F ¥ ¥ ¥ Y e o N a [ 2 | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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3 Cisco Packet Tracer Student ‘ ¥ PCY

Physical Config Desktop Custom Interface N‘
A

= I O I = (|} P

New Cluster Move Object

Command Prompt '

llpoeepumM cesizb 0OHO20 =

PC>

210,210.1.1 255.255.255.0 Eto/ u3 KOMnbmmepoe c igi

W ease | Mapuwpymu3amopom

210.210.0.1 255.255,255.252 Server0 npoeaadepa . ]
L] PC>ping .210.0.1
) . Pinging 210.210.0.1 with 32 bytes of data:
«ping 210.210.0.1».

Request timed out.

Request t,::.med out.
Buoum, ymo cesn3u Hem! e
ASAD

Ping statistics for 210.210.0.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

B

PC-PT PC-PT
PCO PC1 ul
<
< > | &
Time: 06:28:16 | Power Cycle Devices Fast Forward Time Realtime
v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

75 o ng' m’ -#:, 4 / > ("/, i § 5, = 9 i) | Scenario 0

l Connections | New Delete
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Ed Cisco Packet Tracer Student

® Routerd

Physical ‘ Config CLI

NeE T e Ncive Bl I0S Command Line Interface

UmobnI cesi3b nosisusiachb,
210.210.1.2 255.255.255.0 HeO6XOOUMO nponucamb

210,210.1.1 255,255.255.0 Router>
Eto/1 Reuter>en

..___-' Mapuwpym Ha Soimatsamie-e

Enter configuration commands, one per line. End with CNTL/Z.
Et0/0 16m1 Server-PT Router(config) #ip route 192.168.1.0 255.255.255.0 210.210.0.2

210.210.0.1255,255.255.252 | " Server0 Map wpym u3amope ;zﬁzz 5233233 :end

Routers #

npoea aaepa 6 Ha wy $5YS-5-CONFIG_I: Configured from console by conso le

Routerfwr mem

Building configuration...

JIOKaJIbHy10 cemb

Router$
Router$

(192.168.0.1 255.255.255.0) e y
yepes ip-aJpec Mexxcemesozo R
3KpaHa (210.210.0.2):
«eny,

«conf t»,

«ip route 192.168.1.0 255.255.255.0 210.210.0.2»,
«end», «wr memny.

— ) P/ P}
PC-PT PC-PT
PCO PC1

Time: 06:44:24 l Power Cycle Devices Fast Forward Time Realtime
?‘Fi p— . m ;; ‘,/ e S W '.‘ Y 8 : D [Scenario 0 v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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Cisco Packet Tracer Student

| ® PCT .
lj E S E‘l n — Physical Config Desktop Custom Interface d
| e ! it i Gik LR | HEER T Y -
o Ll =V [ e / M LA G e S )
i O — == | o o
Logical [Root] New Cluster - e =

J
)

210.210.1.2 255.,255.255.0

210.210.1.1 255.255.255.0 .
—~

/-‘\ S S — .
! f

11

=0 Rouger0

210.210.0.1 255.255.,255.252

Server-PT
Server0

EtD/0

Et0/1 ﬁ Et0/.

2
5505
ASAOD

/7
PC-PT
PCO

PC-PT
PC1

\
%

Command Prompt ‘ ‘

Ewe pa3 nposepumM cesi3b
OOGHO020 U3 KOMIMbOMepos ¢
Mapuwpymu3amopom
nposeatidepa:

«ping 210.210.0.1».

Budum, ymo cessi3u Hem!

[Toyemy? =
Bcé des1o e yposHsix Aoeepusi. gy |
ASA aedém ma6nuuy ceccudr IR
YpoeeHb dosepusi ¢
Mapuwipymu3amopa Ha Mexxcemeeou 3KpaH HU3KUU U 8
mabsiuuye ewé He 661710 0aHO HU OOHO20 pa3pewleHUusl.

Pinging 210.210.0.1 with 32 bytes of data:

Request timed
Request timed
Request timed
Request timed

out.
out.
out.
out.

Ping statistics for 210.210.0.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC>

PC>

PC>

PC>

PC>

PC>ping 210.210.0.1

Pinging 210.210.0.1 with 32 bytes of data:

Request timed out.

out.

out.
out.

< >

-

Time: 06:46:43 | Power Cycle Devices Fast Forward Time
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1% 60 4

New Delete

Toggle PDU List Window

Copper Cross-Over

S NS

A Bz f@ .al §) PYC e

11.01.2020



=

> X

Fie Edit Options View Tools Extensions |
. _‘I (\ q | | m » Physical ] Config CLI
-l 9 E . ’ '
- = )0 /0 i ASA Command Line Interface

Logical [Root] New Cluster Move Object TS ST T D INE TOTEIgN NETWOTY TOY AT TOUTE, U MESNT OETEUTT

| ciscecasa({config) §route outside 0.0.0.0 0.0.0.0 ?

A}

configure mode commands/cptions:
Hostname or A.B.C.D The address of the gateway by which the foreign network

202102220200 no yMonanu’o Ha ASA ciscoasa(config) #route ci;c:z::hzc.lé.o.o 0.0.0.0 210.210.0.1

210,210.1.1 255.255.255.0 ciscoasa(config) §end

Et0/1 ciscoasag
aciscoasa#ping 210.210.1.2

ﬁ%,__.i UHCcnekmupoegaHue mpagur
EtO/O 1881 Server-PT Type escape sequence to zbort.
Aoy, Roufer0 ekl He HacmpoeHo. Serlxclh;.ng S, 100-byte ICMP Echos to 210.210.1.2, timeout is 2 seconds:

L )

Success rate is &0 percent (3/5), round-trip min/avg/max = 1/1/3 ms

Codenaem amo.

Type escape sequence to zbort. =

CHaqana onpeaenﬂeM Sending S, 100-byte ICMP Echos to 210.210.1.2, timeout is 2 seconds:

Et0/0

Et0/1 5505’ Et0/2 Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

mun mpaguka, KomopbIil | |........

cisceoasa(config) §class-map inspection default
ciscoasa(config-cmap) #match default-inspection-traffic

Xom UM UcheKm upoeamb: ciscoasa(config-cmap) fexit

ciscoasal(confiqg)$ v

«conf t», [ cony | [ rame

"PC-PT pC-PT
PCO PC1 o

«class-map inspection_default»,
YKa3blieaeM eecb mpauk:
«match default-inspection-traffic»,

«exity.
: , [©

Time: 07:13:04 I Power Cycle Devices Fast Forward Time Realtime
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2

Cisco Packet Tracer Student LQ; L EmE X
: ‘ s i‘ E : i‘ EXEEE . LEY - = Physical ] Configr CLI
Vo H& BISEGID I/O o | S ASA Command Line Interface
Logical [Root] New Cluster Move Object || p=——rrr
I!‘T Success rate is €0 percent (3/5), reound-trip min/avg/max = 1/1/3 ms o
‘& — cisceoasagping 210.210.1.2
210.210.1.2 255.255.255.0 ‘qaﬂee co3daéM nonu UK LYDPe;eacape sequence ito:8bart:
m y Sending 5, 100-byte ICMP Eches to 210.210.1.2, timecut is 2 seconds:
210‘210.1.1255.255.255.0/ Et0/1 o ;iié;ss rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
P
l ¢ ——— (aeucmeue Had ciscoasagconf t
Et0/0 1881 ciscoasa(config)fclass-map inspection_default
210,210.0.1 255,255,255.252 Rouger0 Sseer;{fg;g-r cisceoasa(config-cmap) #match default-inspection-traffic
.210.0. .255.255. o ¢ Y g
mpa¢UKOM)' Zizzgzzzzzg:iig)ﬁiiii—{ip glecbal_policy #
ciscoasa(config-pmap) #class inspection default
Et0/0 (( po I icy_ m a p g I O ba I po I icy )) cisceoasa(config-pmap-c) 8Siscoasa(config—pmap) §class inspection_default
— ' % Invalid input detected at '~' marker. ﬂflf
Et0/1 ‘:—.‘E.-.':f' — 3mo aeacmeue ciscoasa(config-pmap-c) §ciscoasa (config-pmap-c) §inspect icmp
222(5] % Invalid input detected at '~' marker.
np UMeHﬂem CH K c::.scoasa (conf%g—pmap—c) §inspect icmp
st s B
C030aHHOMY HaMU Knaccy: | |a=ici: -
. . Copy Paste
- =, «class inspection_default»,
PCO PC1 -
1 [}
mpaghuka icmp :
L] L]
: «inspect icmp», o &
p—
Time: 07:20:53 l Power Cycle Devices Fast Forward Time Y7 DXi‘I’ \\ Realtime
A ) 1C77 . . = 5 - Ry, =
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2 Cisco Packet Tracer Student @ S=l X
e = L = = R S - - ol e 2l
File Edit Options iey ools Extensions Help L;f — ——
- —.I = i Physical Config CLI
N m = 3 3 : — | £ Sl L :
SR GEEIENEGED S .
e ASA Command Line Interface
Logical [Root] New Cluster Move Object e ~ —
- ciscoasa(config-pmap-c) #cisceasa(config-pmap) §class inspection default A
& — % Invalid input detected at '~' marker.
210.210.1.2 255.255,255.0 cisceoasa(config-pmap-c) #fiscoasa (config-pmap-c) #inspect icmp
210.210.1.1 255.255.255.0 - % Invalid input detected at '~' marker.
o~ ciscoasa(config-pmap-c) §inspect i
~ g-pmap P cmp
.‘ “ i e o ciscoasa(config-pmap-c) §
11 ciscecasa(config-pmap-c) §exit
Et0/0 olfero Server-PT ciscoasa(config) fciscoasa (config-pmap-c) fexit
210.210.0.1 255.255.255.252 Server0 -~
% Invalid input detected at '~' marker.
Jarnee ornpeoesisieM, 8 KAKOM |........ ... ooy s
Et0/0 ciscoasa(config)$ |
] cisceoasa(confiqg)$ -
) | HaripaeJieHuUuU oyoem ciscoasa (config) fend
4 ciscoasaiwr mem
Et0/1 Et0/2 Building configuration...
5505 Cryptochecksum: 058c285f 55e0062d 00ad1335 5dZaladd
ucnosib3oeams MOJIUMUKY i s c
1101 bytes copied in 2.714 secs (405 bytes/sec)
[OK]
UHCNeKmupogeaHusi mpaguUKa.-----
ciscoasa$ v
B Hawem cny4yae 80 ecex o | oo |
p- D - A
PC-PT “pC-PT

HarnpaeJsieHUsIX: —
«service-policy global_policy global»,
«endy,

«WI memny».
¢ > [©
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Cisco Packet Tracer Student

¥ PC1

Physical Config Desktop Custom Interface

Q

New Cluster Move

m

210.210.1.2
210,210.1.1 255.255.255.0 :
Et0/1
— /_\
[ L — — —
n 11
=0 Rouger0
210.210.0.1 255.255.255.252
Et0/0

EtD/1 t0/2

5505
ASAD

Ewe pa3 nposepumM cesi3b

255.255.255.0

) mMapwpymu3amopom
" npoeaudepa:
«ping 210.210.0.1».
Cesizb ecmb!

PC-PT

PC1

O0HO20 U3 KOMIbOMepoes C

PC>ping 2

Pinging 210.210.0.1 with 32 bytes of data:

Request timed out.

Reply from 210.210.0.1: bytes=32 time=12ms TTL=254
Reply from 210.210.0.1: bytes=32 time=0ms TTL=254
Reply from 210.210.0.1: bytes=32 time=0ms TTL=254

Ping statistics for 210.210.0.1:
Packets: Sent = 4, Received = 3, Lost = 1
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 12ms, Average = 4ms

(25% loss),

PC>ping 210.210.0.1
Pinging 210.210.0.1 with 32 bytes of data:

from 2
from
from
from 2

: bytes=32 time=2ms TTL=254
: bytes=32 time=lms TTL=254
: bytes time=0ms TTL=254
: bytes=32 time=lms TTL=254

Ping statistics for 210.210.0.1:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 2ms, Average = 1lms

(0% loss),

< >
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7S a | El m’ -~ 5 / > 2 i g i) | Scenario 0 v
/ . P ‘, v lj/'
l Connections | New Delete

2 =

Toggle PDU List Window
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Cisco Packet Tracer Student

¥ PC1

Physical Config Desktop Custom Interface

Q

New Cluster Move

m

210,210.1.1 255.255.255.0

210.210.1.2 255.,255.255.0

Et0/1 ——
~7 s
[ e — — — W W
Eojo 11 Server-PT
Rouger0
210.210.0.1 255.255.255.252 Server0
Et0/0
Et0/1 t0/2
5505
ASAOD
PC-PT PC-PT
PCO pC1

llpoeepum cesi3b

O0O0HO20 U3 KOMIMbOMepPos ¢
cepesepom:

«ping 210.210.1.2».

Ces3b ecmb!

PC>ping

Pinging -2 with 32 bytes of data:
Request timed out.
Request timed out.
Reply from 210.210.

2: bytes=32 time=0ms TTL=
Reply from 210.210.1.2:

: bytes=32 time=0ms TTL=

1.
1.

Ping statistics for 210.210.1.2:
Packets: Sent = 4, Received = 2, Lost = 2
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

(50% loss),

PC>ping 210.

Pinging 210.210.1.2 with 32 bytes of data:

from
from
from
from

bytes=32 time=2ms TTL=12¢
: bytes=32 time=4ms TTL=12¢
bytes time=1lms TTL=12¢&
: bytes=32 time=1lms TTL=12¢

[SH S SIS
[
[SR==r=)
[SI S SIS

NN NoNN

Ping statistics for 210.210.1.2:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 4ms, Average = 2Zms

(0% loss),

< >
Time: 31:38:37 | Power Cycle Devices Fast Forward Time Realtime
= i - | o 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
7S a | El m’ -~ 5 / > g i g i) | Scenario 0 v
., . P ‘) i L/'
l Connections | New Delete

2 =

Toggle PDU List Window
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Cisco Packet Tracer Student

Viel Tools Extensions Help

BB AN 000 M

| Physical l Config \ Services | Desktop ] Custom Interface |

HTTP

New Cluster Move Object

HTTP

llposepum Web-cepegep (HTTP). o« il
210.210.1.1 255.255.255.0 T Cepeep BKn"Oqu. File Manager

Et0/1

File Name

—— . |

copyrights.html

o Server-PT
210.210.0.1 255.255.255.252 Server0 cscoptlogo177x...

helloworld.html
image.html

index.html

New File } [ Import ]

c > [©

Time: 31:40:53 I Power Cycle Devices Fast Forward Time Realtime
- = - - X— X ] E—E; Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
S o . «; (‘ 7 % ‘ ( 5 [5cenano 0 v
B= 17 EZ G )
Connections | [—~ — v A et 2 ’ New H Delete \

Copper Cross-Over

[
g o s = ; > ’Toggle PDU List Window ’




Cisco Packet Tracer Student

Logical [Root]

NS IR ok

New Cluster Move Object

210.210.1.2 255.255.255.0

S —— o

. l
Server-PT
Server0

<

llpobyem soumu Ha
Web-cepeep .

He pabomaem.
lTouyemy?

MbI uHcnekmupyem
Ha ASA moJibKO
icmp-Tpadonk mpaguk.

UmobbiI 3apaboman
Web-cepeep HY)XHO ewé

UHcrnekmupoeamapb HTTP-TpauK.

_ 3 —— - A
| Physical | Config | Desktop | Custom Interface

eemme || | — 1 oy

Web Browser
| < || > | uRL |nttp:jj210.210.1.2 | @ ||

11 smpﬁ =

Request Timeout

Time: 31:46:19 I Power Cycle Devices Fast Forward Time

: @@T
Realtime

Connections

T e | New | Delete |

; Toggle PDU List Window

l
AgeFe

- -2 7]
L)

Copper Cross-Over

FICH=

| | Fire

"8 FPPEPEEBEY |t

Last Status

Source Destination

Type Color Time(sec) Periodic Num Edit

Delete




Cisco Packet Tracer Student

Options iev Tools Extensions

m

o

A= 2 ES Q0|00 8| MmL
Logical [Root] New Cluster Move Object

[ [

j&

ASA Command Line Interface

cisceoasa(confiqg)$

cisceoasa(config) éend

ciscecasaiwr mem

Building configuration...

Cryptochecksum: 058c285f 55e0062d 00ad1335 5dZaladd

1101 bytes copied in 2.714 secs (405 bytes/sec)
[OK]

ciscoasag
Coenaem amo. Ciamossaseont o
ciscoasa(config) §policy-map global peolicy
ciscoasa(config-pmap) #

o 1 7
Server0 BO uaeM 8 Ha cm O UKu ASA ciscoasa(config-pmap) #class inspection_default
p cisceoasa(config-pmap-c)$
cisceoasa(config-pmap-c) §inspect http
ciscoasa({config-pmap-c)$

210.210.0.1 255.255.255.252

: ciscoasa(config-pmap-c) #end
ciscoasag
ciscecasaiwr mem
(( CO nf t )) Building configuration...
4 Cryptochecksum: 058c285f 55e0062d 00ad1335 5dZaladd

111é bytes copied in 1.3€ secs (820 bytes/sec)

«policy-map global_policy»,
«class inspection_default»,
=, =.  «inspect http»,
- - «end»,
«Wr memny».

< > T@

Time: 31:55:48 I Power Cycle Devices Fast Forward Time Realtime
- — T =F ¥ ¥ ¥ Y e o N a [ 2 | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
e NO> (L “/ l/ [ o / Fe, 514 4 ‘ 9 [Scenario® i
| 7 [ e a3l | | f 22 | | ‘
[ Connections J—— e S J L = ’ New H Delete |
Afe e | Toggle PDU List Window
Copper Cross-Over
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Ti xtensions He

File Edit Options E>

s Viev Tools
= y
ZE s

Logical [Root]

rl /o /0 /91@\‘

New Cluster Move Object

L[

JXD

210.210.1.2 255,255.255.0

210.210.1.1 255.255.255.0
Et0/1

-——

Et0/0
210.210.0.1 255.255.255.252

Server-PT
Server0

Ewé pa3 npobyem eolimu Hz

Web-cepeep .

Ces13b nosseunacw!!!

>

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
C ights
Image page
Image

, [©

<
Time: 32:01:43 I Power Cycle Devices Fast Forward Time Realtime
@ - . m :; F—] rfw (7_] E {k/,_] ﬁ‘,w ¢ $ i ’f;\ ?] .*/‘ D Emﬁ Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
[ Connections | /e e e e | &2 L— ‘ | New || Delete |
g ) s = \Toggle PDU List Window i
Copper Cross-Over
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¥ Cisco Packet Tracer Student E3 ServerQ 253

- Physical Config Services Desktop Custom Interface
| 1 4;{’ ‘ii} + R - Fuaiif i
lj; 'D WE LS @ 1@ e Vor NN O i e ‘

~
f | il | g — L) p— | P> ¥ -
Logical [Root] New Cluster W‘

i O nPOBGPUM ceﬂ3b c cepeepa K Packet Tracer SERVER Command Line 1.0 [’

o OOHOMY U3 KOMMbIOMePOoa: || [N
. ] «ping 192.168.1.5». Reuers timed o
Cesi3u Hem u He 6ydem, il _ |
mak Kak ypoeeHb 0ocepusi Ha
ﬁ 8x00 U3eHe 8 Hauwly cemsb
/ \ OYeHb HU3Kud.
- - ASA amom mpadpuk He
= =+  nponyckaem, ecsiu MoJibKo
MbI He rnpornuwem sieHbIU
Access List.
3Imo 00HO U3 rnpeumyujecme cemeeabix 3KpaHoa!!!

< >
Time: 32:10:02 | Power Cycle Devices Fast Forward Time Realtime
Ky B , ’ .
N LR , -
7 ’ ‘,

D [scenario 0 v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
AR

New Delete

o

o
qQ

Toggle PDU List Window

0:47
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S 5y Cisco Packet Tracer Student ®
‘ , , , . , , /c | - | Physical | Config | CLI
- iziy QI

I0S Command Line Interface
Logical [Root] New Cluster Move Object I

o wwmusss PaCCMOMPUM HacmpoUky NAT
B Ha Cisco ASA. OHa
cywecmeeHHO omsiu4aemcsl |
om HacmpoukKu Ha o
Mapuwpymu3samope. e L B T TR
[nsi amoz2o cHavyana mbli e s 5y i
yoasiuM Ha Mapuwipymu3amop = <. .
npoeatidepa, co30aHHbIlU paHee: —
“ Mapuwpym e Hauly cems: -

«no ip route 192.168.1.0 255.255.255.0 210.210.0.2»,
«endy,

«KWIr memnm».,

: Jg@

4
Time: 32:18:02 l Power Cycle Devices Fast Forward Time Realtime
E"Fi - . m:; ,/. S W '.‘ Y &) 6 - ) Scenaribo v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
- A2l 4l Ml7al Al 2l -l Al V4

I Connections I
AJeFe=

- - -
p— L
14

New Delete '

Toggle PDU List Window
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¥ Cisco Packet Tracer Student EY PC1

Physical Config Desktop Custom Interface

= g | | | [ [T el | P

Tenepb Ha KOMNbLrOMepax —

PC>ping 210.210.1.2

[Root] New Cluster Move Obj

[

210.210.1.2 255.,255.255.0

210.210.1.1255.255.255.0 aOﬂ)KHa nponacmb Ceﬂ3b Pinging 210.210.1.2 with 32 bytes of data:
—
m/r_\ s e o == Reply from =
¥ d C cepeepom:
Etopp 1K1 . b Reply from 210.210. 2
Roufer0 Server-PT Reply from 210.210.1.2: bytes=32 time=lms TTL=126

210.210.0.1 255.255.255.252 Server0 H 2 10 2 10 1 2
(( pl ng ® . . )) . Ping statistics for 210.210.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0%
i Approximate round trip times in milli-seconds:
Et0/0 Minimum = 1lms, Maximum = 4ms, Average = 2ms

: bytes=32 time=2ms TTL=126¢
: bytes=32 time=4ms TTL=12¢
: bytes=32 time=lms TTL=1

z
2z

Mo NN

PC>ping 210.210.1.2

t0/2 Ceﬂsu Hem. Pinging 210.210.1.2 with 32 bytes of data:

Et0/1

Request timed out.
Request timed out.
Request timed out.
Request timed out.

— - Ping statistics for 210.210.1.2:

{ Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

o
PC-PT PC-PT
PCO PC1 v
< >
s > | &
Time: 32:22:40 | Power Cycle Devices Fast Forward Time Realtime

v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

S e m’ <> < / P y ", § 5' 5 é i) | Scenario 0

l Connections | New Delete

% g Toggle PDU List Window
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> X

=t S EIS0 0|00 A ML

Logical [Root] New Cluster Move Object H

T

|| Physical | config | CLI

ASA Command Line Interface

ciscecasagconf t ~

Hacmpoum NAT Ha Cisco ASA. i e e

cisceoasa(config) #écbjec ?

mwan im0 GO O@JsIaemcsi C MOMOWbHO cscnasa (config) fobjec nes

cisceoasa(config) #cbject network ?

210,210.1.1 255.255.255.0

poad__ Cc030aHUst OObEeKTOB. coiBipmcermdinccmmmiiliciiins:

l"’r".———" WORD Specifies object ID (1-&4 characters)
ciscoasa(config) #cbject network FOR-NAT

% s=erer CO30@0UM Object network U 0a0UM| | cmsssmmasicnizecni -

Server0 description Specify description text

Et0/0
210.210.0.1 255.255.255.252

host Enter this keyword to specify a single host cbject *
eMy uMﬂ FO R_NAT' nat Enable NAT on a singleton cbject
L no Remove an cbject or description from object
subnet Enter this keyword to specify a subnet

«object network FOR-NAT» |
J . ciscoasa(config-network-cbject) subnet 192.168.1.0 255.255.255.0 f
cisceasa(config-network-cbject) §nat ?

B amomM o6ekme ornpeoesiuM HallJy.......... cu conisoseson:

{( Open parenthesis for (<internal if name>, <external if name>) pair
? ° cisceoasa(config-network-cbject) nat (inside,cutside) dy
cemb nonb3yeMCH 3HaKOM (( . )) ) cisceoasa(config-network-cbject)nat (inside,cutside) dynamic ?
netweork-cbject mode commands/cptions:
((Su bnet 192. 168. 1.0 255. 255 .255 .O))’ interface Use interface address as mapped IP

cisceoasa(config-network-cbject) fnat (inside,cutside) dynamic int
cgoasa(config—network—object)#nat (inside,ocutside) dynamic interface

\ %4
. =. nepexodumM K Hacmpolike NAT. 30eChk-::: <o
PCO PC1 c:.?co:asath mt'am :
Building configuration...

Haao yKa3amb 6 CKO6KaX CHaqana eHympeHHuu Cryptochecksum: 058c285f 55e0062d 00ad1335 SdZaladd

1232 bytes copied in 1.847 secs (€67 bytes/sec)

uHmepageuc,

ciscoasa$ v

a 3ameM — 8HeWHUU uHmepahelc, dasiee ebibupaem
dynamic

g Kadecmee ip-aapeca yKa3bieaem interface: Realtime
Wt‘ |m:ld (3’/0 u SI d ) d ml t; )) (( e n d )) (W(F'nm m))F.ire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
Connections ;/ ‘ ﬁ‘ 4 ylﬁ F g-l %F/' g New Delete

;’ ' - s = Toggle PDU List Window

Copper Cross-Over

® = || ¥ J¢ IS

- c= o 3.




l Physical Config Desktop Custom Interface

[Root]

New Cluster Move Obj

[

— \ e —

210.210.1.2 255.255.255.0

210,210.1.1 255.255.255.0

1 p—
<7 =
r — — — w®
' |
Et0/0 N Server-PT
Rouger0
210.210.0.1 255,255,255.252 Server0
Et0/0

EtD/1 % Et0/2
5505
ASAO

s
PC-PT PC-PT
PCO PC1

<

Ha amom Hacmpouka NAT
3aeepuwiusnacs.

Minimum = 1ms, Maximum = 4ms, Average

PC>ping

Pinging 210.210.1.2 with 32 bytes of data:

Request timed out.

lIpoeepumM cesi3b KOMIMbIOME PRttt

C cepeepoM:
«ping 210.210.1.2».

Cesi3b nosseunacw!!!

Request timed out.
Request timed out.

Ping statistics for 210.210.1.2:

PC>ping

Pinging 210.210.1.2 with 32 bytes of data:

Reply from 2: bytes=32 time=15ms TTL=12¢
Reply from 210.210.1.2: bytes= time=0ms TTL=12¢
Reply from 210.210.1.2: bytes= time=11lms TTL=12¢
Reply from 210.210.1.2: bytes=32 time=0ms TTL=12¢

Ping statistics for 210.210.1.2:

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 15ms, Average = éms

Command Prompt i

2
Packets: Sent = 4, Received = 0, = 4 (100% loss),

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

(gr— ]! P |

Time: 32:54:27 | Power Cycle Devices Fast Forward Time

Realtime

S e 0> < / .

I Connections |

. i) Scenario 0 v
ARIEIE:

New Delete

Toggle PDU List Window
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| Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

1:31

< B {0 0 PYC o0



> X

:‘ Physical l Config | CLI |

EHEEIERGE olmi,
- =] |)° ) | =9 ASA Command Line Interface

I_Ogical [ROOt] New CIUSter rv‘ove ObJECt LSl e LUl LgTIiELWO L AT O JECL ) #ilal 7

Ll
i network-cbject mode commands/options:
( Open parenthesis for (<internal if name>, <external if name>) pair

ciscoasa(config-network-cbject) #nat (inside,cutside) dy

210.210.1.2 255.255.255.0 Ha C i SCO ASA Ha 6epéM ciscoasa(config-network-cbject)gnat (inside,cutside) dynamic ?

210,210.1.1 255.255.255.0 network-ocbject mode commands/options:

Et0/1 - interface Use interface address as mapped IP

3 __...i KOMaHay: ciscoasa(config-network-ocbject)nat (inside,outside) dynamic int
?.- ciscoasa(config-network-cbject)#nat (inside,cutside) dynamic interface

1ek1 ciscoasa(config-network-ocbject) fend
Et0/0 Server-PT

R 0 i #
210.210.0.1 255.255.255.252 ait i3 Server0 « S h OW n at » o gii::::: 'éfm?i';umion. -

Cryptochecksum: 058c285f 55e0062d 00adl1335 S5d2aladd

BUOUM Cqém '-IUK naKemoe’ 1232 bytes copied in 1.847 secs (667 bytes/sec)

— [CK]
| ciscoasagshow nat

Komophbie npowsiu 4epe3 NAT. [ m e feme? e v ceceace

Et0/1 =y Et0/2 translate hits = 12, untranslate hits = 12

Et0/0

ASAD

ciscoasaf

i Copy 7 Paste

—t N
PC-P PC-PT
PCO PC1

Ha amom kpamkoe 3HaKOMCM@eo C MeXXKcemeabIM
3KpaHoOM Cisco ASA 3aKOH4YeHO!

< > r@\
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P% - - m ‘; {.-,/ ~ w v '. . \ T @ : D ‘yiscenari{)o v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
< o~ |
- )7 L2 ) 1% ) 5o % | |/ |
l Connections l — - JC JL JL JL U e e New || Delete }

Toggle PDU List Window

\,
AgeFe |

Copper Cross-Over

— — 3 0= 5 g ®) ‘l‘jﬁ - ]



Macka noaceTn Macka B ABOHYHOH CHCTEME [Ipedurc i OCpatmax
agpecos MacKa
255.255.255255 J111111111. 11111111 11111111, 11111111} /32 1 [0.0.0.0
255255255254 J11111111. 11111111 11111111.11111110} /31 - [0.0.0.1
255255255252 11111111, 11111111, 11111111, 11111100 /30 - [0.0.03
255.255.255248 J11111111. 11111111, 11111111.11111000f /29 8 10.0.0.7
255.255.255240 11111111, 11111111, 11111111.11110000 /28 16 10.0.0.15
255.255.255224 111111111, 11111111.11111111.11100000f /27 32 10.0.0.31
255255255192 |11111111.11111111.11111111.11000000] /26 64 [0.0.0.63
255.255.255.128 J11111111.11111111.11111111. 10000000 /25 128 10.0.0.127
255.255.2550 J11111111.11111111.11111111.00000000f /24 256 10.0.0.255
2552552540 J11111111.11111111.11111110.00000000{ /2 512 0.0.1.255
2552552520 J11111111.11111111.11111100.00000000 /22 1024 10.0.3.255
255.2552480 J11111111.11111111.11111000.00000000 /21 2048 10.0.7.255
255.255.2400 J11111111.11111111.11110000.00000000f /20 4096 10.0.15.255
2552552240 J11111111.11111111.11100000.00000000f /19 8192 10.0.31.255
255.255.1920 J11111111.11111111.11000000.00000000f /18 16384 [0.0.63.255
255255.1280 |11111111.11111111.10000000.00000000{ /17 32768 0.0.127.255
255.255.00 11111111.11111111.00000000. 00000000 /16 65536 10.0.255.255
255.254.00 11111111.11111110.00000000. 00000000 /15 131072  |0.1.255.255
255.252.00 11111111.11111100.00000000. 00000000 /14 262144  10.3.255.255
255.248.0.0 11111111.11111000.00000000. 00000000 /13 524288 |0.7.255.255
255.240.0.0 11111111.11110000. 00000000. 00000000 /12 1048576 10.15.255.255
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Cnunucok ccbInok:

http://blog.netskills.ru/2014/03/firewall-vs-router.html

https://drive.google.com/file/d/0B-5kZI7ixcSKSOZIUHZ5WnhWeVk/view
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