Nudopmaruka

buonornyecknum MHCTUTYT
HaunoHanbHbIV UCcneaoBaTeNnbCKUU
Tomcknu rocynapCTBeHHbIN YHUBEPCUTET

[lpakTnyeckoe 3aHATUNE 2
CeTtb Internet



JIMmutpun BaagumupoBu4

Kypoarckun

HayyHbId coTpyaHuK JIMb BU TI'Y, crapmmun
npenogaBaresb Ka(s UXTHOJOTMU U THAPOOMOJIOT My
MArucCTp OMOJIOrUHU

= 3oonorndyecknn mysen (K. 123)
= Kadgoeqpa 300n0rmm no3BoHOYHbIX (K. 126)

= [pynna Bo BKoHTaTtuke — Kypchbl "MHgpopmaTmka”
n "MIHppopmMaLMOHHbIE TEXHOSOMUN:
http://vk.com/i_it bi_tsu




Bxox B cucremy

= nornH 1kurs
= Maponb biology
= lepekntoyeHune packnagkm — ALT+SHIFT



Kypc «Uadopmaruka»

= Pasgen [1.B. Kypbatckoro: zoo.tsu.ru/kdv
pacnucaHue npenogasaTtens
pacnucaHue aya. 028, 322
npunoxeHune «3yodpunka»

= Ctatucrtuka no kypcy «HdpopmaTtuka:
200.tsu.ru/kdv/inf
noceleHnsa n HabpaHHble bannbl
= OnpocHUKKN no Kypcy «MHdpopmaTnka:
Z00.tsu.ru/kdv/opros
3awmileH kogom!




‘ CTyaeHTy HA 3aMeTKY

Cant B TI'Y: bio.tsu.ru

raszeta «bnocdepa»
Cant TomMmckoro yHusepcuteta: www.isu.ru

Cucrtema gucTaHUMOHHOro obpasoBaHUS
MOODLE:

NOO TI'Y moodle.ido.tsu.ru

TIY moodle.tsu.ru

Ob6LecTBEHHbIN canT 300N0rM4eCcKoro My3es
TI'Y zoomuseum-tsu.ru




‘ CTyaeHTy HA 3aMeTKY

= Buknnegusa: ru.wikipedia.org
= [1na nporpaMMnUCTOB: wasm.ru
= Xabpaxabp: habrahabr.ru

= Caunt Poccuinckoro ®oHaa dpyHOamMeHTarnbHbIX
nccriegoBaHun: www.rffi.ru [

OriekKTpoHHasa Hay4Hasa bubnunoteka: elibrary.ru [
bubnnorteka ®nunodycra: flibusta.net [
[pamoTa.Py: gramota.ru

= Anpgekc, Google n T.4. u T.n.




‘ CTyaeHTy Ha 3aMeTKY

= ApxuB noroabl meteo.infospace.ru
= Ctatbu u gokymeHTaumsa no ['NC gis-lab.info




ToppeHThI

= KnneHT
= Cuabl

= [Tnpsl

= Jlnum

= [TopThl

[Ceres

®aitn  Hacrpoiixa Cnpaexa

«BRAMN s]

4 11 Toppenrsi (408) N2 Wma roppenrta
& 3arpyxaesie (0)
4 Cuamposanne (8)
v lotoswme (408)
% Axtnemsie (0)

Cocroanme Cunao Mupot Mpném

% Heaxtvensie (408)
¥ Merxu (408)

o Pacceunxm (0)

« m

- Odmu[ (] Vln¢ol - nupul > Peﬁmnrul 2 Tpexepe:| 5 Yacmn 2 Cropocme
padmc: ‘leuuwpysu v Obmosnenne: »lc -

4
PPa

¢
Meperawmre paitne
ANR CTNPAEKH

Och BDeMenH (War OOHOMEHHA 1

DHT: 180 coegunenmit (O6roe. D: 1.4 kB/c T: 763 kB U:13kB/cT:834 kB

= PyTpekep rutracker.org

= pTorrent www.utorrent.com

P-E8

Orasua Bpema




Ilouck B UHTEpHETE

= AHgekc www.yandex.ru

= ['yrm www.google.ru

= Bing www.bing.com

= [lonck Maii.ru go.mail.ru




Ilouck B SAHaexce

= HeckonbKo cnos
nocb &y4yém &2013

= /Ickno4YnTb CnoBo
aryxapb —cepuari

= ToYyHOE COOTBETCTBME
"TOCT 27844-88"

10



KapTuHku

ﬂH D‘EKC | KapTukn  noce &yyet 82013 [ Haitti ‘ v,

Ceexue ITroboit pazmep v Oboun 1024x768 IToban opueHtauma v JTroBoit Tun IToboit uget

Moboit daiin v | OK

[l

KaptuHku

KapTtsl

Meponpuatia napka - ®otoansbombl - O
http://elkisland.ru/photo/meroprijatija_parka/25-6-0-(
Cnep nocsa.

Mapkert

. OTKpbITb 600%450 @ Lag




IIpaBoBOM acmeKT

= BoosgHon 3Hak

= YKa3aHue CCbISIKM Ha
NCTOYHUK

= |/lcnonb3oBaHue
NMUEH3nn




IIpaBoBOM acmeKT

= GNU General Public License
GNU GPL
YHuBepcanbHasa obLiectseHHasa nmueH3na GNU

= Creative Commons
CC Attribution (CC-BY)
CC Attribution Share Alike (CC-BY-SA)
CC Attribution No Derivatives (CC-BY-ND)
CC Attribution Non-Commercial (CC-BY-NC)
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3aKkoHBI 00 OXpaHe ABTOPCKOI0 NPaBa,
HE3AKOHHOM KOIHPOBAHUHU U Talla

1. 'paxpaHcKo-npaBoBasd OTBETCTBEHHOCTb

KOMMeHcaumsa yObITKOB
cT. 1252, 1253 K PO
ct. 1301 TK P®

2. AAMUHMCTpPaTMBHAsi OTBETCTBEHHOCTb

ltpad
cT.7.12 KoAll P®

3. 'YronoBHag OTBETCTBEHHOCTb
cT. 146 YK PO
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CereBble IUCKHy 00/1aKA

be3 perncrpauun

= Knubeppgmuck disk.tom.ru
disk.tom.ru/131asf3g

« HDD hdd.tomsk.ru

C perucrtpaumen n yctaHOBKOW
= AHpekc.uck disk.yandex.ru
= Google uck drive.google.com

15



‘ CTyaeHTy Ha 3aMeTKY

= [lonck KapTUHOK: fineye.com
= OHnanH-aHanmM3 Ha BUpYychbl: virustotal.com
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‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
17



¥
” Far Manager 2 x64

| " Mpucrynas k pabore

KoHcoJb

winreview

:’ Windows Anytime Upgrade AoxymenTe:

A

- Cmd E WordPad Msobpaxenus

My3ssixa
7-Zip File Manager
Wrpwi
u WI N + R Komnoiotep

r

3anyck nporpammbi @

= BseauTe MMA NporpaMMbl, Nanku, AoOKYMEHTa MK
@ pecypca MHTepHeTa, 1 Windows 0TKpOEeT Mx.

Manens ynpasnenns
YcrpoitcTea n npuHTepbl

Mporpammst No yMon4YaHno

Cnpaska # nogaepxxa

BTE NnporpaMmel

PR pm——




ARPANET

= Advanced Research Projects Agency
Network

= 1969 .
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BcemMupHass mayruHa

= World Wide Web, WWW
= Beb-

cepBep
cTpaHuLua
caut
an3amnH
bpay3sep
= KoHcopumnym BcemupHomn naytuHbl (World Wide
Web Consortium, W3C)

20



HTML
= Hypertext Makeup Language

</heéd>

<body style='font-size:large;background:#0le5a5;"' onLoad='bodyOnLoad()'>
<a name='top'/>
<diy style="font-size:20%2 ">
<p align='right'>Bepcusa Oemxka oT <b>18 okxrabpsa 2014 1.</b>
</div>
<div>
<hl align='center'>
<span style='font-size:smaller'>Csenerusa<br/>06 nocemeEMsax M yCHeBaeMOCTM N0 Kypcy</span><br/
NudopmaTurka, I cemecTp, rp. 01400&ndash;01403
</hl>
</div>
<div align='right'>
<p>IlaTa nyboMKauuy CTAaTUCTUKM: <sSpan style='color:red'>05.11.2014</span></p>
</div>
<div style='border:white ridge;padding:0.5em;width:90%;margin:lem auto;' align='center'>
<form name='fRazdel' method='GET'>
<input type='hidden' name='g' id='g' wvalue='"'/>
<p>Ipyroy npemoMeT&nbsp:;<select size='l' required name='r' id='t_razdel' style='width:40em;'
onChange="'fRazdel submit():'>
<option value='-' disabkled selected>-MoxEo BufpaTe 3mece-</option>
<option wvalue='inf'>HWNedopmaTuxka, I cemecTp, rp. 01400&ndash;01403</option>

</select>
<input name='bSubmit' id='bSubmit' type='submit' wvalue='XaTr cwoma'></input>
<script type='text/javascript'>
document.getElementById('bSubmit') .style.display="'none';
</script>
</p>
</form>
</div>
<div name='dPrim' style='background:#elelel;padding:lem;'>
<p style="margin-bottom:lem;'>
<span style='display:inline-block'>[pumMeuasna</span>&nbsp;<span id='sSkr' name='sSkr' class='(
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J/loMeHbI U JOMEHHbIE UMEHa

= vk.com
» Slovari.yandex.ru <‘IOJ‘IHO€ [IOMEHHOE VM
= dean.biology.tqu.edu.uk

dean. biology. cmb. edu. uk
OOMEHOOMEHOOMEHAOMEH AOMEH
5 4 3 2 BepxHuu

= DNS
Domain Names System
= DDNS

AnHammnyeckasa -""-

= Makcumym 127 cMMBOJSIOB 3




JII000OIIBITHO

W L7777 7777777 7777777777777 7777777777
L22777777777777777777777777.TU

= abcdefghijkimnopgrstuvwxyzabcdefghijkl
mnopqrstuvwxyzabcdefghijk.com
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bpay3sep

= Mozilla Firefox = Google Chrome
+++ ++

= Safari = Opera
? +...

MS Internet Explorer
25



Bknagku
3aronoBok a No6aBuTH AOPECHas  [ynepccbinku
CTpaHuLbl BKI1aAKy CTPOKa

ﬁ -~ -~
Poct enbxo3Hanzo)) - Odn:wmanbHbiK ca, T - Opera

D in  [paska N 3aKng MHCTpyMEeHTY OkHo \CnpaBeka

¥ PoccenbxosHansop - Od... “ A Snnexc

Poccenbxo3nagsop | Od
denepanbHas cyxfpa no BefepuHa

TepputopuanbHble YIgRRBNEHNUA. .

wivevifsvps.ru [ NpoTueocasicTEMe KODDY MUK

- NpotueoaeicTene koppynuun

HoBocTh
— Buaeo
— PeruoHancHee HOBOCTH

HODMaTWBHO-ND3BOBLIE M MHbIE 3KThl B (

ZElelednie - Salals M ) - dain




Opranus3anuu

= [nternet Corporation for Assigned Names and
Numbers, ICANN — gnomeHHble UMeHa, |IP agpeca
IANA (Internet Assigned Numbers Authority) - agpeca

= ObwectBo NHTepHeTa (Internet Society, ISOC)
Pabouee npegnoxenue (Request for Comments, RFC)

[pakTnyeckme npennoxeHns, paspaboTkn 1 cTaHAapThbI
MEeXaHn3MOB 1 CTPYKTYpbl CeTu.
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Hepapxusn

Bl AfriNIiC

B APNIC

Il ARIN

I LACNIC
RIPE NCC

ICANN

PermoHanbHbI UHTEPHET-PENMCTPATOP
(Regional Internet Registry, RIR)

HaunoHanbHbI UHTEPHET-PErNCTPaTop

JlokanbHbIN UHTEPHET-PErNCTPAaTOP
[TlpoBangep
KpynHaga opraHunsauung

28



TepMuHbI
= XocT (host)

KrnneHr
CepBep
= Cetb (net)

[MoaoceTtb (subnet)
IlokanbHas cetb (local area network)

= Llnto3 (gateway)
WAN
LAN
WLAN

= MapuwpyTtnsauyms
= KommyTauuga
= [1poTokon
NMnakeT JaHHbIX
= KOHNUKT

= Konnuansa

AL



Fact Wrhernet Fact Wrhemet

IKmr)'rmp| |Komempamp| |K°mempamp| |Kommm'pamp|

Ry /] L AR AT

;.




Fact FYhernet

IMoxceTs KonowyTarop

Fact Fhamat ,7

KonmoyTaTop

< T et Ttharmat

KonoyTarop

£ X

KoxIexTpaTop

KorueHTpaTOp

KoxupeHrpaTop

Otpacneeas
(kopnopaTuBHas)
CeTb

PernoHanbHas ceTb




CBUTY U poyTep

= KoHueHTpaTop (Hub)
= KommyTtatop (Switch)

= MapwpyTtunsartop
(Router)




Yposun moneau OSI

= PU3NYECKUN = NPOBOA, paauoKaHarn
= KaHanbHbIN = Ethernet

= ceTeBon = |IP

= TpaHCNOpPTHbIN = TCP

= ceaHcoBbIn = PPTP

= ipeactaBnenns = SSL

= puknagHon = HTTP

33
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Yposuu mozeaun OSI
\

Mogem OSI

JlaHHbIe YpOReHb

MpuyKnagHol

(,I[annbleI A
, AOCTYN K CETEBbIM cnwxﬁaw

\

MpeacraBneHus
npeacraBsieHne U

T |

KoAMpOBaHWe AAHHDbIX J

4

CeaHCcOoBbIM

(ﬂaunble LI‘IDGB}IBHMG CeaHCoOM 88833

Ypoeru

7. NPUNOXEHUA

6. NpeAcTaBNEHNA AaHHbIX

5. CeaHCOBbIU

4. TpaHCnOPTHbIA

TpaHCcnopTHbI
bioku fiezonacHoe W HageXXHoe

coeHEeHWEe TOYKA-TOYKA

CeTeBOM
[TakeTb1 Onpeaenenve nytu 1 IP

{norvyeckan aagpecayma)

)
J

3. CeTeBOM

Cpedemea

Ypoenru

7. NPUNOXEHUH

6. NpeACTaBNEHWA AaHHbIX

5. CeaHCOBbIU

4. TpaHCNOPTHbIA

MapwpyTusatop

2. YNpaBNeHUA NMHKEN

3. CeTeBOM

Moct

1. hn3MYeCKuI

Cemb [Ceamerm]- 1

MoBTOpUTEN:

2. YNpaBneHUs NUH1EN

1. hU3MYeCKUI

Cemb [Ceamerm]-2




Anpecanusa B UarepHere

MoyToBOE OTNPaBneHne [akeT gaHHbIX
OTnpaBuUTEnNb, agpecat == = TO Xe
TUN: NUCbMO, 6aHAEPONb... ==-NIPOTOKON
cTpaHa, ropog, ynuua, aom ==|P-agpec
kBaptmpa unm ¢.1.0. =3 = MopT

BEC =g = pasmep

pasMep KOHBepTa _> = MTU
CTOMMOCTb = TTL
CPOYHOCTb :t = QoS

«He BEepHO yKasaH _> = TO Xe
nonyyartenby, NoTepsa npwu

nepechblsike s



Crex TCP/IP

= npotokon IP
Internet Protocol
= poTokon TCP
Transmission Control Protocol
rapaHTUpyeT OOCTaBKy
= npotokon UDP
User Datagram Protocol
He rapaHTUpyeT 4OCTaBKy
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‘ CTyaeHTy HA 3aMeTKY

= CBONCTBaA CETEBOrO NOAKIHOYEHUS

L
Windows 7




IP-anpec

- IPv4
2732
192.168.1.2

= |Pv6
2N 28
http://[2001:0db8:11a3:09d7:1f34:8a2¢e:07a0:765d]/
rae21:ad12 ~ aeli:ad12

= 078.16.311.2

= Bcero -4 294 967 296 yanos B IPv4

= - no 300 000 000 agpecoB Ha YyenoBeka B IPVG...
38



Kak padorars ¢ koncoanio (cmd)

= CTPEenkn BBepX / BHN3 — BbIOOP NpeabiayLiemn
KOMaHAb!

= CTPESIKM BMEBO / BNpaBO — nepexos K
cumBonam, 3axatbln CTRL — nepexon no
clioBam

= ENTER — ncnonHeHune
= npoben — obs3aTeneH nepen aprymeHTamu!

TAB — BbIOOp dpavna (ecnu ecTb)

39



‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
40



‘ CTyaeHTy Ha 3aMeTKY

= 3.8.8.8
= CepBep DNS ot Google
= - gcez20a docmyrieH!

41



IopTt

= opTbl = 0..65535
= aapec |IP + nopT = cokert
= 192.168.0.1:80

42



3apesepBupoBannbie noprel TGP

= 0..1023 — 00LLEN3BECTHLIE NOPTbI (COBCEM HESL3S)
= 1024..49151 — 3ape3epBupoBaHHLIE NOPTLI (JIy4we He Haoo)
= 49152..65535 — guHamMmunyecku ncnosb3yembie NopPTbl (MOXHO)

[Mpumepsi:
20/21 — FTP
22 — SSH
23 — Telnet
25 — SMTP
80 — HTTP
110 — POP3

194 — |RC (Internet Relay Chat)

443 — HTTPS (Secure HTTP)

1863 — MSN Messenger

2000 — Cisco SCCP (VolP)

3389 — RDP

8080 — anbrepHatuBHbIN nopT HTTP
1723 — ucnonbayetca B VPN

bpaHamayap

doanepson
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‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
44



Macka nmoacerTu

= |P 192.168.0.11
= Mask 255.255.255.0
gapuaHm 192.168.0.11/24

= |P 11000000 10101000 00000000 00001011
= Mask 11111111 11111111 11111111 00000000
| HOMep nokanbHOW ceTu | Homepa [K |

45



3ape3depBUpOBaHHBIE aJpeca

[NoaceTb HasHayeHune

= 0.0.0.0/8 Onsi riokanbHOro NCNosfib30BaHUA Ha XOCTe Mnpu
co3ngaHumn coketos IP

= 0.0.0.0/32 OnAa yKkasaHus agpeca UCTOYHMKA caMoro XocTa
= 2.0.0.0/8,

= 10.0.0.0/8 O515 ncnosnb3oBaHns B YacTHbIX ceTax (VPN)

= 127.0.0.0/8 ONna KOMMYHUKaUW BHYTPKU xocTa = localhost

= 169.254.0.0/16 link-local agpeca, gnst aBTomaTn4eckoro
KoH(pUrypuposaHus agpecos |IP

= 172.16.0.0/12 A1 UCMONb30BaHNA B YACTHbIX CETSIX.

= 192.0.2.0/24 Ons NpMMepoB B OKYMeHTaLUun.

= 192.168.0.0/16 A1 NCNOMNb30BAHUA B YACTHbLIX CETAX

= 198.51.100.0/24 [ans npMMepoB B OKYMEHTaLNM

= 198.18.0.0/15 Ansi CTEHAOB TECTUPOBAHUSA NPOU3BOAUTENBHOCTU

= 203.0.113.0/24 Ons NpMMepoB B AOKYMeHTaLuum

= 240.0.0.0/4 3apes3epBUpPOBaHO Ans UCNOoSb30BaHMA B OyayLiem

= 255.255.255.255 orpaHuUYeHHbIN LUINPOKOBELLATESbHLIN agpec
= 192.88.99.0/24 «JTrobon» agpec (anycast)

= 192.88.99.1/32 ana TyHHenupoBaHusa IPv6 yepes IPv4

= 224.0.0.0/4 ONa MHOroagpecHOW paccChInku

46



CBoiicTBA U CKOPOCTH
HOAKJIHOYEHUS

= 2Ip.ru

47



U MAPLIIPYyTHU3ALUA

SRC10.0.0.2 port 1025 — SRC 157.55.1.10 port 2000 -

All clients are mapped to use
the 157.66.1.10 external IP address
with various ports

/m

157.55.1.10

NAT Device

Internet




TpaHcasimust ceTeBbIX aPecoB

= NAT (Network Address Translation)

Src. 10.00.2:3123
_ : Src; 157.55.1.10:4135
~NDst 143230480 :_‘_{) Al

—l/ Protocol, TCP

Gateway 10.0.0.1 Protocol: TCP

10001 167.556.1.10 143.23.0.4

Port Mapping
Internal P 10002
Internal port 3123
External IP 157 55.1.10
External port 4135
Remote host 1432304
Remote port 80




‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
50



MAC-Address

= KYHUKaNEH»

= npumep: FE-12-0D-6A-11-E2

= MOXHO MCMonb3oBaTb And obecnevyeHus
be3onacHoCcTH

91



DHCP

= Dynamic Host Configuration Protocol

= MPOTOKON ANHAMMNYECKOUN HACTPOUKA
y3510B

= 3ape3epBUpoOBaHHbIE agpeca

= HACTpoUKa:
IP wnto3a
MackKa noaceTtu
IP agpec

aapec cepBepa DNS
52



‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
53



URL

= Uniform Resource Locator
= <cxema>.//<IMo2uH>:<naposib>@<xocm=>:<rnopm>=>/
/<URL-nnympb>?<napamempbi>#<sKopb>

= https://admin:adm12345@www.example.org:8081/pages.cgi
?PHPSESSION=87fa625edaced33&var1=12&var2=%12%F
E%CD%90#top

o4



IIpoTOKOJIBI MPUKJIATHOTO YPOBHA

= ftp — lNpoTokon nepegayn dpavnos FTP
fto.//ftp.tsu.ru:8080

= http — lNpoTokon nepenayn rmneprtekcta HI TP
http://bio.tsu.ru

https —peanusauua HT TP, ncnonb3ytowias
LuncbpoBaHue (Kak npasuno, SSL unu TLS)

https://vk.com
mailto — Agpec anekTpoHHOM NOYThI
mailto:admin@bio.tsu.ru?Subject=Hello
flle — Mima nokanbHOro panna
file:///D./Mou%2000kymeHmbi/gbomo1.jpg

skype — lNpoTtokon Skype
Skype:biolog1981
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IIpoTOKOJIBI MPUKJIATHOTO YPOBHA

= gopher — lNpoTtokon Gopher

= news — HoBocTtn Usenet

= nntp — HoBoctn Usenet yepes npotokon NNTP

= irc — lNpotokon IRC

= telnet — Ccbifika Ha MHTepaKkTuBHYIO ceccuto Telnet

= xmpp — lNpotokon XMPP (4acTtb Jabber)

= data — HenocpencteeHHble gaHHble (Data: URL)

= cid — peHTudukatop cogepxumoro anga yacrten MIME

= mid — NoeHTndomkatop coobLeHn ansi 3NeKTPOHHOM MoYThI
= nfs — Nma dbanna B ceteBomn cannoson cucteme NFS

= smsto — OTkpbITUE pegakTtopa SMS B HEKOTOPbLIX MODUITBHbLIX
TernedoHax

= ed2k — dannoobmeHHas ceTb eDonkey, NOCTpOeHHasA NO NPUHLMNY
P2P

= market — Android MapkeTt

o6



‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
57



JloMmeHHBbIEe 30HbI

= Obwme HaumoHanbHble Poccusa
.Su

.com
biz
.0rg
.net
info
.gov
.edu

.ru
.Us
.ua
i
Av
.ee
.no

ru

PP
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Kupuuinyeckue JOMEHbI U
JIOMEHHBbIE 30HbI

" .pd
" .py
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Punycode

= MPe3naeHT.pd
= Xn--d1abbgf6aily.xn--p1ai
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DOUIIMHT

= Odnoklassniki.ru
= Odnoklasniki.ru
= Odnoclassniki.ru
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CepBuc wWhois

» whois.net
= WWW.ripn.net/nic/whois/

= KOMaHAabl whois, whoami
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Cookie

= Set-Cookie: RMID=732423sdfs73242;
expires=Fri, 31 Dec 2010 23:59:59 GMT;
path=/; domain=.example.net
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‘ CTyaeHTy Ha 3aMETKY

= KoHconb (Windows)
cmd
= [lones3Hble KoMaHAb! AN MPOBEPKU U
HacTpouku Cetun (Windows)
ping bio.tsu.ru
netstat -an
tracert yandex.ru
ipconfig /all
type | DOWS\ tem32\ vers\ c\ osts

net share
04



VPN

= Virtual Private Network
= BUpTyanbHasa YacTHasa CeTb

Remote Client

YPMN-tunnel

Internet
Sarvice Providar

Local &-ea Network




33‘\9

IIpoxcu (proxy) i

e H A e

Komnsiomep OTBQ
T

Hoctyn B CeTb [ o
KawimnpoBaHue gaHHbIX
CxxaTune gaHHbIX
3allmTa nokanbHOW CETU OT BHELLUHEro gocTyna
Y4YeT n aHanu3 Tpaduka

OrpaHun4yeHue gocTyna 13 fIokaribHOW CETU K
BHELLHEeN

AHOHMMUM3AUMS OOCTYyNa K pasfnn4vHbiM pecypcam
Obxon orpaHN4YeHnn gocTyna
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= CeTb...
ogHOpaHrosasd
OeueHTpanu3oBaHHas
NMMPUHIroBas

= peer-to-peer

= TOPPEHTHI

= 2P

= eDonkey (ED2K)




TOR

= The Onion Router

» JlykoBag mapLupytusaumns

= TOR-bpaysep
* AHOHUMHOCTb!

Router A Key

Router B Key

Router C Key

Router
Router

Destinatio




TOR

= 3 MPOMEXYTOUYHbIX y3na

Entry guard __
-y Encrypted by Tor

===» NOt encrypted by Tor
H—0) o

Tor client | anni i
H Tor o

~—~4  network * Destination

Middle r;-lay\ @

Exit relay




Cern 12P

= gbconrTHag aHOHMMHOCTDL!

= jnvisible internet project, IIP
= YeCHOYHaga MapLIpyTn3aLuus

= CeTb
oBeprenHas
ycTon4dmeagd
aHOHMMHag
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Pe:kMM MHKOTHUMTO

€ > C|D

Q iv O 2 @;_E_

HoBaRA BKNaAKa

HoBOe OKHO

HoB0OE OKHO B peXuMe MHKOTHUTO

3aKnaakv ZdelajBlog
= NCTOpPUA
= KYKU
= Kol
= Maponu

71



JJIEKTPOHHASA MOYTA

= mailto:V.S./vanov<user@example.org>?Su
bject=Hello,%20Vasija

= [10/Ib308amesib@cepeep

= [1lpoTOKOMbI
SMTP — oTnpaBka
POP3, IMAP — nony4eHune n xpaHeHne
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JJIEKTPOHHASA MOYTA

= Bceé — TeKkeT

= Teno

KoanpoBaHue
Base64
UUE

= => OonblUue A0 nonyTopa pas3
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JJIEKTPOHHAS MOYTA

3aronoBku

From: — nms n agpec otnpaButens
Sender: — oTnpaBuTenb NMCbMa

Return-Path— agpec Bo3Bpata B criyyae Heyaaydm
Reply-To: — nma v agpec, Kyga crnenyert agpecosaTtb OTBEThI HA 3TO MUCbMO

To: — nm4a n agpec nony4varens
cc: — (OT aHrn. carbon copy) COAEPXNT UMEHA N agpeca BTOPUYHBIX NosyyYaTenemn

bce: — (o1 aHrn. blind carbon copy) cooepXuT UMeHa 1 agpeca nonyyarenen nucbma, Ybm
aZipeca He crnegyet nokasbiBaTb APYrMM nornydyartensam

Subject: — Tema nucbma
Date: — pgata oTnpaBku Nnucbma
Content-Type: — TN cogepXMmoro nucbma

Received — gaHHble 0 NPOXOXAEHUM NUCbMA Yepes KaXKabl KOHKPETHLIN MOYTOBbLIN CEPBEP
MIME-Version — Bepcna MIME

Message-ID: — yHuKanbHbI naeHTndukaTtop coobLeHms.

In-Reply-To: — ykasbiBaeT Ha Message-ID, ona KOToporo 310 NMCbMO ABMAETCA OTBETOM.
X-Mailer, X-MyServer-Note-OK, X-Spamassasin-Level
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Oumuar no email

From: AgmuHuctpauyua BKoHTakTe <admin@vk.com>
Received: from J. Kuso <j_kuso@mail.taipei.tw>

To: [1.B. Kypbartcknin <***@gmail.com>

Subject: Baw akkayHT B3noman!!!

[Moxanyncra, BblLWNUTE HAM CBOW UCXOAHbIWA Naponb,
YTOOLI Mbl Y6eannuce, YTo Bl 4ENCTBUTENLHO
BragereL, akkayHTa.

B npotuBHOM cny4vae Balu akkayHT OydeTt yaaneH B
TedyeHne 3 gHeu!

C yBaXXeHunewm,
CUCTEMHbIV agMUHUCTpaTop canuTta BKoHTakTe.

75



JlencrBud

14.10.2014 23:08, 0. Kypbarcxit mmer:

- OTBeTMTb > VeBaxaeumwn: Anexcanpp EpweBnsu,

> npockba pasobpaTbca. UTO OTBETHUTE NONB30BATENN?
Reply >
> This is a forwarded message
Re- > From: B. Akimova < _—~ “7-t==31 ~nmw

> To: diman@bic.tsu.ru
> Date: Tuesday, October 14, 2014, 12:25:04 PM

u I_Iepecn aTb > Subject: 3ampoc OT BXOfa Ha MNEPCOHANbHYN CTPaHMIY

>
==f<{==============0riginal message tex
Forward > 9 g

= [lepeHanpaBuTb swsiling
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CepBuCHI JICKTPONOYTHI

= AHgekc.[lodTa mail.yandex.ru

= Mail.Ru mail.ru
= Gmail gmail.com
= Sibmail www.sibmail.com
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Conam

= Paccbinka peknambl no email 6e3
npeaBapuUTENbHOIO corfnacoBaHUs Ha
NPOU3BOSIbHbIE aJpeca.

= OTO NNoxo.
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Pexiaama B UHTepHeTE

X morn X

ABManepeBO3KU

- | MockBa-EpeBaH

[pPy30NEPEBO3KA
PerynApHbIM PEMCOM
Mockea-EpesaH. Cney,.
UeHa 25 pybskr

aerodar.ru = bawk1pMA

NckaTb cTano npotue!
HoeaA GecnnaTtHaA 6a3a
KBapTWP MOCKBbI 1
ofnacTi
realty.realsearch.ru »
Bawku1pMA

xtrue.ru begun




CchlIIKM HA CKAQUUBaHHE

} o BecnaTHO UK yaHaTe bonbwe MHOOPMaLMK O Hel Bbl
PazmMep daiina : 75.38 MB —— MOXKETE MO CCbINKaM CHUZY. [lepxuTe BCe Balm

MNogaepxueaemble OnepaynoHHble CUCTeMbl: - - 2
LA & i : ApanBeepa 3KTYaNbHLIX BepCHid B 3BTOM3TUYECKOM
Windows XP 32 bit,Windows XP 64 bit,Windows Vista peXMME

32 bit, Windows Vista 64 bit, Windows 7 32 bit, Windows 7 64 bit
(¥ cxavamw ceimact ) (&, noppodee...)

Nogaepxka OC: Windows 8,7, XP. Pasmep daitna: 1,1 Mb

® O Pe®  Asus PSLD2-SE
== Pa3mep panna:257.22 Mb 129277 ¥

13T HYECKWIT MOMCK HYXHbIX A pailBepos

Asus PSKPL-AN
Paamep aina: 148.16 Mb 128727 ¥

Ccbinka Ha ckaduBaHue 1
Ccbinka Ha ckadusanme %2

Asus 775 PSQ SE
™ EEDOTY Ballero KOMNLTepa - MOMOXKEeT yTuanta Pa3amep taitna : 75.38 MB 104749 ¥
CCleaner, Koropyro MOMHO CKauaTb becnnartHo TyT.

(BB Asus PSB-MX/WIF-AP
3aronosok: yTunuta CCleaner, KOTOPYK MOXHO CKa4aTb DecnnaTtHo TyT 09522 ¥

Aapec: http: /fwww.carambis.ru/lp/deaner.html?cs_aff=driverscomru
PDF Reader & ASUs PoRPLAN
MNMocnegHee o6HOBNeHue: 15 AHBapa 2014 | Fasen DaRN ;13816 MD 95575 &

OC: Windows 8/7/Vista/XP ShesIiinl e oD
Paamep dhaiina : 2.8 Gb 94635 ¥

Tpe6oBanua: HeT ocolbix TpeboBaHWUi

Asus PSGC-MX/1333
Paamep aina : 257.22 MB 32248 ¥

Asus PSGPL
Paamep ¢aiina: 2.8 Gb 15186 &

)| Asus PSE64 WS EVOLUTION
Paamep thaiina : 4.82 Gb 7920 ¥




IIy0/inuHbIEe CAUTHI

Nomos e oc FAQ KoHraxis Bebumacrepcxan

BonycHas xapra

®ain: 7_sd3.12.rar [42.34 Mb]

~CkavaTte 6eICTPO ¢ T CkavaTte MeANeHHo P

Crauate chann za:
1 MeHyTa 7 Cexynpy 14 Muny T 27 cexynp

Y Bac ecro npemiym ko7 Haxmure crona

[ xouTaKTe corpuss 6 Mo dadnax

‘ .y CcbuUiKa ans ckauBaHin uepes Skymonk:

Intip Metitbit net'download/62364.6e150b4cdd4bba0900bd05a630




Koporkue aagpeca

= goo.gl/oGtaZV
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CMC u noarBep:kaeHHe HOMepa
TeJeoHA

= Ecnun couceTb unu cant 3HaKOMCTB, TO
MO>HO.

noATBepXXaeHne akkayHTa
BOCCTaHOBIIEHME NAPONA
MOOUITbHbIE CEPBUCHI U YCIYTY

= Ecnun oHnanH-TecT, pogocnoBHasi, CMC-
nepenucka, HeoObIYHLIN CaUT —

T.K. O€CCMbICITIEHHO
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‘ CTyaeHTy Ha 3aMeTKY

= ithappens.ru
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