Jlekuuna 4

LLiIndppoBaHue. PacnpeneneHue
KIntoya.



Buabl WWndgppoBaHngA



CUMMETPUYHbIE

* Tunbl

* ATaKu

* Side-channel attack

* Brute force attack

* PacnpeneneHune Knoya



ACUMMETPUYHbIE

* RSA - camasa MaccoBasd KpUNTocUCcTeMa C
OTKPbITbIM KITIOYOM (aCUMMMETPUYHa4
Kpuntocmucrtema). [loBceMecTHO
ncnonb3yeTca Anga nognucu B coctabe SSL-
cepTudunKkaTtos.



* B RSA ogHoOHanpaBneHHas PyHKUUA UMeeT
"Nnasenky" unn "d4epHoin xoa", 3HaHne
KOTOPOro NO3BOSSIET NNENKO 00paTUTL
doyHKLMIO, BbIYMUCTUTE apPryMeHT Mo
3Ha4yeHuto. RSA ocHoBaHa Ha BO3BeOEeHUN B
cTeneHb Mo MoAysko, a CTOUKOCTb 3TOU
KPUNTOCUCTEMbI CBA3aHa C 3aJa4vyei
pPa3noXeHnsa Yyncrna Ha nNpocTble
MHOXUTENMN.



* [TapameTpamun KpuntTocuCcTEMbI RSA ABNAIOTCH
Mo4Y b U OTKpPbITasa (LUM@pyroLas) 3KCNoHeHTa -
TO €CTb, NOKa3aTeNb CTeNeHn, B KOTOPYHO
BO3BOAUTCS coobLLeHue.

* MO,EI,yJ'Ib B RSA ABNAeTcAa COCTaBHbIM YACIOM: N =
pq, rae p n q - A0CTaTO4HO bonbLume NPOCTble
YUClia.

« PasnoxeHune N gepXXntcs B cekpete. 3HaHue 3Toro
pas3noXXeHna No3BONAeT NOCTPOUTL "Nasenky", c
MOMOLLbIO KOTOPOM MOXHO 00paTUTh
ogHoHanpaBneHHY PYHKLWIO, NeXxallylo B
OCHoOBe RSA.



CEeKpPETHbIM KIHOYOM SIBNSIETCS 9KCMOHEHTA, obpaTHas K
lndopytolen (paclundpoBbiBatoLLas).

B cny4yae TLS, cepBep nybnunkyet moaynb N 1 lWWNppYOLLYHO
SKCMOHEHTY €, a B CEKpEeTe COXpaHAETCA COOTBETCTBYOLLasA e
paclumdpoBbIBatoLLas 3KCNoHeHTa d = e™

Taknm obpa3om, OTKPbITbIN KITHo4 COCTOUT U3 N M e, a
3aKpbITbIN - U3 (N,p,q,d).

OTKPbITbIN KITHoY 06bIYHO NYBSIMKYEeTCs B cOCTaBe
cepTudukara TLS

OTKpPbITBIN KINKOY CAYXXUT ANS NPOBEpPKM NOANUCEN, a ANnst UX
reHepaunm Heob6xoamMmMo 3HaTb COOTBETCTBYOLLMIA
CEKPETHbIN.

RSA rno3BonsieT 3alunpoBaTtb COOOLLEHME, BbICTYNAsA B POSn
aCUMMETPUYHOIO LWndpa.

C=m®mod N, rage C - UM POTEKCT, a m - OTKPbITbIN TEKCT.
COOTBETCTBEHHO, 3Has pacLLUNdPOBLIBAIOLLYH 3KCMOHEHTY,
MOXHO pacLumdposaTtb C: m = C¢ mod N



* [lpn ncnonb3oBaHUM AN4a co3gaHUAa N NPOBEPKN ANEKTPOHHOU
noanucu B TLS, RSA paboTtaeT cneagyrowmm obpasom.
CTOpOHa, reHepupyoLLada NoAnMCh, BbIYUCISIET 3HAYEHNE
XeL-oyHKUNM OT noanmcbiBaemMoro coobuieHunst (H = Hash(M)),
NpuBOOUT 3TO 3HaYeHUe K pa3paaHOCTU UCMOSb3YyEeMOro
Moayna N v BblYMCNSET 3Ha4YeHne nognmucu npy NoMoLUm
ceKpeTHOM (pacLundpoBbiBatoLLEeit) 3KCNOHEHTbI: S = HY mod
N.

« [Ina npoBepku noanucu TpebyeTcs 3HaTb OTKPLITYIO YacTb
KIoda: Moayrib U LUMMPPYHOLLYIO SKCMOHEHTY e. 3HAYEHME
noanucm BO3BOOAUTCS B CTENEHDb €, a NoNy4uMBLIEECS
3Ha4YeHne cpaBHUBAETCS C BbIYUCNEHHbLIM 3HAYEHNEM XELL-
doyHKUMKM coobLeHunsa: S mod N = H, ecrnn 3Ha4yeHuns cosnanu,
TO noanucbh BepHa. [Ans Bbl4MUCIIEHUA KOPPEKTHOM NOANUCHK
(nogaenku) TpeTben CTOPOHE HEODXOAMMO 3HATb CEKPETHYIO
9KCMNOHEHTY d, 4TO obecrnevynBaeT 3alnTy OT NOAAENKN.



CBouncTtBa PYyHKLNA
X3LLNPOBAHUS

* HeobpaTUmMoOCTb
e CTOMKOCTb K KONN3nam



ilcnonb3oBaHNA

« XpaHeHue napons

* [1lpoBepka aun

* CepTundumkarhbl

* [lpoBepka yenoctHocTn, HMAC



MAC/HMAC

Message Authentication code — cTaHOapT
obmMeHa JaHHbIMM NPU MOMOLLIM ODLLEro KtoYa

HMAC — MAC c ncnonb3oBaHuUeM hash

HMAC no3BonseT Nony4vYnTb Ko
ayTeHTU4HocTn HMAC (k, text)

besonacHocThL 3kBMBaneHTHa 6e3onacHoCTH
MCMOoNb3yeMOoUn X3 PYHKUUNU

bbicTpee cMMMETPUYHOTIO LN POBaAHNS
Mcnonb3yeTtcs B TLS, IPSec



XaLUn

B mapTe 2012 roga Bbiliia nocrnegHa4a Ha
OAHHbIN MOMEHT peaakuus FIPS PUB 180-4, B
KOTopown ObInn AobaBneHbI
doyHKUMKM SHA-512/256 n SHA-512/224,
OCHOBaHHbIe Ha SHA-512 (NMOCKOSIbKY Ha 64-
BUTHBLIX apxuTekTypax SHA-512 paboTaet
ObicTpee, Yem SHA-256)14.

* B none 2006 rona noasunca ctaHgapT REC
4634 «be3onacHble xew-anroputmel CLUA
(SHA U HMAC-SHA)», onucbiBaroLnn SHA-1 v
CEMEUNCTBO SHA-2.




PekomeHOauunm

 OTKasaTbcd oT SHA 1/ MD5
* /Ilcnonb3oBaTtb SHA2, cneanTb



Vicnonb3oBaHMe LnpoBaHMA B TLS

* TLS Record Protocol : symmetric, MAC — privacy,
integrity

e TLS Handshake Protocol: communicate keys.

» Specification of key exchange is left with the upper
level

* higher layers should not be overly reliant on whether
TLS always negotiates the strongest possible
connection between two peers. There are a number of
ways in which a man-in-the-middle attacker can
attempt to make two entities drop down to the least
secure method they support



Handshake Protocol — hello phase

— The client sends a ClientHello message to which the
server must respond with a ServerHello message, or
else a fatal error will occur and the connection will fail.

— The ClientHello and ServerHello are used to establish
security enhancement capabilities between client and
server. The ClientHello and ServerHello establish the
following attributes: Protocol Version, Session ID,
Cipher Suite, and Compression Method.

— Additionally, two random values are generated and
exchanged: ClientHello.random and
ServerHello.random.



Handshake Protocol — key exchange

* the server Certificate, the ServerKeyExchange,
the client Certificate, and the
ClientKeyExchange.

* New key exchange methods can be created by
specifying a format for these messages and by
defining the use of the messages to allow the
client and server to agree upon a shared
secret.

* secrets that range from 46 bytes upwards




Handshake Protocol

KIIMEHT NOAKNoYaeTcs K cepBepy, noaaepxusaroLlemy TLS, u
3anpalumBaeT 3aluLLEHHOE coeaNHEHNE;

KIMUEHT NpegocTtaBiideT ClMUCOK nogaepxmBaeMbixX aliropnTtMoB

cepBep BblbMpaeT 13 cnncka, NpegoCcTaBIeHHOro KIIMEHTOM,
Hanbonee HaaéxHble anropuTMbl Cpean Tex, KoTopble
noaaepXXnBaroTcs cepBepoM, U cOOOLLIaeT 0 CBOEM BbIOOPE KITUEHTY;

cepBep OoTnpaBndaeT KNMEHTY UndpoBon ceptudmkart ans
CODCTBEHHOW ayTEHTUPUKALUNK: UMS cepBeEpPa, OTKPbITbIW KIHOY, UMS]
LeHTpa cepTudmnKkaunm

KIMWEHT, 40 Havana nepegayn gaHHbIX, NpoBepaeT BanmaHOCTb
(ayTEHTUYHOCTL) NOSTy4YEeHHOro CepBEPHOro cepTudukara,
OTHOCUTESIbHO MMEIOLLNXCA Y KITMEHTA KOPHEBbLIX CEPTUIMNKATOB
yOOCTOBEPSOLNX LEHTPOB (LEHTPOB cepTudukaumnm).

Ons WwugpoBaHUSa CECCUN UCTIONb3YETCA OBOLLNKM CEaHCOBbLIN KITHOY
(Andodoun XennmaH).



YcTaHoBeHue 3allnLLeHHOoro
coeanHEeHUs

KnuneHT nocbinaet coobuleHmne ChangeCipherSpec, KoTopoe
yKasblBa€eT Ha TO, YTO BCS nocneayoLas uHpopmauus dyaoet
3almdopoBaHa ycTaHOBMEHHbLIM B NnpoLuecce NoATBepKAeHNS CBA3N
anropMTMOM, UCMONb3YyH OBLLMIN CEKPETHBIN KITHOY.

— KnuneHT nocbinaet 3awmgpoBaHHom coobLueHmne Finished, koTopoe

COAEPXKUT Xell n MAC, creHepupoBaHHble Ha OCHOBE NpeablayLLnX
coobLLeHnn npoueaypbl NOATBEP)KAEHNS CBA3MN;

— CepBep nbiTaetcs pacwmndpoatb Finished-coobuieHne KnneHTa u
npoBepuTb xew n MAC. Ecnu npouecc paclungpoBKM U NPOBEPKN He
yOaETCs, NOATBEPXKAEHME CBA3WN CHMTAETCH Hey4aBLUMMCA, U COeaVHEHNEe
OOMKHO ObITb 060PBAHO;

CepBep nocbinaet ChangeCipherSpec 1 3alumMdpoBaHHOE coobLLEHNE
Finished, 1 B CBOIO o4epenb KNMMEHT TOXe BbINOMHAET pacLlUMdPOBKY U
NPOBEPKY.

C 9TOro MOMeHTa NoATBEPXKAEHNE CBA3N CHUTAETCS 3aBEPLUEHHBIM,
NPOTOKOJST YCTaHOBIEHHbIM. BCE nocneaytoLlee cogepxumoe
NakeToB NOET C TUMNOM 23, a BCe AaHHble byayT 3aumdpoBaHbI.



Anroputm DH

napameTpbl NnpoTokosa duddpun-XennmaHa (DH) OOMKHbI
ObITb NOAMNUCAHbI.

Ecnn ncnonb3yeTtca Krnaccuyecknimm sapmaHT, TO B COODLLEHNN
ServerKeyExchange nepegaeTca 3Ha4YeHne Moaynsa u
BbIYNCINEHHbLIN CEPBEPOM OTKPbITbIN KItoY DH.

B BapnaHTe Ha annuntnyecknx Kpuebix (ECDH) -
NOEHTUMPUKATOP caMOomn KPpMBOWU U1, aHaANOrmM4Ho DH, OTKPbITbIN
Kntod. [MapameTpbl NO4NUCLIBAKOTCA CEPBEPOM

B 3aBMCMMOCTHM OT UCNOSb3yeMOUN KPUNTOCUCTEMbI, MOAMNUCH
MOXET bbITb DSA (cenyac npakTU4eckn He BCcTpedaeTcsi), RSA
nnun ECDSA.

[Tlognuck Ha napameTpax DH o4eHb BaXKHa, TaK Kak NO3BOSSAET
3aWnTUTb CoOeanHEHMe OT aTtaku Tuna "HYenosek
nocepeauHe".



Master secret

» OcHOBa Krto4ven - obLmm cekpeT Master Secret -
reHepupyeTcs N3 HECKOSTbKMX NepeMEHHbIX
COCTaBMNALNX: TaK HAa3biIBaeMbIN Premaster Secret,
ClientRandom u ServerRandom. Premaster Secret -
cornacyertcs B paMmkax ooMeHa Kroyamu, 3To finbo
nocnenoBaTeribHOCTb CNyYanHbIX 0anToB,
3alingpoBaHHaga OTKPLITbIM KIHOYOM CepBepa,
nnbo 3HaYeHne, NoSTIy4YEHHOE B pe3ynbraTe
obmeHa no nportokony Anddpun-Xennvaxa.

* master_secret = PRF(pre_master_secret, "master
secret”, ClientHello.random +
ServerHello.random)[0..47];



MeToabl yCTaHOBEHUS KIo4a

e PSK - pre-shared key. Cxema ocHoBaHa Ha
NCMOSIb30BaHUM OOLLIErO CEKPETHOrO KIto4va U
CUMMETPUYHON KPUMTOCUCTEMBI, MPU YCITOBUK, YTO
KoY ObIfT cornacoBaH 3apaHee;

* 2. Bp€MEHHbIN KN4 RSA - ero nogaepxka nocnyxwuna
OCHOBOM Ans atakn FREAK, onybnmnkosaHHow B 2014
roay,;

* 3. SRP - npoTtokon SRP (Secure Remote Password), REC
5054. [1poTOKOs, NO3BOMNSOLLNIA CreHeEPUpPOBaTb 00LLNN
CUMMETPUYHbIN CEKPETHbLIN KIMY OOCTAaTOYHOMU
CTOWUKOCTW Ha OCHOBE N3BECTHOIO KITMEHTY U cepBepy
naponsi, 6e3 packpbITUA 3TOro Napons Yepes
He3alULLEHHbIN KaHar;



Ewe

eSS

« KDE

* Trusted timestamnig
e EKE

e OTP



PacnpeneneHue Kntoya



SSS

Generate secret key

Share 1 - device

\/

Share 2 - user

4

Share 3 - server

Restored secret key




AES-TOKEN

User Protecting
login/pass Tokenizati : the

word, PIN S on function - | One-time > transport
or (hash AES key of the
timestamp series) distributed
value key




Diffie-Hellman

value A=g*amodp
> Client

Server
value B=g"b mod p
Server ]( Client
Server computes A”b Client computes B*a

Common key K = A*b = B"a




PAKE

g™x1, @"x2, along with zero-
knowledge proofs
Server >[ Client

g"x3, @™x4, along with zero-
knowledge proofs

Server Client
A = gM(x1+x3+x4)x2s} along
with zero-knowledge proof for

Server s >[ Client
B = g™{(x1+x2+x3)x4s} along

with zero-knowledge proof for
Server ]<X4S Client

[ Server and client compute session key k = H(K), K is derived from A and B




Encrypt
Generate session
symmetric = key with
session key PKE
b publickey

PKE

Sendvia
unprotected
network

Decrypt
session

> key with
PKE
private key

g

BN

\,

Decrypt
message
with
session key




Server

KERBEROS

ClientID

Server

Client ID, session key K encrypted
with client key K_C, this message is
encrypted with server key K_S

S koo

K

Server

Session key K encrypted with client key
K.C

KDC

Client

Nonce N encrypted with session key K

>[ Client

Server

Nonce N-1 encrypted with session key K

>[ Server

>[ Client




