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Overview of AD DS

AD DS is composed of both logical and physical

components

Logical components

. Partitions

. Schema

- Domains

- Domain trees
- Forests

. Sites

- OUs

.- Containers

Physical components

.- Domain controllers

- Data stores

- Global catalog servers
. RODCs



AD DS Domains

*AD DS Hanunuma Hann4ua 6onee ogHoro domain

controllers

*Bce domain controllers obcnyxusatoT paboyyto Konuo
B[ noMeHa 1 pennuunpyoT KOHTEHT U3MEHEHNZ MO user

accounts, computer accounts, groups

°*Domain -rpaHuua pennukauumn

°*Domain - agMUHUCTPATUBHbIW
LEeHTP AN KOHPUIypupoBaHUA U
ynpaBneHmsa obbekTamu

*Jltobon domain controller
ayTEHTUMPUUUPYET NOMbITKY sign-in
n3 ntobomoro mecta B domain

*The domain npegocrtaBnsieT
authorization
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: =5 contoso.com
-Containers MOXeT = Admins
NCMNOJ1Ib30BaTbCA AJ14 | Builtin
rPynnnMpoBKHU OOBbEKTOB B =] 2| Client Computers
OOMeHe = | BEI
.OU ang: -
| Computers
' rpyI'II'II/IpOBKI/I OOBEKTOB C | ForeignSecurityPrincipals
nocrneaywnumm HasHa4yeHnem = & Groups
Ha Hee GPOs 51 Access
- [lenernpoBaHmne = | Application
AOMUHNCTPATUNBHbIX 2 | Computer
= | Role
OU BbIrmMagnT Kak narka c T Kiosks
KHUTOW BHYTPU a | New Computers
Containers BbIMMSIANT Kak = LT ACCOUS
a2 | Contractors
nanka\ = | Employees
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Forest root

\Omaln

Tree root
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AD DS Schema

Schema onpegensieT 00bekTbl XpaHuMmble B AD DS

Schema Objects Schema Directory
classSchema classUser UserObject
classID classlD: classUser classlD: classUser
attrfbuteSchemal s -
attributeSchema2 attributelD:cn attributelD: Adam Barr
attributeSyntax: attributeSyntax:
*
attributeSchema
cn: cn:
ol attributelD: Password || | fsssfie-| | | |attributelD: Pa$SwOrd
attrfbuteID attributeSyntax: attributeSyntax:
attributeSyntax
cn: cn:
attributelD: manager attributelD: Ed Meadows
attributeSyntax: attributeSyntax:




Domain Controller

Domain controllers

* Servers Ha KOToOpoMm passepHyTa AD SA Cc AD DS
database (Ntds.dit) n nankon SYSVOL

* Kerberos authentication service u KDC services
Npoun3BoAsAT authentication

* Best practices:

- Availability (JOocTynHOCTb-HaAOEXHOCTb):

He meHee aByx domain controllers Ha ognH domain
- Security (besonacHocTb:
RODC u BitLocker



AD DS Database

The AD DS database xpaHuTbca n obcnyxmnsaetcs
BCEMU domain, Kaxgas COCTOUT U3 4-X pa3aernos

Domain ,. Domain Partition
Controller - N .,:

”
- A ” -

. \ Configuration
————— - Partition
ADDS  “~. R = ~.J Schema Partition
Database R
Tl Application
1 ~ Partitions (optional)




Global Catalog

Global catalog:

XpaHUT HENOMHbIW Habop
aTpmnbyToB Kaxkgoro domains B
forest




The AD DS Sign-in Process

The AD DS sign-in process:

1. user account npoxoaunT
authentication Ha domain
controller.

. E_Ei |

2. domain controller Bo3BpaLuaeT “APbomain

TGT oDOpaTHO KITNEHTY. |

3. client ncnonbsyet TGT gns
oocTtyna K workstation.

4. domain controller npepoctaBnsaer
OOoCTyn K workstation.

5. client ncnonb3yet TGT ans
gocTtyna K server.

6. domain controller Bo3BpaLuaeT Workstation Server
OOCTYN K cepBepy.




Operations Masters

Multi-master replication model, Heckonbko ponewn
MOXET ObITb Ha KaXXOOM cepBepe

MHoO>XeCTBO CMHOHMMOB €CTb Y single master operations
B AD DS, Bkntovas:
- Operations master (UNK operations master ponu)

-Single master ponu
- Flexible single master operations (FSMOs)

The five FSMOQOs are:

-Forest: -Domain:
-Domain naming master -RID master
.Schema master -Infrastructure master

-PDC Emulator master



Manage Account



Creating User Accounts

Active Directory Administrative Center Create

User window

First name: I
Middle initials:

Last name:

Full name: *

User UPN logon: @

User SamAccount... Adatum K

Password:
Confirm password:

Create in: OU=Managers,DC=Adatum,DC=com
Change...

[ | Protect from accidental deletion

Log on hours... Log on to...

Account expires: ® Never
O End of

Password options:
® User must change password at next log on
(O Other password options

QIS requireq 101 eracilive 10C

7

Encryption options:

Other options:



Specifying the Location of Computer Accounts

- Best practice is to create OUs for

computer objects =l - Clients
- Servers =l (3 BQS
- Typically subdivided by server role 2| Desktops
- Client computers - EAILaDtODS
—r
- Typically subdivided by region e S S
PR yTes = | Desktops
. 2 | Laptops
- Divide OUs: 9 B cPT
- By administration 8 Dockiops
- To facilitate configuration with Group 3 Laptops

Policy



Resetting the Secure Channel

-He ynansinTte u He BbiBoAUTE computer n3 domain

- Co3gaHne HOBOrro akkayHTa = co3gaHue HoBoro SID
noTeps YNeHCTBa B rpynnax.

-[1na cbpoca secure channel ucnonb3yem
- Active Directory Users and Computers
- Active Directory Administrative Center
-dsmod
-netdom
- nltest
- Windows PowerShell



AD DS Permissions

Owner:

Advanced Security Settings for IT

Domain Admins (ADATUM\Domain Admins) Change

Permissions

Auditing

Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit {if available).

Permission entries:

Type  Principal Access Inherited from Applies to A
#2, Deny  Everyone Special None This object only
2, Allow Account Operators (ADATU...  Create/delete InetOrg... None This object only o
82 Allow Account Operators (ADATU...  Create/delete Comput... None This object only .
82 Allow Account Operators (ADATU...  Create/delete Group ... None This object only
H2, Allow  Print Operators (ADATUM\Pr... Create/delete Printer 0... None This object only il
2 Allow Account Operators (ADATU...  Create/delete User obj... None This object only
2 Allow Domain Admins (ADATUM\...  Full control None This object only
H2 Allow ENTERPRISE DOMAIN CONT... Special None This object only
2, Allow Authenticated Users Special None This object only
82, Allow SYSTEM Full control None This object only 5
Add Remowe Wiewy Restore defaults
Disable inheritance




Effective AD DS Permissions

Pa3peLIJeHVIFI, Ha3Ha4YeHHblE MNMOoJ1b30BaTEJIAM N rpynnam,
HaKalninBakTCAH

Jlydwien npakTukon aBnaeTca HasHavyeHue paspeLlleHnn ans
rpynn, a He Ang otaenbHbIX Nonb3oBaTeneun

In the event of conflicts:
- Deny permissions nobexgatot Allow permissions

- #AIBHble permissions nobexgatot HesaBHble
permissions

- ABHBIN Allow nobexxpaeT HeaBHbIN Deny

effective permissions, MOKaxyT pe3ynsTupytoLiue
permissions :



Group Types

*Distribution groups
- icnonbaytoTcs email npnnoXxeHnsimm

- Not security-enabled (no SID); He
NpenocTaBlAET permissions

Security groups

- Security principal nmeert SID;
NpenocTaBNAET permissions

- Tak ke MOXeT Ucrnofb3oBaTbCca email
NPUNOXEHUAMMU

security groups U distribution groups MOXHO
KOHBEpPTUPOBaTbL ApYr B gpyra



Group Scopes

Members Members from Ca.n be
Group Members from : assigned
. from domain  trusted external e
scope same domain ) permissions to
in same forest domain
resources
U, C,
Local GC. DLG. UG U, C, U, C, On the local
GG, UG GG computer only
and local users
Domain-I U, C, U, C, U, C, Anywhere in the
ocal GG, DLG, UG GG, UG GG domain
: U, C, U, C, Anywhere in the
Universal - "G GG, UG N/A forest
U C Anywhere in the
Global G’G ’ N/A N/A domain or a trusted
domain
U User
C Computer

GG Clobal group
DLG  Domain-local group
UG Universal group



Implementing Group Management

J

| Identities
Users nnm computers,
KoTopbin aBnseTcs YneHo

G Global groups
Copep>kaT 4neHoB Ha
OCHOBe pornemmembers’

roles,
which are members of ACL_5ales_Read
DLDomain-local groups (Domain-local group)

Which provide management
such as resource access,
which are

A Assigned access to a resource

This best practice for nesting
groups is known as IGDLA. o




Implementing Group Management

| |dentities
Users or computers,
which are members of




Implementing Group I\/Ianagement

| Identities
Users or computers,
which are members of

G Global groups
Which collect members
based on members’ roles,
which are members of




Implementing Group Management

| Identities
Users or computers,
which are members of

G Clobal groups
Which collect members
based on members’ roles,
which are members of

ACL_Sales_Read
DL Domain-local groups (Domain-local group)
Which provide management
such as resource access,
which are



Implementing Group Management

| Identities
Users or computers,
which are members of

G Global groups
Which collect members
based on members’ roles,
which are members of

ACL_Sales_Read
DL Domain-local groups (Domain-local group)
Which provide management
such as resource access,
which are

A Assigned access to a resource




Implementing Group Management

| |dentities
Users or computers,
which are members of

G Clobal groups
Which collect members
based on members’ roles,
which are members of

ACL_Sales_Read
DL Domain-local groups (Domain-local group)

Which provide management
such as resource access,
which are

A Assigned access to a resource

This best practice for nesting
groups is known as IGDLA @




Default Groups

- BHMMaTenbHO ynpaBnsnTe rpynnamMm no yMOon4aHuio, T.K. OHU
MMELOT pacCLLUMPEHHbIE aAMUHUCTPATUBHbBIE NPUBUIETN

Group Location

Enterprise Admins Users container of the forest root domain
Schema Admins Users container of the forest root domain
Administrators Built-in container of each domain
Domain Admins Users container of each domain

Server Operators Built-in container of each domain
Account Operators Built-in container of each domain
Backup Operators Built-in container of each domain

Print Operators Built-in container of each domain

Cert Publishers Users container of each domain



Special Identities

-Special identities:
- [pynnbl YNEeHCTBOM B KOTOPbIX ynpasnseT OC
- MoryT nconne3oBaTbCcs ANa NepaoCTaBNeHNs AocTyna K

pecypcam:
*Anonymous Logon ‘Interactive
-Authenticated Users ‘Network

‘Everyone -Creator Owner



Managing User and Service Accounts



User Account Policies

Use the following settings to set password
requirements:

- Enforce password history

- Maximum password age

- Minimum password age

- Minimum password length

. Password complexity requirements

- Account lockout duration

. Account lockout threshold



User Account Policies

-Local Security Policy account settings:
- Configured with secpol.msc

- [NpumeHsieTcst Ha local user accounts

.Group Policy account settings
- Hactpawnsatotcsa B Group Policy Management console

- [lpnmeHsatoTcsa Ha Bce accounts B AD DS n accounts,
computers B JOMEHE



