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BOIIPOC 1

«KagkHue ormacCcHOCTH
IOoACTEpPEraroT HAC B
HHuTepHETE?»

f



' HHTepHEeT-MOLIEHHHYECBO H XHIIEHHE .
JaHHBIX C KPEAHTHOH




_— TIPECTYITHHK TE

NEUCTBUS, KOTOPBIE ITPEAITPUHUMAIOT
ITPECTYITHUKHU B UHTEPHETE.
[TpecTymHUKHM MpPEeUMYIIEeCTBEHHO YCTAaHAB/IMBAIOT KOHTAKTHI C
IeThbMH B YaTax, TpU oOMeHe MI'HOBEHHBIMHU COOOIIEHHUSMH, IO
3JIEKTPOHHOW mo4dTe Wau Ha ¢opymax. [lns pelreHUWsT CBOUX
npo0jieM MHOTHEe TIOAPOCTKH OOpallaloTCs 3a MOIePXKKOM.
3/I0yMBIIIJIEHHUKH YaCTO CaMH TaM OOHWTAIOT; OHHM CTapPAIOTCS
NMpHUB/IeYb IMOJPOCTKA CBOWM BHUMAaHHWEM, 3a00TIUBOCTHIO,
IOOpOTON M JAaXke MOJapKaMH, HepeAKO 3aTpayuBasi Ha 3THU
YCHJIWSI 3HAYMTE/TbHOE BpeMs, IeHbru 1 sHepruio. OObIYHO OHU
XOPOIIIO OCBeIOMJ/IEHBI O MY3bIKaJIbHBIX HOBUHKAX Y COBPEMEHHbBIX
yBiaedeHHsX geteil. OHHU BBICTYIIMBAIOT TPOOIE€MBbI MOAPOCTKOB U
COYyBCTBYIOT M. HO mocTeneHHO 3/10YMBIIJIEHHUKA BHOCST B
cBon Oecebl OTTEHOK CEKCYaJIbHOCTH HWJIM J€MOHCTPHUPYIOT
MaTepHasibl OTKPOBEHHO JYPOTHYECKOTO COAEP)KAHUS, TBITAsACh
0C1abUTh MOpaJIbHbIE 3aMPeTh, CAePXKUBAIOIIME MOJIOABIX JTIOIEH.
HekoTopsble MpecTyITHUKHA MOTYT JeMCTBOBATh OBICTpEe IPYTUX U
Cpasy >Xe 3aBOAUTH CeKCyasibHble Oecembl. [IpecTymHUKH MOTyT
4— TaKKe OIeHWBATh BO3MOXXHOCTb BCTPEYH C TIeTbMHU B peaslbHOU
YKHU3HU.



BPEJOHOCHBI

K BpegoHOCHBIM NporpaMmaM OTHOCSTCS BUPYCHl, YE€PBU U «TPOSIHCKHE
KOHH» — DTO KOMIBIOTEPHBbIE MPOTPaMMBbl, KOTOpPble MOI'YyT HaHECTU Bpe[,
BallleMy KOMIMBIOTEPYy U XPAHSILIMMCS Ha HeM JaHHbIM. OHM TakKe MOTYT
CHIDKATh CKOPOCTh OOMeHa JaHHBIMH ¢ VIHTepHeTOM M /Ia)Ke MCIOb30BaTh
Balll KOMIIBIOTEP JAJI1 PACIIPOCTPAHEHUSI CBOUX KOMMUM HA KOMITBIOTEPBI BaLLIUX
Ipy3ei, poJICTBEHHUKOB, KOJIJIET U TI0 BCEU OCTabHOM TmobanbHOM CeTw.



HTEPHET-MO O
U XUINNEHHE JAHHBIX C KPEIUTHOH KAPTHBI

B YEM COCTOHUT MOIIEHHHUYECTBO?

Cpeau MHTepHeT-MOLIEHHWYECTB WIMPOKOE PaCIpOCTpPaHeHUe MOoaydynia
npUMeHsieMasi XaKepaMHM TexXHHKa «phishing»,cocTosiias B TOM, 4YTO B
danpiIMBoe 37€KTPOHHOE THUCHhMO BKJIIOYAETCS CChUIKA, Beymlasi Ha
MOMY/ISIPHBIN y3€e/1, HO B IeUCTBUTETbHOCTH OHA MPUBOJMT I0J/Ib30BaTe IS Ha
MOLIEHHUYEeCKHUIN Yy3eJ, KOTOPBIM BBIVIAAUT TOYHO TaK JKe, Kak
opuManbHBIN. YOeOWB TOMb30BaTeIsT B TOM, YTO OH HAXOAWUTCS HA
odUIINATIBHOM Yy3J/Ie, XaKepbl MBITAIOTCS CKJIOHUTH €ro K BBOAY IapoOJeH,
HOMEPOB KPEJUTHBIX KapT W JAPYroil ceKpeTHOW HMHQPOpPMalLMU, KOTOpast
MMOTOM MOXXET 1 OyZIeT MCITO/Ib30BaHa C YIepOOM /ISt I0/Ib30BaTEI.
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A3SAPTHBIE

PasHuila MexJy WUIrpOBBIMH CAaUTaMU W CAWTAaMHM C a3apTHBIMUA UI'PaMU
COCTOUT B TOM, YTO Ha UTPOBBIX CaliTaXx OOBIYHO COZEPXKATCSI HACTO/bHBIE U
CJIOBECHBIE€ UI'PbI, aPKaJAbl U IOJIOBOJIOMKH C CUCTEMOM HAYUC/I€HUS] OYKOB.
3[ech He TPATATCS AeHbrM: HU HACTOsIliMe, HU UrpoBbie. B oTinume oT
WUT'POBBIX CAWTOB, CAWUTHI C a3aPTHBIMU UTPaMU MOTYT AOMYCKaTh, YTO JIIOAU
BBIMTPBIBAIOT WU MPOUTPBIBAIOT UrpoBble AeHbru. CaillThl ¢ UTpamMHU Ha
IeHbI'Y OOBIYHO COAEPXKAT UTPhI, CBI3aHHBI C BEIUTPBIIIEM HJIA ITPOUTPHILIEM
HACTOSILIUX JeHeT.



OHAAWHOBOE ITUPATCTBO

OwnaiiHOBOE  MHUPATCTBO — 9TO  HE3aKOHHOEe  KOIMMHMpOBaHHWE U
pacripocTpaHeHre (Kak [Jisi [Ie/MOBbIX, TaK W JUIS JIMYHBIX Iiesieit)
MaTepPUA/IOB, 3alMIIEHHBIX ABTOPCKUM IPAaBOM - HAINPHUMEP, MY3BIKH,
bUIBMOB, UTP KU ITPOrpaMM — 6e3 paspelieHus TPpaBoo0IazaTeis.



HHTEPHET -

YBrneuenne  BeG-XypHajamu  (waM, WHave  roBops,  Gioramu)
PacIpoOCTPAHSIeTCSI CO CKOPOCThIO TMOXKapa, 0COOEHHO Cpenu MOAPOCTKOB,
KOTOpble TOpOUW BeOyT WHTEepHEeT-ITHEBHUKHW 0e3 BelOMa B3POC/BIX.
[TocnenHue viccielOBaHMSI MTOKA3BIBAIOT, YTO CETOAHS TPUMEPHO MOJTOBHUHA
BCeX BeO-)XYPHAJIOB MpUHAJJIEXAT MOApPOCTKaM. [Ipu 3TomM aBOe u3 Tpex
PacKpbBIBAIOT CBOIM BO3PacCT; TPOe U3 MATH MYyOJUKYIOT CBEJEHUS O MeCTe
MPOXKUBAHUS Y KOHTAKTHYIO0 MHPOPMAIUIO, @ KQXKABIH MATHIN COOOIIAET CBOE
noiHoe uMs. He cekper, 4To mOApPOOHOE pPaCKpPhITHE JTUYHBIX AAHHBIX
MOTEHIIMATBHO OTACHO.



HTEPHET-X

Tak e Kak ¥ B OOBIYHOUM >XU3HH, B MHTepHeTe MOSABUIHNCH CBOU
XY/IUTQHbl, KOTOPbIe OCJOXHSIOT >W3Hb [JPYTUM NOJb30BaTe/lIsIM
NutepHera. Ilo cyTn, OoHM Te >Xe OBOPOBBIE XY/IMIAHbI, KOTOPHIE
MOTY4YaOT YAOBOIBCTBHE, XaMsI U TPYOsT OKPY)KAFOIIIVIM.



HEOJOCTOBEPHASY HHPOPMAIIHA
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VIHTepHeT mpeJajaraeT Ko/J0CCaAbHOE KOJIUYEeCTBO BO3MOKHOCTEH s
oOy4yeHUsI, HO eCTh U OO/bIIast 101 HHPOPMAIIMH, KOTOPYIO HUKAK HeJb3sl
Ha3BaTh HU NOJIe3HOM, HU Hazie)XHOM. [Tonp3oBaTenu CeTu JOMKHBI MBICTUTD
KPUTHUYECKH, YTOOBI OLIEHUTh TOYHOCTh MaTE€PUAJIOB; TOCKOIbKY aOCOTIOTHO
I000# MOXET OMmyOTMKOBAaTh MHPOpMaIuio B MIHTepHeTe.



MATEPH
HEXEAATEABHOT'O COOEPXKAHHA

K MaTe€pHa/iaM HEXE/IaTE€JIbHOTO COACP)XXaHHUA OTHOCATCA: MAaTE€PHAJIbl
HOpHOFpa(l)I/I‘IECKOI'O, HE€EHAaBHUCTHHNUYECKOI'O COLAEPIKaHHS, MaT€PHAJIbI
CYPI]J,PI,ZLEUII)HOﬁ HaIlIpaB/JIEHHOCTH, CEeKTaHTCKMMH MaT€pHaJibl,
MaTe€pHaJbl C HEHOpM&THBHOfI JIEKCHUKOM.
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= BOIIPOC 2

«Kag 3THX OIIaCHOCTEH
H30exkaTh?»



ECTYIIHUKHA E

[TpekparaiiTe m100ble KOHTAKTHI IO 3JIEKTPOHHOM MTOYTE, B CUCTEMe OOMeHa
MTHOBEHHBIMH COOOIIEHUSIMM WJIM B YaTaxX, €C/IU KTO-HUOyAb HadHWHaeT
3a/1aBaTh BaM BOIIPOCHI TMYHOTO XapaKTepa WU COAep)Xalue CeKCyabHbIe

HaMeku. Hwukorga He cornamanTech Ha JTUYHYIO BCTpPeYy C TIOABMU, C

KOTOPBIMU Bbl MO3HAKOMUINCH B IHTepHeTe.



EJOHOCHBI bl

A) Hukorza He OTKpbBIBAiiTeé HHUKAKUX BIOKEHUM, MOCTYMHUBIINX C
DJIGKTPOHHBIM MHCBMOM, 32 UCKJIIOYEHHWEM TeX C/y4aeB, KOrJa BbI
OXXUJAeTe IMOoTy4YeHNe BJIOKEHHUS U TOYHO 3HAeTe COAEePXXUMOe TaKOTO
daiina.

b) CkauuBaiite ¢aiinbl U3 HaZEKHBIX UCTOYHUKOB U 00OsI3aTe/TbHO
yUTaliTe TIpeAynpexzeHuss 00  OMAacCHOCTH, JHLEeH3UOHHbIe
COT/IALlIeHUsI U TTOJIOKEeHHUSI O KOHPUIeHIITMATbHOCTH.

B) PeryaspHo ycTaHaBiWBakiTe HA KOMIIbIOTEDE TOC/IEHUE
0oO6HOB/IeHUsI 0€30MTaCHOCTH Y aHTUBUPYCHbIE CPEZCTBA.



HHTEPHET-MOIIIE BO

U XHUIIEHHUE NJAHHBIX C KPEAUTHOH KAPTBI

A)llocemast  Be6-caiiThl, HYXHO CAMOCTOSITE/IbBHO  HabupaTh B
ob6o3peBaresie azpec BeO-caliTa WU TOAb30BAThCSI CCHUIKOW M3
«HM3bpannoro» (Favorites); HUKOTZA He HYXHO IIE/NIKaTh Ha CCBIIKY,
COZEPYKAIIYIOCS B TOAO3PUTETHBHOM 3JIEKTPOHHOM TTHChME.

b) Koutponupyiite cricanvie CpeicTB C BalllMX KPeAUTHBIX U/TH JTUIEBBIX
cdeToB. JImss 2TOrO MOXHO WCIOAB30BaTh, HANpUMep, YCIyTy
MHGOPMHUPOBaHUS 00 omepauusx co cdeToB mno SMS, Kotopsie
NpeOCTaBISIIOT MHOTHe 6aHKM B Poccum.




A3APTHD

[lomMHHuTE, YTO HeEMb3sT UrpaTh Ha JeHbIH. Beab B OCHOBHOM MOAOOHBIE
pa3BleYeHUsT WCIOMB3YIOTCS CO3ZATESIMA ISl TIOMyYeHUs] MPUOBLIH.
WUrpoku 6osbliie TePSIIOT eHbI'A, HEXXETU BRIUTPHIBAIOT. MrpaliTe B He MeHee
yBJIEKaTe/IbHble WUIPbI, HO KOTOpbl€ He IIPEeAIIO/JIAral0T MCII0Ab30BaHME
HAJIMYHBIX WU Oe3HaTMYHBIX TPOUT PhILIEH /BEIUTPhILIEH.



OHAAHWHOBOE ITUPATCTBO

[TomuwmTe! ITuparcTBO, MO CyTH, 0OBIYHOE BOPOBCTBO, U BbI, CKOpPee BCEro, Bpsifl, TN

3aXOTHTE CTaTh BOPOM. 3HAlTe, YTO MOAJWHHbIE (THUIEH3UOHHbBIE) IMPOAYKTHI
BCerJza BbITOAHEe W HaJe)XHee THparckoit mpogykumu. OdumuanbHbi
IIPOU3BOJUTE/Ib HECET OTBETCTBEHHOCTD 3a TO, YTO OH BaM IIPOJAEeT, OH JOPOXUT

CBOEM penyTalyer, 4Yero Helb3s CKa3aThb O KOMIIQHUSAX — PACIIPOCTPAHUTEIISIX
MUPATCKUX MPOIYKTOB, KOTOPbIE ITPeC/IeyI0T TOTbKO OHY 1Ie/ib — 000TaTUTHCS U 34
c4yeT MmoTpeOwuTesnsi, U 3a CYET MPOU3BOAMTENS. JINIEH3MOHHBIM IOTH30BATENb

MIPOrPaMMHOTO 00ecIiedeH sl BCET/Ia MOXKET PACCYMTHIBATh HAa KOHCY/TBTAIITMOHHYIO

Y JPYTyIO0 CEPBUCHYIO MOAJEP)KKY IPOU3BOAUTEIS], O YeM I10/1b30BaTe/Ib TUPATCKOMN

KOITMU MOXET Aake He BcroMuHath. Kpome Toro, mpmobpeTtasi TUIIeH3UOHHBIN

MPOAYKT, MMOTPeOUTENh MOAIeP)XUBAET PA3BUTHE ITOTO MPOAYKTA, BBIXOJ HOBBIX,

60/1ee COBEpPIIEHHBIX U YAOOHBIX Bepcuii. Benb B pa3BuTHe MPOAYKTa CBOM TOXO[,

WHBECTHUPYET TOJBKO OPULIMATHHBIN TPOU3BOSUTETh.
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HUHTEPHET - 1 141

Hukorga He myOGmuKyiliTe B HUX KaKyIO-THUOO JTUYHYIO HHPOPMALMIO, B TOM
yrcne GaMUInio, KOHTAaKTHYI0O WHQPOPMAIIUIO, AOMAIIHUKA aJpec, HOMepa
TenepOHOB, Ha3BaHME IIKOJIBI, AIPEC IEKTPOHHOM MOYTHI, GaMUIUM APy3eit
WA POACTBEHHUKOB, CBOM HMeHa B IpOrpaMMax MIHOBEHHOTO OOMeHa
COOOLIEHUAMHU, BO3PACT WIHU JAaTy poxAeHus. Hukorma He momemaiite B
YXypHaJjie TPOBOKaLIMOHHBIe poTOrpaduu, CBOU MU YbU-THOO ellle, U BCeraa
poBepsiiiTe, He PACKPBIBAIOT U U300pKEHUST WIM JaXKe 3aJHUN TUIaH
doTorpaduii Kakyro-11u60 THIYHYI0 HHPOPMALIHIO.



HHTEPHET-XYAHUTAHCTBO

WUrHopupyiite Takux xynuraHoB. Ecin Bel He OyzeTre pearupoBarh Ha UX
BO3JeNCTBUSI, OOMBIIMHCTBY IPUPEPOB 3TO, B KOHIlE KOHIIOB, HAZIOECT U
OHU YUZYT.



JOCTOBEPHASN H AIlHUA

Bcerma mposepsitite coopanHyio B Cetr MHPOPMAIUIO TIO
OPyrMM  MCTOYHWKaMm. [Jljs  mpoBepkd  MaTepuasioB
obpatuTech K apyrum cavitam wim CMUW - razertawm,

YXyPHa/iaM M KHUTaM



MATEPH
HEXEAATEABHOT'O COOAEPXKAHHA

Wcnonp3yiiTe cpeacTBa QUIBTPALIMA HEXeIaTeTbHOTO MaTepuasa
(mHanmpumep, MSN Premium’s Parental Controls vim BcTpoeHHbIe B
Internet Explorer®). Hayuutech KpPUTHUYECKH OTHOCHUTHCS K
COZlePYXaHUI0 OHJIAHOBBIX MAaTEPUAJIOB U HE JOBEPSTH UM.




" IIOMHHTE!

HHTEPHET moixeT OBITH
NPEKPACHBIM H IOAE€3HBIM
CpeACTBOM IOA OOyUdeHHS,
OTAbIXa HAH OOILIEHHS C APY3bAMH.

HO - xax u peaAbHBIH MHP —
CeThb TO3Ke MOIKeT OBITH ornacHa!
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