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1. CYIIHOCTb COLIMAJIBHOU NH)KEHEPUU
U EE MECTO B COLIMAJIBHOM NPOEKTUPOBAHUU



NMOAXO/bl K ONPEJAEJEHUIO CYIHIHOCTH

COIUMAJIBHOU UTH KEHEPUH

CouunanbHas
ncuxonorus Henpo-
n couuornorus, NIMHrBUCTUYECKOE
npuknagHas nporpaMmmMmpoBaHue CUTYaLMOHHLI aHanu3
O61was aHTpononorus M cLeHapHoe
ncuxonorus nporpammMmuposaHue
(Tunonorus — —
U TPaHCaKTHbIN y
rpoBoe
aHanua) COLIMATNBHOE NPOEKTUPOBAHUE |{  mopennpoBanme
COUUATNbHAA UHXEHEPUA COLUMAINBHOE
COLMANBHAA YTOMUA (C. n b. Beb6whl, P. Mayng, 20-e rr XX B.). NMPOrPAMMMNPOBAHUE

— COBOKYNMHOCTb NOAXOA0B
M MeToAOB NPUKIaAHbIX
coumanbHbIX Hayk,
KOTOpPble OPUEHTUPOBAHDI
Ha ueneHanpaBneHHoe
U3MeHeHue
OpraHu3aUMOHHbIX CTPYKTYP,
onpeaensaroWwmx
yerioBeyeckoe noseaeHue
M obecnevyuBaroLUX
KOHTPOJIb 32 HUM

— peanu3auusa cnocobHOCTU YenoBeka
K KOHCTPYMPOBAHUIO HOBbIX U U3MEHEHUIO
CYLLUECTBYHOLMUX INIEMEHTOB U CTPYKTYp
couuanbHOro Mmpa, Bbipa)karoLasics
B NPUMEHEeHUN BCcex BUAOB peanbHO
NnoAKpensnéHHbIX 3HaHUKU, onbiTa
M TBOPYECKOro BooGpaxkeHusi ons Toro,
YTOObI N306peTaTb, NPOEKTUPOBATb,
co3aaBaTb, UBMEHATb, NoAAepPXKUBaTb
M ynyuwaTtb couunanbHble CTPYKTYpbl,
CUCTeMbIl U Npouecchl

— cuctema MeToaoB
NpUMeHsAeMbIX
Ansi HeCaHKLMOHUPOBAHHOIO
gocTtyna K nHcopmauum
WUIn cucTemMam ee XpaHeHus
nyTeM LeneHanpaBreHHOro
MHpOopMaLUOHHO-
NCUXOSIOrMYEeCKOro BO3AenCcTBUSA
Ha coumanbHble 0OBLEKTbI,
obecneumBatoLime
ee 6e3onacHOCTb




OUJTOCODPUA COLNUAJIBHOI'O MPOEKTUPOBAHMUA: m
KAPAUHAJIBHBIE UJIEU U TOJIOKEHUSA

1. Hado akcnepumeHmupogamp. OTKPLITOCTb K HOBOBBEAEHUAM — NMpeaBapuUTenbHOE YCroBne nx
pa3paboTkn n ocyiecterieHns. CounanbHble N3MEHEHUS XKeMNaHHbl, HO Mepa XenaHus CyLLEeCTBEHHO
pasnuyaeTca 1 no Tunam obuecTsa, U No CUTyaunn, CroXnBLLENCHA B JaHHOM MeCTe U B AaHHOE BpeM4, U Nno
OCODEHHOCTSAM MUPOBOCNPUATUA OTAENbHbIX Nogen n nx coobects. OBLLECTBO NapagoKcanbHbiM 06pa3om
COYETaET NMPOHULLAEMOCTb U YNPYroCTb: UCXOAA U3 LLEHHOCTEN U YCTAHOBOK CBOEI0 BPEMEHW OHO HEpPEOKO
NPUHMMAaET gaxe crnabble NPoeKTbl, YCNeLwwHO CONPOTUBNAETCS AaXe CUMNbHbBIM.

2. I'Ipoekm UHMepeceH He 0/151 8cex — HO 0J1s1 MHo_2uXx. YernoBek Kak Ll,enoe YHUKaneH, B OTAeSIbHbIX
K& CBOMCTBAX U OTHOLUEHUSIX OH TUMNYEH HeOI'Ipe,EI,eJ'IeHHOCTb N MO3anN4YHOCTb XKU3HEHHOIO MPOCTPaHCTBA
npeogorneBaeTcAd B obnactu coumnaribHoro rnpoeKkTnpoBaHnAa sBegeHMeM napamMmetTpa TurnnM4HOCTU.

a) nompebHocmu nirodel munu4YHbl (4TO NOAXOAMT AN OQHOro, TO NOAXOANUT ANt MHOMUX);

6) Ku3HeHHbIe mpaekmopuu munu4YHbl ((POPMbI XKNIHEAEATENBHOCTU OQHOTO — (POPMbI XKUSHELEATENBHOCTU MHOTUX);

B) nosedeHyecKkue peakyuu firooel munuyHbl (CXoOHbIE CTUMYIbl POXOAKT CXOOHbIE peaKkLumm);

r) BCerga Hangetcs onpenerneHHbln TUN nogen, Kotopble noddepxxam Mpoekm umnu Hyxoarmcsi 8 e20 Ocyu,ecmerneHuu.

3. «MbI» ecea0a ny4we, 4eM «OHU». [leNeHne Ha «Mbl» U «OHU», KCBOU» U «YYXKNE» — €CTECTBEHHbIN
ans Yyernoseka cnocob cybbekTHOro NepecTpykTypupoBaHus obLecTsa, NpeodoneHns coLmanbHbIX pasfnyamin,
C OAHOW CTOPOHbI, N YCTAHOBIEHNA COoLUMarnbHbIX ANCTaHLMIA, C APYrOon, KOTOpbIN, cOnuxasa y4acTHUKOB
npoekTa, npeobpasyeT XxaoTUYECKYy0 MacCy B HEYTO onpeaeneHHoe, YCTONYMBOE U CBA3AHHOE LIEHHOCTHO-
HOPMAaTMBHON CUCTEMOMN.

4. Hado co30aeamb 803MOXHOe€. [paHuLbl NPOEKTMPOBAHMSA CoLMarnbHbIX UBMEHEHUI ONpenensatoTcs
«MHTEpPEeCcoM anoxm». B TBopyYeckoM nnaHe 3TMM He OTMEHSIeTCs pa3paboTka 3anpeaenbHblX Naen, 1 Ha
npenBapuTenbHbIX 3Tanax paboThbl, BKIOYas KOHUENTYyanbHbIA 3Tan, MOXHO «TpeboBaTb HEBO3MOXXHOIO», YTO
NULWb OTTEHSIET YCTPEMIIEHNE K CO30aHNI0 BO3MOXHOTO.

5. Hado uckamb coro3HUKOB. /IHMumaTop coumanbHOro NpoekTa 4OCTUraeT ycnexa Tam, rae ero npoekT
He HaBsI3biBaeTCA NoasiM, a Bblbnpaetcsa nmn. MHmumatop npoekta JormkeH yoeanTb Apyrux B TOM, YTO 3TO U
ANs HUX nyywee byayuwee




MNPUHIUIBI COLIUAJIBHOW MH)KEHEPUUN

MpuHUMN eauHCTBA

MpuHUKMN onepexaroLiero
pPa3BUTUSA KYIbTYpbI
(KynbTYpHOM NOACUCTEMBI)
No OTHOLLEHUIO
K coumaribHOW opraHusaumm

MpuHUMN

couuanbHbIX,
KYJNbTYPHbIX
N NMINYHOCTHbIX

NpPonopUMOHaribHOro
n cbanaHcUpoBaHHOIoO
pa3BUTUA NIUYHOCTHOWM

U3MEHEeHUN,
HE TOXOECTBEHHbIX

NMPUHLUUMNbI

M coumanbHou cdep
rpaXkgaHCcKoro
obLecTBa U ero

Apyr opyry COLUUATIbHON UHXEHEPUU WHCTUTYTOB

MpuHUMN cy6cuanapHocTH
B T.4Y. Yncre npobnem,
MHCTUTYTOB U OpraHun3auuin,

HWU3KOM YPOBHE)

(peLueHune npobnem ynpaBneHus,
CBSI3@HHbIX C MOCTPOEHNEM HOBbIX

NMPUHNMaETCA Ha MakCMMalibHO

MpuHUMN nocTeneHHOCTU
(MO3TanHOCTN) U NOKasribHOro
Xapaktepa U3MeHeHumn
(K. MNonnep)




2. AECTPYKTUBHBIE METOAbI U ITPUEMbI
COLIMAJIBHOU MHKEHEPUMU U 3AILIMTA OT HUX



3AJJAYU ITPUBJTEYEHUA METOAOB COHHAJIBJ—IOPI NHKEHEPUU m
JJIAA THOOPMAIIMOHHBIX BO3AEUCTBUH

NMpoHnKHOBeHME
B CTPYKTYpPY
duHaHcoBbIe opraHmsaumm
O6wasn MaxuHauuu ans pecrtabunusauum
aectabununsauymsa paboTbl OCHOBHbIX Yy3510B CETU OocTtyn
opraHns3auuum c uenbro K NepcoHanbHbIM
CHMXeHuA ee BJIMAHUNA U OAaHHbIM
nocneayowero NonHoOro
pa3pyLieHus
OBJIACTU NPUNOXEHUA
OECTPYKTUBHbLIX BO3OENCTBUN
COUMANBbHOWU UHXXEHEPUU
XvuweHune MNMonyyeHne nHopmaunn
KOHduaeHUManbHbIX ; O MapKeTUHroBbIX U Ap.
MonyueHue MonyyeHne nHpopmaunn
. O NepCneKTUBHbIX
KoHduaeHUManHoun
COTpPYAHUKaX Ans ux
nHdopmauun
BbIBOAA U3 OpraHu3aumm




JAECTPYKTUBHBIE ACIIEKTbI HPUMEHEHUSA METO/10B
COLIUAJIBHOU UH’KEHEPUH

z.9s

OBMAH COTPYOHUKA (cuctemHOro agmuHucTpartopa, cekpetapsa B NpuemMHoun, onepartopa call-ueHTtpa,
MeHekepa no paboTe ¢ KnMeHTaMmn, oXpaHHMKa Ha NOCTY, agpecaTa NoYThbl UM TenedOHHOro BbI30Ba)

IVR
QUIQDUISRO (TenedoHHBbIN
couLInHr)

OULLUHI

NMPOHUKHOBEHUE HA TEPPUTOPUIO

PRETEXTING

———

BbIACHEHUE
N NONYYEHUE

TENE®OHHbLIX HOMEPOB, CEPO®UHI
NMAPOJIEN, CBEQEHUN

NNEYEBON

UCMONMb30OBAHUE BO3MOXHOCTEN
OTKPbITbIX KAHAJTOB TENEKOMMYHUKALUIA
MPsIMAA (TenedoH, anekTpoHHas noyTa, danblUMBble UHTEPHET-CalThI,

UHXXEHEPWA

COLUUATIbHAS \ cnyx6a MrHoBeHHoro obmeHa CMC, couuarnbHble ceTi)

WHOOPMALMUOHHON CPEPbI OB bEKTA

N3YYEHUE U AHATINS

v

OBPATHAS
COLMAJIbHAS
WH)XEHEPUST

OPIrAHU3AUUA
HECAHKLIMOHUPOBAHHASL | HECAHKLMOHUPOBAHHOIO i "gﬂ%mg #;;’:'#gggﬁﬁﬂ:ﬁ'x
CMEHA MNAPOJNEN OOCTYINA K 3AKPbITbIM KAHAJIAM («[1OPOXHOE SIEJTOKO»)
NEPENAYM U BA3AM JAHHbIX

TEXHONOMMYECKOE HECAHKLIMOHWUPOBAHHOE

CO3[AHUE YYETHBIX BHELPEHUE BCKPbITUE [OBABMEHVE
3AMUCEM (C NPABAMM sl W MPUMEHEHVE NONOMNHUTENBHBIX MPAB

MOMNb30BATENS OrPANI CMOCOEOB 1 BO3MOXHOCTEV
UNU AMUHVUCTPATOPA) YOANEHHOTO 3APEMVCTPMPOBAHHbIM
[OCTYNA MOMNb30BATENISIM CUCTEMbI




YI'PO3bI BE3OIMIACHOCTH, CBSI3AHHBIE C 3JIEKTPOHHOI MOYTOI m
1 C UCTIOJIb30BAHUEM CJIY3KEbl MTHOBEHHOI'O OBMEHA COOBIIEHUSIMU

®AKTOPbI

O6bem KoppecnoHAeHUUn, Korga
HEBO3MOXHO yAENUTb JOMKHOE
BHUMaHME KaXXgoMy nNMcbmy

CNOCOBbbI 3ALLUNTDLI

rlpVIBI/ITI/Ie CKEenTmn4yeckoro otTHoweHud
K HEOXNOAaHHbIM BXOOALLMM NMCbMaMm

)KepTBa 4aCTO BbINOJMTHAET 3aripoc,
HE 3ayMbIBaACb O CBOUX AencTBuax

[Mnepccbinku, no3songowme JocTyn
HeaBTOPM30BaHHbIX NOSib30BaTENemn
K KOpnopaTuBHbIM pecypcam
N 3anpawmvearolme gaHHble

BkntoueHne B NOJINTUKY ©e3onacHocTu
NMPUHUMUNOB NCIMOJb30BaHNA SJ'IeKTPOHHOIZ
MoYThbl, TPUMEHUTETIbHO K

< BMNOXEHUAM B JOKYMEHTbI;
% rMnepccbinikam B JOKYMEHTaXx;
% 3anpocam NIMYHOW UM KopnopaTuBHOM

NHOPMaLUN, NCXOASLUM USHYTPU
npeanpusTus;

< 3anpocam IIM4HOM UNn KoprnopaTUBHON

NHOPMaLNN, UCXOASLLUM U3BHE
npeanpuaTus

HedopmarnbHbin xapaktep obLeHns
B COMETaHUM C BO3MOXXHOCTbHO
npuceamsBaTtb cebe nobble MMeHa
NO3BONSET 3M0YMbILLUIEHHUKY
BblaaBaTb cebd 3a Apyroro yernoBeka

BepOFITHOCTb YKa3aHuA CCbIJTKA
Ha BPe4OHOCHYIO MnporpamMmmvy
B Tene coobLeHuns

BeposATHOCTbL AOCTaBKU
BPEOOHOCHOW NporpaMmbi

BbibpaTtb ogHy nnatdopmy ans
MIHOBEHHOro obmeHa CoobOLLLEHNAMMN.
Onpegenntb NapamMeTpbl 3aLWmThl,

3afaBaemMble Npu pasBepTbiBaHUM
cnyx6bl SMS.

Ol'lpeﬂ,eﬂl/lTb npuHUUNbl yCTaHOBIE-
HUNA HOBbIX KOHTAKTOB.

3apatb cTaHgapThl Bbibopa naponen.

CocTaButb pekoMmeHgaumm rno
MCNOSb30BaHMIO CNyXo6bl SMS




BTOPKEHUS 1 MEPBI TIPOTUBOJEHCTBUSI

CpeactBa v cunbl
BTOPXEeHUA

TenedoH, aneKTpoOHHas
nouyrta, cetb MHTepHet, CMC

PeknamHble 6ykneTbl, CpaBOYHUKM,

2 . MoceTtutenu
BU3UTKU, CalTbl C UH(hopMaLmen

CMNOCOBbI N NPUEMbI BTOPXXEHUN

MEPbI MPOTUBOOENCTBUA

I'Ipe/J,CTaBneHme cebs1 U3BECTHLIM JIMLIOM, KONEron,
3HAaKOMbIM UJTN OT UX UMEHWN, UITN HOBbIM COTPYOHUKOM

BocnpelgHre nponsHeceHns NULHER MHOPMaLIMKN HUA
NpW Kaknx 06CTOSATENLCTBAX Y HUKOMY — B MYHKTE UHCTPYKLIMU

CosfaHue cuTyauun, korga npeanucaHHbli COTPYAHUKOM
NOPSIAOK pearnpoBaHnsi Oka3biBaeTCst HENPUMEHUMbIM (06
OKasaHMM CPOYHOM MOMOLLM, OTCYTCTBUM NULA, OTMYCKE)

MpoBepka obpallatoLerocs nuua TpeboBaHnem Has3BaTb
KOOOBOE CIOBO, EXXeHEBHO CMEHSIEMOE PYKOBOACTBOM

Mcnonb3oBaHne getanbHoOn MHdopMauumn (Ha3BaHU CTPy-
KTYp, OTAENOB, OOMMKHOCTEN, daMUUA PYKOBOAUTENEN U CO-
TPYLHWKOB, NX NEPEMELLEHUI), U3 OTKPbITbIX MCTOYHUKOB
(cnpaBoYHMKOB), NpUaaOLLEN PeYN NPaBAUBbLIA XapaKkTep

OpraHunsauusi TECTOBbIX MOMbITOK MPOHUKHOBEHUS C
yyacTvem Nniofen, KOTopbIX NepcoHarn He 3HaeT

HeesuHHas ¢bpasa, npousHeceHHasi 3/10yMbIWUMEHHUKY OXPaHHUKOM:
byxzanmep e omrycke. C nomouwibto TC ocywecmensemcs docmyr K
JloKanbHOU cemu, Harnpasnsemcsi coobuweHue om umeHu byxaanmepa co
ce8oe20 KomMmrbromepa, 4Ymo paboma — doma, u Habupaemcsi Homep
npuemHou. Cekpemapb 3Hasi, Ymo byxaasmep 8 omrycke, nepesodum
3B80HOK Ha cucmeMHo20 adMuHucmpamopa. Tom, ycnbiwag om
cekpemaps, 4mo Ha nposode byxaanmep, daem emy G0Cmyr K Hy>KHOMY
OOKyMeHmy.

ckntoueHne n3bbITouHOM MHGOPMaLmm Ha canTe, B
peknamHbix 6yknetax, CMW, Busantkax

3anpeT Ha pasrnalleHue TernedoHOB COTPYAHMKOB U
APYrUX AaHHbIX O HUX

MpoBeneHne pasbsacHUTENbHbIX becen 0 TOM, YTO
nepcoHarnbHble AaHHbIE HU B KOEM Cly4ae Herb3st
pasrnaiuaTb no TenedoHy, axe ecriv Ha TOM KOHLIE SIKOObl
HaXOAMTCSA COTPYAHMK YNONMHOMOYEHHOW opraHu3aumnm

CobecenoBaHus ¢ coTpyaHukamm 06 onacHOCTU BTOPXKEHUN
N peanbHOCTU yulepba

O6palueHune (Hanpumep, B KagpoByto criy>kdy) noa nve-
HeM COTpyAHUKa rocy4apCTBEHHOW opraHun3aLmm, (BoeHKoma-
Ta) ¢ npocbbon NpeocTaBUTb NePCOHasbHble JaHHbIe

MonbITKN Yepe3 agMUHUCTPATOpa YCTAHOBUTL YAaNEeHHbIN
AOCTYN K JOKYMEHTaM XUTPOCTbIO, KOrAa CoLmanbHbIN
NHXXeHep BblgaeT cebs 3a KagpoBOro paboTHUKA, LUAHTaXXoM
N gaxe C NCnonb3oBaHMEM POMAHTUYECKUX YYBCTB

O6paLlleHnsa nocetTuTenemn kK oXxpaHHmkam nog nodbsim
HEBWHHbIM NPEASIOroM 1 Bbi3blBAKOLLIMM COYYBCTBUE
(6abyLUKKM, XEHLUHbI C AETbMW, UHBANUAbl — «K MeAcecTpe, B
TyanerT, NOMbITb PYKN»)

BocnutaHme n cnnadvnBaHme KOekTuaea

CBoeBpeMeHHble OOHOBNEHUSA CNPAaBOYHNKOB C
YTOYHEHMEM AaHHbIX 06 YObIBLUMX 1N HOBbIX COTPYAHMKAX

O6yyeHune coTpyaHmKoB (0OCOGEHHO ONepaTopoB, KacCUpOB,
OXPaHHWUKOB, cekpeTapen) 3adaBaTb YTOYHSAOLME BOMNPOCHI,
npoBepATb OTBETHI Nt06bIM cnocobom (nepes3BaHmBas,
obecne4vrBas KOHTPOSb Ha ANEKTPOHHOW NOYTOM U MNp.), He
nepeBoAnTb BHELLUHME 3BOHKN HA BHYTPEHHIOW JIVHUIO,
3anuncbiBaTb JaHHbIE BCEX NOCTOPOHHUX ObpaLlaroLLmnXcs

OpraHusauusi NPOBEPOK NPONYCKHOIO pexnma u paboThbl
OXPaHHUKOB C NOCETUTENSAMU




®UIIAHT (LIEJEBOI ®UIIVHT) m:{

MaccoBasa unu nHguBuayanbHasi oTnpaBKa COOOLWEHN NO 3NIEKTPOHHOW No4Te Nonb3oBaTesnto
C uenblo yoeauTb ero BbINOMHUTL Kakoe-nnb6o aencrteme (B T.4. NPOBEpPKY AaHHbIX) U 3anucaTtb
nocrieqoBaTesfibHOCTb, @ TaKXXe YCTaHOBUTb BpeaoHocHoe MO ana nocneayrowero NpoHUKHOBEHUA
M NONIyYEeHUs1 KOpPNopaTUBHOW UHTENNEKTyarlbHOW COOCTBEHHOCTU UNn KOHUAEHLMaNnbLHOW
uHcopmauum (norMHoB, Nnaporsien u np.)

MoarotoBka coo6LWEHUA 3NOYMbILIIEHHUKOM
CnepoBaHue
MepcoHanusauus - mogndukaums OGecneyeHne nonb3oBaTenem
Moa6op P 4 g pukay MonyyeHue
KOHerTHOVI ANEKTPOHHOIo COO0LLEHNA BbICOKOIo HanpaBneHMe U YTeHme pekoMmeHAaUUAM,
’ Mo KOHKPETHOro rnonb3oBaTtens, KadyecTBa coobLweHus 0603HaYEeHHbLIM
MHCpOpMALIMM AKOGbI MOMYYEHHOTO U3 HaOEXHOro opcorpacum nocnaHus
0 Henoseke (vnun pacnonaratoLero noBepuem) N rpaMmMaTuKm B Texere
NN KOMMNaHUN P tHero nosep P coobOLeHuns
NCTOYHMKA coobLeHns

NMPU3HAKU PULLUHT - ATAK

nony4veHune ceegeHumn — no tenedoHy (IRV), anekTpoHHOM No4YTe, OHNMaNH OO BLABMEHUAX, B COLMarbHbIX CETAX,
B pe3ynbratax NOMCKOBbLIX CUCTEM, BCMJ1bIBalOLWUX CUCTEMHbLIX coobLeHnax onepatopoB, — COOEPXALLUX:

npeaynpexneHns, 3anpochl
g yrposbl obelLlaHus rpaMmMaTMyeckne Unm NyHKTyaunoHHbIE OLLINGKM
Bbi3blBatoLLe 6eCnokocTBO 0 MOXXepPTBOBaHMUSX
no3gpasrieHnst c ycnexoM, || HanomuHaHue o HeoGxoaMMoOCTU YBEAOMIIEHUSI O NMOTEHLMANbHbIX 3apaXKeHUsIX
no6enow, BeINrpbiLLeM N3MEHEHUS YYETHBIX AAHHbIX 1 NpeasioXkeHns yCTaHOBKU aHTUBMPYCHBIX MporpaMm («scareware»)

NMPUMEHEHUE TENIE®OHHOIO ®ULLUHIA (BuwKHr — aHrn. vishing — voice fishing)

n n MonyyeHwne xepTBOM Mony4yeHne TpeboBaHUS cUCTEMbI O ayTeHTUdUKaL N
onbop . peABapuTeribHas 33”'4% 3anpoca cBdA3aTbcA nonb3oBartens Beogom PIN-koga nnu napons, BbIMNOHEHUS
KOHKpETHONW, FOMOCOBBIX COODLLEHNA, c 6aHKoM TUMUYHOW KOMaHAbl: «HaxmuTe eguHuuy, YToObl CMEHUTD
MH(OpMALIAN C LieNblo Boccosnate N NoATBEPAUTb naponb. Haxxmnte OBOViKY, YTOObLI NONy4YNTb OTBET
0 Heroseke «odmumaanb'el\:;BROHKM» NI 0OHOBUTL KaKyto- ornepaTtopay co3gae BnevartneHvne paboTaroLwen B JaHHbIN
WM KOMNaHUM - || BAHKOBCKVIX 11 Aip. chcrem nnbo nHgopmaLmo MOMEHT CUCTEMbI NpeaBapUTENbHO 3anncaHHbIX COOBLLEHNI




PRETEXTING

R

Ucnonb3oBaHue ronocoBbIX CpeacTB cBsA3u (TenedoH, Skype u T.n.) Ana nony4eHus
MH(popMaLUM OT UMEHM TPETHLEro fmua Um ¢ yBepeHUeM, YTO KTO-TO HYXXKAAeTCA B MOMOLLU —
yallie BCero no OTHOLIEHUI0 K HETEXHUYECKUM Nonb3oBaTesiiM, KOTopble MOryT BrnaaeTb
nonesHon nHgopmaumen

Vcnonb3oBaHne HeEGOMNbLLNX
3anpocoB 1 YNOMUHAHNE NMEH
peanbHbIX NoOAen B
opraHmsaumsix, o6bI4HO

BbILLECTOALLUNX

Ob6bsACHEHME, YTO HEKTO HYyXOaeTcs
B MOMOLLM, HA OCHOBAHMWN TOTO, YTO BOMBLUMHCTBO
rOTOBO UCMOJSTHUTbL HeBOMbLUME NPOCLObLI, KOTOPLIE
He BOCMPUHMMAOTCS Kak NOA403PUTENbHbIE 3anpoChl

Mocne yctaHoBNEHUs
[OBEPUTESTbHON CBA3N —
npocwba 6onee
CYLLECTBEHHOIO, OObIYHO
1 c OOMbLUNM YCNEXOM.

NMPU3HAKW:

npodaeneHune

cobeceHMKOM K Bam

NOBbLILLEHHOIO MHTEPECA,

npeysenn4eHHoro
BHUMaHNA 1 3a60Thl

0TKa3s coooLnTb
BaM CBOWU
KoopAnHaThbl

obpalleHune kK Bam
CO CTpaHHOMN
U HeobblYHOMN
npockobon

nonbITKa

eDEThE a NoagYepPKHYTO
BTEPETLCH K BaM HavyanbCTBEHHbIN
B JoBepue ToH
WU nNecTb

NPEACTABNEHUA COTPYAHUKOB KAK KPUTUHECKU BAXHbBIE YA3BUMOCTU:

COTPYOHMKM
CUYMTAlOT, YTO
COTPYOHUKM
KopropaTuBHas
TEpsIOT
cuctema
OAnTEenbHOCTL

©e3onacHocTH

HenorpeLumma

COTPYOHWKM Ferko
BEPAT
nony4yeHHou
NHopMaLmK,
He3aBUCUMO
OT ee UCTOYHMKA

COTPYOHUKM
He AoOLEeHnBaoT
3Ha4YMMOCTb
MHdopmaLmm,
KOTOpoW BragerT

COTPYOHUKM
NCKPEHHe
XOTAT NOMOYb
KaXkgomy, KTo
06 aTom
npocuT

COTPYAHWKM COTPYAHUKM
He oco3HaloT || cuuTaloT cobnogeHve
naryoHbIX KopnopaTuBHOM
nocneacTBumn MONMUTUKU
CBOUX 6e3onacHoOCTU NycTou
OencTBuin TpaTon BPEMEHU N CU




IJIEYEBOM CEPOUHI mz

(anrn. shoulder surfing) — HabnoaeHne NMYHON NHOPMaLIMK XKepPTBbl Yepe3 eé nre4vo B obLecT-
BEeHHbIX MecTax (Kade, ToproBble LLeHTPbl, a3PONOpPThl, BOK3arbl, B 00LWECTBEHHOM TpaHCcMnopTe)

QUID PRO QUO («T0, 32 4T0» - «yCJIyra 3a yCJayry»)

obpalieHue 3NoyMbILIeHHUMKA B KOMMAHUIO MO KOpNopaTUMBHOMY TenedoHy UNnu 3NeKTPOHHOM noyTe

NMPU3HAKMU:
3/10YMbILLNEHHUK NPEACTaBNACTCA B MPOLIecCce «pPeLUEHUsI» TEXHUUYECKUX NpoBreMm, BONbLUNHCTBO OPUCHBIX
COTPYARVKOM TEXHNISCKON NOARSPIIN, 11 56y mpiunenHmk BbIHyXa@€eT Lerb coBepwats || paBoTHUKOB roTOBbI pasrnacuTs
KOTOPbIii COOBLLAET O BO3HUKHOBEHNN .
rexsusecx npotnem va pacosem || ZEEER BERIRC R B SRR 1 cpomimane (v maponi)
MEeCTe COTpyAHUKa U Npeanaraer obecrneyeHre Ha KOMMbIOTEPE KEPTBbIM| 3a ycn;F/)ry unm BosHarpaxF:,ueHv;e
MOMOLLb B UX YCTPaHEHUM

CbOP UH®OPMALUU U3 OTKPBITHIX UCTOYHUKOB

13 coumnanbHbIx ceTen (Livejournal, «OgHOKnaccHUKu», «BKoHTakTe»)

«1JOPOKHOE ABJIOKO»

OcywecTBnsercs nogbpacbiBaHne «MHPUUMPOBaHHLIX» HocuTenen nHgopmaumm (CD, pnew-Hakonutens), Ha
KOTOpbIX 3anucaHa nporpaMmma, MHALUMpPYLWas ataky KNnMeHTCKon paboyen cTaHuMmM Unm cetn Npu ee oTKpbITUn, - B
MecTa obLuero gocrtyna (TyaneTbl, NAapKoOBKKU, CTOMNOBbLIE, paboyee MeCTO aTtakyeMoro CoTpyaHuKa, Ha nony nudra unm B
BecTubtone). BpegoHocHoe MO HaxoguTtcsa BHYTpu Excel, Word unn PDF dannos, a camu yCcTpomncTBa nomeyaroTcs,
npusneKkawLwmmMmm BHUIMaHne Hagnucamm («PuHaHcoBbIN oT4eT», «lpanc-nnuct», «CTporo KoHUAeHUManNnsLHO» 1 T.4.),
CHabalTCca KopnopaTMBHbLIM JIOFOTUMOM U CChIFIKOW Ha odomumnanbHbI CauT KOMNaHUMW.

CoTpyaHWK MO HE3HAHUIO MOXET nogobpaTb AVUCK M MOMECTUTb ero B KOMMbOTEpP, YTOObI y40BMETBOPUTL CBOE
nodonbITCTBO.




G

TPOAHCKAS ITPOI'PAMMA

TposiHcKkas nporpamma — Bpe4oHOCHasA nporpaMmma yaaneHHoro Aocrtyna, coopa, paspylieHus, mogucpukaumm
uHcopmaumm, Ae3akTMBaLMm nporpaMmm 6e3onacHOCTU, UCMONb30BaHUSA PECypCcoOB, HanpaBnsemas xeprtee B hopme
3NEKTPOHHOro coobLeHus (CCbINKK), coaepKalluero npuBneKkaTesibHbIM KOHTEHT (OOHOBNeHue aHTUBMpYca v ap.)

UENnN
cbop agpecoB
N KOMMPOBAHIE NOKHBIX CCBINOK, » noxuiyeHue }J,vaHHbIX, npencTaensoWmnX LEHHOCTb o [())H'._E'l.gpI o
BEMIYLLVX HA MOAMENbHBIE co3gaHune UNK TarHy, B TOM Yncne nHgopmaumm p

¥ cKauymBaHue BEGCANTHI, YaTbl UK f1pyre rnomex pabote Ans ayTeHTudmkauumn, HecaHKLMOHNPOBAHHOIO “ ncnonb3oBaHne

annos - ’ . MUX 0N paccbIiku

(o0] CaliTbl C pervcTpaLmen norb3oBaTens [OoCTyna K pecypcam, Kotopble MOryT GbITb ana p
MCMNOMb30BaHbl B MPECTYMHbIX Lensx cnama
YHUYTOXEHWE OaHHbIX (CTUpaHMe unm HabnaeHve

nepenncbiBaHWe AaHHbIX Ha aucke,

TpyAHO3aMeyaeMble NoBpexaeHus gannos),
BbIBEJEHUSA 13 CTPOS UIM OTKasa

06CnNy>KMBaHUSA KOMMbIOTEPHbBIX CUCTEM, CETEN

3a nosmnb3oBaTenem 1 TanHoe
coobLLeHne TPETbUM NnLaM
cBefeHun (Hanpuvep,
npuBbIYKa NOCELLEHNSA CanToB)

perncrtpaund HaXxaTui KnaeuLl

C Lenblo Kpaxku nHdopmaumm o

napondax n Homepax
KPpeOUTHbIX KapTO4eK

AesakTnBaumnsa nnm
co3gaHue nomex paborte
aHTUBMPYCHbIX
nporpamm n panepsona

NMPU3HAKHU
nMuTaLms npegrioxeHve
UMEHN N nHTepdenca . coenatb onpeaenéHHoe
_ HacTON4nBOE, -
HapyLleHne CyLlecTByOLLEN, HE33BUCHMOG aencrteune
paboTbl Apyrmx HeCyLLIeCTBYIOLLEN, oT BraenbLa Ana npegoTBpalleHus
nporpamm (BnnoTb U1 NpocTo npespaLleHue TPyAHOMONPaBnUMOro
- npegnoxeHve pacnpocTpaHeHue
00 NoBucaHusa npuBnekaTenbLHOn A3blKa cnegcrTeus
B KayecTBe Nno KOMMbLOTEPY 9
KOoMMbloTEpa, nporpamMmbl, KOMMOHEHTA, N TEKCTOBbIX (6eccpoyHom BrioKnpoBKM
- cTapToBOM nonb3oBarerns
peLLaemMoro nvb nnun cpanna gaHHbIX, J— nopHorpachuy AOKYMEHTOB nonb3oBaTens CO CTOPOHBbI
nepesarpyskomn, u Kak asig 3anycka cnansl) CCbINOK B BUMHapHbIN KOA || caliTa, noTepy GaHKOBCKOrO
HEBO3MOXHOCTU nonb30BaTerem, SKNAMbI ’ cyeTa, nonyveHus gocTyna
nx 3anycka) TaK 1 AN MackupoBKu P . K ynpasneHuto
WIi1 NOpHOCanNToOB
B CUCTEMEe CBOEro KOMMNbIOTEPOM, YCTAHOBKM
NPUCYTCTBUS BpeaoHocHoro M0)




OBPATHAS COIIUAJIBHAS MTHKEHEPHST @

XepTBa cama npegnaraeT HYXXHYK MH(OPMaLUIO 3NOYMbILWNEHHUKY (N1uy, obnagarowemy
aBTOPUTETOM B TEXHMYECKOM UNn coumnanbHon ccpepe, KOTOpOe 4YacTo NonyyaeT BaXHYH NIUYHYIO
MHcpopMaLUIo, B TOM YUCIIe, KOrAa HAKTO HE COMHEBaeTCs B UX NOPAAOYHOCTU: COTPYAHUKU CIYXKObI
noaaepXKu HUKOrga He cnpawwnBaloT y Nonb3oBaTternen nAeHTUPUKaATOpP UK NAPOSib — UM He HYXKHa
3aTa uHdopmMaumnsa — ogHaKo, MHOrue Nosib3oBaTenn pagu CKopeunLlero yctpaHeHUs npoonem
AOOPOBONBLHO COOOLWAIOT 3TU CBeAEHUA).

NMPU3HAKHA

3n0oyMbILLINEHHNK:
HEOXOTHO cornaiwlaeTca u

YKepTtBa 3amevaet nponaxy BOCCTaHaBnvBaeT ans;

anna. KpageT ngeHtudunkaTtop n naposb

3N0oyMbILLUNEHHNK, ® XKeptBa npocut banet ua ® P P
§ 3NoyMbILWNEHHWK 3a8BMSIET, YTO XepTBbl;
paboTaroLmn BMecTe 310yMbILLIIEHHMKA

MOXXET BCE MCMPaBUTb, HO TOMBKO
BOMASA B CUCTEMY C YYETHBIMMU
AaHHBbIMW XXepPTBbI.

XKepTBa, xenas 6bicTpee

yCMeLLHO OCYLLECTBUB aTaky,
yny4llaeT CBOK penyTauuto, U BrMosHe
BO3MOXHO, YTO NOCIe 3TOro K HEMY
OyayT obpawaTbCa 3a NOMOLLbLIO U

BOWTU B CUCTEMY
noa eé MMeHemMm,
YyTOObI NONbITATLCSA

C XXepTBOW, N3MEHAET
Ha eé KoMmnblTepe UMs
danna nnu

nepemMeLLaeT ero B BOCCTaHOBUTb
pr017| II:;TaJ'IOF 3aBepLUUTb paboTy nnu nsdexarb aiin Apyrue Konneru.
APy HakasaHus 3a yTpary OTOT Noaxop He nepecekaeTcsi ¢
nHdOopMaLMK, cornatlaeTcs. 06bIYHbIMY NpoLeaypaMy OKasaHus

ycnyr noagep>Xxknm N OCNOXHAET NOUMKY
3royMbILLNEeHHNKa

HECAHKIIMOHUPOBAHHOE ITPOHUKHOBEHHE

Nony4YeHne 3royMblLLNIEHHUKOM NosyYyeHne 3M0yMbILLNIEHHUKOM hOTOrPadMPOBAHNE [OKYMEHTOR
dmanyeckoro goctyna KOHUAEHUManbHbIX AAaHHbIX y ’
OCTaBIEHHbIX HA NPUHTEPaXxX UNn
Ha 0OBbEKT NyTeM MPUHYXOEHMUS n (Mnn) yctaHoBKa CTONAX. WIW VCTAHOBKA VETDONCTE
nnm obmaHa CoTPYLAHUKOB, KPbITbIX YCTPOMCTB Chema o6ecnéq|/|Ba¥ou.wlx nocn):e,u, prou.wlﬁ,
nnu B 0bxon nepumeTpa MHpOPMALMN B O4YEHb KOPOTKUIA Wi-Fi nrm 3G noctyn K)éem
6e3onacHocTu NMPOMEXYTOK BPEMEHM y
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AHAJIM3 U TPEJOTBPAILIEHUE OBMAHA METOJAMU COLIUAJIBHOMU UH)KEHEPUUN

Mpexae goctyn K MHopMauun ObIs1 NPU3HAKOM BbICOKOIro NOMOXeHUA n npuBuneruu. B HacToswee
BpeMSA BCE, 4YeM 3aHMMaIOTCH CrnyXxawme, CBA3aHO ¢ 06paboTkon nHopmauun. NoaTomy He TONbLKO
pykoBoauTenu, pacnonararwowue nHpopmauymen, a paboTHUMKN BCeX YPOBHEN MOTYT ObITb MULLEHbIO,
0COGEHHO HOBUYKMN B rpynrne oo6crnyXuBaHUA KNNEHTOB

noaxoabl K AHAJIU3Y

JTrogn nonHocTbio CoumanbHbI HXeHep oxuaaeT Mbl cyaum nrogen no TenedoHy TOYHO TakK Xe, Kak n
ysi3BUMbI Nepen nogo3peHue n Hegoesepue, U OH 06bI4HO — BeccosHaTenbHO, B CreLlke, BO BpeMs nepBbiX
obMaHoM, NOCKOMbKY BCerga nogrotaBnuBaeTcs, YTOObI CeKyH[ pasroBopa: cobeceHUK ApYXentoOHbIN 1
MOryT U3MEHUTb HefoBepue NpeBpaThTb B AoBepue. | | obLMTENBHbBIN UM YYBCTBYETCA BPaXKAeOHOCTb MIu
OTHOLLUEHNE B CTOPOHY CoumnanbHbI NHXeHep co3naeT AaBrieHve, roBOpUT N OH Kak obpasoBaHHbIN YenoBek?
AoBepua K npobnemy, a NOTOM YyAeCHbIM UenoBeKky CBOMCTBEHHO npegnonaraTb, YTO BPSA4 N ero
cobecenHNKy, ecru obpasom ee peluaer, obMaHoM 0bMaHyT MMEHHO B 3TOW KOHKPETHOWM cuTyauuu, no
MaHunynnuposarte MMn 3acCTaBnss XepTBYy NPeaocTaBUTb KpanHen Mmepe, Noka HeT NpUYKH npeanonaratb obpaTHoe.
onpeaeneHHbIM JOCTYyn K CaMbIM OXpaHAEMbIM Mol B3BELLMBAEM PUCKN N 3aTEM, B DOMbLUMHCTBE
obpasom cekpeTtam cnyyaes, gosepsieM 6e3 BCAKMX COMHEHUMN.

noaxoabl K HEUTPANTM3ALUM OBEMAHA METOOAMU COLUMANBHOWU MHXEHEPUN

OTKa3aTbCsi OT NPUBbLIYKK N36aBNTLCS OT NPUBbLIYKM

YSCHWUTbL TBEPAO, YTO 3BOHSILLNIA ¢dopmMupoBaTb CBOE MHEHME O [0BOAUTL NEPCOHarnbHY0 MUIn
UM NOCETUTENb HE ABMSIETCS TEM, 3a YyernoBeKe UMM KOMMNaHum no KadecTsy | | cny>ebHyto nHdopmaumio komy-nmbo,
KOro oH cebsi BbiAaeT TofbKO NOTOMY, NHTepHeT-calnTa, BHELLHOCTH, KpOMe CBOEro pykoBoAcTBa MO ero
YTO OH 3HaEeT MMEHa HEKOTOPbIX Ntoaew ofexae, MaHepe pasroBopa 1 ap. TpeboBaHMIo , @ MOAYUHEHHBIX, — MO
B KOMMaHWK , KOpriopaTuBHble BHELLUHUM AaHHbIM. Mepe KpalHel HeoBX0AMMOCTH.
TEPMMHOSOINIO UK NPOLLECCHI. B coBpeMeHHbIX YCrnoBusiX 3TO 3apaun cTaBsTCcs B OTCYTCTBME

MonaraTb 3TO NOAO3PUTENBHbLIM. MOXXET HUYEro He 3Ha4YUTb C TOYKMU MOCTOPOHHMUX OTHOCUTENBHO

3peHust 6esonacHocTu coAepxaHus 3agay nuu,.




