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OpraHun3auus, npUMHUMNLI
NOCTPOEHUA U PYHKLNOHNPOBAHUSA

KOMMbIOTEPHbIX CeTEU
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File Edit Options View Tools Extensions Help

h=2EBE N[00 Ry

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

" Tema: DMZ - Demilitarized Zone - AeMMANTapU30OBaHHasA 30Ha. -
X
DMZ — 3T0 0brnactb KopnopaTtnBHOM CETKU, KOTOpPasa COAEPKNT 00LLEOOCTYMHbIE .
CepBUCHI TakMe Kak: =
- web-cevaep, =
- MOYTOBLIN CcepBep, =
- ftp-cepBep n T.4.
[Toa obLwenoCcTynHbIMY NOHMMAKOT Takne CEPBUCHI, K KOTOPbIM HEODX0AMM OOCTYM He
TOJIbKO 13 NOKanbHOU CETU, HO U N3 BHellHen ceTn NHTepHeT. JlorM4Ho nomMellaTth
Takue cepBUCHI B OTAENbHbIM CETMEHT, TaK Kak pUCK B3nnoMa BeCbMa BErUK.
[1pn 3TOM OCTanbHble KOMMNbLKTEPLI, HAXoA4dALMecs B APYroM CErMeHTEe OCTakTCH
boree 3awmEHHbIMN. TaknMm 0bpazoM MUHUMUNINPYETCH YWEePO OT BO3MOXXHOIO o
BINOMACEPREPa: o
T BT [ oot Ly o i e o8
;’ - s - Select a Device to Drag and Drop to the Workspace e R NI




File Edit Options View Tools Extensions Help

W= clZEs AL e smy

Logical [Root] New Cluster Move Object Set Tiled Backaround Viewport
4 =
CepBepbl, Haxogswmecsa B DMZ UMEIOT, Kak npaBurio, nyonuyHble benble ip-agpeca. ;
[1na nonHoueHHoW peanun3aumn DMZ ceTeBoO€e YCTPOMUCTBO OOJTKHO UMETb Q
BO3MOXXHOCTb 3anomMmnHaTth ceccuun. C NOMOLLbIO MHCNEKTUPOBAHUA TpaduKa Mbl .

CMOXXeM 3anpeTnuTb cepBepam DMZ nHUUnMnpoBaTb cCoeguHEeHNsA C nokKarnbHOU CeTblO. | %

TemMm caMbIM Mbl 3alLUTUM NOSIb3OBATENEN OT 3J1I0YMbILLUITEHHNKOB, KOTOpPbIE,
BO3MOXHO, B3JfioMasrim oanH 13 I'Iy6J'II/I‘-IHbIX cepBepPOB.

[Tpn aTOM aAng camux rnosib3oBaTernen nokaribHoM ceTn cepBepbl DMZ dyayT rno-
NpPeXHeMy OOCTYIHbI.

DMZ MOXXHO opraHn3oBaTb Ha MEXCETEBOM 3KpaHe C NOMOLLbIO security-level, a
TaKXe BO3MOXHa peanu3auna Ha MapLupyTmnsatope C Uucrnonb3oBaHnem zone based
firewall nnn 6onee ctapon TexHonornen CBAC (Context Based Access Control).

<P

Time: 00:06:00 l Power Cycle Devices Fast Forward Time Realtime
. . . ’ & - . Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
X - =7 s () () (=% —~ ~ L (S [ i) | Scenario 0 v
f‘?d.m/ e & I‘;‘ B P8 P8 F8 P8 P .;‘
I Routers | 1841 1941 | (2620xM (2621xM | 2811 2901 2911 819 | Generic| |Generic/ New Delete
f;’ -~ s = Toggle PDU List Window
Select a Device to Drag and Drop to the Workspace

- = ;‘. 1y, E & &= ; ! p 3 0



File Edit Options View Tools Extensions Help

EHBECEICRR VIS

Logical

[Root]

New Cluster

Move Object

Set Tiled Background

Viewport

Kak npasusno B nobon yBaxkarolen cebsi cetu BblAensatoT MUHUMYM TPU CETMEHTa:

1. BHeLWHunn cermeHT (outside);

2. DMZ-cerMmeHT Ans nybnuyHbix cepeepos (DMZ);

3. BHyTpeHHUn cermeHrT (inside).

B Takom criy4yae cyLecTByeT TP OCHOBHbIE MOSIMTUKK OOCTYnNa (B3anMOO4eNCcTBUS
CETMEHTOB):

1. inside -> outside;
2. inside -> DMZ;
3. outside -> DMZ.

<

Time: 00:06:00 I Power Cycle Devices Fast Forward Time

» [© %
Realtime

el

|

Routers
2 2 &=
AJeFs=

=

) (=) _F_-:r.\" (2 :‘_p:-‘f‘ e |
& F Fe ?‘B{ &
1841 1941 | (2620xM 12621xM | 2811

™ 5 @5 7 S
2501 2911 819 IGeneric/ Generic/

Select a Device to Drag and Drop to the Workspace

U=

New Delete -‘
L | |

‘ )
‘ Toggle PDU List Window |

| | Fire

Last Status

Source

Destination

Type

Color

Time(sec) Periodic

Num Edit

Delete




Ve sco Packet Tracer Student - D:\Axapei!

File Edit Options View Tools Extensions Help

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

I e o Cobepéem HebormnbLUYIO CETb, NOAOOHYIO TOW, YTO =

co3faBany Ha NPOLLMOM 3aHATUM, COCTOSILLYIO U3 *
e NBYX KOMMbIOTEPOB U MEXCETEBOr0 aKpaHa 5505. Q
CeTb VIHTepHeT, Kak 06bI4HO Byaem amynupoBaTb <
- C MOMOLLbI0 MapLUpyTM3aTopa 1841 v cepsepa. |

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252

[OobaBum kommyTaTop 2960 U eLLE OOQNH CEPBED,
KOTOpbIN ByaeT HaxoanTbcHa B 30HE DMZ.
O sessomasnso 2, 3agagmm aToMy cepBepy benbin ip-agpec:

- 210.210.3.2 ¢ Mmackou 255.255.255.252 1 Wwino3 no
ymMmon4yaHuio: 210.210.3.1

Time: 25:23:39 I Power Cycle Devices Fast Forward Time Realtime P
e - p - n g - . - . . Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
&5 - - m - &, / / > / ig = \ i) | Scenario 0 v
7 o 4 (b
[ Connections | ‘ New Delete

g & s &= Toggle PDU List Window

Copper Straight-Through )
- a — - v —— a
2 = -3 P g i P :
=T i = o ‘l‘; D 4.01.2020
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W= "2 E a0 0 S

Logical [Root]

New Cluster Move Object Set Tiled Background Viewport

210.210.1.2 255.255.255.0
210.210.1.1255.255.255.0 Eap)y
=

Server-PT

210.210.0.1 255.255.255.252 Server0

210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252

Fa0/o

Server-PT
Fa0/1 1 Serverl

192.168.1.0 255.255.255.0 o,
PC-PT

P— 7 |
PC-PT PC1
PCO

llpoeedém npedeapumesibHbIe HaCMPOUKU =
Mexxcemeegoz20o %
3KpaHa Cisco ASA. Q
lTocMompemb amu HacMpPOUKU MOXHO 8 npeodbIdyuwel :

pabome. A

be3 HUx He pabomaem!!!

MoxxHo npedbidywyro pabomy 83simb 3a OCHO8Y UJlu
3aH080 nNocmpoumeb HO8YH cxeMy cemul.

rekl
> |

<
Time: 25:23:39 I Power Cycle Devices Fast Forward Time Realtime P
lq,pa pu - m ,,/’ . 7 > & = N 2 w = ‘ D [Scenario 0 v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
= 2l 2l 4l %l 4l 2l -2l <l -2l 4
[ Connections | ‘ New Delete
E’ &0 s ) Toggle PDU List Window
A Copper Straight-Through

e p , p 4 o ‘l;:‘ U ; «: .oo



SCO P& et lracer Stugent - D\

File Edit Options View T

[Root]

Logical

New Cluster Move Object

Set Tiled Background

Viewport

f

210.210.1.2 255.255.255.0
210.210.1.1255.255.255.0 pag/1

5

210.210.0.1 255.255.255.252

Server-PT
Server0

210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252

Fa0/0

Server-PT
Fa0/1 Serverl
192.168.1.1 255.255.255.0
Fa0/2" gitcho 123
g’{z.m.m 255.255.255.0 A0
=D PC-PT
PC-PT PC1
PCO

<

YmobbiI ewé pa3 npoeecmu rpedeapumersibHbie %

Hacmpoliku Ha Cisco ASA npueedém criucok Heobxoo0uMbix

KOMAaHO:

«eny,

Password: <Enter>,

«int vlan 2»,

«ip address 210.210.0.2 255.255.255.252»,
«exity,

«int vlan 1»,

«security-level 95»,

«exity,

«route outside 0.0.0.0 0.0.0.0 210.210.0.1».

okl

Time: 25:23:39 I Power Cycle Devices Fast Forward Time

Realtime

/

. - | . o . i N m—
it 31 4l 4l %] 4

Connections 1R

BB

D | scenario 0 » Fire Last Status Source Destination
New Delete

Toggle PDU List Window

|
AjeFe

— L
o

Co

r Straight-Through
g N
O 0 ‘l‘\‘

Type Color Time(sec) Periodic Num  Edit Delete
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N E S EIEIERUP = L[S

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

di

SRR I F- ¥ (-1} 8,

T e «class-map inspection_default», ”

e «match default-inspection-traffic», Q

s oty P

«policy-map global_policy», 5l

«class inspection_default», |
«inspect icmpy,
e, «inspect http»,

Fa0/2" 5 itcho
Q{zm.m zss.zss.zs?ga « eX I t »’
s PC-PT

PC-PT PC1

«service-policy global_policy global»,
«exity.

< Yokl

Fa0/0 1

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252
Fa0/0

5 Server-PT
Fa0/1 Al Serverl

192.168.1.1 255.255.255.0

Time: 25:23:39 I Power Cycle Devices Fast Forward Time Realtime |
ﬁ o . m _‘; r—/w,‘ T 6 - f- '\‘ r - ‘,-‘; l V73 1 —— D |scenario 0 v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
1z I 17117 1Z] (% | 1% |50l (% | I/ . ; |
Connections j[— — e J = J L J T J — = New || Delete

* | | Toggle PDU List Window

Copper Straight-Through

|
AfeTe

-

=
0

$1.%

D=
Lo

4.01.2020
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SEEMNN[L 0P M

Loagical [Root] New Cluster Move Object Set Tiled Background Viewport

& i 210.210.1.2 255.255.255.0 M emé: E"ﬁ
B «object network FOR-NAT», ”

e «subnet 192.168.1.0 255.255.255.0v, Q

210.210.3.2 255.255.255.252 «nat (|nS|de,OUtS|de) dynamlc |nterface»’ ‘

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252
Fa0/0

«end», N
S -PT
Fo0/1 2 Servert 5
192.168.1.1 255.255.255.0
B

«KWIr memm».

60-24
Fa0/2 Switch0 FeOp3
%68.1.0 255.255. zsmn
o PC-PT
PC-PT PC1

< Jokl

Time: 25:23:39 I Power Cycle Devices Fast Forward Time Realtime |
7 s Fire Last Status Source Destination Type Color Time(sec) Periodic Num  Edit Delete
ﬁ =] m - r/ [ r D | Scenario 0 v
PP EBE BBV O [smeo__~
Connections | New || Delete

Copper Straight-Through

a . -« s = ) fToggle PDU List windowf

~

i o




C|sco Packet Tracer Student - D\Axapeii\KomnbrotepHble cetv\MAK.01.01 Opranunsaums, NpyHLUMNbI MOCTPOEHWUA U ¢yH ¥ Route i T . X

,,,_;;u_g_\-_-__ — e
|

- ysi&a! [ E:onflg CLI ‘
'a"we-'nnlﬁﬂohm .
I0S Command Line Interface
[Root] New Cluster Move Object
~
210.210.1.2 255.255.255.0
210.210.1.1255.255.255.0 Fag)1
Server-PT Router>en
210.210.0.1 255.255.255.252 Server0 Router#confit

Enter configuration commands, cne per line. End with CNTL/Z.

Router(config) §ip ro

Router (config) $ip route 210.210.3.0 255.255.255.252 210.210.0.2
Router (config) £

Router (config) §end

Routerf

%SYS-5-CONFIG_I: Configured from cecnscle by ceonscle

210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252

Fa0/0

Server-PT
Fa0/1 A Serverl
192.168.1.1 255.255.255.0

Routerfwr mem

no cne 3m oao Ha ?g;:]l.ding configuration. ..

Mapuwpymu3samope e
i rnpoesatodepa Hado rnpornucamb
| gi— mMapuwpym K HauieMmy cepeepy: «en», «conf
hegE & t»’
«ip route 210.210.3.0 255.255.255.252
210.210.0.2»,

: «end», «wr memny». » [©

Time: 25:38:39 I Power Cycle Devices Fast Forward Time Realtime

60-24
Switch0

Fa0/2

S o a [ i | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
e o s | /‘ /[ ] 5 $5 §[ D [scenarioo v
[ Connections l New || Delete }

ih

Toggle PDU List Wmdow

\
T L =

Copper Straight-Through
- Do -

-;, : : o= p 3 O @ ] P ,: ‘”




Logical

= S
) :' [y Es‘ !al

N

[Root]

PP ALLS

New Cluster

I

(f&

210.210.1.1255.255.255.0 Fag)1

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252
Fa0/o

Fa0/1 A5
192.168.1.1 255.255.255.0

210.210.1.2 255.255.255.0

Server-PT
Server0

210.210.3.2 255.255.255.252

Server-PT
Serverl

Fa0/3

PC1

Hacmpoum ASA..

Cisco Packet Tracer Student - D:\Araper\KomnbrotepHsie ceTu\M/K.01.01 OpraHusauns, NpUHUUNLI NOCTPOEHUA Y OYHKLMOHMPOBaHWA KOMNbIOTEPHbIX ceTer\lNpakTuueckue paboTtsi\PaboTa 28.pkt

ASA Command Line Interface

Xomum onpedenumsb
cepeep 60 VLAN 3:

«conf t»,

«int eth0/2»

«switchport access vlan 3»,
«exity,

«int vlan 3».

Xomum 3adamb umsi Onsi
VLAN 3:

clscoasa(conilig-network-cbject) gsubnet 132.1e8.1.0 255.255.255.0
ciscoasa(config-network-cbject)#nat (inside,cutside) dynamic interface
ciscoasa(config-network-ocbject) fend

ciscoasaiwr mem

Building configuration...

Cryptochecksum: 0392bééb2Z 3£025d78 08c€7dlS 72197401

1088 bytes copied in 1.01% secs (1048 bytes/sec)
[CK]

ciscoasagconf ¢t

ciscoasa(config) #int £a0/2

% Invalid input detected at '~' marker.

ciscoasa(config) #int ?

configure mode commands/cptions:
Ethernet IEEE 802.3
Vlian Catzalyst Vlans
ciscoasa(config) #int eth0/2
ciscoasa(config-if) ésw
ciscoasa(config-if) §switchport acss
ciscoasa(config-if) §switchport access vlan 3
ciscoasa(config-if) gexit
ciscoasa(config)#int vlan 3
ciscoasa(config-if) §nameif dmz
ERROR: This license does not allow configuring more than 2 interfaces with namei
and without a "no forward" command on this interface or on 1 interface(s) wit
Inameif already configured.
ciscoasa(config-if)§ v

«nameif dmz».

Paste

Budum oepaHu4eHue

8 JluueH3uu. Ha peasibHoM o6opydoeaHuu amo coeslamb

> [©

<
Time: 25:57:58 I Power Cycle Devices Fast Forward Time m- Realtime
T eea BN U = o o 57 S < N < P N < o [ i | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
S a . m :; 20 | ( / 7 / " y ‘ i) | Scenario 0 v
7 / . o (Y =
l Connections —_ e J e JL JL J J e —— New Delete |
E’ L) s = Toggle PDU List Window |
" Copper Straight-Through : i
- — § g &= p 3 {
— L = 0 @ U 4.01.2020
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N HSEIEERN b S

Logical [Root] New Cluster

3 )

—a || Physical | Config | CLI |
o;& ASA Command Line Interface R
210.210.1.2 255.255.255.0 =
ciscoasa(coniiqg) fint ethl/< A =
210.210.1.1 255.255.255.0 Fa0/1 cea ciscozsa(config-if) #sw
[~ = ciscoasa(config-if) #switchport acss
l ;-.__ ciscoasa(config-if) #¢switchport access vlan 3 x
Fa0/0 1d41 ciscoasa(config-if) gexit
Rower0 Server-PT ciscoasa(config) §int vlan 3
210.210.0.1 255.255.255.252 Server0 ciscoasa(config-if) fnameif dmz C&
ERROR: This license dcoes not allow configuring more than 2 interfaces with nameif
210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252 3anpeLuaeM mpa¢uk and without a2 "no forward" command on this interface or on 1 interface(s) with
Peeroae » ‘FaOI/O nameif already configured. g R

ciscoasa(config-if) éno for

Fa0/2 6 Ha wy cemb [ ciscoasa(config-if) ¢no forward vlan 1
° G

% Invalid input detected at '~' marker.
Server-PT

N
e «NO forward interface VIan 1)) |cicessconsio o sne zomara tnceresce vien 1 5
b

FaO/lAS
192.168.1.1 255.255.255.0 ciscoasa(config-if) §nameif dmz
am Ao INFO: Security level for "dmz" set tc 0 by default.
aémM uHmepeucy UMSI: | |==z ==
4 ciscoasa(config-if) ¢sec
ciscoasa(config-if) ¢security-level 50
s H ciscoasa(config-if)$
e (( n a m e If d m Z )) . ciscoasa(config-if)§ip add
60-24 ciscoasa(config-if) #ip address 210.210.3.1 255.255.255.252
Switch0 Fa0/3 ciscoasal(config-if)$

N3meHsieM ypoBeHb 008ePs: =iriii: -

ciscoasa(config-if) §nc shutdown

Fa0/2

192.168.1.0 255.255.255.0 04 ciscoasa(config-if)$

= = «security-level 50». i e e .

PCO

[ Copy 7 Paste

3adaéwm ip-adpec: | |
«ip address 210.210.3.1 255.255.255.252»,
«no shutdowny, «exit». E

Time: 26:09:25 I Power Cycle Devices Fast Forward Time Realtime

el EOBEDEEREED T
l Connections ] _—J e eJ e —_ e New || Delete |

E’ L) s = ‘ Toggle PDU List Window |

Copper Straight-Through

- i P j oo D r
— 1 = 0 @ n 4.01.2020
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Clsco Packet Tracer Student - D:\Arapei\KomnbroTepHble ceT\M/K.01.01 Opranunsaums, NpUHUUNLI MOCTPOEHUA U OYHI SR

] Physical [ Config | CLI ‘

EI ] r‘ GI,O,O,OIm\

[Root]

New Cluster Move Object

Logical

L[

210.210.1.2 255.255.255.0
210.210.1.1255.255.255.0 pag/1

>

lMpoeepsieM ces3b ASA C cepeef

Fa0/0 1 .
210.210.0.1 255.255.255.2?; e Ssegvr\?;;gT (( p I n g 2 10 ] 2 10 . 3 . 2 )) .

210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252

Fa0/o

Ces3b yxe ecmb!

Server-PT
Fa0/1 Serverl
192.168.1.1 255,255.255.0
Fa0/1
Fa0/2” g vitcho  F29L3
192.168.1.0 255.255.255.0 &
—/ PC-PT
PC-PT PC1 |
PCO -

ASA Command Line Interface

=RROR: This license does not allow configuring more than 2 i1nterfaces with nameifl
and without a "neo forward" command on this interface or on 1 interface(s) with
nameif already configured.

ciscoasa(config-if)éno for

ciscoasa({config-if)¢no forward vlan 1

om;}id input detected at '~' marker.
[

ciscoasa(config-if)#no forward interface vlan 1
ciscoasa(config-if) §nameif dmz

INFO: Security level for "dmz" set to 0 by default.
ciscoasa(config-if) ¢

ciscoasa(config-if) ¢sec

ciscoasa(config-if) §security-level S0

ciscoasa(ceonfig-if)#

ciscoasa(config-if) ¢ip add

ciscoasa({config-if)#ip address 210.210.3.1 255.255.255.252
ciscoasa(config-if) ¢
ciscoasa(config-if) éno
ciscoasa(config-if) éno
ciscoasa({config-if) ¢
ciscoasa(config-if) gexit
ciscoasa(ceonfig)$ping 210.210.3.2

sh
shutdewn

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 210.210.3.2, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/2 ms

ciscoasa(confiqg)$

A

<
Time: 26:11:59 I Power Cycle Devices Fast Forward Time Realtime
W s . m :; '(j- F lf—- — o) | & 5 f . D \'Scenarioo = Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
l/]‘/h/H- ]f'\ &9 (%] (/)
Connections ] — e J e JeJ — ’ New H Delete ‘
|
g FeFa | Toggle PDU List Window |
Copper Straight-Through
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R Cisco Packet Tracer Student - D:\Anapen\KomnbrotepHble ceTv\M/K.01.01 Opranunsaums, NpUHLKNbLI NOCTPOEHUA U oyn—}\zgxﬁr Server0 = Clm
5 || Physical Config Services Desktop Custom Interface
Pt il 1gi&‘Lfﬁ:§:5iﬂs; A
1 1 ] - | p— | g

New Cluster Move Object

210.210.1.2 255.255.255.0
210.210.1.1255.255.255.0 £a0/1

l ’- — — — —
Fa0/0 141
Rouwfer0 Server-PT
210.210.0.1 255.255.255.252 Server0

210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252

Fa0/o
Fa0/2 -
—
5305 Server-PT
Fal/1 A Serverl
192.168.1.1 255.255.255.0
FaO/l]
,zé’so 24 2
Fag/2 Switch0 fald
ey Y =
i | l
—r 192.168.1.0 255,255.255.0 2
2 PC-PT
PC-PT PC1
PCO

lMpoeepsiem cesi3b cepeepa
rnposatidepa c Hawum cepeepom
«ping 210.210.3.2».

Cesi3u Hem, m.K. Ha exode 8 ASA
(Fa0/0) ypoeeHb dosepusi paseH
a Ha (Fa0/2) - 50.

MbiI e20 ycmaHo8UIIU caMU.
UmobhnI cesi3b nosisusnacs, Hy)k|H
nponucamse Access List.

Command Prompt X ‘

Packet Tracer SERVER Command Line 1.0
SERVER>ping 192.168.1.5

Pinging 192.168.1.5 with 32 bytes of data:

: Destination host
: Destination host
: Destination host
: Destination host

from 210.
from 210.
from 210.
from 210.

Reply
Reply
Reply
Reply

[ S I )

Ping statistics for 192.168.1.5:
Packets: Sent = 4, Received = 0, Lost

SERVER>ping 210.210.3.2

Pinging 210.210.3.2 with 32 bytes of
timed
timed
timed
timed

fequest
Request
Request
Request

out.
out.
out.
out.

Ping statistics for 210.210.3.2:
Packets: Sent = 4, Received = 0,

SERVER>

data:

unreachable.
unreachable.
unreachable.
unreachable.

4 (100% loss),

4 (100% loss),

< > |\
Time: 26:16:21 | Power Cycle Devices Fast Forward Time Realtime
< R — 3 2 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
5 s J“‘z' @y = / > i § s iy § i) | Scenario 0 v
. &
l Connections | New Delete

Toggle PDU List Window
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| Physical | Config | CLI

| w F = E A ; e
h - =] nNlLe e R ! ASA Command Line Interface

LOglcal [Root] New Cluster Move Object Ciscoasa|config-if)fsecurity-level S0 -~
L ciscoasa(config-if) ¢
! ciscoasa(cenfig-if)§ip add
ciscoasa(config-if)§ip address 210.210.3.1 255.255.255.252

210.210.1.2 255.255.255.0 ciscoasa(config-if)#
cisceoasa(config-if)$nc sh
ciscoasa(ceonfig-if) ¢no shutdown
;_.___._ ciscoasa(config-if)$
ciscoasa(config-if) exit

ciscoasa(config)§ping 210.210.3.2

Server-PT
Server0 Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 210.210.3.2, timeout is 2 seconds:

210.210.3.2 255.255.255.252 el

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/2 ms

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252
Fa0/o

ciscoasa(config) facc

ciscoasa(config) §access

ciscoasa(cenfig) faccess-1

Fa0/1 Server-PT ciscoasa(config) §access-list FROM-OUTSIDE ex
192.168.1.1 255,255, 255.0 Serverl ciscoasa(config) §access-list FROM-OUTSIDE extended permit ?

configure mode commands/options:

Co30adum Access List c uMeHeM =

cbject-group Specify a service or protocol cbject-grocup after this keyword

Fa0/1
Pt/ \ o4 tcp Transmission Contrel Proteocel
FROM-OUTSIDE pacwupeHHbili L mEE
Fa0/2 60-24 Fa0/3 ciscoasa(config) faccess-list FROM-OUTSIDE extended permit icmp any host 210.210.3.2
v

Switch0 ciscoasa(config)$

~ 1] (extended), pa3pewum (permit) e e

= = nppomokon (icmp) ecem (any) |
Ha Haw xocm (host 210.210.3.2):

«access-list FROM-OUTSIDE extended permit icmp any host 210.210.3.2».

¢ > [©

Time: 26:27:48 I Power Cycle Devices Fast Forward Time Realtime

o8 FEPEPEEBEY |t

l Connections ] : New || Delete |

i
E’ L) s = ‘ Toggle PDU List Window |

Copper Straight-Through
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=3 [} = 0 @ n 4.01.2020
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Pas

Logical

. = L
'I ) :. [y Esl !al

m

[Root]

(5 ﬂlﬁ,ﬂ,ﬁ“ﬂ\

New Cluster

Cisco Packet Tracer Student - D:\Axapen\KomnbrotepHble ceTv\M/K.01.01 OpraHusaums, NpyHLMnbl NOCTPOEH: 32

Move Objed

i,

210.210.1.1 255.255.255.0

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252
Fa0/o

Fa0/1
192.168.1.1 255.255.255.0

Fa0/

60-24

Fa0/2" g itcho

o .,
PC-PT
PCO

Jobasum npomokoir (tcp) ecem (any) Ha Haw xocm (host 210.210.3.2)

210.210.1.2 255.255.255.0
Fa0/1

Server-PT
Server0

210.210.3.2 255.255.255.252

Server-PT
Serverl

Fa0/3

192.168.1.0 255.255.255.0 S04
PC-PT

PC1

yepe3 nopm 80 (eq www):

«access-list FROM-OUTSIDE extended permit tcp any host 210.210.3.2 eqg www».

‘Lihysical | Config | CLI ‘

ASA Command Line Interface

T g TTTTIIT IO TIOWIT
ciscoasa(config-if)é#
ciscoasa(config-if) exit

ciscoasa(config) §ping 210.210.3.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 210.210.3.2, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/2 ms

ciscoasa(config) facc

ciscoasa(config) §access

ciscoasa(config) §access-1

ciscoasa(config) #access-list FROM-OUTSIDE ex
ciscoasa(config) §access-list FROM-OUTSIDE extended permit ?

configure mode commands/options:

icmp

icmpé

cbject-group Specify a service or protocol cbject-grcup after this keyword
tcp Transmission Control Protocol

udp User Datagram Protocol

ciscoasa(config) §access-list FROM-OUTSIDE extended permit icmp any host 210.210.3.2
ciscoasa(confiqg)$

ciscoasag

%SYS-5-CONFIG_I: Configured from conscle by console

ciscoasagconf ¢t
ciscoasa(ceonfig) #access-list FROM-OUTSIDE extended permit tcp any host 210.210.3.2 eq www

ciscoasa(config)§ v

Copy H Paste

, [©

Time: 26:37:41 I Power Cycle Devices Fast Forward Time Realtime
‘g% — - m _; ,--;/ ™ w ¥ '- G T | BT @5 : ) :7Scenari;0 v Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
- = 77127 0 | 1% | 5o 1% | 1/ -
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Copper Straight-Through
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|
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S Edit Options Too Ext e _— — AL

| Physical [ Config | CLI ‘

B a‘-a'nnl,o,oolm .

_ ASA Command Line Interface
LOglcal [Root] New Cluster Move Objeg Ciscoasa(config) Facc -
M ciscoasa(config) §access
— ciscoasa(config) §access-1
ciscoasa(config) #access-list FROM-OUTSIDE ex
210.210.1.2 255.255.255.0 ciscoasa(config) §access-list FROM-OUTSIDE extended permit ?
210.210.1.1 255.255.255.0 Fa0/1 configure mode commands/options:
——— =
) icmpé
cbject-group Specify a service or protocol cbject-grcoup after this keyword
Server-PT tcp Transmission Control Protocol
210.210.0.1 255.255.255.252 Server0 udp User Datagram Protocol
ciscoasa(config) §access-list FROM-OUTSIDE extended permit icmp any host 210.210.3.2
210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252 cisceasa(config)#
Fa0/o ciscoasa$
%SYS-5-CONFIG_I: Configured from conscle by conscle
ciscoasagconf t
ciscoasa(cenfig) #access-list FROM-OUTSIDE extended permit tcp any host 210.210.3.2 eq www
Fa0/1 Server-PT ciscoasa(config) §access -g
182,168, 1.1 255.255.255.0 Serverl ciscoasa(config) faccess-g
T ST ciscoasa(config) §access-group FROM-OUTSIDE in interface ocutside
ciscoasa(cenfig) #end
Co30adum Access Group Circouaares s
Building configuration...
Fa0/1 Cryptochecksum: 092b&€éb2 3£025d78 08cé&7d1lS 72197401
o FROM-OUTSIDE
c UMeHeM 1363 bytes copied in 2.23€ secs (€03 bytes/sec)
60-24 [OK]
Falj2 Switch0 ran h o ciscoasag b4
Ha 6HeWHUU uHmepaeuc |
Copy ‘ ‘ Paste
192.168.1.0 255.255.255.0 w . . .
—_— iz o
= (in interface outside):
FROM-OUTSIDE in interf tsid
«end»,
«WIr memm.

« , [©
Time: 26:51:22 I Power Cycle Devices Fast Forward Time Realtime
‘g_% - . m _; Y - F Y W v \ G T | ‘ ) \Scenanoo Vi Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

= al/al 74l M1l 22l al-cl 2l V4
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[ Connections [ —J e Jo Juo Joe J _— ’ New || Delete Delete ‘
1
g L) s = ’Toggle PDU Llst Wmdow ‘
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Physical Config

Services

Desktop

Server0

Custom Interface

_— ) 1 (= - e | o
New Cluster Move Objec
Command Prompt X
lpoeepsiemM menepb ces3b e S 4 et~ e G d0,
210.210.1.2 255.255.255.0
SERVER>ping 210.210.3.2
210.210.1.1255.255.255.0 g5/ \d
= cepeepa ripoeauoepa
"
Fa0j0 1dk1 Request timed
wfe  w=T  CHAa cepeepom: ol s
210.210.0.1 255.255.255.252 Server0 H uIUM M' Request timed
Request timed
L]
210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252 (( I n 2 10 2 10 3 2 )) | . "
Fa0/o . . . . Ping statistics for 210.210.3.2:
Fa0/2 - Packets: Sent = 4, Received = = 4 (100% loss),
p—t SERVER>ping 210.210.3.2
5305 Server-PT Pinging 210.210.3.2 with 32 bytes of data:
FaO/l Y
: Cesizb ecmb!!!
192.168.1.1 255.255.255.0 ﬂ b mb- M Reply from 210.21 : bytes=32 time=13ms TTL=126
Reply from 210.2 : bytes=32 time=1llms TTL=12¢
Reply from 210.21 : bytes=32 time=0ms TTL=1
Reply from 210.2 .2: bytes=32 time=lms TTL=126¢
Fa0/1
I Ping statistics for 210.210.3.2:
§ Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
; 2560-24 p Approximate round trip times in milli-seconds:
Fa0/2 . Fa0/3 A : 2
Switch0 Minimum = Oms, Maximum = 13ms, Average = 6ms
‘__
oEEER | l ERVER>
J 192.168.1.0 255.255.255.0 "—/// v
— PC-PT 7 =
PC-PT PC1 = =
PCO — J
s > | &
Time: 26:53:17 | Power Cycle Devices Fast Forward Time Realtime
2 - . 3 Last Status Source Destination Type Color Time(sec) Periodic Delete
T I - )
S e Il > 2 / P y ", § 5' 3 é ) | Scenario 0 v
” , . 7
l Connections | New Delete

2 =

Toggle PDU List Window

Copper Straight-Through

A Bz f .l )
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Extensions Help

= 'EIEI'I‘GI,O,O,':!m\
Logical [Root] New Cluster Move Object
= Web Browser

o;& i 210.210.1.2 255.255.255.0 npoeepﬂeM aocmynHocmb ,T‘ ‘T] i W W‘ ‘7

210.210.1.1255.255.255.0 pp/q Cisco Packet Tracer

%‘_——.— I We. b B Ce p Be p a: Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
v «ping 210.210.3.2». SR

A small page
210.210.3.2 255.255.255.252 Copvri !IS

Image page
Cesizb ecmpb!!! Image

210.210.0.1 255.255.255.252

210.210.0.2 255.255.255.252
Fa0/o

Server-PT

Fa0/1 Serverl

192.168.1.1 255.255.255.0

160-241
Fa0/2" g yitcho o3
192.168.1.0 255.255.25@.»
: PC-PT

—_— b
PC-PT PC1
PCO

< > [©

Time: 26:56:11 I Power Cycle Devices Fast Forward Time Realtime
F% il L Al alvalmalvalcaleal el Al
(L
" o— |2 ) LLJ & J Li, )| d rat) Xi /) T e

E’ ' L s = S ’Toggle PDU List Window i

Copper Straight-Through

D \'Scenarioo v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num  Edit Delete
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PCO = =

Physical Config Desktop Custom Interface

New Cluster Move Obj

[

210.210.1.2 255.255.255.0
210.210.1.1255.255.255.0 £a0/1

e
Fa0jo 141 U
Roufer0 Server-PT
210.210.0.1 255,255.255.252 Server0

210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252

Fa0/o
Fa0/2 -
—
5305 Server-PT
Fa0/1 A Serverl
192.168.1.1 255.255.255.0
Fa0/1|
_ 2660-24 .
Fa0/2" g yitcho 723
T
’
192.168.1.0 255.255.255.0 "—///
PC-PT
PC-PT PC1

PCO

[lpoeepsieM menepb c8513b
JlokasibHO20 KOMINbrOMepa
C HaWuMm cepeepom:

«ping 210.210.3.2».

Cesizu Hem!

Command Prompt

Minimum = 1lms, Maximum = 1llms, Average = llms

PC>ping 210.210.1.2

Pinging 210.210.1.2 with 32 bytes of data:

Reply from 20X _
Reply from 210.210.1.
Reply from 210.210.1.
Reply from 210.210.1.

: bytes=32 time=24ms TTL=12¢
2 time=llms TTL=126
2 time=10ms TTL=12¢
2 time=3ms TTL=126

NN NoNN

: bytes=3

Ping statistics for 210.210.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 24ms, Average = 12Zms

PC>ping 210. -3.2

Pinging 210. -3.2 with 32 bytes of data:

Request timed

Request timed out.
Request timed out.
Request timed out.

Ping statistics for 210.210.3.2:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

< > | &
Time: 43:43:54 | Power Cycle Devices Fast Forward Time Realtime
- ; - 3 2 Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
Se B> valalval e " D |Scenarion v
7 - 4 Tig \ .l:"
l Connections | New Delete

2 =

Toggle PDU List Window

Copper Straight-Through
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: “ : 7 7 il e : =T ‘ Physical : Config | cu
. = B E‘ SR |/° » ,O l S ASA Command Line Interface
LOQiCal [Root] New Cluster Move Objedy eI TECE SUIEINETO T A |
[ !
'j C w 1 w ; . s G
AR Hoea 3alu0éM 8 HaCMPOUKUY = =
210.210.1.2 255,255.255.0 i:::ific':nﬁ:zl
"’. s MexXcemeesoco 3KpPaHa, e g AR
FaO/Oll 1 6 ~ [ interface Vlan2
RouferD Server-PT Ha epeM. nameif outside
210.210.0.1 255.255.255.252 Server0 security-level 0
h ip address 210.210.0.2 255.255.255.252 k
210.210.0.2 255,255, 255,252 210.210.3.2 255.255.255.252 « S OW rU n ». imezface —_— |
s
Fa0/2 nameif dmz
security-level 50 M
Z:E:: ip address 210.210.3.1 255.255.255.252 -
¥ St Cesa3u Hem U3-3a CMPOKU | i wecuess zoro
192.168.1.1 255.255.255.0 subnet 192.168.1.0 255.255.255.0
!

«no forward interface Vlanl», | le—iee-—
Ha peanbHom o6opydoeaHuu

Fa0/2% qoran | Fa0/3
’ MOXHO 61510 661 y6pamb 3my cmpokKy u npobriema 6bi

192.168.1.0 255.255.255.0 S04

o et uc4easrsa.

PCO

Copy Paste

Fa0/1

Takum o6pa3omM, Mbl Hacmpousiu DMZ moJsibKO Tulllb
yKa3ae ypoeeHb doeepusi «security-level 50» u nponucae (e

\

<
Time: 43:47:47 l Power Cycle Devices Fast Forward Time Hec,{o_nb’(a A(‘(‘pqq L- g'l'-oe_ Realtime
L ? S iz S “Wr = 47 o . . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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Connections I ' -
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Physical Config | CLI

A== 28 S 00000 ms

_ MODULES | ~ Physical Device View
Logica' [Root] New Cluster Move Object S — '
- = Zoom In Original Size Zoom Out
T 210.210.1.2 255.255.,255.0 NM-1E2W _
Jl 210.210.1.1 255.255.255.0 NM-1FE-FX
r#‘*" lNonpobyem peanu3osamb e
NM-1FE2W
Fa0/0 1841 y a NM-2E2W
210.210.0.1 zss.zss.zsggggROUtero nggi:vfm my )Ke 3a aqyl 3aMeHue NM-2FE2W
NM-2W
210.210.0.2 255,255,2':53%/352 210.210.3.2 255,255.255.252 ASA Ha Map wpym u3amop N:::f
— Fa0/2 “8A/ =
lzsn‘ ' 28 1 1' T\lr:!-SAMS
Routerl F0/1 CSer\éer—PTl NM-Cover I
192.168.1.1 255.255.255.0 e y aa HHoao N:ﬁ?g;m L
HWIC-4ESW
Mapuwpymu3amopa HWIC-8A :

Fa0/1 HWIC-AP-AG-B Customize ~ Customize o

>
E a e Icon in . "i Icon in . "i
r m’:aoﬁ UMeemCH ea cemee blx v Physical View Logical View
- %:OPVSWitCh"' Ad The NM-1E features a single Ethernet port that can connect &
.  that © . I ey
= \I;] uHmepdeluca. cornecions s shaneaets 150N pmems or 26 - | | S S
= 192.168.1.0 255.255.255.0 T’ETP’T’ o synchronous/asynchronous ports. d -
i JJobasum mpemud.
Hns amoeo cHavyana
8bIKJ/TIYUM
Mapuwpymu3amop.
< = r () =,
Time: 00:08:57 l Power Cycle Devices Fast Forward Time Realtime

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

. - ~ —~ (o) (e | [ —~ —~ —~ (s (A i Scenario 0 v
el e MG NGOG e e G G G :
2901

| | | |
Routers | 1841 1941 2620XM  12621XM 2811 2911 819 IGeneric/ Generic, New Delete

f;’ -~ s = Toggle PDU List Window
s — @ o y T
— i >




-

g =
.f_,

Logical

[Root]

ZEE QAL 8 FMmL

Cisco Packet Tracer Student - D:\Arapen\KomnbrotepHsie ceTu\M/AK.01.01 OpraHu3sauus, NpUHUUNLI MOCTPOEHUA U Dy

New Cluster Move Object

o

Physical | Config | CLI

MODULES I~

’:

210.210.1.1 255.255.255.0
po—
5

Fa0/0 1841

CopyRouter0
210.210.0.1 255.255.255.252

210.210.0.2 255.255.255,252 210.210.3
Fa0/0
r;f—i Fa0/2
2811
Routerl
Fa0/1

192.168.1.1 255.255.255.0

<0 pySwitchuFaO/3

L 2
PC-PT
CopyPCO0

<

210.210.1.2 255.255,255.0

Server-PT
CopyServer0

.2 255.255.255.252

Server-PT
CopyServerl

192.168.1.0 255.255.255.0 550,
PC-PT

CopyPC1

lNepemackusaem MoOyJib
Ha Mapuwpymu3amop.
CHoea eKJsiro4aem
Mapuwpymu3samop.
[lepexodum e CLI.
lMoodknr4yum Kabenu K
Mapuwpymu3amopy.

NM-1E
NM-1E2W

Zoom In

Physical Device View

Original Size

NM-2E2W
NM-2FE2W

NM-2W
NM-4A/S
NM-4E
NM-8A/S
NM-8AM
NM-Cover
NM-ESW-161
HWIC-2T
HWIC-4ESW
HWIC-8A

Zoom Out

HWIC-AP-AG-B
WIC-1AM

Customize
Icon in
| v Physical View

The NM-1FE-TX Module provides one Fast-Ethernet
interface for use with copper media. Ideal for a wide
range of LAN applications, the Fast Ethernet network
modules support many internetworking features and
standards. Single port network modules offer

P WS- P

Y L o

Customize
Icon in .
Logical View

'

v

|

; Tf‘\
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‘ Edit ; s E'I a ‘ /0 /c _| | Physicai l Config | cu ‘
N = ) | | JSt | !
__— : I0S Command Line Interface
LOB' [Root] New Cluster Move Object — e T es DT — =
|
0& = 210.210.1.2 255.255,255.0 Continue with configuration dialeg? [yes/nol: n
210.210.1.1 255,255.255.0
_ Fadf1 H p
r},‘r;.._— acm OUM Press RETURN to get started!
Fa0/0 1$1
CopyRputer0 Server-PT p py p
210.210.0.1 255.255.255.252 | CopyServer0 Ma w mU3amo ° 2ol AN
l -u A Routergceont t
210.210.0.2 255.255.255.252 210.210.3.2 255.255.255.252 Ha3oeeM Ka”(ab,u ERm::: r(:onfif.qu;::?i:nfcgl;n;\ands, one per line. End with CNTL/Z.
L) A ovaves (et ey 16 Rnse
S ic u 0ad I
= - — Router (config-if) §description cutdide
e uHmepdgpelic u Gadum um | [z
2811 3 'PT Router (config-if) #ip address 210.210.0.2 255.255.255.252
FaO/lQo ri CO[:?;\S’Z:VEI’I ° Router (config-if) §nc sh
192.168.1.1 255,255.255.0 me )Ke Ip'aﬂpeca- Router{(config-if)ino. shutdown
Router (config-if) ¢
Cpa3y 6yaeM 2LINK-5-CHANGED: Interface FastEthernet(/0, changed state to up
S$LINEPROTO-5-UPDOWN: Line protoceol on Interface FastEthernet0/0, changed state to
Hacmpaueamab NAT: -
.
Fa0/3 Router (config-if) #ip nat out
f Router(config-if)£ip nat outside
t Router (config-if) gexit
192,168.1.0 255,255.255.0 (( n ))’ (( e n ))’ (( CO n ))’ e i =
. oL . . . oo -
e, PC-PT . o P
«int fa0/0»
CopyPCO V4
L L L] ;
«description outdide»,
«ip address 210.210.0.2
255.255.255.252»,
=\
< «no_shutdown» , [©
Time: 00:32:08 I Power Cycle Devices Fast Forward Time 4 Realtime
L L]
S o . m :; ’ / ‘ / ‘ ‘ ’ (( I psng O;J’tS)de ))’ (( ethe*:gario 0 o | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num  Edit Delete
l Connections I — New 7 Delete
E-’ L) s = Toggle PDU List Window “
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[Root]

S HE RN GY LS

New Cluster

Move Object

Cisco Packet Tracer Student - D:\Arapew\KomnbrotepHbie ceTv\M/AK.01.01 OpraHvsaums, NpUHUMNGLI NOCTPOEHUA U §

| Physical | Config | CLI

I0S Command Line Interface

Loglcal Router (config-if) ¥nc shucdown A
Ll
! 210.210.1.2 255.255,255.0 Router (config-if) ¢
210.210.1.1 255.255.255.0 RLINK-S5-CHANGED: Interface FastEthernet0/0, changed state to up
Fa0/1
.< — RLINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/0, changed state to
Fa0/0 1d41 i
CopyRputer0 Server-PT B o g
CopyServer0 ocuter (config-if) #ip nat ocut
210.210.0.1 255.255.255.252 l 54 Router(config-if) £ip nat outside
I Router(config-if) gexit
210.210.0.2 255.255.255.252 R
Fa0/0 § 210.210.3.1 255.255.255.252 outer )
Fa1/0 %SYS-5-CONFIG_I: Configured from conscle by conscle
; Reoutergcont t
Server-PT Enter configuration commands, one per line. End with CNTL/Z.
CopyServeri . Router (config) §int £al/0
192.168.1.1 255.255.255.0 Router(config-if) §description dmz
U0 2HOF2E520 0I5 ,qﬂﬂ DMZ ece ﬂOBmOpﬂeM, Router (config-if) #ip address 210.210.3.1 255.255.255.252
Router (config-if) #nc shutdown
NAT louter (config-if) ¢
KPOMe m.K cepeep UMeMLINK—S-CHANGED: Interface FastEthernetl/0, changed state to up
6eﬂ 'l‘] H a eC. RLINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernetl/0, changed state to
‘ " Fa0/3 b |p' .E"p . up
—opySwitchu
. t f 1/0 Router (config-if) fexit
Router (config) § e
192.168.1.0 255.255.255.0 ...:..éﬁ.../g (( I n a ))’ = g
o ——7 PC-PT 1
PC-PT Copypcl . . Copy Paste ‘
«description dmz»,
. g
«ip address 210.210.3.1 255.255.255.252»,
«no shutdowny,
L
«exit».

«  [©
Time: 00:49:19 I Power Cycle Devices Fast Forward Time Realtime
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P X

'_Q__

: [Physical | confio | U |
A= " EIEI'("\|/°/0°|M .
I0S Command Line Interface
Logical [Root] New Cluster Move Object
L Routergconf t @
| 210.210.1.2 255.255,255.0 Enter configuration commands, one per line. End with CNTL/Z.
210.210.1.1 255,255.255.0 z Router (config) ¢int £al/0

Fa0/1

Router (config-if) description dmz
Router(config-if) §ip address 210.210.3.1 255.255.255.252
Router (config-if) #no shutdown

Fa0/0 1d41
CopyRputer0 Server-PT

CopyServerQ Router (config-if)$
AN IR I it 2LINK-5-CHANGED: Interface FastEthernetl/0, changed state to up
210.210.0.2 255.255.255.252

Fa0/0 § 210.210.3.1255.255.255.252

Fa1/0
jo——
2811

$LINEPROTO-5-UPDOWN: Line protccol on Interface FastEthernetl/0, changed state to
up

Router(config-if) gexit
Router (config) §int £a0/1
. Router (config-if) §description inside
Fao/1R0dfert Cgs;\é::vp;l Router (config-if) #ip add
Router(config-if) §ip address 192.1€8.1.1 255.255.255.0
192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252 R config—if) Snl: ey < < < <

Router(config-if)§
0LINK—5—CHANGED: Interface FastEthernet0/1l, changed state to up

al lloemopsiem Osist nocsieOHez2

Router (config-if) #ip nat inside

/H/ uHmepdgeuca:
B somiomsmsaso 2, «int fa0/1», soscc ot —
comrrcy «description inside»,
«ip address 192.168.1.1 255. 255 255. O»,
«no shutdowny,

«ip nat inside», «exit». 2

2LINEPROTO-5-UPDOWN: Line protecol on Interface FastEthernet0/1, changed state to
up

Time: 00:53:38 I Power Cycle Devices Fast Forward Time Realtime
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m
1
5

g .

T

| Physical | Config | CLI |

b = a‘ua'r‘ﬂlﬁ,oﬂm

Logica| [Root] New Cluster Move Object
|

j&)

I0S Command Line Interface

Router (config-iz) ¥no shucdown

210.210.1.2 255.255,255.0 Router (config-if) ¢

210.210.1.1 255.255.255.0 N SLINK-5-CHANGED: Interface FastEthernetl/0, changed state to up
_ Fa0/1

Fa0/0 1d41 . A
CopyRputer0 erver- ' o .
CopyServer0 outer (config-if) exit
210.210.0.1 255.255.255.252 | Py Rt el oo N

Router (config-if) §descripticn inside

Router (config-if) ¢ip add

Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router (config-if) §nc shutdown

RLINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernetl/0, changed state to
up

210.210.0.2 255.255. 255 252
210.210.3.1 255.255.255.252

*—{
2
FaO/lQo er1 Server-PT

CopyServerl
192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252

Router (config-if)$
$LINK-5-CHANGED: Interface FastEthernet0/l1, changed state toc up

2LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state to
up

Router (config-if) §ip nat inside
Router (config-if) fexit
Fa0/1 Router (config) §ip acc

o= Router (config) §ip access-list st

H ~ Router (config) #ip access-list standard FOR-NAT
Y i o030adum pa3spewarouw,uu Rowcer (sonfiy-sri-mach tparm
Router (config-std-nacl) gpermit 192.168.1.0 0.0.0.255
Router (config-std-nacl) gexit

& wmomasano 22, Access List
i “™ ¢ uMeHeM FOR-NAT:
«ip access-list standard FOR-NAT»,
«permit 192.168.1.0 0.0.0.255»,

«exity.
< = r@

Time: 00:59:42 I Power Cycle Devices Fast Forward Time Realtime
‘ﬁ - - m ,‘; S — ‘ D \yiscenarigio Vi Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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n
o
m

Helo

% SIS0 0|00 5 L
] E | A ) I 10S Command Line Interface

LOglcal [Root] New Cluster Move Object TLINR-S-CHANGED: Interface rasctthernetl/l, changed State to up

[ [

j&

210.210.1.2 255.255,255.0 3LINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/1l, changed state to
210.210.1.1 255.255.255.0 up

@?, > FaO/l-

Fa0/0 1d41

Router (config-if) #ip nat inside
Router (config-if) gexit
Router (config) §ip acc

CopyRputer0 Server-PT i ; .
Router (config) #ip access-list st
CopyServer0
0004252502552 I a4 Router (config)#ip access-list standard FOR-NAT
l Router (config-std-nacl) §perm

Router (config-std-nacl) gpermit 192.168.1.0 0.0.0.255
Router (config-std-nacl) exit
Router (config) #ip nat inide socurce FOR-NAT interface £a0/0 overlecad

210.210.0.2 255.255. 255 252
210 210 3.1255.255.255.252

% Invalid input detected at '~' marker.
FaO/lQo er1 CSer\éer-P'erl
opyServer

192.168.1.1 255.255.255.0 B
210.210.3.2 255.255.255.252 % Invalid input detected at '~' marker.

NS HEL0 3R Jdip nat inside source list FOR-NAT interface £a0/0 overload

Router (config) fend
FaO/l Routers
%SYS-5-CONFIG_I: Configured from conscle by conscle

Router (config) #ip nat inside source FOR-NAT interface £a0/0 overload

60 24

g B e s A
[OK]
— 3aeepwaroujasi KoMaHoa oSy | Lz
] =
PC-PT CopyPC1

CopyPCO N AT,' AT EEIE==,
«ip nat inside source list FOR-NAT interface fa0/0 overload»,
«endy,
«Wr memny.
:  [©
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Options  Vies Tools Extensions Help

ul _. Jﬂ\ﬂlcﬁ—nﬁg] Desktop ‘ Custom Interface]
f_'gﬁé'(‘rl’/o/o/°lm\‘

[Root] New Cluster Move Object IP Configuration

IP Configuration
210.210.1.2 255.255.255.0 )
210.210.1.1 255.255.255.0 (O DHCP @® Static
Fa0/1
/ | IP Address 192.168.1.2

. Subnet Mask 255.255.255.0
CopyRputer0 Server-PT

210.210.0.1 255.255.255.252 | CopyServer0 Default Gateway f192-168- 1.1

210.210.0.2 255.255.255.252
Fa0/o | 210.210.3.1255.255.255.252
Fa1fo

DNS Server ‘

IPv6 Configuration
(O DHCP () Auto Config (@ Static

Server-PT IPv6 Address ’
CopyServerl

Sl seaEiais Link Local Address | FE80::2D0:D3FF:FED9:4B10

IPV6 Gateway \

IPv6 DNS Server [

JopySwitchuFaOB

| 192.168.1.0 255.255.255.0 F / ‘
PC-PT

7.
PC-PT CopyPC1
CopyPCO0

Hacmpoum cmamuyeckul ip-agpec komnsromepa PCO.

c > [©
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Options  Vie Tools Extensions Help ‘
Physical I cOnﬁgJ Desktop | Custom Interface | -
[Root] New Cluster Move Object IP Configurat (6]

N COEIEINGREE A S
IP Configuration

210.210.1.2 255.255.255.0 s
210.210.1.1 255.255.255.0 () DHCP (® Static
Fa0/1 ‘
- IP Address 1192.168.1.3

Fa0/0 >1 1 3 - Subnet Mask !255.255.255.0
CopyRputer0 erver-!

210.210.0.1 255.255.255.252 | CopyServer0 Default Gateway i192.168.1.1

l DNS Server ’

210.210.0.2 255.255.255.252

Fa0/0 ‘ 210.210.3.1 255.255.255.252
Fa1fo

IPv6 Configuration
(O DHCP () Auto Config (@ Static

Server-PT IPv6 Address |
CopyServerl

210.210.3.2 255.255.255.252 Link Local Address ‘FESO: :207:ECFF:FE09:A243

IPv6 Gateway ‘

IPv6 DNS Server \

JopySwitchuFaOB

192.168.1.0 255.255.255.0 A / ‘
PC-PT

td
PC-PT CopyPC1
CopyPCO0

Hacmpoum cmamuyeckul ip-agpec komnsromepa PC1.

c > [©

Time: 01:31:06 I Power Cycle Devices Fast Forward Time Realtime
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Config | CLI

il Ph’ys'iAcaVIA |

A~ a‘-e'ﬂnlﬁ/oﬁhmi

Logical [Root] New Cluster

I

(f&

I0S Command Line Interface
Move Object

Router>en
Routergping 210.210.0.1

210.210.1.2 255.255,255.0
210.210.1.1 255.255.255.0

. Fa0/1

C—
.!’: —

Type escape sequence to zbort.

npoeepuM ceﬂ3b Sending 5, 100-byte ICMP Eches to 210.210.0.1, timecut is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms

F80C/3p¢ 3ter0 Server-PT Map wpym u3amopa CO Routergping 210.210.3.2

210.210.0.1 255.255.255.252 | CopyServer0

| ° Type escape seguence to abort.
210.210.0.2 255.255.255, 252 eceMu y3naMu. Sending 5, 100-byte ICMP Echos to 210.210.3.2, timecut is 2 seconds:

FaO/O 210 210 3.1 255.255.255.252

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/1/3 ms
*—
2

L]
«ping 210.210.0.1».
Server-PT
FaO/lQO erl CopyServerl Ceﬂ3 ecm , Iype.escape seguence to al:ort. o 2 ; o s
192.168.1.1 255,255.255.0 b b. Sending 5, 100-byte ICMP Echos to 192.1€8.1.2, timecut is 2 seconds:

210.210.3.2 255.255.255.252 1

. 2 10 2 10 3 2 Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1 ms
«ping .210.3.2» |

Routergping 192.168.1.3

Ceﬂ3! ecm! , Type escape sequence to zbort.
o Sending 5, 100-byte ICMP Echos to 1392.168.1.3, timecut is 2 seconds:

Fa0/3 St

. Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/3 ms
«ping 192.168.1.2»

Router$ v

192.168.1.0 255.255.255.0 550,
& PC-PT

s Ces3b ecmb! e
«ping 192.168.1.3» —
Cesi3zb ecmb!

¢ > [©
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[Cehysical | confis | cu |

iw. a‘-a'r‘ﬂl,o,oﬂm

Logical [Root] New Cluster

L

JX

I0S Command Line Interface

TYpe esScape sequence to 2DOXc. A
Sending 5, 100-byte ICMP Echos to 210.210.3.2, timecut is 2 seconds:
210.210.1.2 255.255,255.0 TR

210.210.1.1 255,255.255.0 z Success rate is 80 percent (4/5), round-trip min/avg/max = 0/1/3 ms
Fa0/1

Fa0/0 1d41
CopyRputer0 Server-PT
210.210.0.1 255.255.255.252 | CopyServer0

l Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1 ms

Move Object

Routergping 192.168.1.2

Type escape segquence to zbort.
Sending 5, 100-byte ICMP Echos to 192.1€8.1.2, timecut is 2 seconds:

210.210.0.2 255.255.255.252
Fa0/0 § 210.210.3.1255.255.255.252

Fa1/0
jo——
2811

Roufert Server-PT
Fa0/1 CopyServerl

192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252

Routergping 192.168.1.3

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 1352.168.1.3, timecut is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/3 ms

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §ip route 0.0.0.0 0.0.0.0 210.210.0.1

Router (config) §end

Fa0/1 Router#
e %SYS-5-CONFIG_I: Configured from conscle by conscle
FaO/Z.c> sgmzl;l:h Fa0/3 Routerfwr mem
Py " Building configuration...
[OK]
Routerg v
192.168.1.0 255.255.255.0 _..L(.:J.:./d
o ——7 PC-PT 1T
PC-PT CopyPC1 Copy Paste
CopyPCO0

lMponuwem Ha Mapwipymu3amope Mapuwpym ro yMoJs14aHUo:

«conf t», «ip route 0.0.0.0 0.0.0.0 210.210.0.1», «end», «wr mem». :
. > [©
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Physical Config Desktop Custom Interface

— 0 0a) (at |l + " -

v

Logical [Root] New Cluster Move Objec
s ) 210.210.1,2 255.255.255.0
210.210.1.1 255,255,255.0 PC>ping 2
— 115 -
| g ———— Pinging 210.210.1.2 with 32 bytes of data:
Fa0f0 141 — Request timed out.
CopyRputer0 Server-PT Reply from 210.210.1.2: time=0ms TTL=126
210.210.0.1 255.255.255.252 | CopyServer0 Reply from 210.210.1.2: time=0ms TTL=126
l Reply from 210.210.1.2: time=0ms TTL=12¢
210,210.0.2 255.255.255.252' Ping statistics for 210.210.1.2:
Fa0/o 1 2}:0'12%)0'3'1255',2:53_'555'252 Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
— al/ Approximate round trip times in milli-seconds:
- . PP P
l 1 ’- ¥ Minimum = Oms, Maximum = Oms, Average = Oms
2di1 =
Roudfert Server-PT PC>ping 210.210.1.2
Fa0/1 CopyServeri
192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252 Pinging 210.210.1.2 with 32 bytes of data:
Reply from 210.1.2: 2 TTL=12¢
Reply from 210.210. 2 TTL=12¢
FaO/l] Reply from 210.210. P TTL=12¢
Reply from 210.210. 2 TTL=12¢
Fao/28g60-2_4 Fa0/3 Ping statistics for 210'2l0jl'2: ' '
<opySwitchu \ Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
\pre— Approximate round trip times in milli-seconds:
”’ | Minimum = Oms, Maximum = 1lms, Average = Oms

L, mmemmme s [IpoeepuM cesi3b KoMbromepa

CopyPC1

MHmepHem-cepeepom: L
«ping 210.210.1.2».
Cesizb ecmb!
. Time: 01:46:39 | Power Cycle Devices Fast Forward Time l;ealtime
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2 Cisco Packet Tracer Student - D:\AHapei\KomnbtotepHbie ceTv\M/IK.01.01 OpraHusauvs, NpyHUMnbl NOCTPOEHUA U QYHKRE S CopyPCO - o
Physical Config Desktop Custom Interface
Al T m + R - |
= = |8 ! il T { A
0 | |, | | —— (gr—] | P Y
[Root] New Cluster Move Ob
s ) 210.210.1,2 255.255.255.0
210.210.1.1 255,255,255.0 PC>ping 210.210.1.
— 115 -
l T~ PN Pinging 210.210.1.2
Fa0/0 1d41 — Reply from 210.210. time=1lms TTL=12¢
CopyRputer0 Server-PT Reply from 210.210. : bytes=32 time=0Oms TTL=126
210.210.0.1 255.255.255.252 | CopyServer0 Reply from 210.210.1.2: bytes=32 time=0Oms TTL=126
' Reply from 210.210. : bytes=32 time=0ms TTL=12¢
210,210.0.2 255.255.255.252' Ping statistics for 210.210.1.2:
Fa0/o | 2%:0'12/%0'3'1255'%'355'252 Packets: Sent = 4, Received = 4, Lost = 0 (0%
\}C\ a» e Approximate round trip times in milli-seconds:
l ‘ -1 Minimum = Oms, Maximum = 1lms, Average = Oms
2di1 o
Roufert Server-PT BC>ping 210.210.3.2
Fa0/1 CopyServeri
192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252 Pinging 210.210.23.2 with 32 bytes of data:
Reply from 210.210.3.2: time=1lms TTL=127
I Reply from 210. time=0ms TTL=127
Fa0/1| Reply from 210. time=0ms TTL=127
Reply from 210.2 time=0ms TTL=127
2:3'60-54 Ping statistics for 210.210.3.2:
< : Fa0/3
Fao/z\_opySWItchu / Packets: Sent = 4, Received = 4, Lost = 0 (0%
\pr— Approximate round trip times in milli-seconds:
”’ Minimum = Oms, Maximum = 1lms, Average = Oms
—
192.168.1.0 255.255.255.0 s n -
PC- o8epuM cesl3 (0 romepa
p M c8513b KOMIb v
CopyPCO I
° Y s
DM2Z-cepeepoM:

<

«ping 210.210.3.2».
Cesi3b ecmb!

Time: 01:50:39 | Power Cycle Devices Fast Forward Time

Realtime
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New Delete
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3 Cisco Packet Tracer Student - D:\Axapen\KomnbrotepHbie ceT\M/AK.01.01 Opranunsauus, npyHUWNbI NOCTPOEHUA U (pyl-%» £ CopyServer1 = [m] “

4| Physical Config Services Desktop Custom Interface
- A
e W (gr—]| = B gy | P
New Cluster Move Objec
' ommand Promp X B
) 210.210.1,2 255.255.255.0
210.210.1.1 255,255,255.0
J—-11] 5 - Packet Tracer SERVER Command Line 1.0
l e W —— SERVER>ping 192.16€8.1.2
Fa0/o 1d41 — s % e 5 i 5 e 4 P
CopyPutero Server-PT Pinging 192.168.1.2 with 32 bytes of data:
CopyServerQ
210.210.0.1 255.255.255.252 l By Reply from 152.168.1.2: bytes=32 time=lms
l Reply from 192_.168.1.2: bytes=32 time=lms
Reply £ 192.168. : by =32 time=0
210.210.0.2 255.255.255.252' erl.‘. :rcm ;Lgi 2 2- ‘thes-ai m‘-me—oms TTL=127
Fa0/0 I 210.210.3.1 255.255.255.252 Reply from 152.168.1.2: bytes=32 time=0ms s
<y F21J0 v
l e e enfem Ping statistics for 15%2.168.1.2:
’. Packets: Sent = 4, Received = 4, Lost = 0 (0%
2di1 s PT Approximate round trip times in milli-seconds:
F: 0/1D‘° erl SV Minimum = Oms, Maximum = 1ms, Average = Oms
a CopyServeri ’ ’
19216811 295.25.2950 | 210.210.3.2355.255.955/250 szavERS|
Fa0/1]
_ 2860-24 ;
FaD/Z\:cu:wSV\.'itch\..':ao"3
v
r —
| — 192.168.1.0 255.255.255.0 2z
4 llposepum cesi3b DMZ-cepeepa
PC-PT CopyPC1 v
CopyPCO 7 =

C KOMNbLOMEPOM: L —
«ping 192.168.1.2».
Cesi3b moxe ecmb, @ Mbl XomeJiu 3alumumab JIOKaslbHY O

: ceme. :

Time: 01:52:46 | Power Cycle Devices Fast Forward Time Realtime

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

= A N - < / = 7 I § 5, ® é i) | Scenario 0 v

l Connections | New Delete

- .% 5 Toggle PDU List Window

21:18
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[Root]

Loglcal

Cisco Packet Tracer Student - D:\Anapen\KomnbrotepHbie cetu\M/AK.01.01 Oprasusaums, npyHUMnGI NoCTPOEHMS 1 QyHISR

TR YL

New Cluster

Physical | Config CLI

I0S Command Line Interface
Move Object

210.210.1.2 255.255.255.0
210.210.1.1 255.255.255.0

i Fa0/1
¥ am
Fa0/o 1%1
CopyRputer0
210.210.0.1 255.255.255.252 |

210.210.0.2 255.255.255.252
Fa0j0 § 210.210.3.1255.255.255.252

~, Fa1/0
Server-PT

CopyServerl
210.210.3.2 255.255.255.252

(21

Server-PT
CopyServer0

Fa0 /lQo erl
192.168.1.1 255.255.255.0

Fa0/1

60-24
Fa0/2%0  Switch 203

192,168.1.0 255.255.255.0 o,
PC-PT

d
L 2

PC-PT
CopyPCO

CopyPC1

<

Co30adum Access List,
pa3pewarowuu mpaguk
icmp U tcp om s1l06020 xXocma
K HaweMy cepeepy. Becb
ocmasibHoOU mpad)u,( BAMPEIMUM == orsis-exrecy specmss semp any rose 230210 3.2

«eny,
«conf t»,

«ip access-list extended

FROM-OUTSIDE»,

«permit icmp any host 210.210.3.2»,
«permit tcp any host 210.210.3.2 eq www», «deny ip any any», «exit».
lpussixxem amom Ha exodsiwulti mpaguk Hawea20
Mapuwpymu3amopa:

Router>en

Routerfceonf t

Enter configuration commands, one per line.
Router (config) §ip acc

Router(config) #ip access-list ex
Router(config) #ip access-list extended FROM-OUTSIDE
Reouter (config-ext-nacl) §perm

End with CNTL/Z.

Router (config-ext-nacl) §permit tcp any host 210.210.3.2 eq www
Router (config-ext-nacl) §deny ip any any

Router (config-ext-nacl) exit

Reouter (config) #int £20/0

Router (config-if) §ip access-group FROM-OUTSIDE in

Router (config-if) ¢end

Routers

%SYS-5-CONFIG_I: Configured from conscle by conscle

Routerfwr mem

Building configuration...

[OK]

Routerg v

Copy Paste

N =

Time: 02:11:34 l Power Cycle Devices Fast Forward Tin« i n'l' fa n'/() )), « i p a rrpqq_

= o - P N @ D @ =
t""i [ Ny B ‘/i//!/!o

Connections |

17151560 (%) I/

5#' ~5

- < -

Copper Cross-Over

roup FRO r - memy. Realtime
I'. Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
i) | Scenario 0 v

Delete

Toggle PDU List Window
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Cisco Packet Tracer Student - D:\Arapei\KomnsrotepHble cev\M/IK.01.01 OpraHnsaums, NpyuHUMbLI NOCTPOEHUA U qu[» £ CopyServer0 - O “

New Cluster Move Obj

[

D, 210.210.1.2 255,255.255.0
210.210.1.1 255,255.255.0

— 115
l o~ W
Fa0/o 1d41
CopyRputer0 Server-PT
CopyServer0

210.210.0.1 255,255.,255.252 |

210.210.0.2 255.255.255.252 |
Fa0/o § 210.210.3.1 255.255.255.252

<y, FA1/0 —
T — m— —
52
2dk1 —
R 0/1% erl Server-PT
a CopyServeri

192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252

Fa0/1]
_ 2660-24 .
FaD/Z\:cu:wSV\.'itch\..':ao"3
— "_
_r, 192,168.1.0 255.255.255.0 9.
Z PC-PT
PC-PT CopyPC1
CopyPCO

llposepum ces3b VIHTepHET-CcepBepa € DMZ-cepBepOM

«ping 210.210.3.2».
Cesizb ecmb!

%

Physical Config Services Desktop Custom Interface
- A
== 1 (gr—]| r——— " e | P
Packet Tracer SERVER Command Line 1.0
SERVER>ping 210.210.3.2
Pinging 210.210.3.2 with 32 bytes of data:
Reply from 210.2 : bytes=32 time=lms
Reply from 210. : bytes=32 time=0ms
Reply from 210.2 : bytes=32 time=0ms
Reply from 210.2 .2: bytes=32 time=0ms TTL=126¢
v
Ping statistics for 210.210.3.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms
SERVER>
v
< >

>

Time: 02:20:49 | Power Cycle Devices Fast Forward Time

Realtime

i) Scenario 0 v] | Fire

75 o ZJI?E' m}’ '.-:'

I Connections |

A ¥

/

New Delete

Toggle PDU List Window

Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

21:47
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14.01.2020



Clsco Packet Tracer Student - D:\Axapen\KomnbrotepHble ceTv\M/K.01.01 OpraHusaums, npuHumnbl NOCTPOEHMA U QyHH &
: t e {_ihysical Config | Services ‘ Desktop iif::;tm;grface

- _.gglnql/o,o,clm\ — —_—

- ________ _____________— _____________________________________________| |—ee || yg3—1 (] ][ e g |

Logical [Root] New Cluster Move Object

Web Browser

210.210.1.2 255.255.255.0 W < | R w0z i |

210.210.1.1 255.255.255.0

L[

JXD

Fa0/1 :
; S Cisco Packet Tracer
Fa0/0 1d41
— zsscgg | uter0 cg:%:;f e Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
| Quick Links:

210.210.0.2 255.255.255.252

0/0 * 210.210.3.1 255.255.255.252 A small page
Fa1/0

Copvrights

Image page
Image

Server-PT
CopyServerl

192.168.1.1 255,255.255.0 210.210.3.2 255.255.255.252

192.168.1.0 255.255.255.0

f PC-PT
PC-PT CopyPC1
CopyPCO0

llpoeepum Web-gocTyn.

To)xe ecmb!
< > r@

Time: 02:24:41 I Power Cycle Devices Fast Forward Time Realtime

@ t . m - F—] rfw (7—] —‘ ] 1 ’ ‘ D Emﬁ Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
7 . \ $ /
Connections el A — | New || Delete

|
g ' L s S ’ Toggle PDU List Window i

Copper Cross-Over

.- ‘?ﬂ i —
& i FE 0 v 3




2 Cisco Packet Tracer Student - D:\Axapeii\KomnbtoTepHble ceTv\M/K.01.01 Oprarun3saums, NPUHLMNL NOCTPOEHMA 1 <py1 » CopyPCO _ o m
[ \
f Physical Config Desktop Custom Interface
~N
— T =y —— (=] | e

New Cluster Move Obj

[

D, 210.210.1.2 255,255.255.0
210.210.1.1 255,255.255.0

— 115 -
l o~ P
Fa0/o 1d41 —
CopyRputer0 Server-PT
CopyServer0

210.210.0.1 255,255.,255.252 |

210.210.0.2 255.255.255.252 |
Fa0/o § 210.210.3.1 255.255.255.252

<y, FA1/0 —
T — m— —
52
2dk1 —
R 0/1% erl Server-PT
a CopyServeri

192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252

Fa0/1]
_ 2660-24 .
FaD/Z\:cu:wSV\.'itch\..':ao"3
—
’ o
192.168.1.0 255.255.255.0 L
PC-PT
PC-PT CopyPC1
CopyPCO

Ho npu amom nponan docmyrn
NHmepHem:

«ping 210.210.1.2».

Cesi3u Hem.

IMo c8s13aHo ¢ Access List,
KOmMopbIM Mbl pa3pewusnu
Tpaghuk mosibko 0o nybsiu4Ho2
cepesepa.

llpumeHUM mexHO102UKO
UHCNekmupoeaHusi mpaguka. -

e

Command Prompt —

Minimum = Oms, Maximum = 1lms, Average = Oms A

PC>ping 210.

Pinging 210. with 32 bytes of data:
Reply from 210.2
Reply from 210.2
Reply from 210.
Reply from 210.

: bytes=32 time=lms TTL=127
: bytes=32 time=0ms TTL=127

bytes=32 time=0ms TTL=127
: bytes=32 time=0ms TTL=127

Ping statistics for 210.210.3.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms ’

’

PC>ping 210.210.1.2 ‘

Pinging 210. -1.2 with 32 bytes of data:

‘fequest timed . ‘
<equest timed out.
Request timed out.
Request timed out.

Ping statistics for 210.210.1.2:
Packets: Sent = 4, Received = 0, Lost (100% loss),

< > | &
Time: 02:27:28 | Power Cycle Devices Fast Forward Time Realtime
= ; . - | & 2 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
S e m}’ - e / P y, & g i) | Scenario 0 v
p 4 o ¢ ‘) f L/'
l Connections | New Delete

=

Toggle PDU List Window

T

PARE

A [mz #@ i ) PYC
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DS ISR VPV IS

[Root]

New Cluster Move Object

Logical

Cisco Packet Tracer Student - D:\AHaperi\KomnbtoTepHbie cet\M/K.01.01 OpraHvsaums, npyHUMbI MTOCTPOEHMA U O ,. €

|| Physical | Config | CLI |

I0S Command Line Interface

I

A)

210.210.1.2 255.255,255.0
210.210.1.1 255.255.255.0

p—
E—

Fa0/0 1$1
CopyRputer0

Router>en

Routergconf t

Enter configuration commands, one per line.
Router(config) £ip inspect?

End with CNTL/Z.

Server-PT
210.210.0.1 255.255.255.252 | CopyServer0 SRADACE
g ZEE t A £ Router(config) £ip inspect ?
| alert-off Disable zalert

210.210.0.2 255.255.255.252
Fa0/0

* 210.210.3.1 255.255.255.252
Fa1/0

o

bydem uHcnekmupogame

2811

audit-trail Enzble the logging of sessicon information (addresses and
bytes)

Specify timecut £for DNS

Specify maximum number of incomplete ccnnections before

clamping

dns-timeout
max-incomplete

Server-PT name Specify an inspecticn rule
F«aO/lQo erl CopyServerl cne-minute Specify one-minute-sample watermarks for clamping
. g : 3
192.168.1.1 255.255.255.0 tcp Config timecut values for tcp connecticns
mmnsmsss  PAGUK http, icmp, tcp Moo e b s

Router (config) #ip inspect name Inside-Cutside ?

. . http HTTP Protocel
UmMeHeM Inside-Outside € o> 360 srorece
tcp Transmission Contrel Protocel
telnet Telnet
udp User Datagram Protocol
Fao/z'opySwitch Fa0/3 eHympeHHeao mpa¢UKa Router (config) §ip inspect name Inside-Outside http
ol v

80 8HeWHUU:
«conf t»,

192.168.1.0 255.255.255.0 550,
PC-PT

A —E7]
PC-PT
CopyPCO

CopyPC1

Router(config) #ip inspect name Inside-Outside icmp
Router (config) #ip inspect name Inside-Cutside tcp
Router (config) £

Copy

Paste

«ip inspect name Inside-Outside http»,
«ip inspect name Inside-Outside icmp»,

«ip inspect name Inside-Outside tcp». (
< > @

Time: 02:41:24 I Power Cycle Devices Fast Forward Time Realtime
ovn o . - = . S S < g < . z o [ T | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
S ar m - g 7% / / P / -4 g ‘ i) | Scenario 0 v|
p 4 . 7 (5
l Connections I — = _ e _— New Delete
5‘_; ) s = Toggle PDU List Window |
Copper Cross-Over i
- — 3 3 o
~ : » FEE 0 pyC wal

Lip
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Do SIS

Physicai ‘ Config | cu

I0S Command Line Interface

LOglca' [Root] New Cluster Move Object Router (contfig) ¥
Irj Router (config) §
- 210.210.1.2 255.255.255.0 Router(config) ¢
210.210.1.1 255,255.255.0 Router (config) ¢
e YkaxxeM HanpaeJsieHue
l -/.';..__ /4 Router (config)
Fa0/0 1d41 Router (config) §
3 :
Router (config) §
L smee @ KOMOPOM MpPaghuK HYXHO -
R £
210.210.0.1 255.255.255.252 | CopyServer0 Qoucezmon Sk
Router (config) §
I Router (config) ¢

210.210.0.2 255.255.255.252
Fa0/0

2d11
Fa0 /lQo erl

192.168.1.1 255.255.255.0

4 210.210.3.1 255.255.255.252

UcheKmupoeamb: Router (config) §

Router (config) ¢
Router (config) §¢int £al0/1

L
(( I nt fao O )) Router (config-if) §ip inspect Inside-Outside in
) Router (config-if)§

Server-PT Router (config-if)$

s, «ip inspect Inside-Outside in»
210.210.3.2 255.255.255.252 p p RZEEZE Ezz:fig-i;::
Router (config-if)§

(( e n d ))’ (( Wr m e m )) ° Router(config-if)§

Router (config-if) #end

Fa1/o
e

Fa0/1 Routerg
= I e n e p b Tpa¢ M K %SYS-5-CONFIG_I: Configured from conscle by conscle
Fa0/2% 60-24 Fa0/3 ’ Routerfwr mem

‘d
L 2

PC-PT
CopyPCO

<

7 Ny KOTOPbLIN BbIXOAUT U3 Halleun ceT

Building configuration...

1

Rcuter

comres 3aHOCUTCSA B Tabnuuy

Paste

MapLupyTusaTopa.
Mpu Bo3BpaLLeHUU 3anNpPoCcoB, MapLLPYTU3aTOpP 3HAET, YTO
X HY>KHO NPONyCcTUTD.

JQ@

=

Time: 03:28:47 l Power Cycle Devices Fast Forward Time

Realtime

S < IO >

I Connections I
AJeF =

11 ||

S iz S “Wr = 47 . . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num
< e e ‘ ‘ 4 .._\‘ i) | Scenario 0 v
/Sl 741817415 -3l cl -alv4
\ J C & \ \ -, C \ : New Delete
Toggle PDU List Window
Copper Cross-Over
= =
" > 0

Edit

Delete




2 Cisco Packet Tracer Student - D:\Axapen\KomnbrotepHble ceTv\M/K.01.01 Oprarnunsauns, NpUHLXNbI MOCTPOEHKUA U quHr{» E CopyPCO =

Physical Config Desktop Custom Interface
= K_qe (Y o RIS =

v

e I = (gr—— 8 P
Logical [Root] New Cluster Move Objec
Command Prompt
N 210.210.1.2 255.255.255.0 p
“210.210.1.1 255.255.255.0 Packets: = Received = 0, Lost = 4 (100% loss),
i, FA0/1 -
| > W —— PC>ping 210.210.1.
Fa0/0 1$1 . — £ Pinging 210.210.1.2 with 32 bytes
CopyRputer0 erver-
210.210.0.1 255.255.255.252 | CopyServer0 B qumnt e meior:
l Request timed out.

Request timed out.

210.210.0,2 255.255.,255.252 I Request timed out.

Fa0/o § 210.210.3.1 255.255.255.252

<y, FA1/0 — : e =
e o e el Ping statistics for 210.210.1.2:
| ’- Packets: Sent = 4, Received = = 4 (100% loss),
21 Server-PT
Rouferl eIver: PC>pi 210.
Fa0/1 CopyServerl prng <
192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252 Pinging 210.210.1.2 with 32 bytes of data:

Reply from

Reply from 210.2
Faolll Reply from 210.2
Reply from 210.2

: bytes=32 time=1lms TTL=12¢
: bytes= time=0ms TTL=12¢
: bytes= time=15ms TTL=12¢
: bytes=32 time=10ms TTL=12¢

LS S I S )

Foo 2 000-24 W L o

’ Ping statistics for 210.210.1.2:

22 opySwitch ~ a z 3 = e G | .
B A Ewe pa3 npoeepum docmyr € | Mttt
=/,| Minimum = Oms, Maximum = 15ms, Average = éms
192,168.1.0 255,255.255.0 ’5
R NHmepHem:
. <
«ping 210.210.1.2». :

Cesizb ecmb!!!

< >

Time: 03:30:33 | Power Cycle Devices Fast Forward Time Realtime

R ‘ - . 3 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
S e O > % / ) 7, ", 6 6 2 é ) |Scenario 0 ¥l
1 =)

l Connections | New Delete

% g | Toggle PDU List Window

22:58
14.01.2020
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Help

| Physical | Config | Desktop | Custom Interface |

[Root] New Cluster Move Object

210210, 1,1255.255.2550 T2 o2 | < || > | URL |htipr/f210.210.1.2 suop—]

Fa0/1 -
L Cisco Packet Tracer

Fa0/0 1d41
R — Zsscgg | oterD C(?:;\é::/peTrO Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

I g e
A small page
& ights
Image page
Server-PT Image

CopyServerl
210.210.3.2 255.255.255.252

210.210.0.2 255.255.255.252
0/o § 210.210.3.1255.255.255.252
Fa1/0

Fa0/3

192.168.1.0 255.255.255.0 &

PC-PT CopyPC1
CopyPCO0

llpoeepum Web-gocTyn.

To)xe ecmb!
< > r@

Time: 03:32:31 I Power Cycle Devices Fast Forward Time Realtime

@ t . m - F—] rfw (7—] —‘ ] 1 ’ ‘ D Emﬁ Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
7 . \ $ /
Connections el A — | New || Delete

|
g ' L s S ’ Toggle PDU List Window i

Copper Cross-Over

y T =] 5 00




2 Cisco Packet Tracer Student - D:\Arapen\KomnbrotepHbie ceTv\M/AK.01.01 Oprasusaums, npuHLMnb MOCTPOEHMA U QYH S X
S T T : | Physical | Config | CLI |
: - L 3 - | Phs ] |
A= T 2E BN S0 O .
- : I0S Command Line Interface
Logical [Root] New Cluster Move Object ===t =
e Router$
| 210.210.1.2 255.255,255.0 Router$
210.210.1.1 255,255.255.0 Router#
o Fa0/1 Routers
. 4‘;‘—— Routerg
Routergconf t
FaoC/3p¢$tter0 Server-PT Enter configuration commands, one per line. End with CNTL/Z.
210.210.0.1255.255.255.252 | CopyServer0 i"““r‘c‘"‘f?g”?p e .
cuter (config) #ip access-list ex
| Router (config) #ip access-list extended FROM-DMZ
Router (config-ext-nacl) fdeny ip host 210.210.3.2 192.168.1.0 ?
210'210'0'2255'255'25;375* 210.210.3.1 255.255.255.252 A B.C.D Destination wildcard bits
.- Fa1/0 1 Router (config-ext-nacl) fdeny ip heost 210.210.3.2 152.168.1.0 0.0.0.255
rv,'?’___._ Router (config-ext-nacl) §per
Router (config-ext-nacl) permit ip any any
24811 y Reouter (config-ext-nacl) #
wireger s COes1aeM aHaJ102UYHble
192.168.1.1 255.255.255.0 Router (config) #int. fal/0
210.210.3.2 255.255.255.252 1 Router (Config=if) ¥ip, ace
elicmeus 05151 DMZ, mo ecmb
4 Router (config-if)
Router (config-if) ¢end
3aripemum mpachK 80 Routert
%SYS-5-CONFIG_I: Configured from conscle by conscle
Fa0/2% . Fa0/3 p 4 Routerfwr mem
2 opyswitch. 8HYMPEeHHKHK cema. e
[OK]
Router# v
192.168.1.0 255.255.255.0 50 (( CO nf t ))’
4 bé PC-PT
Cpc-ggo CopyPC1 . I . d d SO fass
«ip access-list extended FROM-DMZ»,

«deny ip host 210.210.3.2 192.168.1.0 0.0.0.255»,
«permit ip any any», «exit»,

«ip access-group FROM-DMZ in», «end», «wr mempy.
< . [0

Time: 04:00:25 I Power Cycle Devices Fast Forward Time Realtime
e N P p- N [ - . N N o P 2 < o [ R | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
SeBm=> AL /)2 6% | W [Soeriao0 v
7 o g o)
l Connections I —_ e J e JL JL J J e —— New Delete
E’ L) s = Toggle PDU List Window |
Copper Cross-Over : 3
- == 3 > g ‘
- L] 0 U 4.01.2020
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J

Physical

CopyServer0 = e

Config Services Desktop Custom Interface

E R (aY |+ R -

v

[Root]

New Cluster Move Obj

[

D, 210.210.1.2 255,255.255.0
210.210.1.1 255,255.255.0

Fa0/1

~

l =~ " -
Fa0/o 1d41
CopyRputer0 Server-PT
CopyServer0

210.210.0.1 255,255.,255.252 |

210.210.0.2 255.255.255.252 |
Fa0/o § 210.210.3.1 255.255.255.252

<y, FA1/0 —
s e el
| " I
2dk1 =
R 0/1% erl Server-PT
a CopyServeri

192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252

Fa0/1]
2860-24
Fao/z\:cu:wSV\.'itch\..’:ao/3

-

r —
».—I,’ 192.168.1.0 255.255.255.0 = 2z
PC-PT
CopyPCO

CopyPC1
R

Ewe pa3 npoeepum cesi3b /IHTEpPHET-CcepBepa € DMZ-cepBepOM:

«ping 210.210.3.2».
Cesi3b rno npexxHemy ecmb!

S T T =] | W1 | pp— P

Command Prompt X fi

SERVER>ping 210.210.3.2
Pinging 210.210.3.2 with 32 bytes of data:

time=1lms TTL=1
time=0ms TTL=1
time=0ms TTL=1
time=0ms TTL=1

210.210.
210.210.
210.210.3.
210.210.3.2:

from
from
from
from

-2: bytes=32
2: bytes=
bytes=32

bytes=32

Reply
Reply
Reply
Reply

NN
N N oo

Ping statistics for 210.210.3.2:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

(0%

SERVER>ping

Pinging 210.210.3.2 with 32 bytes of data:
time=1lms TTL=1
time=0ms TTL=1
time=0ms TTL=1
time=0ms TTL=1

210.210.3.2:
210.210.
210.210.3.
210.210.3.2:

Reply from
Reply
Reply

Reply

bytes=32
bytes=

NN NN
oo N

from bytes=32
Ping statistics for 210.210.3.2:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

(0%

< >
Time: 04:09:14 | Power Cycle Devices Fast Forward Time Realtime
= ‘ - | o 3 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
el | valalvale: = D [Scenario0 V]|
/ . 4 & (Y
l Connections | New Delete

Toggle PDU List Window

23:37
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= Physical Config Services Desktop Custom Interface
- gl A8 () e O e ~l
T 1 (gr—l § - —— e 1 P
[Root] New Cluster Move Ob
| 210.210.1,2 255,255,255.0
“210.210.1.1 255.255.255.0 Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Fa0/1 5 Approximate round trip times in milli-seconds:
l’-‘—/C\ Sl SR -‘r—_ Minimum = Oms, Maximum = 1lms, Average = Oms
Fa0f0 141 —_ SERVER>ping 192.168.1.2
CopyRputer0 Server-PT
210.210.0.1 255.255.255.252 | CopyServer0 Pinging 192.168.1.2 with 32 bytes of data:
' Reply 210.210.3.1: Destination host unreachable.
210,210.0.2 255.255.255.252' Reply 210. £33 Destination host unreachable.
Fa0/0 | 2%:0'12/%0'3'1255'255'255'252 Reply 210. -3. Destination host unreachable.
\}C\ a» - Reply from 210. -3.1: Destination host unreachable.
%2
2dh1 Ping statistics -le8.1.2:
Fa0 1Qo erl Server-PT Packets: Sent Received = 0, Lost = 4 (100% loss),
a0/ CopyServeri
192.188.1.1 255.255.255.0 210.210.3.2 255.255.255.252 SERVER>ping 192.168.1.2
Pinging 152.168.1.2 with 32 bytes of data:
Fa0/1|k Reply 210.2 Destination host unreachable.
Reply 210.2 Destination host unreachable.
2% Reply 210:2 Destination host unreachable.
60-24 Reply from 210.2 Destination host unreachable.
Fao/%:opySwitchuFaO/{
y ) [lpoeepum ces3b DMZ-cepeepa s Sl b
= Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
. 192.168.1.0 255.255.255.0 '_{ ’
24 PC-PT . [
«ms € KOMMbOMEPoOM ol
CopyPCO ° lig >l

«ping 192.168.1.2».
Cesizu Hem!!!

< >

Time: 04:08:33 | Power Cycle Devices Fast Forward Time Realtime

| Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

&S & “”H m’ ’..-;' 4 / P / R 6 5' 3 6 i) | Scenario 0 v

l Connections | New Delete

"’g 5 | Toggle PDU List Window
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|| Physical Config Services Desktop Custom Interface
i A
New Cluster e Objec
210.210.1.2 255.255.255.0 s o SRS oo
210.210.1.1 255.255.255.0 ERVER>p1ng e i T
Fa0/1 O = gt 2 = 3 :
l“}f,;. g2l Pinging 192.168.1.2 with 32 bytes of data:
Fa0/0 141 Reply from 210.2 = Dest::.nat::.cn host unreachable.
CopyRputer0 Server-PT Reply from 210.2 : Destination host unreachable.
210.210.0.1 255.255.255.252 I CopyServer0 Reply from 210.2 : Destination host unreachable.
l Reply from 210.2 : Destination host unreachable.
210.210.0.2 255.255.255.252' Ping statistics for 192.168.1.2:
Fa0/o 1 210~210-3-1255-_253-_255-252 Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
e F1/0 |
[l Z— e e eniieniy
2 i
2di1 ST
ofer1 erver-
Fa0/1 CopyServerl
A82:168:1.1:205,255: 2520 210.210.3.2 255.255.255.252
Fa0/1]
. lpoeepum cesizab UHMepHem-cep
CopySwitchu \
= i .

F = € KOMIMNbOMepomM: :
| 192,168.1.0 255.255.255.0 2] < >
4 PC-PT

= —— =

compcs " «ping 192.168.1.2».
Cesizu Hem!!!

< > | &
Time: 00:03:37 | Power Cycle Devices Fast Forward Time Realtime
S a TIIFEl m}’ _{; e a (Ch (TR T (T T (T T Y [Scenario 0 v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
el A & e e T T e e e e
l RouTars | 1841 1941 | [2620xM (2621xM | 2811 2901 2911 819 | |Generic| |Generic New Delete
- .% g Toggle PDU List Window
2621XM
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New Cluster Move Obj

[

210.210.1.2 255,255.255.0
210,210.1.1 255.255.255.0

p—-L 2! j‘
e w—m
¥ 2 ~
Fa0/0 1d41 S—
Copy%utero Server-PT
CopyServer0

210.210.0.1 255.255.255.252 I

210.210.0.2 255.255.255.252 |
Fa0f0 § 210.210.3.1255. 255 .255.252

iy Fa1/0
l iy S —— -:
21 S PT
Rodfert erver-
Fa0/1 CopyServerl

192.168.1.1 255.255.255.0 210.210.3.2 255.255.255.252

FaO/ll

" llpoeepum cesi3b KOMMNbLHOMEPOS
DMZ-cepgepoM:

,2560 24

Fa/2f ODYS‘NItChu

® CopyPCO
Physical Config Desktop Custom Interface
A
i 1 L R ———l (a8 P> ¥ ‘

PC>ping 210.

Pinging 210. with 32 bytes of
timed out.

Reply from 210.210.3.

Reply from 210.210.3.

Reply from 210.210.3.

Request

Ping statistics for 210.210.3.2
Packets: Sent = 4, Receiv 'ed =3, Lost = 1
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 4ms, Average = 1lms

(25% loss),

PC>ping 210.

Pinging 210.2 with 32 bytes of data:
time=1lms
time=1lms
time=0ms

time=0ms

210.2 2
210.210.3.2:
210. -3.2:
210. -3.2:

from
from

Reply
Reply
Reply
Reply

from

LSS I S )

from

Ping statistics for 210.210.3.2
Packets: Sent = 4, Receiv 'ed =4, Lost =0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

(0% loss),

PC-PT
CopyPCO

) ]
= «ping 210.210.3.2».
Ces3b no npexHemy ecmab!!!

< >
Time: 00:01:31 | Power Cycle Devices Fast Forward Time Realtime
. " iIII‘El m] ,”' S (= e e G T T T T e Y [Scenario 0 v :FIY‘E Last Status Source Destination Type Color Time(sec) Pericdic Num  Edit Delete
™y e & e e e el )
l RouTars | 1841 1941 | |2620xM/ 2621xM | 2811 2501 2911 819 | |Generic! |Generi N Delete

Toggle PDU List Window
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Physical Config Desktop Custom Interface

New Cluster Move Obj

[

PC>ping 210.

210.210.1.2 255,255.255.0

210.210.1.1 255, 255.255.0 Pinging 210. -1.2 with 32 bytes of data:
~ 7 Fa0/1 :-—-’% Request timed out.
l < ’- —— — - Request timed ocut.
FaO/O 1341 [ Reply from 210.210.1.2: time=0ms TTL=12¢
CopyRputer0 Server-PT Reply from 210.210.1.2: time=10ms TTL=126
210.210.0.1 255.255.255.252 I CopyServer0 X X X
Ping statistics for 210.210.1.2
l Packets: Sent = 4, Receiv 'ed = 2, Lost = 2 (50% loss),
210.210.0.2 255.255.255.252 | Approximate round trip times in milli-seconds:
Fa0/0 210.210.3.1 255.255.255.252 Minimum = Oms, Maximum = 10ms, Average = Sms
\_, Fa1f0
'- —— - PC>ping 210. >X 2
szll Se;{,’;; PT Pinging 210.210.1.2 with 32 bytes of data:
ouger
Fa0/1 CopyServerl
192.168.1.1 255.255.255.0 Reply from 2 2 2 time=0ms TTL=12¢
202 R TI2 00202 Reply from 210.210.1.2: 2 time=Oms TTL=126
Reply from 210.210.1.2 2 time=0ms TTL=12¢
Reply from 210.210.1.2: 2 time=0ms TTL=12¢
Fa0/1] Ping statistics for 210.210.1.2

Packets: Sent = 4, Receiv 'ed = 4, Lost = 0 (0% loss),

2 4,\ [posepum c8513b KOMIMbIOMEPOB € [ e

Fa0/2¢ Minimum = Oms, Maximum = Oms, Average = Oms

~opySwitch

. MHmepHem -cepeepom:

192.168.1.0 255.255.255.0

comrlo = «ping 210.210.1.2». | -
Ces3b no npexHemy ecmab!!!

Takum 06pa30M MbI 3allumuJiu c80HO Cceémb O 6HeWHUX
| £ n V! >

Time: 00:02:35 | Power Cycle Devices Fast Forward Time Realtime
5 ) ll!J m’ #' _7,_\ e () e ) T ) T T Y [Scenario 0 v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
€9 e V9 9 U T U U
I Routers | 841 1941 2620XM/ 12621XM 2811 2901 2911 819 Generic! (Generic New Delete
% 5 Toggle PDU List Window
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Macka noaceTn Macka B ABOHYHOH CHCTEME [Ipedurc i OCpatmax
agpecos MacKa
255.255.255255 J111111111. 11111111 11111111, 11111111} /32 1 [0.0.0.0
255255255254 J11111111. 11111111 11111111.11111110} /31 - [0.0.0.1
255255255252 11111111, 11111111, 11111111, 11111100 /30 - [0.0.03
255.255.255248 J11111111. 11111111, 11111111.11111000f /29 8 10.0.0.7
255.255.255240 11111111, 11111111, 11111111.11110000 /28 16 10.0.0.15
255.255.255224 111111111, 11111111.11111111.11100000f /27 32 10.0.0.31
255255255192 |11111111.11111111.11111111.11000000] /26 64 [0.0.0.63
255.255.255.128 J11111111.11111111.11111111. 10000000 /25 128 10.0.0.127
255.255.2550 J11111111.11111111.11111111.00000000f /24 256 10.0.0.255
2552552540 J11111111.11111111.11111110.00000000{ /2 512 0.0.1.255
2552552520 J11111111.11111111.11111100.00000000 /22 1024 10.0.3.255
255.2552480 J11111111.11111111.11111000.00000000 /21 2048 10.0.7.255
255.255.2400 J11111111.11111111.11110000.00000000f /20 4096 10.0.15.255
2552552240 J11111111.11111111.11100000.00000000f /19 8192 10.0.31.255
255.255.1920 J11111111.11111111.11000000.00000000f /18 16384 [0.0.63.255
255255.1280 |11111111.11111111.10000000.00000000{ /17 32768 0.0.127.255
255.255.00 11111111.11111111.00000000. 00000000 /16 65536 10.0.255.255
255.254.00 11111111.11111110.00000000. 00000000 /15 131072  |0.1.255.255
255.252.00 11111111.11111100.00000000. 00000000 /14 262144  10.3.255.255
255.248.0.0 11111111.11111000.00000000. 00000000 /13 524288 |0.7.255.255
255.240.0.0 11111111.11110000. 00000000. 00000000 /12 1048576 10.15.255.255
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