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Virtualization Tools Lecture Contents

* Virtualization technologies

* Virtualization Brief History
e Types of virtualization
* Virtualization tools

* Oracle VM VirtualBox

* Oracle VM VirtualBox overview
 Virtual Machine creation and guest OS installation
* VirtualBox Cool features
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Virtualization Brief History

What is Virtualization?

Key concept: Virtualization is the creation of a virtual (rather than actual) version of something, such as an
operating system, a server, a storage device or network resources.
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Virtualization Brief History

The Beginning
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Virtualization Brief History
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Virtualization Brief History
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Virtualization Brief History

Virtualization was first implemented in the 60-ies of XX century by IBM as a way to
logically partition mainframe computers into separate virtual machines. These partitions
allowed mainframes to “multitask”: run multiple applications and processes at the same
time. Since mainframes were expensive resources at the time, they were designed for
partitioning as a way to fully leverage the investment.

IBM M44\44X was the first computer system that used the “virtual machine”
concept . It was based on IBM 7044 mainframe.
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Virtualization Brief History

In 1999, VMware introduced virtualization to x86 systems to address many of these
challenges and transform x86 systems into a general purpose, shared hardware
infrastructure that offers full isolation, mobility and operating system choice for
application environments.

VMware delivered its first product, VMware Workstation, in May 1999 and entered

the server market in 2001 with VMware GSX Server (hosted) and VMware ESX Server
(hostless).
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Hosts and Guests

 —

Host Guests
(a real computer) (virtual machines
running operating systems)
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Types of virtualization

Hardware virtualization
Software virtualization
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Types of virtualization

Hardware virtualization

Apps Apps Apps

Guest OS Guest OS Guest OS

Hardware VM A Hardware VM B
Hardware

In computing, hardware virtualization is a virtualization of computers or operating systems. It hides the physical
characteristics of a computing platform from users, instead showing another abstract computing platform.

Hardware virtualizations splits in different types:
* Full (Hypervisor) Virtualization

* Paravirtualization

* Partial Virtualization
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Types of virtualization

Hardware Virtualization is not the same as Hardware-assisted
Virtualization

In hardware-assisted virtualization, the hardware provides architectural support that facilitates building a virtual
machine monitor and allows guest OSes to be run in isolation.

The most famous technologies are:
*AMD virtualization (AMD-V)
*Intel virtualization (VT-x)
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Types of virtualization

Full (Hypervisor) virtualization

Apps Apps
Guest OS Guest OS bl Mgmt
Hypervisor (VMM)
Hardware

This model uses a virtual machine monitor (hypervisor) that mediates between the
guest operating systems and the native hardware.

The biggest advantage of full virtualization is that an operating system can run
unmodified.

VirtualBox, Vmware Workstation
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Types of virtualization

Paravirtualization

Apps Apps
Modified Modified
Guest OS | Guest OS = Mgmt
Hypervisor (VMM)
Hardware

This method uses a hypervisor for shared access to the underlying hardware but
integrates virtualization-aware code into the operating system itself.

Paravirtualization offers performance near that of an unvirtualized system.
XEN, VirtualBox
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Types of virtualization

Software virtualization
Operating system-level virtualization

Private | Private . Private
server server server
Operating System
Hardware

This technique virtualizes servers on top of the operating system itself. This method supports a single operating
system and simply isolates the independent servers from one another.

OSL virtualization requires changes to the operating system kernel, but the advantage is native performance.
Virtuozzo, OpenVZ, Jail (FreeBSD)

< epam > | CONFIDENTIAL







Advantages of Virtualization

Advantages of Virtualization

1. More efficient use of computer processing power
2. Less energy consumption
(a) Run ONE physical server instead of several
(b) Less air conditioning usage to keep the environment intact
(c) Less power backup resources required
3. End of endless hardware purchases and upgrades
(a) All the hardware is virtualized so no need to purchase controllers
(b) Hardware upgrades are on software level (memory, processor, or any controller)
(c) No need to physically install hardware
4. Safer, faster backups and restore
(a) Ability to take live snapshots while OS is running
(b) You can schedule snapshots of OS
(c) Less time to recover the whole OS
5. Reduced IT overhead.

6. Simplified IT Management from a remote location (from anywhere in the world using an Internet connection).

7. Ability to use Thin Clients (low-cost centrally managed computers devoid of diskette drives, CD players and expansion slots, and
which require no hardware maintenance).

8. Ability to use existing computers for remote desktop connection to virtual machines located on the main server.

9. Faster server/client connection speed through a virtual switch.
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Advantages of Virtualization

Advantages of Virtualization for testers

1. Virtualization tools allow software testers to quickly and easily set up and maintain testing
environments, and to rapidly restore testing environments to their original state when required.
Ease of application deployment

It’s good for testing a virtual network. This would allow you to test out networking protocols.
Configuration testing, installation testing (different sets of OS’s and applications)

Experiment with potentially incompatible applications.

Perform testing with different user profiles.

Access / security / vulnerability / etc. testing with no effect to the normal working environment.
When finding a bug, a tester can simply save a system state, where the bug appears, to a snapshot
and continue testing of the system. If it is necessary to reproduce the bug, the virtual machine can
be given to a developer who can work with it without fear to damage tester’s environment. Besides,
resources become available for further testing: the tester can continue working and not wait till the
developer finishes with the test environment.

O NOUAEWN
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Advantages of Virtualization

Disadvantages of the Virtualization Technology
1. Impossibility of emulation of all devices. At the current moment, all main devices of hardware platforms are
supported by vendors of virtualization systems. But if some controllers or devices, which are not supported, are
used, we have to refuse the virtualization of such environment.
2. Virtualization requires additional hardware resources. Existing virtualization technologies make it possible to bring
performance of virtual machines to real. But to start some definite configuration with a number of machines, we
need a physical host to allow this.

3. Equipment conflict. Drivers used by a virtualization system can conflict with drivers of tested equipment.

4, In case of low disk space on the hard disk of the virtual machine, we cannot increase it if the virtual machine
contains snapshots.

5. We should perform final testing of the developed software on real machines because no virtual environment can
completely replace the real one.

6. There are training costs on work with virtual machines.

7. When a virus is detected on one of snapshots, it is hard to define on which stage it appeared. We have to check all

snapshots because the antivirus that can detect and delete viruses on all snapshots of the virtual machine isn’t
developed yet.

8. Single destruction point. If a virtualization system fails, it is impossible to start virtual machines till the reason of
failure is found and system is recovered.
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Virtualization tools

Magic Quadrant for x86 Server Virtualization
Infrastructure (Gartner, 14 July 2015)
http://www.gartner.com/technology/reprints.do?id=

1-2JFZ1KP&ct=150715&st=sb

Leaders:
1. VMware: Player, Workstation, ESX
2. Microsoft: Hyper-V, VirtualPC

Niche players:

Oracle: Server, VirtualBox

Odin (Parallels): Virtuozzo, Parallels Desktop
Red Hat: KVM

Citrix: XenServer

Huawei: FusionSphere, FusionCloud

aARhWON=
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VirtualBox

Oracle VM VirtualBox is an virtualization software package, originally created by software company innotek GmbH
(initial release January 15, 2007), purchased by Sun Microsystems, and now developed by Oracle Corporation as
part of its family of virtualization products. It is installed on an existing host operating system; within this
application, additional guest operating systems, each known as a Guest OS, can be loaded and run, each with its
own virtual environment.

Latest versions of VirtualBox:

https://www.virtualbox.org/wiki/Downloads

VirtualBox Oracle VM VirtualBox Extension Pack - support for USB devices, VirtualBox RDP and PXE boot for Intel cards.
(Please install the extension pack with the same version as your installed version of VirtualBox!)
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VirtualBox

Changelog for VirtualBox 5.0

The following major new features were added (the most important):

* Paravirtualization support for Windows and Linux guests to improve time-keeping accuracy
and performance (see the manual for more information)

* XxHCI Controller to support USB 3 devices (see the manual for more information)

e Drag and drop support (bidirectional) for Windows, Linux and Solaris guests

* Disk image encryption (see the manual for more information)

* VMs can now be started in separate mode. The VM process is started headless while the
frontend runs as a separate process which can be terminated without stopping the VM.

* GUI: New User Interface settings page for customizing status-bar, menu-bar and
guest-content scaling

* GUI: New Encryption settings tab for customizing encryption options for disk images
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VirtualBox

© Windows

e Mac OS X




VirtualBox

Supported guest operating systems:
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Windows

Linux

DragonFlyBSD
FreeBSD

OpenBSD

0S/2 Warp

Solaris & OpenSolaris
Haiku

Syllable

ReactOS, and SkyOS
MacOS X (limited, since 3.2)
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VirtualBox

Features:
*  64-bit guests (64-bit hosts with CPU virtualization extensions)
*  Snapshots

e Clone
¢ Seamless mode
* Clipboard

* Shared folders

* Special drivers and utilities to facilitate switching between systems

* Command line interaction (in addition to the GUI)

* Nested paging for AMD-V and Intel VT (only for Intel Nehalem processors and up)

* Raw hard disk access — allows physical hard disk partitions on the host system to appear in the guest system

*  VMware Virtual Machine Disk (VMDK) format support — allows VirtualBox to exchange disk images with VMware

*  Microsoft VHD support

*  QEMU ged and qcow disks

* HDD format disks (only version 2; version 3 and 4 are not supported) used by Parallels (Odin) virtualization products

* 3D virtualization (Limited support for OpenGL was added to v2.1, more support was added to v2.2, OpenGL 2.0 and
Direct3D support was added in VirtualBox 3.0)

* Teleportation (aka Live Migration), since version 3.1

e 2D video acceleration, since version 3.1
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VirtualBox

¥ Oracle VM VirtualBox Manager b - o

Recommendation: \
Change the default machine folder to @ @ © = e

New Settings Discard Show
VirtualBox - Preferences £ A

use drive with big size

i General General
%smmmw @
Powered Off
& nput | oefouit Machine Foider: | J. D:\virtual Machines v |
T win7_x32_ie11 =
@) Powered Off @ Update VRDP Autifitication Library: | 1] vBoxAuth v
€I windows 2008 G Language
(@ Powered Off
Display
@Y Network
Q Extensions
Proxy
oK Cancel Help
7 Audio
Host Driver: Windows DirectSound
Controller:  Intel HD Audio
&P Network
Adanter 1:  Tntel PRO/100N MT Neskton (Rridned Adanter. Tntel(R) Fthernet Cannection 1217-V) 24
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Virtual Machines: Create VMs in Virtual Box

¥ Oracle VM VirtualBox Manager =

e v P

New Settings Discard Start

| () Details | (@) Snapshots (2)

Name and operating system

© Name
mmngu;m

e Type win7_x32_ie11 (dean)

Please choose a descriptive name for the new virtual machine INW1234T3_win7_IE10
(@ Powered Off

and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine.

Name: [ windows 7|

Type: |Microsoft Windows

e Version

Version: |Windows 7 (64-bit)

Host Driver: Windows DirectSound
Controller:  Intel HD Audio

&P Network

Adanmbar 10 Tabal DDA HAAN MT Nanlban Dridand Adanbar TabalMN) CHanrmat Canmasbiae 7717 W0

v
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Virtual Machines: Create VMs in Virtual Box

¥ Oracle VM VirtualBox Manager - o

a Memory size @S D ——

New Settings Discard Sta

SjF

(@ Powered Off
T win7_x32_ie11 (des
2 @ Powered Off

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the virtual
machine.

The recommended memory size is 512 MB.

U

16384 MB

Host Driver: Windows DirectSound
Controller:  Intel HD Audio

&P Network

v
Adambar 10 Teabal ANAMHAAN MT Nacbban Dridand Adanbar Tabal/N) CHancnnt Cammnsbian 7717 10
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Virtual Machines: Create VMs in Virtual Box

¥ Oracle VM VirtualBox Manager =

© without disk @B DD —

New Settings Discard Start

& EPBYMINW1234T4

@ Powered Off

I win7_x32_ie11 (dez
" @ Powered Off

e Create disk

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a
new hard disk file or select one from the list or from another location using the folder
icon.

If you need a more complex storage set-up you can skip this step and make the
changes to the machine settings once the machine is created.

The recommended size of the hard disk is 25.00 GB.

€) Use an existing disk

(O Do not add a virtual hard disk
(@ Create a virtual hard disk now
(O Use an existing virtual hard disk file

(&3 win7_1E10.vdi (Normal, 60.00 GB)

Controller: '

Intel HD Audio
&P Network

Adambme 10 Tabal ANAM1AAN MT Nanbban Deidand Adanbar TabalM) CHancmat Cammntian T717 1A

v
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Virtual Machines: Create VMs in Virtual Box

Oracle VM VirtualBox Manager

Snapshots (2)

Q Select hard disk type

Hard disk file type

L)

T EPBYMINW1234T4_

‘A (@ Powered Off Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you

TR win7_x32_ie11 (de: can leave this setting unchanged.

@ powered Off (® VDI (VirtualBox Disk Image)
(O VMDK (Virtual Machine Disk)
(O VHD (Virtual Hard Disk)

(_) HDD (Parallels Hard Disk)

(_) QED (QEMU enhanced disk)
(O QCow (QEMU Copy-On-Write)

Controler: IntelHD Audo
&P Network

Adambmr s Tabal ANAHAAA MT Nanlban Deidand Adanbar Tabal/N) CHamrmnt Cammnstine

34

< epam > | CONFIDENTIAL




Virtual Machines: Create VMs in Virtual Box

Y] Oracle VM VirtualBox Manager =

€ Dynamically allocated & & © @ .

@ Create Virtual Hard Disk —

eI epBYMI
lﬂ @ Pow Storage on physical hard disk

© Fixed size

f win7_x You can either create a
@ Pow Please choose whether the new virtual hard disk file should grow as it is used ation using the folder
I’ (dynamically allocated) or if it should be created at its maximum size (fixed
size).
ep and make the o

A dynamically allocated hard disk file will only use space on your physical

hard disk as it fills up {up to a maximum fixed size), although it will not shrink

again automatically when space on itis freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use.

(®) Dynamically allocated

() Fixed size

eate Cancel

==

} Adanbar 10 Tebal ANATHANN MT Nankiban Dridand Adantar TabalM) CHanemat Canms- ban 2170 | Y
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Virtual Machines: Create VMs in Virtual Box

3 Oracle VM VirtualBox Manager = =l
© select a folder L ? N Y
New Setting: ?
i @ Create Virtual Hard Disk )
° % %BYI File location and size
| Po
S e I e Ct t h e s I ze w— Please type the name of the new virtual hard disk file into the box below or dick .
= win7_ on the folder icon to select a different folder to create the file in. €. You can either create a
14 @ Po | Jcation using the folder
3 Select the size of the virtual hard disk in megabytes. This size is the limit on the step and make the -_—
amount of file data that a virtual machine will be able to store on the hard disk.
QTypethename
4.00 MB 2.00TB 2
reate Cancel
®P Network
Adambme 10 Tedal OOATAAAN MT Nanlidam Meidand Adambme TobalM\ CHamemad Camem - Fam TA1T N ¥,
36
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Virtual Machines: Create VMs in Virtual Box

) Oracle VM VirtualBox Manager =

YH\A
4 3 v {22 Details ! Snapshots
S u m m a ry New Settings Discard Start
EPBYMINW1234T3_win7_IE10 (up4) =] General =l Preview

& Running
Name: windows 7
EPBYMINW1234T4_win7_IE10 (dean) Operating System:  Windows 7 (64-bit)
@ Powered Off m System
win7_x32_iel1 (dean) Base Memory: 512MB windows 7
@ Powered Off Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V Paravirtualization

Display

Video Memory: 24MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: SATA
SATA Port 0: windows 7.vdi (Normal, 25.00 GB)
SATA Port 1: [Optical Drive] Empty

32 Audio

Host Driver:  Windows DirectSound
Controller:  Intel HD Audio

®F Network
Adapter 1: Intel PRO/1000 MT Desktop (NAT)

& usB

USB Controller:  OHCI, EHCI
Device Filters: 0 (0 active)

[] Shared folders
None
& Description

None
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Virtual Machines: Create VMs in Virtual Box

b Oracle VM VirtualBox Manager - o
o CI. k k {:} ﬂg} 2 r&' Goetais] (@3 Snapshots
N t New Settings Discard Start
Ic O n e WO r /5| EPBYMINW1234T3_win7_IE10 (up4) [E General = Ppreview

Name: windows 7

cQ Running
=) Operating System:  Windows 7 (64-bit)

(€3] E EPBYMINW1234T4_win7_IE10 (clean)

(@ Powered Off @ system
win7_x32_ie11 (dean) Base Memory: 512MB windows 7
@ Powered Off Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V Paravirtualization

Display
Video Memory: 24MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: SATA
SATA Port 0: windows 7.vdi (Normal, 25.00 GB)
SATA Port 1: [Optical Drive] Empty

(B Audio

Host Driver:  Windows DirectSound
Controller:  Intel HD Audio

Adapter 1: Intel PRO/1000 MT Desktop (NAT)

& uss

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

[l Shared folders
None
@ Description

None
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Not attached
No network cable connected

Network Address Translation (NAT)

If all you want is to browse the Web, download files and
view e-mail inside the guest, then this default mode
should be sufficient for you, and you can safely skip the
rest of this section.

Bridged networking

This is for more advanced networking needs such as
network simulations and running servers in a guest.
When enabled, VirtualBox connects to one of your
installed network cards and exchanges network packets
directly, circumventing your host operating system's
network stack.

Internal networking

This can be used to create a different kind of
software-based network which is visible to selected
virtual machines, but not to applications running on the
host or to the outside world.

Vi
O
@
@
@

Host-only networking

This can be used to create a network containing the host
and a set of virtual machines, without the need for the
host's physical network interface. Instead, a virtual
network interface (similar to a loopback interface) is
created on the host, providing connectivity among virtual
machines and the host.
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TELY

New Settings Discard Start

EPBYMINW1234T3_win7_IE10 (up4)

Q Running

rtual Machines: Create VMs in Virtual Box

Oracle VM VirtualBox Manager

‘ = General

[ General
System
Display
&) storage
o Audio
BP Network
¢ serial Ports
£ uss

E Shared Folders

E User Interface

‘ Network

Adapter 1 | Adapter 2 | Adapter3 | Adapter4

Enable Network Adapter

Attached to: |NAT 54
Not attached

Name: |NAT

NAT Network

D Advanced Bridged Adapter
Internal Network
Host-only Adapter
Generic Driver

Host-only Adapter

Cancel

Help

windows 7

& uss

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

[ Shared folders
None

| @ Description

None
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Virtual Machines: Create VMs in Virtual Box

Network Address Translation (NAT) (= E
If all you want is to browse the Web, download files and view e-mail
inside the guest, then this default mode should be sufficient for you,
and you can safely skip the rest of this section.

In computer networking, network address translation (NAT) is the
process of modifying network address information in datagram (IP) T
packet headers while in transit across a traffic routing device for the
purpose of remapping one IP address space into another. Internal: 10.100.100.1
Ethernet
adapter
firtual machine DHCP serve

Virtual Ethernet switch
(VMnet8)

NAT devic - J
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Virtual Machines: Create VMs in Virtual Box

Bridged networking Connect Wireless
corpputer;to Aocgass
This is for more advanced networking needs such as network bridhpeed o
simulations and running servers in a guest. When enabled, S ‘l
VirtualBox connects to one of your installed network cards and E
exchanges network packets directly, circumventing your host ®

Network :
operating system's network stack. E E Bridge !
=3

Bridging is a forwarding technique used in packet-switched y E -

computer networks. Unlike routing, bridging makes no assumptions

about where in a network a particular address is located. Instead, it Assigned IP: Assigned IP:

i i . . 192.168.1.1-100 192.168.1.101-200
depends on flooding and examination of source addresses in o I
received packet headers to locate unknown devices. Once a device —
has been located, its location is recorded in a table where the MAC ke

address is stored so as to preclude the need for further
broadcasting. The utility of bridging is limited by its dependence on
flooding, and is thus only used in local area networks.

Virtual Ethernet switch
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Virtual Machines: Create VMs in Virtual Box

Host-only networking

This can be used to create a network containing the host and
a set of virtual machines, without the need for the host's
physical network interface. Instead, a virtual network
interface (similar to a loopback interface) is created on the
host, providing connectivity among virtual machines and the
host.

Host-only networking provides a network connection
between the virtual machine and the host computer, using a
virtual Ethernet adapter that is visible to the host operating
system. This approach can be useful if you need to set up an
isolated virtual network.

If you use host-only networking, your virtual machine and
the host virtual adapter are connected to a private TCP/IP
network. Addresses on this network are provided by the
product’s DHCP server.
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Virtual
Ethernet
adapter

Packet filter

Virtual machine
pUEEEEENCOEN

Virtual Ethernet switch

Host virtual VMnet1)

adapter

DHCP server
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Virtual Machines: Create VMs in Virtual Box

For each card, you can individually select what kind of hardware will be presented to
the virtual machine. VirtualBox can virtualize the following six types of networking
hardware:

*AMD PCNet PCI Il (Am79C970A);

*AMD PCNet FAST Ill (Am79C973);

*Intel PRO/1000 MT Desktop (825400EM);

eIntel PRO/1000 T Server (82543GC);

*Intel PRO/1000 MT Server (82545EM);

*Paravirtualized network adapter (virtio-net)

The Intel PRO/1000 MT Desktop type works with Windows Vista and later versions.
The T Server variant of the Intel PRO/1000 card is recognized by Windows XP guests
without additional driver installation. The MT Server variant facilitates OVF imports
from other platforms.
The PCNet FAST Il is the default because it is supported by nearly all operating
systems out of the box, as well as the GNU GRUB boot manager. As an exception, the

Intel PRO/1000 family adapters are chosen for some guest operating system types
that no longer ship with drivers for the PCNet card, such as Windows Vista.
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[ General
System
Display
&) storage
o Audio
B Network
£ serial Ports
& uss

|ﬂ Shared Folders

—
User Interface

Network

Adapter 1 Adapberz I Adapher3 ] Adapher4 |

Enable Network Adapter
Attached to: :Host-only Adapter ¥
Name: ’Vlrh.laIBox Host-Only Eihemet Adapter

W Advanced

Adapter Type: |Intel PRO/1000 MT Desktop (82540EM)

v

) PCnet-PCI II (Am79C970A)
Promiscuous Mode: | pcnet-FAST 111 iAm79C973i
Intel PRO/1000 MT Desktop (82540EM

MAC Address: |Intel PRO/1000 T Server (82543GC)
Intel PRO/1000 MT Server (82545EM)
Paravirtualized Network (virtio-net)

Port Forwarding

Cancel

Heo
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Virtual Machines: Create VMs in Virtual Box

o SE'ECt Host'only @ windows 7 - Settings ?

adapter. Leave other & oo | [rewwor
. System Adapter 1 | Adapter 2 Adapter 3 ! Adapter 4
Sett I ngs by d efa u It Display Enable Network Adapter
@ Storage IAttached to: |Host-only Adapter |
) Name: |VirtualBox Host-Only Ethernet Adapter z
93 i ¥ Advanced
@ Network Adapter Type: |Intel PRO/1000 MT Desktop (82540EM) =
@ Serial Ports Promiscuous Mode: |Deny =
ﬁ USB MAC Address: |080027DC8A33 @
Cable Connected
[ﬂ Shared Folders
Port Forwarding
User Interface '
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Virtual Machines: Create VMs in Virtual Box

€ Cclick on Storage

o } E:( ;
{:} l’f\:} vV b
New Settings Discard Start

EPBYMINW1234T3_win7_IE10 (up4)
9 Running

(B EPBYMINW1234T4_win7_IE10 (clean)
vﬁ (@) Powered Off

win7_x32_iel1 (dean)
(@ Powered Off

Oracle VM VirtualBox Manager =
Snapshots
=l General
Name: windows 7
Operating System: Windows 7 (64-bit)
[ﬂ System
Base Memory: 512MB windows 7
Boot Ord Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V Paravirtualization

Display

Video Memory: 24MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Controller: SATA
SATAPort0:  windows 7.vdi (Normal, 25.00 GB)
SATA Port 1: [Optical Drive] Empty

{7 Audio

Host Driver: Windows DirectSound
Controller:  Intel HD Audio

@ Network
Adapter 1:  Intel PRO/1000 MT Desktop (Host-only Adapter, 'VirtualBox Host-Only Ethernet Adapter’)

(&’ uss

USB Controller: - OHCI, EHCI
Device Filters: 0 (0 active)

[l Shared folders
None
& Description (V]

None
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Virtual Machines: Create VMs in Virtual Box

0] Oracle VM VirtualBox Manager ==

. 9@ L9
0 Select ‘Empty’ disk o

@ Preview
@ General ‘Storage
System Storage Tree Attributes -
=
3 Optical Drive: |SATA Port 1 ik
o Display & Controller: SATA p! i Q|
C h 0 O S e VI rt u a I 1 windows Z.vdi | [] Live co/ovD Choose Virtual Optical Disk File...
Storage ® Empty [[] Hot-pluggable Host Drive 'E:’
*P Aiidio Information en_win_srv_2003_r2_enterprise_with_sp2_cd1_x13-05460.is0
° ° ° Type: -
Optical Disk File 2 5ttt
Location: -
@ Serial Ports Attached to: -
& use
|j Shared Folders
User Interface
BE&

Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter, "VirtualBox Host-Only Ethernet Adapter’)

& usB

USB Controller:  OHCI, EHCI
Device Filters: 0 (0 active)

[C] Shared folders
None
& Description

None
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© select and open .iso
file

< epam > | CONFIDENTIAL

) Please choose a virtual optical disk file
1 L. » EPBYMINW1234 » DATA (D) » M _Soft » 01_0S » Distr v ¢

Organize v New folder

] Recentplaces A Name
23 Dropbox

.. Acronis Boot CD_USB
| Boxcryptor

|+ en_win_srv_2003_r2_enterprise_with_sp2_cd1_x13-05460.is0
I =] en_windows_7_ultimate_with_sp1_x64_dvd_u_677332.iso I
=] en_windows_server_2008_datacenter_enterprise_standard_without_hyper-v_...

& Google Drive

1% EPBYMINW1234

m Desktop

| Documents

& Downloads

o Music

=| Pictures

# Videos
i, EPBYMINW1234
s DATA (D)
59 ¢S (\EVBYMINS

v <

File name:
|

Search Distr el
(@y
Date modified Type
8/29/2014 %:33 AM  File folder
4/25/2011 1:09 PM 1SO File
ISO File
5/21/ 1SO File
>

v‘ All virtual optical disk files (*.dr v

Cancel
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0 Oracle VM VirtualBox Manager & - o
. . . B O 9. P
Optlcal drive is ready @ windows 7 - Setings ’
° X M General Storage || —
(627 |
I ° ﬁ | System Storage Tree Attributes —
= Display & Controller: SATA Optical Drive: |SATA Port 1 ~ @
o - windows 7.vdi [] Live cD/OVD
orage () en_windows_7_ultimate_with_sp1_x&4_dvd_u_67... | [] Hot-pluggable
3 1 Information
‘!‘ B audio e
@ Network Size: 3.09GR
Location: D:\!!!_Soft\01_OS\Distr\en_windows_7_ultimate_with_sp...
@ Serial Ports Attached to:  —
& use
ﬁ Shared Folders
=
User Interface

BEEea

EI Cancel Help

@ Description

None
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Before you continue...

Remember, until your Virtual Machine in VirtualBox doesn’t have Guest Additions
installed, your mouse will be captured by a Virtual Machine’s screen. It means you are
not able to use the mouse in a host and the VM simultaneously. You can release your
mouse by clicking Right Control on a keyboard.
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b Oracle VM VirtualBox Manager b = A=
{:% {E? / )@DeHS| (@ Snapshots
tart new VM 2
5| EPBYMINW1234T3_win7_IE10 (up4) = General = Preview A
Running
10 Name: windows 2008
@IS EPBYMINW1234T4_win7_IE10 (dean) Operating System: Windows 2008 (64-bit)
(@ Powered Off @ system
win7_x32_ie11 (dean) Base Memory: 2048 MB windows 2008
@ Powered Off Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V Paravirtualization

Display
Video Memory: 24MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage
Controller: SATA
SATA Port 0: windows 2008.vdi (Normal, 25.00 GB)
SATA Port 1: [Optical Drive] en_windows_server_2008_datacenter_enterprise_standard_without_hyper-
v_sp2_x86_dvd_342334.iso (1.89 GB)
B Audio

Host Driver:  Windows DirectSound
Controller:  Intel HD Audio

&P Network
Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter, 'VirtualBox Host-Only Ethernet Adapter”)

& usB

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

[l Shared folders
None
@ Description

None v
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m> |

CONFIDENTIAL

4 windows 2008 [Running] - Oracle VM VirtualBox i =
File Machine View Input Devices Help

T

'*l
»
Windows Server 2008

Language to install:

\

Time and currency format: [ IXTEN{IRTERESES) %
3

Enter your language and other preferences and click "Next" to continue.

‘Microsoft Corporation. All rights reserved.

BOP @I DS @ Rt
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ol windows 2008 [Running] - Oracle VM VirtualBox o3/ =

File Machine View Input Devices Help

w Install Windows

»

Windows Server 2008

Install now /-;

10w before installing Windows

‘computer

R
BOFL I EF DG M rotc
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windows 2008 [Running] - Oracle VM VirtualBox hod = El

gl ‘ \

Select the operating system you want to install.

Operating System Architecture | Date Modified |
Nindows Server 2008 Standard without Hyper-V (Full Installa... X886

Windows Server 2008 Enterprise without Hyper-V (Server Cor... 4/11/2008
Windows Server 2008 Datacenter without Hyper-V (Server Co... 4/11/2009

Description:
This option installs the complete installation of Windows Server. This installation includes the entire
user interface, and it supports all of the server roles,

Datacenter (Full Installation)

1 Collecting information 2 Installing Windows

EF LI i @ @ 3 rightcl
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75 windows 2008 [Running] - Oracle VM VirtualBox

@ £ Install Windows ‘ \

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SERVER 2008 SERVICE PACK 2, DATACENTER WITHOUT
HYPER-V

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The
terms alse apply to any Microsoft

updates,

supplements,

Internet-based services, and

1 Collecting information 2 Installing Windows

X

BOS &= @G @ Rt
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8 windows 2008 [Running] - Oracle VM VirtualBox

Which type of installation do you want?

Upgrade

’L Keep your files, settings, and pregrams and upgrade Windows,
L Be sure to back up your files before upgrading.

B Custom (advanced)
7 Install a clean copy of Windows, select where you want to install it, or make changes
[ to disks and partitions,
This option does not keep your files, settings, and programs.

Help me decide
Upgrade has been disabled

- To upgrade, start the installation from Windows.

1 Collecting information 2 Installing Windows

BOF @ 1HE @ G @ rontcr
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58 windows 2008 [Running] - Oracle VM VirtualBox = =

© & rarveen .\

Where do you want to install Windows?

] Name | Total Size| Free Space] Type

|f& Disk 0 Unallocated Space 25.0 GB 25.0 GB

43 Refresh | Drive options (advanced)

€ Load Driver /

1 Collecting information 2 Installing Windows

BEL @B @ Q@ @ rohtct
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54 windows 2008 [Running] - Oracle VM VirtualBox b = e

Where do you want to install Windows?

| Name | Total Size| Free Space| Type

Ir_;]'? Disk 0 Unallocated Space 250 GB 250 GB

¥4 Refresh K Delete

&8 Load Driver 3 Extend

1 Collecting information 2 Installing Windows

BEOS L EE G @ rhtcrl
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4| windows 2008 [Running] - Oracle VM VirtualBox b ==

File Machine View Input Devices Help

@ £ Install Windows ‘ \

Where do you want to install Windows?

| Name Total Size| Free Spacel Type

‘-2;7 Disk 0 Unallocated Space 25.0 GB 250 GB

44 Refresh ’( Delete §,Eormat

& Load Driver :,j[ Extend Size: |]zseoo

1 Collecting information 2 Installing Windows

BEOF @ =@ @ @ rintc
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28 windows 2008 [Running] - Oracle VM VirtualBox e =gEl

Hel

Where do you want to install Windows?

l Name I Total Size] Free Spacel Type

I,V:i? Disk 0 Partition 1 250GB 250 GB Primary

3 Refresh x Delete & Format
(‘. Load Driver ::? Extend

1 Collecting information 2 Installing Windows

BE®e = @ @ ® Rhtc
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G windows 2008 [Running] - Oracle VM VirtualBox

Installing Windows...

That's all the infermation we need right now. Your computer will restart several times during
installation.

Copying files (0%) ...
Expanding files
Installing features
Installing updates

Completing installation

1 Collecting information 2 Installing Windows

BOSSI® DS R rotcr

¢ pam> |  CONFIDENTIAL



Virtual Machines: Create VMs in Virtual Box

4 epam > | CONFIDENTIAL

Administrator

B ——————|
_5‘:

Create a password reset disk...

Cancel

" Windows Server2008
Datacenter




Virtual Machines: Create VMs in Virtual Box

File Machine View | Input | Devices Help

| Keyboard Keyboard Settings...

Mouse Integration Insert Ctrl-Alt-Del Host+Del
Insert Ctrl-Break

Insert Insert

Press CTRL + ALT + DELETE to log on

% Windows Server 2008
Datacenter

Send the Ctrl-Alt-Del sequence to the virtual machine ®@ @ 7= LR [©5) (#] Right ctrl
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< epam > | CONFIDENTIAL

Optical Drives
Network
Recyde Bin use
Webcams
Shared Folders

Shared Clipboard
Drag and Drop

 Insert Guest Additions CD image...

{‘start| | % m | (7] @¥ i}y 5:37PM

Insert the Guest Additions disk file into the virtual optical drive @ &P ﬁ [l L% & (3] rightctrl
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[ windows 2008 [Running] - Oracle VM VirtualBox -0

< CD Drive (D:) VirtualBox Guest Additions
LY
N

[ Always do this for software and games:

Install or run program

un VBoxWindowsAdditions.exe
Published by Orade Corporation

B cang vindons B

i P

Orstart| | 3 M || ¥ AutoPlay @ swm
O @ O @ R rotc
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windows 2008 [Running] - Oracle VM VirtualBox d -0

© Install additions with

default settings [ orece v vetmaner const Ao oA s 5 x
N Welcome to the Oraclg'VM
e Install all drivers B

This wizard will guide you through the installation of Oracle

Wit h a d d it i o n S Pl V' VirtuaBox Guest Additons 5.0.4,

! Itis recommended that you close all other applications

before starting Setup. This will make it possible to update

Click Next to continue,

& relevant system files without having to reboot your
Reboot

L vsurt] |mm || ¥ oracle vi1 virtualBox ... [ @y ssomm
BOL @@ O [ rohtcy
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Now your mouse

Recyde Bin

windows 2008 [Running] - Oracle VM VirtualBox s -0

ost and guest screens just like if it was one system

."startl |Zmm

o (e 8:12aM
BOP =@ QG @ riohtce
e [ G

After Guest
Additions are
installed, you will
see this iconin
the system tray

(epam> |  CONFIDENTIAL
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4} windows 2008 [Running] - Oracle VM VirtualBox =

Recyde Bin

Currently connected to:

: | Unidentified network
Access: Local only

Connect to a network
Network and Sharing Center

"'ﬂHi. | o (T¥iy 8:21AM
@@ﬁ_ﬁ%mg«cm

Right-click Network icon and choose ‘Network and Sharing Center’
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24 windows 2008 [Running] - Oracle VM VirtualBox - B8
=
H d H V4 T [E =
0 Click on ‘View status’ [0 & v issmmen I v
File Edit View Tools Help
Tasks Network and Sharing Center
View computers and devices view full map
Connect to a network e
Set up a connection or network ! *" &h % ‘ w
M twork ctio . =
PNt oo WIN-NYSBXO2FHOK Unidentified network Internet
Diagnose and repair (This computer)
5‘ Unidentified network (Public network) Customize
Access Local only
Connection Local Area Connection
3 Sharing and Discovery
Network discovery o Off j
File sharing o Off j
Public folder sharing o off ~
Printer sharing © Off(no printers installed) ll
e Password protected sharing © On :I
t Opti
Interiet Optons Show me all the files and folders I am sharing
Windows Firewall Show me all the shared network folders on this computer
."surt“ B || 5% network and Sharing ... Ve (T)mviy 8:22AM

BOPepE P O @ @ rtcy
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© Properties

< epam > | CONFIDENTIAL

windows 2008 [Running] - Oracle VM VirtualBox -0
ol
-~ e e
l\;}\<} |-,, ~ Control Panel ~ Network and Sharing Center v ml- Q}
Fle Edit View Tools Help
X @
Tasks
View computers and devices General I View ful map
Connect to a network Comeciion
Set up a connection or network IPv4 Connectivity: Local x
Manage network connections IPv6 Connectivity: Limited B
Diagnose and repair Media State: Enabled
Duration: 00:16:01
Speed: 1.0 Gbps
Customize
Details... |
View status
Activity
Sent — L,! ——  Received
T ]
Bytes: 356 | 60 l]
n H
¢ Properties | ¢ Disable | Diagnose | J
v
See also Close I l]
Internet Options

Windows Firewall

Show me all the files and folders I am sharing
Show me all the shared network folders on this computer

A"Shl'tl | m | & Network and Sharing Ce... ” . Local Area Connectio...

BEOL W E O @ R rotct

v (aiy 8:24AM
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4] windows 2008 [Running] - Oracle VM VirtualBox =

=k
o Select Internet () - Contpan - ek s cnter @ )

File Edit View Tools Help
x| @

nonection St

°
Protocol Version 4 rasks L[ ot e omecton properties Y
View computers and devices . I View full map
° Connect to a network
P ro p e rt I e s Set up a connection or network Cu—l Bt 96—
Manage network connections I §° CAVER PROVION M Dusdoe Adapter Internet

This connection uses the following items:
v ™% Client for Microsoft Networks Customize
¥ S8 QoS Packet Scheduler
™ S Fie and Printer Sharing for Microsoft Networks
Wl .4 Intemet Protocol Version 6 (TCP/IPv6 View status

Intemet Protocol Version 4 (TCP/IPv4)
¥| 4. Link-Layer Topology Discovery Mapper 1/0 Driver
Wl s Link-Layer Topology Discovery Responder

Install... Upiirystafl P

~D

I 1

See also
; |
nternet Options oK I I
Windows Firewall
Oostart| | % m | &2 Network and Sharing Ce... [[ 7 Local Area Connectio... Vo (Jardy s:25am
ROFLEE D@ @ rontc
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) windows 2008 [Running] - Oracle VM VirtualBox

E‘.:. Network and Sharing Center

0 Obtain an IP address O F-om i =

Fle Edit View Tools Help

automatically

View computers and devices

ocal Area Connection Status xil
onnection Properties £

'™ Internet Protocol Version 4 (TCP/1Pv4) Properties
Connect to a network

e Obtain DNS server oo e ||| € 0| st

Manage network connections [ You can get IP settings assigned a ically if your

rk supports
this capability. Otherwise, youneedtoad:mnetworkachmam

Diagnose and repair for the appropriate IP settings.
| (% Obtain an IP address automatically |

address 1

21 x| view full map

ot

Internet

Customize

automatically R

Subnet m

Default gateway: I . . .

View status

& Obtain DNS server address automatically |

—(" Use the following DNS server add
] Preferred DG server! I y . 9
Alterniate DINS server I v '

See also i Advanced... I

Internet Options by

I

Windows Firewall oK I Cancel I

Lrstart| | 3 W 4 Network and Sharing Ce... |[ & Local Area Connectio... v (@dy s:27am
BOPEE QG R rotcy
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Now your Virtual Machine is almost ready for a long and
courageous journey, but you must do one more thing before
venturing forth...
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VirtualBox: Snapshot

A snapshot
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VirtualBox: Snapshot

A snapshot is a “point in time image” of a virtual guest operating system
(VM). That snapshot contains an image of the VMs disk, RAM, and devices at the
time the snapshot was taken. With the snapshot, you can return the VM to that
point in time, whenever you choose. All changes made after the snapshot was
taken may be based on that snapshot information (incremental changes). You can
take snapshots of your VMs, no matter what guest OS you have and the snapshot
functionality can be used for features like performing image level backups of the
VMs without ever shutting them down.
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9

© oOpen tab ‘Snapshots’ - & .

New Settings Discard Start

Oracle VM VirtualBox Manager

) Detais

T EPBYMINW1234T3_win7_L.. (.)
L )74 o Running

e Click on icon ‘Take a vz ) [ © G
snapshot’ e

T

< epam > | CONFIDENTIAL
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N Oracle VM VirtualBox Manager - O

© Enter the name :
{‘:} E P P - (53 Detais

New Settings Discard Start

T EPBYMINW1234T3_win7_L.. (..) V¥ Take Snapshot of Virtual Machine ?
c’ ° ° ﬁ G Running R % G
Enter the descrl ptlon % %:vaglgngtt_wh?_L. G.) Enter the name here (e.g. Clear VM)
owere:
1 v gr= 2 = ﬂwnt %ﬂ ﬁg’l
( O pt I O n a I ) W@"Zo_xzri_dng}ifl (dean) :nfgr:: ogismphon with some useful for you
| m — R R

< epam > | CONFIDENTIAL
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¥ Oracle VM VirtualBox Manager - D
{:} {E} / iv\ 2 € Details | (@) Snapshots (1)
New Settings Discard Start

TS EPBYMINW1234T3_win7_L.(.) |[@) (& (@ (5l

57 D s NS

@I EPBYMINW1234T4_win7_L. (.) = [§] Enter the name here (e.g. Clear VM) (0 seconds ago)

‘ﬁ (@) Powered Off @ current State

IS win7_x32_ie11 (dean)
L )7- (@ Powered Off

This is your first snapshot, it’s useful to take it every time before
major changes you plan to do to your Virtual Machine

4 epam > | CONFIDENTIAL

77



VirtualBox: Snapshot

-

N Oracle VM VirtualBox Manager - O

o S h t ' = (& Details of Enter the name here (e.g. Clear VM) (window... ?
napsho @B bD.

Name: Enter the name here (e.g. Clear VM)

d eta i I S New Settings Discard Start Taken: 6:47:03PM
Description: . ; : .
T EPBYMINW1234T3_win7_L.(.) | (& : And the description with some useful for you information
e " B 8@ e

GIJY EPBYMINW1234T4_win7_L.(.) || @ Enter the name her
‘;é @ Powered Off @ Ccurrent State

I win7_x32_ie11 (dean)
L )74 @ Powered Off

Details: @] General o
Name: windows 2008
0S Type: Windows 2008 (64-bit)
[&] system
Base Memory: 2048 MB
Processor(s): 1
Execution Cap: 100%
Boot Order: Floppy, Optical, Hard Disk
VT-x/AMD-V: Enabled
Nested Paging: Enabled

Paravirtualization Interface:  Default

o )| o [ e

< epam > | CONFIDENTIAL
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¥ Oracle VM VirtualBox Manager - B

To restore ' |
machine’s certain B P Goete [EEREERT

New Settings Discard Start
state: @ oy - -3 [ @m

~ : = [§ Enter the name here (gf. Clear VM) (10 minutes ago)
& EPBYMINW1234T4_win7_L.. (...)
° i owered Off @ Current State

o Power it down s

=t

: ‘ 1 @ _ ¥  VirtualBox - Question 7
9 Choose the snapshot S

- ::latpe?oﬂtie name here (e.g. Clear VM)?

e Click on the icon cesre ][ concs ]

‘Restore...’, restore
and start VM

4 epam > | CONFIDENTIAL
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A clone
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VirtualBox: Clone

0 Oracle VM VirtualBox Manager =aReEl
{:} ‘{E} . 4 @ - €23 Details | | @3 snapshots (1)
New Settings Discard Start

/5 EPBYMINW1234T3_win7_IE10 (up4) CEl (@Y (@A (@4
L )74 @ Powered Off SRR O]
G5 EPBYMINW1234T4_win7_IE10 (dean) =@ Enter the name here (e.g. Clear VM) (3 hours ago) l
‘é (@) Powered Off @ Current State

I win7_x32_ie11 (dean)
L7 (@ Powered Off

4 epam > | CONFIDENTIAL
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7 Oracle VM VirtualBox Manager

{:} '{3} {)' @ - {23 Detais | (@) Snapshots (1)

New Settings Discard Start

T _ 2
I EPBYMINW1234T3_win7_IE10 (up4) ¢
4 (@) Powered Off
Clone Virtual Machine
BT EPBYMINW1234T4_win7_IE10 (dean)
iﬁ (@) Powered Off
New machine name
)| win7_x32_ie11 (dean)
L7 (@) Powered Off
; Please choose a name for the new virtual machine. The new machine will be a clone of
r . the machine windows 2008.
windows 2008 Clone
[] Reinitialize the MAC address of all network cards
Expert Mode Next Cancel
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VirtualBox: Clone

¥ Oracle VM VirtualBox Manager - O

{:} éjg} \/ :9' {23 Details

(@) Snapshots (1)
New Settings Discard Start

2
I EPBYMINW1234T3_win7_IE10 (up4) .
L7 (@) Powered Off

Clone Virtual Machi
E EPBYMINW1234T4_win7_IE10 (dean) © CRE SRR MRS

(@) Powered Off
Clone type
e win7_x32_ie11 (dean) typ
L )74 @ Powered Off
- Please choose the type of done you wish to create.

If you choose Full clone, an exact copy (induding all virtual hard disk files) of the
original virtual machine will be created.

If you choose Linked clone, a new machine will be created, but the virtual hard disk
files will be tied to the virtual hard disk files of original machine and you will not be able

to move the new virtual machine to a different computer without moving the original
as well.

If you create a Linked clone then a new snapshot will be created in the original
virtual machine as part of the doning process.

(® Full done

() Linked done

Next Cancel
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o Oracle VM VirtualBox Manager - O
{:} {E}' ¢ 129 2z {23 Details Snapshots (1)
New Settings Discard Start
g = ° ?

) EPBYMINW1234T3_win7_IE10 (up4) 2
L )7 @ Powered Off

Cl Virtual Machi
E EPBYMINW1234T4_win7_IE10 (clean) @ b S

(@) Powered Off

Snapshots
] win7_x32_ie11 (dean) P
L )74 @ Powered Off

=y

Please choose which parts of the snapshot tree should be cloned with the machine.

If you choose Current machine state, the new machine will reflect the current
state of the original machine and will have no snapshots.

If you choose Everything, the new machine will reflect the current state of the

original machine and will have matching snapshots for all snapshots in the original
machine.

(® Current machine state

() Everything

Clone Cancel
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Cool features
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VirtualBox: Cool features

VirtualBox offers a set of useful features for user’s convenience and work experience, all of
them are available after guest tools installation:

o Shared Folders e Drag’n’Drop

e Seamless mode ° External USB devices

e Fullscreen mode o Video Capture

o Encryption o Customization of User Interface
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Shared folders

0 Oracle VM VirtualBox Manager

windows 2008 - Settings

click Devices > Shared Folders (if VM is 2] b « @
. A4 2tail @J Snapshof
runnlng) New | Settings Dwsc:rd st @ General | Shared Folders e ()

click Settings > Shared Folders (if VM is S System Folders Lst
Sto ed) L Displa Name Path Auto-mount  Access | [
pp %B;’MDW?OBE«WL = P Machine Folders )
owere Gl 2
CI k (7 b ™75 win7_x32_ie11 (d e @ Add Share ? B
ick on ‘+" button o Ry Audio
el Folder Pathl ca D\ v I
:‘ @ iy Folder Name: |D_DRIVE
@ Serial Ports [[] Read-only
. [ Auto t
Choose the path or drive — : S
Shared Folders
EI User Interface ‘ OK Cancel
Invalid settings detected OK Cancel Help

87
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4} windows 2008 (Enter the name here (e.g. Clear VM)) [Running] - Oracle VM VirtualBox i A
[@oomprer eI
) 5 o - D)
File Edit View Tools Help
Organize ¥ 53Views v M System properties Uninstall or change a program  L.# Map network drive @ Open Control Panel @
Favorite Links Name ]vl Type =~ |v| Total Size |v| Free Spac
Hard Disk Drives (1)
E; Documents
B pictures &, Local Disk (C2) Local Disk 24.96G8
B music Devices with Removable Storage (1)
4 Recently Changed =
87 CD Drive (D:) VirtualBox Guest Additions CD Drive 56.0 MB
[ searches
, Public Network Location (1)
5#D_DRIVE (\\vboxsrv) (E:) Network Drive 385GB
Folders ol [ | | L]
£ ‘Startl |&Zm || 1% computer =l Initial Configuration Tasks | o @iy 12:19PM
BEF @ EE @ @ @ rohtcy
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e8] windows 2008 (Enter the name here (e.g. Clear VM)) [Running] - Oracle VM VirtualBox - B
Seamless mode is a graphical mode which merges - el

host’s and guest’s desktops together for more

B =0l x|
‘OO I.-i ~ Computer ~ S @J ISEarch lgj
. File Edit View Tools Help
convenient work . . A
Organize v 13 Views ~v M Systemproperties [ Uninstall or change a program L4 Map network drive Open Control Panel @
Favorite Links e l 'I ype s I 'l B I -| free pa
E Hard Disk Drives (1)
H ‘| Documents
Toggle Seamless — RightCtrl+L i Btoca vk (€ LocalDik #568
B music B VirtualBox - Information
|4 Recently Changed - o
h N4 CDDrive 4O  The virtual machine window will be now switched to 56.0 MB
Searches W seamless mode. You can go back to windowed mode
|, Public Networkl  atany time by pressing Host+L.
Note that the Hostkey is currently defined as Right
D _DRIVE ctrl, 385GB
Note that the main menu bar is hidden in seamless
mode. You can access it by pressing Host+Home.
[] Do not show this message again
Switch Cancel
Folders A~ il | _)J
A"Sl’aftl J . J [ﬁ\ Computer

% D8G nam
B EE @ @ @ @ rontc
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-loix
/‘\‘f‘) o f
“ v Computer v
o) 1= (2]
File Edit View Tools Help
Organize v 5 Views v ;B Systemproperties [} Uninstall or change a program L, Map network drive Open Control Panel @
Favorite ks Name I'I Type “ |v| Total Size |v| Free Spe!
Hard Disk Drives (1)
E. Documents
B Picures &, Local Disk (C:) Local Disk 24.9GB
[J“ Music Devices with Removable Storage (1)
|4 Recently Changed =
8% CD Drive (D:) VirtualBox Guest Additions CD Drive 56.0 MB
B Searches
, Public Network Location (1)
5#D_DRIVE (\\vboxsrv) (E:) Network Drive 385GB
Folders

7Start % - ‘& Computer 1. Guest
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VirtualBox: Cool features

Fullscreen is for those who want dive into an operation system deeper. Simple yet effective, you won’t see your
host, just the guest
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Fullscreen is for those who want dive into an operation system

deeper. Simple yet effective, you won't see your host, just the
guest

Usage: RightCtrl+F
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VirtualBox: Cool features

Encryption

) Oracle VM VirtualBox Manager =8
i o windows 2008 - Settings ?

@ % P o
New  Settings el st |B Genera General ‘ el
%B:::vmlggr'w-m“: System | Basic : Advanced ‘ Description | Encryption
G o Display [v] Enable Encryption
@Poweredof-f =5 Storage Encryption Cipher: ES-HS2$PLMN64 -
B w 2 Enter New Password: | eeeee
%n;gxgéjg%fl e w Aoe Confirm New Password: | eeeee
' wd @ Network
@ Serial Ports

& use

]j Shared Folders

E] User Interface

Invalid settings detected OK Cancel Help
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VirtualBox: Cool features

Drag’n’Drop

¥ Oracle VM VirtualBox Manager — =

&8 b9

New Settings Discard Start

windows 2008 - Settings ?

General General ‘

7=

EPBYMINW1234T3_win:

L)74 @ Powered Off

()5 EPBYMINW1234T4_win:
= (@) Powered Off

System Basic | Advanced | Description | Encryption

Display Snapshot Folder: | |, D:\virtual Machines\windows 2008\Snapshots v

Storage Shared Clipboard: !Sidirech'onal v

win7_x32_iel1 (dean) Aiidic lDrag'n‘Drop: Bidirectional ¥ l
# (@) Powered Off
Network

Serial Ports

UsB

Shared Folders

User Interface

BRSSP GEYEEEM

Invalid settings detected o | cancel Help
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VirtualBox: Cool features

External USB devices

) Oracle VM VirtualBox Manager L=

@B D

windows 2008 - Settings

Snapshots (1)

New Settings Discard  Start General ‘ uss
™7 EPBYMINW1234T3_win; System Enable USB Controller
L)74 @ Powered Off 5
: : (O USB 1.1 (OHCT) Controller
Display 5
EPBYMINW1234T4_win. () USB 2.0 (EHCI) Controller
(@ Powered Off Storage

(® USB 3.0 (xHCI) Controller

VPEroEEMN

win7_x32_iell (dean) . USB Device Filters
Y74 (@ Powered Off Audio 8
Network ﬁ
Serial Ports 8

& uss *“
Ij Shared Folders

==
User Interface

Invalid settings detected oK Cancel Help
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VirtualBox: Cool features
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New Settings Discard Start
™) EPBYMINW1234T3_win:
i, £ @Powered off

64T EPBYMINW1234T4_win:
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| win7_x32_ie11 (dean)
L7 (@ Powered Off

Video Capture

Oracle VM VirtualBox Manager

windows 2008 - Settings ?
E General Display
System Screen | Remote Display | Video Capture
Display Enable Video Capture
Storage File Path: D:\Virtual Machines\windows 2008\windows 2008.webm v
Frame Size: | 1024 x 768 (4:3) v||1024 [4] [768 [2]
5 Audie
Frame Rate: 25 fps =
[@ Network 1fos 30 fps
@ Serial Ports Quality: ‘ ‘ ‘ 512 kbps s
low medium high
ﬁ use About 18MB per 5 minute video
|j Shared Folders Saeens: Soeen't
ﬁ User Interface
Invalid settings detected OK Cancel Help
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VirtualBox: Cool features

< epam > | CONFIDENTIAL

)

New Settings Discard Start
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Customization of User Interface

Oracle VM VirtualBox Manager

M General
System
Display
Z) storage
5 Audio
@Y Network
£ Serial Ports
& uss

|ﬁ Shared Folders

E User Interface

windows 2008 - Settings ?
User Interface
||ﬁle!'HMadﬁneHlwewiv!lmwti'!IDevicesivllDebugivHHelpEv{ I
Mini ToolBar: Show in Full-screen/Seamless
[] show at Top of Screen
= PRSP EIC]
Invalid settings detected OK Cancel Help

Snapshots (1)
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EPAM deploy

EPAM deploy

Described here: \\epam.com\sam\SoftArchive\EPAM Images\EPM-GESS Deploying S| to VM.docx

1. By default you can install only workstation-class OS (Win7, Win8, Win10). To have server OS in VM
you need to receive MSDN subscription to be on safe side from licensing point of view.

Oracle Virtual Box added as virtualization tool.

You cannot run a procedure in EPAM office that do not have server farm installed (London, Zurich,
Boston, etc).

You cannot run the procedure from outside of office LAN (VPN will not help here).

Procedure is automated and simple enough.

You installed licensed copy of OS and software.

Virtual machine is properly configured and managed, i.e. security updates installed, antivirus
running.

W

No vk
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Useful Links

Virtualization links:

http://www.vmgu.ru/articles
http://en.wikipedia.org/wiki/Hardware_virtualization
http://en.wikipedia.org/wiki/Full virtualization
http://en.wikipedia.org/wiki/Paravirtualization
http://en.wikipedia.org/wiki/Operating_system-level virtualization
http://en.wikipedia.org/wiki/Hypervisor
http://en.wikipedia.org/wiki/Virtual machine
http://en.wikipedia.org/wiki/Comparison_of platform_virtual _machines
http://en.wikipedia.org/wiki/Hardware _emulation
http://www.google.com

VirtualBox related links:
http://www.virtualbox.org/wiki/User HOWTOS
http://www.virtualbox.org/manual/ch12.html
http://www.virtualbox.org/manual/UserManual.html
http://www.virtualbox.org/wiki/Downloads

Interesting:
http://www.vmgu.ru/articles/red-pill-virtualization-security
http://en.wikipedia.org/wiki/Blue_Pill %28malware%29
http://qubes-os.org/Architecture.html
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Thank you for attention!
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