


Moaynu

> Linux: 35%
> \WSL: 35%
>  Git: 35%

OueHKa no Kaxgomy moayrsto
> AKTMBHOCTb Ha 3aHATUMU
> Tect

NMonyuntb yanoctoBepeHue: > 70%
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VYV

VYV

Linux vs. Windows

[ToakntoyeHue Kk cepeepy u Jupyter
Bash-ckpunTbl

O OCHOBHble KOMaHAbl, permissions
o shebang

O MNepeMeHHbIE OKPYXXEHUS

O yCTaHOBKa MakeToB

Tmux

cron, at

firewall



. Windows

> Bce hansnbl paBHO3HA4YHbI C TOYKN 3PEHUA CUCTEMDI
o pacwupeHue (“cydpdukc’) He UMeET 3Ha4YeHns
o paboTa c dhansiom 3aBMCUT OT NpaB AOCTyna

> BwmecTo 3agad - npouecchbl
O npouecc MoXxet ObITb 3anyuweH nosib3oBarternem
© JEeMOHOM

> [poLle CTaBUTb NPUIOXKEHUSA

> HeT npobnem c nuueHsnen OC

> [ans yBneyeHHbix]. MOXXHO NOFTHOCTLIO HAaCTPOUThL NoMd, cebs



. Windows

> Linux ncnonb3yetcsd Ha BCEBO3MOXHbIX YCTPOUCTBAX:
o TenedoHbl (Android!)
O poyTepsbl

> [lo4Tn BCe cynepKkOMMNbIOTEPLI MCMOMbL3YHOT Linux
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pa channosown
TeMbl

> (QOCHOBHbIe KaTanoru

~$ 1s /

bin etc lost+found opt run Srv usr

boot home lib media proc sbin sys
var

dev lib64 mnt root snap tmp



NnoYeHue K cepBepy

R PuTTY Configuration ? IEE
Ba3oBbIy anropuTm oo
[~ Session Basic options for your PuTTY session
> B BODI M U S E R@ H O ST7 Ha3BaHNE CECCUA i T lioglging Specify the destination you want to connect to
=)- Teminal
E: Host Name {or IP address) Port
.. Kevboard
> COXpaHAeMCA Beﬁb ysda@95.213.170.234 2
- Features C_onnection type: 3 }
[ =) Window (JRaw () Telnet () Rlogin ®§SH () Serial
E @ 95.213.170.234 - Pu ,gppearance Load, save or delete a stored session
- Behaviour
{ l_d"'_’ - Translation Saved Sessions
.: £ 3 [#- Selection ysda@Almaren
+ Colours Default Settings
[=- Connection Almaren
- Data sda
- Proxy
- Telnet
- Rlogin
- SSH
S Close window on exit’ i
() Aways () Neve (®) Only on clean exit
About Help Op: Cancel



Hue K cepBepy

> [1oOKIIYNUTBLCA K CEpPBEPY:

ssh USER@server hostname

o USER - cm. B noyte
o server_hostname = lorinen.atp-fivt.org

> [lanee BBOAMM Maporsib.

> Kak npowie? (n 6e3onacHee)



eHue. PowerShell

A ewe ectb PowerShell. Ha Win 8.x HeynobeH.

1. He ymeert ssh.

a. CraBuM Open SSH.

b. CepBep gomkeH nogaepxuneaTb WMdpoBaHme
‘diffie-hellman-group1-sha?’

c. OpenSSH reHepuT KnNtoum ¢ npaBamm 644.

2. He ymeeTt ssh-copy-id

a. HoecTb croponmmit cxpunt. CroXHO (
b. KHemy eLle Hy)XeH PL.ink.

10



lNoaknto4veHue. Git Bash
Ham noHapo6utcs Git (git bash)
> Ectb cpega CygWin n BcTpoeHHble ssh, scp

]
> PaboTtaem aHanorm4yHo Linux
> [etc/hosts 30ecb NeXxut B C: \Program Files\Git\etc\hosts

vagrant@win-8-1-pro-x64 MINGW64 ~

$ ssh-keygen.exe -q

Enter file in which to save the key (/c/Users/vagrant/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

$ Ssh—éoby—id ysda@almaren
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/c/Users/vagrant/.ssh/id_rsa.pub"”

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys

ysda@almaren's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'ysda@almaren'"
and check to make sure that only the key(s) you wanted were added.




AaHHbIMMW

1. KonupoBaHue hainioB Ha cepsep

scp [-r] /path/to/local_dir USER@almaren:/remote/path
2. KonuposaHue hannios ¢ cepBepa

scp [-r] USER@almaren:/remote/path /path/to/local_dir

3. CokpalleHus

/home/USER =~/
/current/directory

-c blowfish # pna yckopeHus
-P XXXX # ssh port

_iﬁﬁﬁﬁ
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AaHHbIMY

1. C nomouwibto Git Bash aHanurnyHo Linux
2. Ana Ul - WIinSCP

> eC/in HeT ssh-knva

i =] - i -
» = Save session as site ?
@ New Site Session o :
File protocol: Iysda_server| I
SCP v
Folder:

Host name: Port number: [

95,213.170.234 nla ;. fmne> V,,J
User name: Password: [ ]save password (not recommended)

SR NRRNRRNRIRNIRIRNIIIMDYS ‘ DCreated | d‘] t
Advanced... |¥ '




2. Ona Ul - WIinSCP

> ecnu ectb ssh-knwoy (nyywe!)
B

[ New Site

Login

Session

- cEEM

Fie protocol:
SCP v naponb He BBOAMM
Host name:
|95.213.170.234

User name:

coxXpaHAaem ceCcCuro U NormMHnMmcCs

Key exchange
[ Authentication

Note

Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parame

e

Private key fie: \

[C:wsers\vagantboaments‘hevs‘d_rsa.ppk

Display PublicKey | Tools

x|




Quick start

1. 3anyck Jupyter Ha cepBepe
jupyter notebook --no-browser --port PORT --ip 0.0.0.0

PORT - Homep nopta (o1 1024 oo 46656).

[I 14:57:40.595 NotebookApp] The port PORT is already in use,
trying another port.

Jupyter nuwiet He3aHATbI nopT (PORT++ unn PORT--)

2. ToOkeH
> [eHepuTCcs cam npu ctapre jupyter nb
> MOXHO CreHepuTb CBOI 1 cCOXpaHuTb B . jupyter/jupyter_notebook_config.py

c.NotebookApp.token = u'mY_seCUre_tok#n99!_ ***!'



Quick start

3. MoaknwyeHne N3 NoKasibHOM MaLlUHbI

> OTKpbITb B 6pay3epe SERVER_IP:PORT
> BBECTU TOKEH
> eC/In JOoCTyna HeT:

O MOPT 3aHAT

O HenpasBW/bHbIA TOKEH

jupyter notebook list # BbLAAET NOPT U TOKEH ANA Kaxaoro NB

4. Ucnonb3yurte tmux
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Understanding The Linux File Permissions

Column: 1

nﬂ rwx

”
Directory/File/Link User Rights Group Rights Others Rights
Information

While the first column defines a directory, file or link, the next 3 columns (2, 3, 4) define
the permissions for the User, Group and Others (everyone alse) groups.

Linux Permissions Made Easy

n: add each number to obtain the value (4 + 2 +1=7)

bvnuryncuﬁmm convert it to decimal then you should have the value (r-x = 101 base 2 = 5 base 10)

[loakniovyeHue K cepBepy
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$ Pane

$ Pane

tmux

Server

$ Pane

$ Pane

$ Pane

https://comtronic.com.au/blog/wp-content/uploads/comtronic cheatsheet tmux A4 . pdf

Python lib. for Tmux: https://github.com/tmux-python/libtmux
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1. C nomoubro pip

pipX install MY_LIB==MY_VERSION --user

X
I

f
2 ana Python 2.7

3 ana Python 3.6

'

\

on. bubnmnoTteky

pythonX -m pip install -r requirements. txt




on. bubnunoTteky

2. C nomMmoubio venv
Co3naem oKpyXxeHune

python -m virtualenv MY_ENV # pana Python2.7
python3 -m venv MY_ENV # ana Python3.6

3axop,|4M B OKpy>XeHune
source MY ENV/bin/activate

MoXeM cTaBuTb NakeThl (pip install..), OTKpbIBaTb Jupyter u T.4.

Co3gaeM B OKpYyXeHun a4po ana Jupyter
ipython kernel install --user --name=MY_ENV

> BbIATU N3 OKPY)XXEHUS - BBECTU deactivate HAXOAACH BHYTPU HETO.
> YnanuTb OKPY)XXEHUE - yaanuTb nanky ~/my_ENV

20



on. oMdnuoTteky

3. C nomoublo apt

1) Ckayatb naker
apt-get installd download MY_PACKAGE # ansa “install” HywHO sudo!

2) lNocTaBUTb NOKasIbHO
dpkg -x ~/downloaded_package.deb $HOME

3) B anpektopun $HOME nosBuTcs nanka, 4ob6asutb e€ B PATH.
AdonuceiBaem B ~/ .profile cTpoku

if [ -d "${HOME}/usr/" ]
then
PATH="${HOME}/usr/share:${HOME}/usr/games ... :${PATH}"
ri -
> source ~/.profile U1 Nepe3anT B TEPMUHAUT |
21



on. oMdnuoTteky

4. C nomoubio apt - coopaTtb N3 UCXOAHUKOB

apt-get source MY PACKAGE
cd MY_PACKAGE

./configure --prefix=$HOME
make

make install

5. Pa3BepHyTb AOKEpP-KOHTEeNHep
> Hanpumep, nvidia-docker.




> YT10 Mbl 00bIYHO Aenaem B |Ptables?
o OTKpbIBaeM / 3aKpbIBaEM NOPThI
o OTKpbIBaemM ans Tpadduka ¢ BbIOpPaHHbLIX XOCTOB

iptables --policy INPUT DROP # cTtaBuMM MonutvkKy DROP NO yMOMYaHWio

iptables -I INPUT -p tcp -s CIMUACOK_IP_YEPE3_3ANATYH -j ACCEPT # OTKpblBaeM BCE BHYTpM Kractepa
iptables -A INPUT -p tcp --dport 22 -j ACCEPT # oTkpbiBaem ssh

# 3akpblBaeM nopT no UDP

iptables -A INPUT -p udp -s 10.10.10.0/24 --dport 111 -j ACCEPT && iptables -A INPUT -p udp -s 127.0.0.1
--dport 111 -j ACCEPT && iptables -A INPUT -p udp --dport 111 -j DROP && iptables-save

CnoxHo!

010&90



> Ectb Uncomplicated firewall (UFW)
o https://help.ubuntu.com/community/UFW
> A eweé nyyuwe - ferm
o cTaBuM naket ferm
o HacTpamBaeMm koHpur /etc/ferm/ferm.conf
o pebyTaemcs

10001010800



> [lpumep: http://gg.gg/ferm-example
> A kak xe IPv6?

o Ferm c Hum paboTtaet
o Ecnn He HyxHO, oTknounTe IPV6 9BHO!

1. [obasutb B /etc/sysctl/conf

net.ipvo.conf.all.disable ipvo = 1
net.ipvo.conf.default.disable ipvo = 1
net.ipvo.conf.lo.disable ipvo = 1

2. sysctl -p

10001010890



Select an editor. To change later, run 'select-editor'.

> 3anyck 3agad no pacnucaHuto . /usr/bin/vim.nox

. /bin/nano <---- easiest
@) crontab -1 # cromcoxk =amau . /usr/bin/vim.basic

. /usr/bin/mcedit
O crontab -e # pemakTupoBaHMe 3ajau . /usr/bin/vim.tiny

. /bin/ed

> [lpumep

hoose 1-6 [2]: |}

0 x/2 * *x * /root/check mem.py # 3Banyck ckpunra kaxiee 2 4.

Bpems 3anycka npeAcTaBNAeTCA B TAKOM BUAE:

JonosiHuTeNnbHble NepeMeHHble cron
| MMHYTa 4acC AeHb_MecAua MecAl [eHb_Hejenn KoMaHja

MepemeHHas OnucaHue SKBUBANIEHT
3HavyeHue [iumanasoH [OMNOJIHUTENBHO Crtoo SAiyCeTt iy e
@yearly PazBroa 0011 >

MWHYTbI 0-59

4achl 0-23

@annually Toxe uTo 1 @yearly

@monthly Pa3 B mecay 0:0i1-%%
AHM Mecaua 1-31 @weekly Pa3 B Hegento 00**0
Mecsaubl 1-12 MOXHO 33/1aBaTb M B 3-X ByKBEHHOM BapuaHTe @daily Pa3 B AeHb 00 ***
OHu Hegenun 0-6 MOXHO 33/1aBaTb 1 B 3-X ByKBeHHOM BapuaHTe (0=BOCKpeceHbe) @midnight B nosHoyb (00:00)
@hourly Kaxabin 4ac Q** ko 26

CumBon '*' nogpasymeBaer - ivboe 3HaveHue.



> OTtnpaBka BbiBoga rno Email

O r1nocTaBmMTh mailutils

O pebyTHYTbL service postfix reload
O B onmcaHme Ramaum nobasmurs MAILTO

> [lpumep

?
MAILTO="k.velkerr@gmail.com" > BbiBOAMTCA NULIHEE?
x k k *k * ]g -1 o grep

O cronic
Cron <velkerr@bilbo> Is -I

<"\\ root@bilbo.atp-fivt.org Cerogna, 11:36

S Komy: k.velkerr@gmail.com

total 12

“W-=-=m- 1 velkerr velkerr 111 Aug 31 10:29 dead.letter
drwxrwxr-x 12 velkerr velkerr 4096 Sep 20 2019 MTProxy
drwxrwxr-x 2 velkerr velkerr 4096 Jul 10 22:50 reboot_runners

10110001010800



> CCblINKK

0 KoHcTpykTOp cron-3amad Crontab Guru
0 Tutorial nmo Cron Ha PYCCKOM.

0 Python 1lib nna ynpaBJjieHMsa cron-3anadamu python-crontab
m OcTopoxHo! crontab.write () ©arHyTwem!
O Crontab-UI

> YTtunuta AT
O Guide oT IBM

01101100010102800



€ CCbIJTIKU

o [OpaBa gocTtyna

o elé npo npasa goctyna u npo sticky bit (‘' B permissions Ha kaTtanor).
o Tutorial no komaHgam Linux

o Tutorial no Bash

o Bash cheetsheet
O

O

MHOXECTBEeHHbIN if B bash
Fish




