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[1o0MeHHbIe
CIyXObl KaTaroros
LEeHTpann3oBaHHble CNYX0Obl MPOBEPKN MO/

AD DS B Windows Server npeaoocTtaBnsieT MOLLHYIO ,
KaTanoroB Ans LUEHTPanM3oBaHHOIO XpaHEeHMs U  ynpaslieHus
be3onacHOCTbIO, HanpuMmep  nonb3oBatenaMu, rpynnaMmm = U
KOMMblOTEPAMW, a Takke obecrnednBaeT LEHTPanmM3oBaHHbLIN
be3onacHbIN 4OCTYN K CETEBbLIM pecypcam.

Active Directory Domain Services ucnonb3yeTca Ons opras#visauuu
NOKanbHbIX BbIYUCITUTENBHbLIX CETEN.



Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically

IP address: 12 R « RN )
Subnet mask: 255.255.255. 0

Default gateway: 10 0 S0Es it

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 10w,

Alternate DNS server:

[Jvalidate settings upon exit

Ykaxute AOKOAbHbIN IP-aapec,
MACKY TMNOACETM U  LUAKO3 MO
YMOAYOHUIO M3 pas3aena  Cetn
NOHEAM YMPABAEHMA. B kKayectse
MNPEeANOYUTAEMOTO DNS-cepsepa
ykaxkute  |IP-aapec  WAo3a  no
YMOAYAHUIO. COXPAHUTE HACTPOMKM.

HACTPOUKA CETEBOIO
AAANTEPA KOHTPOAAEP
AOMEHA




~anager

Server Manager * Dashboard

28 Dashboard
i Local Server
i All Servers

#§ File and Storage Services P

WELCOME TO SERVER MANAGER

QUICK START

= = 2 Add roles and features

3 Add other servers to manage

a Configure this local server

4 Create a server group

5 Connect this server to cloud services

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

g File a.md Storage
Services

@ Manageability @ Manageability
Events Events

B Local Server 1

YCTAHOBKA ACTIVE
DIRECTORY DOMAIN
SERVICE

OTkpouTte Alncnetyep

cepBepoOB U1 BbibepeTe
nyHKT «Add roles and
features». /




Aoles and Features Wizard

Select installation type

Before You Begin Select the installation type. You can install roles and features on a

machine, or on an offline virtual hard disk (VHD).
Installation Type

(® Role-based or feature-based installation

Configure a single serve.r by .adding rt)Ies, role services, and fea B KO L_I e CT B e T M I—l O YCTO H O B K M
- I:set::lo rt:q[:::;t :ol:l'esseerr‘\’:i(c:: lf'c::t\?ilrlta::l):;esktop Infrastructure (' y KO XM Te R O I- E = B As E D O R
or session-based desktop deployment.
T FEATURE-BASED INSTALLATION.

Server Selection




eatures Wizard

- destination server

You Begin
tion Type
Roles

B

Select a server or a virtual hard disk on which to install roles and features.

() Select a virtual hard disk

Server Pool

Filter:

IP Address Operating System

WinServ2016 5.200.47.8 Microsoft Windows Server 2

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer re
and that have been added by using the Add Servers command in Server Man
newly-added servers from which data collection is still incomplete are not she

o

BbiDepuTte BALL CEPBEP M3 MYAQ.



f=; Add Roles and Features Wizard X

DESTINATION SERVER

Select server roles WinSenv2016

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description B C /\ e Ay I.O LLLe M O KH e

SERES e i [[] Active Directory Certificate Services Active Directory Domain Services

Active Directory Domain Service (AP DS) stores information about O e e A CTI V E
i [[] Active Directory Federation Services objects on the network and makes TM T bT
: [[] Active Directory Lightweight Directory Services this information available to users

AD DS [] Active Directory Rights Management Services and network administrators. AD DS D I R E ‘ TO RY D O M A I N
3 ] Device Health Attestation uses domain controllers to give
Confirmation ] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network s E RV I ‘ ES o e e
through a single logon process. M H H b I

[] Fax Server

[m] File and Storage Services (1 of 12 installed) °

[] Host Guardian Service C 6 q Ct e
Lt AYXObl v
] MultiPoint Services °

[[] Network Policy and Access Services d I re C to rY)

[] Print and Document Services *

] Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (IIS)

[C] Windows Deployment Services




Add Roles and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-ins and Command-Line Tools

Include management tools (if applicable)

AOOQBbLTE KOMIMOHEHTHI. /



«d Roles and Features Wizard

Confirm installation selections el

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type LI

Server Selection Optional features (such as administration tools) might be displayed on this page because the:

been selected automatically. If you do not want to install these optional features, click Previot

Server Roles their check boxes.

Features
AD DS Active Directory Domain Services

Confiimatt Group Policy Management y CTO H O B M Te B C e
= g i OTMEHEHHbIE /

AD DS and AD LDS Tools KOMITOHEHTbI C

Active Directory module for Windows PowerShell

AD DS Tools I'ION\OLI_Lb}O

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools KH O |_I KM YCTG H o B MTb .

Export configuration settings
Specify an alternate source path




HACTPOUKA

B nomncke Beeante dcpromo 1 oTKpouTe
OAHOMMEHHYIO YTUAMUTY.

n
dcprom:
Active Directory Domain Services Installer
The Active Directory Domain Services Installation Wizard is relocated in B O e C
o Server Manager. For more information, see T K bl B LI-I M ﬂ
http://go.microsoft.com/fwlink/?Linkld=220921
okHe HaxmuTe OKk.




Server Manager * Dashboard -@ | }'A Manage  Tool

% Dashboard 'WELCOME TO SERVER MANAGER

W§ File and Storage Services b

vers to manage
4 Create a server group

5 Connect this server to cloud services

ROLES AND SERVER GROUPS

Roles: 2 | Server groups: 1 | Servers total: 1

g File and Storage

W
W} ADDS Services

@® Manageability @® Manageability

Events Events

/1, Post-deployment Configura...

Configuration required for Active Directory Domain
Services at WINSERV2016

Promote this server to a domain controller

o Feature installation
_—

Configuration required. Installation succeeded on
WinServ2016.

Add Roles and Features

Task Details

[Mocne atoro oTkponTe Aucnet4yep cepBepos, B
BEPTMKAribHOM MeHI0 y Bac nossutcd Bknagka AD DS.

Va



f Active Directory Domain Services Configuration Wizard

TARGET SERVER

Deployment Configuration WinServ2016

t Configuration
Domain Controller Options
Additional Cptions
Paths
Review Options

Prereguisites Check

iSeIect the deployment operation

O Add a domain controller to an existing domain

i) Add a new domain to an existing forest

® Add a new forest

:Specify the domain information for this operation

Bmt domain name: instructions.1cloud.ru

More about deployment configurations

B nosiBuBLLEMCA OKHE
HaCTpPOEK

Bblbepute [106aBUTL
HOBbIU nec (T.K.
OENCTBUSA BbIMOMHAKOTCA
BNepBbl€) N BBEAUTE
BalLLle JOMEHHOE UMS.



f Active Directory Domain Services Configuration Wizard

. . TARGET SERVER
Domain Controller Options WinServ2016

Deployment Configuration 3 X
Select functional level of the new forest and root domain

DNS Options M| e onates [Windows Sever2016 |
ol (o Ha crnepnyioluem Luare BBeauTE U

Specify domain controller capabilities

noaTBepaAnTe NMaposib And pexXuma
BOCCTaAHOBIEHMSA CIYy>X0O KaTanoros.

["] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sescssse

Confirm password:

More about domain controller options

T Active Directory Domain Services Configuration Wizard
. TARGET SERVER
DNS Options WinServ2016
A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X
Deployment Configuration ) . 5
Specify DNS delegation options
Domain Controller Options - .
|| Create DNS delegation
Ha atom ware npocto Haxkmute Next.

Paths
Review Options

Prereguisites Chack

More about DNS delegation




f Active Directory Domain Services Configuration Wizard

s 3 TARGET SERVER
Additional Options WinServ2016

Deployment Configuration . ) . .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
z The NetBIOS domain name: ‘INSTRUCTIONS
DNS Options

Additional Options

Paths

YkaxuTte ygobHoe umst gomeHa NetBIOS.

Prereguisites Check

f& Active Directory Domain Services Configuration Wizard

Path TARGET SERVER
aths WinServ2016

Deployment Configuration : i
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Cptions
DNS Options Database folder: C:AWindows\NTDS E
Additional Options Log files folder: CAWindows\NTDS El
SISOk [cWindowsisvsvoL =

Review Options
Prareguisitas Chack

Ykaxute nytn go 6asbl gaHHbix AD DS, dbannos
XypHanos 1 nanku SYSVOL.
PekomeHayeM oCTaBUTb 3HAYEHUSA MO YMOMYaHMIO.




f Active Directory Domain Services Configuration Wizard X

. . TARGET SERVER
Review Options WinServ2016

Deployment Configuration | Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest.

DNS Options The new domain name is “instructions.1cloud.ru”. This is also the name of the new forest.

rl pO 2]S] p bre HacCT pOe HHblE Ta p aMeT p bl. S BRI The NetBIOS name of the domain: INSTRUCTIONS

Paths

Re Forest Functional Level: Windows Server 2016

Prareguisites Check Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

Fﬁ Active Directory Domain Services Configuration Wizard X

i TARGET SERVER
Prerequisites Check WinServ2016

Show more

Deployment Configuration e . LS . e N
Prerequisites need to be validated before Active Directory ain Services is installed on this
Domain Controller Options|  computer

DNS Options Rerun prerequisites check

[oxantecb NPoBEPKU NpeaBapuUTenbHbIX
TpeboBaHUM Nocne 4Yero
For more information about this setting, see Knowledge Base article 942564 (http://
e HaXXMUTe YCTaHOBUTD.

zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “instructions.1cloud.ru®. Otherwise, no action is required.

@ Prerequisites Check Completed rI Ocn e ycTa H O B KM ce p Be p 6y T

0 All prerequisite checks passed successfully. Click ‘Install’ to begin installation.

If you click Install, the server automatically reboots at the end of the promotion operation.
| nepes3arpyeH.

More about prerequi




Co3aaHuMe y4YeTHbIX 3anmceu

[ns co3gaHus HOBbIX YYETHbIX 3anuceun n
agMUHUCTpaAToOpoB OTKponTe ocHacTky Active Directory
Users and Computers, ans atoro otkponte [ducnetyep
cepsepoB 1 nepenante B pasgen AD DS. B KOHTEKCTHOM
MEHIO cepBepa BblbepeTe COOTBETCTBYIOLLLYIO OCHACTKY.

] Active Directory Users and Computers
File Action View Helj
=] N | R % #e r
e 2@ 0Bz HmBeEvah
] Active Directory Users and Com || Name Type Description
> (] Saved Queries
v 3 instructions. cloud.ru
> 1 Builtin
> [ Computers
2] Domain Controllers

& Administrator User Built-in account for ad...
.. Security Group... Members in this group c...

.. Members of this group ...
.. Members of this group t...

(] ForeignSecurityPrincipaly Aiseriaccount manage:: hind:-

[ Managed Service Accour ... Security Group... Members in this group c...

[ Users Security Group... DNS Administrators Gro...

%DnsUpdater Security Group... DNS clients who are per...

%Domain Ad... Security Group... Designated administrato... Refresh Siolp

%Domain Co... Security Group... All workstations and ser... Export List... InetOrgPerson

% Domain Con... Security Group... All domain controllers i... msDS-KeyCredential

%Domain Gue... Security Group... All domain guests View msDS-ResourcePropertyList

aDomain Users Security Group... All domain users

% Enterprise A... Security Group... Designated administrato...

%Enterprise K. Security Group... Members of this group ...

Delegate Control...

3 Computer
All Tasks Contact

Arrange Icons msDS-ShadowPrincipalContainer
Line up Icons mslmaging-PSPs

%Enterprise R.. Security Group... Members of this group ... Bcpedies MSMQ Queue Alias

%Group Polic... Security Group... Members in this group c... Help

&,}Guest User Built-in account for gue...

% Key Admins  Security Group... Members of this group ... . Shared Folder
% Protected Us... Security Group... Members of this group ...

%RAS and IAS ... Security Group... Servers in this group can...

%Read»only D... Security Group... Members of this group ...

%Schema Ad... Security Group... Designated administrato...

& User User

e Server Manager

@ ¥ Server Manager * AD DS

SERVERS
Dashboard ri All servers | 1 total

Local Server
Fitter L B~ -

All Servers

Server Name  IPv4 Address Manageability Last Update

WINSERV2016 10.0.0.2,5.20047.8
File and Storage Services P
Shut Down Local Server

Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Active Directory Administrative Center

Active Directory Domains and Trusts
EVENTS Active Directory Module for Windows PowerShell
Allevents | 17 total Active Directory Sites and Services

seeny e

B HOBOM OKHe pa3sBepHUTEe A
Ballero AoOMeHa W HanauTe Ka
nonb3oBaTensaMm Users.
KHOMKOMN MbILLUN HaXMUTE
BblbepeTe Co3paTtb -> [1

paBow
KaTanor u
b30BaTellb.



New Object - User

& Create in:  instructions. 1cloud ru/Users

[1ns HOBOro nonb3oBaTens 3aganTe NMUYHble
[aHHble N NMS BXoAa.

First name:
Last name:

Full name:

User logon name:

A T—

User logon name (pre-Windows 2000):

Gk [Ee> | [ o |
New Object - User
& Createin:  instructions.1cloud.ru/Users
Nanee BBeauTE Naporib, KOTOPbIA AOMKEH BbITb
et OOCTaTOYHO CIIOXKHbIM N coaepXaTb OyKBbl pasHOro
perncrtpa n umdopsl.

[[] User must change password at next logon

[ User cannot change password D.OHOHHMTeﬂbHHe onumn Bbl6€pI/ITe Ha CBOe
[~] Password never expires yCMOTpeHl/le

[] Account is disabled




Co3ganTte HOBOro NonbL3oBaTens.

Ivan Ivanov Properties ? X

Remote control Remote Desktop Services Profile COM+
General Address  Account  Profile Telephones ~ Organization
Member Of Dialdin Environment Sessions

Member of:

Name Active Directory Domain Services Folder

Domain Users instructions. 1cloud.ru/Users

—

Domain Users

Primary group:

= There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

| Set Pimary Group

ok JT concel |1 ooy

New Object - User

& Createin:  instructions.1cloud ru/Users

When you click Finish, the following object will be created:
Full name: Ivan Ivanov
User logon name: i.ivanov@instructions. 1cloud.ru

The user cannot change the password.
The password never expires.

UTOobbI Nonb3oBaTesib MOr yrnpaeBnAaTh Cryxba
Directory, ero Heobxoanmo gob6aBuTb B rpy

Admins. [1ns 9T0ro ¢ noMoLLbo npasou
OTKPOWTE CBOWMCTBA MoJSib30BaTens u I

cive
Dofmain
NKA MblLLW
nauTe BO

Bknagky Member Of. Haxxmute kHorky Add ans

nobasrneHus B rpymnny.




Select Groups X

Select this object type:

BbinonHute nouck rpynnsl Domain Admins ¢ o b ety

nomoLbto kKHonkn Check Names. Haxxmute OK.

Enter the object names to select (examples):

Domain Admins|

Ivan Ivanov Properties ? X

Remote control Remote Desktop Services Profile COM=+
General Address  Account  Profile Telephones ~ Organization
Member Of Dial+in Environment Sessions

Member of:

Name Active Directory Domain Services Folder
Domain Admins instructions. 1cloud.ru/Users
Domain Users instructions. Icloud ru/Users
CoxpaHute n3aMeHeHusd
— kHonkowu Apply.
= i

Primary group: Domain Users

~ There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Tenepb co3gaHHbIN NOMb3gBaTeNb CMOXET
NOAKISIOYUTBLCA K KOHTPOMNMepy AOMeHa.

Lok [ e [y |0 e



‘ Customize Settings

&« v ﬂ > Control Panel > All Control Panel ltems > Windows Firewall > Customize Settings v O Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Domain network settings
v (O Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

PekomeHayem cpasy ybeamnTtbca, 4To Ans P P ——
nybrnvyHoro cetesoro agantepa BKMOYeH S osm—

Block all incoming connections, including those in the list of allowed apps

Firewall, a ona gomeHHoOW/HacTHOU ceTeN Moty m hen Windo Frenl ok 3 5

e (@ Turn off Windows Firewall (not recommended)

- OTKJ1HO4EH Public network sttings

9 @ Turn on Windows Firewall
[[]Block all incoming connections, including those in the list of allowed apps

[[] Notify me when Windows Firewall blocks a new app

e (O Turn off Windows Firewall (not recommended)

8 paMkKax 0aHHoOU 3ada4u



