03.08.2022



1. MynsTAOMeHHOCTb gnga canTa (1)

1. Kak no6aBnsaTb ropoaa (MynsTMAOMEHHOCTb)

OnucaHo YacTb - OTBET OT ACI'IpO

1)
4TO6bI OHM Nponucanu agpec DOCUMENT_ROOT ans nogaomeHoB. Ceityac, npu nepexoae Ha nogaoMeH y Bac naeT obpalleHue K KOpHEBOW nanke, B KOTOPOIN yCTaHOBIIEHa crm cucTema:
http://joxi.ru/BA0JIOIU17Kd5m . Hy>HO nponucaTh, YTo6bl Npy Nepexofe Ha NoaAoMeH, o6paLleHVe NPOUCXOAUITO K Narke canTa, kak 3aech: http://joxi.ru/Q2K3040S0JGaR2

2)
MbI He 3aHMMaemcs HaCTpOI;IKOIZ KIMEHTCKMX VMBItrix, HO B paMKax NosNbHOCTM AN BaC cAenanu UCKoyeHue n paaoGpanMCb B cUTyauumn.

Cenvac nogaomeH https://elabuga.uprspecteh.ru/ ctan goctyneH, 6enas ctpaHuua 6onblue He oTobpaxaercs.
Huxxe Mbl onuLem anropuTm HacTPOVKK. Bbl MOXeTe nepeaaTth ero BaleMy crneumanucTy, imbo nogaepkke XOCTUHIa, YTOGbI OHM BbIMOMHUITM KOPPEKTHBIE HACTPOVKM AN BHOBb 40GaBNsSeMblX
pervoHarnbHbIX NoaA0MEHOB.

1) Heobxoaumo ans cebsi nepeymcnuTb BCe permoHanbHble NoAAO0MEHbI, KOTopble ByAyT NCMONb30BaTbCs Ha BalleM NpoekTe, 0popMUTL CMIMCKOM (MpUMep KOPPEKTHOW 3anucy NoaaoMeHa -
elabuga.uprspecteh.ru)

2) oTpepakTupoBath dainbl kak byaet nokasaHo Hwxke. BHUMAHWME! Henb3st konupoBaTb-BCTaBUTL COAEPXKMMOE OAHOrO dharinia BMECTO COAEPXKMMOTo APYroro dainna, B HUX pa3Hble AaHHble. Vi3ameHeHns
HY>KHO BHOCUTb B KaXabl dpann OTAEMbHO B HYXHYIO CTPOKY, Kak MOKasaHo HUXe.

2.1.) /etc/nginx/bx/site_avaliable/bx_ext_uprspecteh.ru.conf
B cTpoky 6 106aBUTb Yepes Npoben Hy)XHoe KonmnyecTBo NoaaoMeHoB. Mpumep - http://joxi.ru/LmGvg6vHBIdgLr.
B KOHLIe CTPOKYM JOMKHa 0CTaTbCs TOUKa C 3anaTol, He yaanuTe eé cryyanHo.

2.2.) /etc/nginx/bx/site_avaliable/bx_ext_ssl_uprspecteh.ru.conf
B cTpoky 6 406aBUTbL Yepes Npoben Hy>KHoe KONMMYeCTBO NoaAoMeHOB. Mpumep - http://joxi.ru/I2Zpn)pUIWZIDr.
B kOHLIe CTPOKM [OIKHa OCTaTbCs TOYKa C 3ansiTow, He yaanuTe eé cryyainHo.

3) MopgkntoumTech K TepMuHarny VMBItrix, BbIMONHUTE NYHKThI (KaXaas CTPOKa - 3TO HOBOE AeNCTBME):
3.1.) Beibepute "1. Manage servers in the pool", HaxmuTe Enter;

3.2.) BeibepuTte "3. Reboot host", HaxxmuTe Enter;

3.3.) BBeawute Bpy4Hyto "crm.uprspecteh.ru”, HaxmuTe Enter;

3.4.) NoaTtBepanTe nepesarpy3ky, BBeante BpyyHyto "y", HaxmuTe Enter.

BupTtyanbHas MmalunHa nepesarpy3vTcsi, 4OKAUTECh 3aBEPLUEHUS.

Mocne aToro nogaoMeHb! ByAyT OTKPLIBATLCSA KOPPEKTHO.
Mbl NpegocTaBuv Bam anropuTM B nepcnekTuee AobasneHnst Bamm N KonuyecTsa IOMEHOB, YTOObI Bbl CMOITIM CAeNnaTh 3T0 CaMOCTOSITENbBHO B Hy>KHOe Bpemsi 6e3 Heo6xoaMmMocTh obpallaTbes B
noaaepxky.

TakKe Mbl HACTPOWNY ANs BALLETO NPOEKTa yXKe MMEIOLLMECs Ha caiiTe JOMeHbI http://joxi.ru/bmoj6PjcOvOjlr.

Ham 6bino NPUATHO pasoGpaTbcg B 3TOM BOMNPOCE HECMOTPA HAa TO, YTO OH BbIXOAUT 3a PpaMKu CTaH/J,apTHOVI noaaep>XKu.



1. MynsTAOMEHHOCTbL Anga canTa (2)

[Tony4unTb Takon pesynerart — YToObl MOXHO
OblNI0 4OBAaBNATb HOBbIE NOAOOMEHbI, HE
3axogd B BuptyanbHyto MalumHy

Cenyvac npobnema c agpecom DOCUMENT_ROOT
N nann MHCTPYKLUMIO, KaK 9TO caenaTtb — Yepes
BUPTYanbHYO MaLLUUHY

A npobrnemy He peLumnnn — Xody peaakTmpoBaTb,
He 3axo44 B BUPTyanbHYO MaLLUUHY



2.Ha cante oTcyTCTBYIOT BED-
doopMbl 1 MOYTOBbIE COOLITUA U
NOYTOBbIE LLIAOMNOHBI

Ha caiite orcytcTBYy10T BeO-popmbl. Ecnu nipu ycTaHoBKe penieHus Makcumym He
yCTaHOBJIEH MOyJib BeO-(hopm, To popmbl HE co3aamayTCs, B MyOJIMYHON YaCTH
dbyukironan ¢bopm He Oyner padorars. [Ipu 3ToM HET BO3MOXKHOCTH CTaHIapTHBIMHU
CpEICTBAMHU PEIICHUS] YCTAHOBUTH BEO-(POPMBI, TOUTOBBIE COOBITUS U TIOYTOBBIE
1a0JIOHBI.

EcTb anbrepHaTUBHBIN crioco0 co3nanust Gopm (
https://nikaverro.ru/blog/bitrix/skript-dlya-sozdaniya-form-aspro-maksimum/ ) B 11eJIoM OH
KOPPEKTHBIN, HO paOOTHI BBITIOHSIIOTCS HA BAIll CTPAX M PUCK, TOITOMY TIEpE]l Ha9aJIOM
00s13aTeNIbHO CO3/IaBaliTe PE3EPBHYIO KOMUIO JUIsl BOBMOXKHOCTH OTKATa.

https://aspro.ru/kb/article/429/

['ne mexxar y Hac TECTOBBIE:
https://crm.uprspecteh.ru/bitrix/admin/fileman_admin.php?PAGEN_1=1&SIZEN_1=20&
lang=ru&site=s2&path=%2Ftest-forms%2Fform&show_perms_for=0

[Tocne peuieHus ynajauThb




3 « be3onacHocTb 3aronoBkoB oTBeTa HTTP (1)

https://securityheaders.com/?g=https%3A%2F%2Fuprspecteh.ru%2F&hide=on&followRedirects=on

lNpoaHanunanpyinTe Bawn 3arofioBKM OTKIMKA HTTP
BbICTpO 1 nerko oueHMTbL 6e30NacHOCTb BaLLMX 3arofioBKOB oTBETa HTTP

¥ X-Content-Type-Options | % Strict-Transport-Security | % Content-Security-Policy | % X-Frame-Options

X Referrer-Policy | % Permissions-Policy

Headers:

McnpaBuThb Ha canTte —4Tobbl BCe Oblnn 3eneHbIMu

https://securityheaders.com/?q=https%3A%2F%2Fuprspecteh.ru%2F&hide=on&followRedirects=on
Mo>keTe NOMOYb 3aKPbITb 3TN YA3BUMOCTU?

1 6nok

Content-Security-Policy
Referrer-Policy

Permissions-Policy
2 bnok
X-Frame-Options (HacTpanBanu, 4Tobbl TECTbI MPOXOAMIT + Yepe3 AHAEKC "KapTbl MPOCMOTPOB" MOXHO ObINO CMOTPETb)
TyT HY>XHO NpaBUIIbHO NCNPaBUTb
TeCTbl B GUTPUKC NPOXOAMUT

AHOEeKC BUOuUT BCe OTIIUYHO

HO CTOPOHHWE 2 CepBUca OTOBPaKaIT OLINGKN



3. 3aKpbITNE YA3BMMOCTEN HA canTe

(2)

« 3 0nokK
* A NOTOM NPOBEPUTL U MaKCMMarbHO UCMPaBUTb TYT:

e https://http.itsoft.ru/?url=https%3A%2F%2Fuprspecteh.ru&accept=text%
2Fhtm|%2Capplication%2Fxhtm1%2Bxm|%2Capplication%2Fxml|%3Bq%3D
0.9%2Cimage%2Fwebp%2Cimage%2Fapng%2C*%2F*%3Bq%3D0.8%2Cap
plication%2Fsigned-exchange%3Bv%3Db3%3Bq%3D0.9&accept_en=gzip%
2C+deflate%2C+br&accept_lang=en&if modified since=Tue%2C+02+Aug+
2022+06%3A54%3A14+GMT&if none_match=f84c3e8097d36f3calad248
389273277&user_agent=Mozilla%2F5.0+(Windows+NT+10.0%3B+Win64%
3B+x64)+AppleWebKit%2F537.36+(KHTML%2C+like+Gecko)+Chrome%2F8
1.0.4044.129+Safari%2F537.36&h1=&v1=&h2=&v2=&h3=&v3=&h4=&v4=
&h5=&v5=&http_version=2&method=GET&timeout=2&postdata=

* 3aKprTb TN YA3BUMOCTU



