IIporoxkoa ICMP



[lpoTokon ICMP

ICMP (Internet Control Message Protocol) — npoTokon
MEXCETEBbLIX YNPaBAsAOLWMX COOOLLEHNN

[1lpoToKon IP npeaocTaBnseT CepBUC nepenavdm

OAHHbIX 6€3 rapaHTUn AOCTaBKW:
« B cnyyae ownbku npu nepenayve naketa HUKaKNMX 4ENCTBUN

He NpeanpPUHUMaETCS

PyHKUUN ICMP
« OnoBelleHne 06 owmbKkax Ha CETEBOM YPOBHE
* TecTtupoBaHue paboTocnocobHOCTU cETH

CoobuweHnsa 06 owmbdkax ICMP He oba3aTenbHOo
OOMKHbl 0bpabaTbiBaTbCA



dopmart 3aronoBka ICMP

J

[Mone
JaHHbIX



Tunbl ICMP- cooOLLEeHUN




Kogbl ICMP- coobLueHun (gns tuna 3)




[IlpumeHeHne ICMP

e [lnarHocTnKa cetu

* YTUNUTHI
* ping
e traceroute (B Windows tracert)



YTunuta ping

* [lpoBepka OOCTYNMHOCTU KOMMbIKOTEPA B CETU

o OXO-npoTokors ICMP:
« Oxo-3anpoc ICMP (Tun = 8, Koa = 0)
o Oxo-o1BeT ICMP (Tun =0, Kog = 0)
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YTunuta ping

* [lpoBepka OOCTYNMHOCTU KOMMbIKOTEPA B CETU

o OXO-npoTokors ICMP:
« Oxo-3anpoc ICMP (Tun = 8, Koa = 0)
o Oxo-o1BeT ICMP (Tun =0, Kog = 0)

- =




YTuUnurta ping

* [lpoBepka OOCTYNMHOCTU KOMMbIKOTEPA B CETU

o OXO-npoTokors ICMP:
« Oxo-3anpoc ICMP (Tun = 8, Koa = 0)
o Oxo-o1BeT ICMP (Tun =0, Kog = 0)

- =

CeTI/I n CUNCTeMbl TeﬂeKOMMyHMKaLLMVI.
MooTovon ICNP



YTuUnura ping

ping vk.com

ObmeH naketamn C¢ vk.com [87.240.131.120] c 32 OanTamu
OaHHbIX :

OTtBeT OT 87.240.131.120: wuucrno ©Gant=32 BpemMA=42MC
TTL=49

OTtBeT OT 87.240.131.120: wu4ucrno ©Gant=32 BpemA=41MmcC
TTL=49

OTtBeT OT 87.240.131.120: wu4ucrno ©Gant=32 BpemA=41McC
TTL=49

OTtBeT OT 87.240.131.120: wuucrno ©Gant=32 BpemMA=42MC
TTL=49

Ctatuctmka Ping ana 87.240.131.120:
[lakeToB: oOTnpaBneHo = 4, MofiydeHo = 4, MOTEPHAHO = ©
(0% noTtepb)
[MpnbnunantenbHoe BpeMsi Npuema-nepenadn B MC:
MuHumanbHoe = 41mcek, MakcumanbHoe = 42 MCeK,
CpenoHee = 41 mcek



YTunumta traceroute

* traceroute onpeaensetr MapLpyT OT OTpaBUTENS K
nonyvaTento

e HaxoauTt agpeca Bcex MapLupyTM3aTopoB, Yepes
KOTOpbIE MPOXOAMUT NaKeT
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>tracert vk.com

YTunumta traceroute

TpaccupoBka MapLupyTa K vk.com [87.240.131.120]
C MakcuMmarsibHbIM 4YUCIOM MPbIKKOB 30:

1 3 ms
2 1 ms
3 101 ms
4 4 ms
5 1 ms
6 1 ms
7 41 ms

ms
ms
ms
ms
ms
ms
41 ms

R AR R R R

1
1
10
1
1
1

42 ms

ms
ms
ms
ms
ms
ms

10.
10.
10.
10.
10.
10.

113.192.62
255.34.10
255.34.4
255.31.1
255.31.9
96.242.1

srv120-131-240-87.vk.com [87.240.131.120]

TpaccupoBKka 3aBeplueHa.



PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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PaboTa yTunuThbl traceroute
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NTorn

ICMP (Internet Control Message Protocol) — NpOTOKOJ
MEXCETEBbIX YNPaBnsAoLWmMX COOOLLEHNN

OyHKuMKM ICMP
« OnoBsellueHne 00 owmnbKkax Ha CeTeBOM YPOBHE
» TecTtupoBaHue paboTocnocobHOCTU cETH

3aronoBok ICMP
e Twun coobLeHunsa
 Kopa coobLeHus

YTunutel, ncnonbayowme ICMP
* ping
* traceroute
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IIporokoa ARP



[lpoTOKOM ARP

ARP (Address Resolution Protocol) — npoTokon
paspeLLeHns agpecoB

CeTeBoe B3anMoaencTBUeE BbINOMNMHASTCA C

ncnonb3oBaHMeEM IP-agpecos:
* ping 192.168.10.43
e ssh server.university.org

[1aHHblE NnepenatnTcsi C NOMOLLbI TEXHOSOMNM
KaHanbHOro YpPOBHS:

* Ethernet, Wi-Fi, MAC-agpeca

Heobxoanmel cpeactBa onpegeneHnss MAC-agpeca
KOMMbloTEpa no ero IP-agpecy



$ cat

00 :
00
00:
00:
00:
00:
00:
00:
00:

17:
17:
17:
17:
17:
17:
17:
17:
17:

Tabnuua cooTBETCTBUSA

/etc/ethers
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31:

31
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31:

31
31
31

A7
‘A7
2E:
‘A7
‘A7
9A:
‘A7
‘A7
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[lpoTOKOM ARP

° npOTOKOJ'I ARP No3BOSIdeT aBTOMaTUYECKU
onpegennte MAC-agpec komnbkoTepa no ero |P-

agpecy
« ARP paboTaeT B pexxmme 3anpoc-oTBeT



ARP-3anpoc




ARP-3anpoc




ARP-3anpoc




ARP-OTBET




ARP-OTBET




dopmaT ARP-3anpoca

ITokanbHbI agpec nony4aTens 00:00:00:00:00:00
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dopmaT ARP-OTBETA

JlokanbHbIM agpec oTnpaBUTENd 30-B6-C2-13-2B-6

A
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MecTto B moaenu OSI

MpuknagHou HTTP SMTP DNS FTP
TpaHCNOPTHbIN TCP UDP
CeTeBoM IP """ I CMP """"
AR DHCP__
CeTeBbix Ethernet Wi-Fi DSL
NHTepdencos




ARP HE NpOXOAUT Yepes3 MapLLUpyTU3aTops.l
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ARP HE NpOXOAUT Yepes3 MapLLUpyTU3aTops.l




ARP HE NpOXOAUT Yepes3 MapLLUpyTU3aTops.l




ARP-Tabnuua

« KoMNblOTEPLI B CETU 3annUCbIiBalOT MHPOPMaLIUIO O

HangeHHbIX MAC-agpecax B K3l
— HeT HeobxoanMocTun 3anpawmnsate MAC-aapec npwu
Ka>XA oM OTnpaB/1eHUU

e ARP-Tabnuua XpaHUT aHHble 0 cooTBeTCTBUUN MAC

" IP-agpecos
— arp -a




OntumMmmsauumm ARP

* 3Bne4vyeHne nHgopmaummn n3 ARP-3anpoca

3anpochkl 0TNpaBRAATCA Ha LUMPOKOBeLLaTeNbHbIN aapec
Bce KoMnbloTepbl N3BMEKaKT U 3aNOMUHALOT IP 1 MAC-
ajpeca oTnpaBuUTeENs 3anpoca

» [obpoBonbHbIN ARP-3anpoc (Gratuitous ARP):

3anpoc cobcTBeHHOro IP-agpeca

cnonb3yeTcs npyn Ha3HadeHnn HOBOro IP-agpeca ans
ObICTPOro onoBeLLEHUA BCEX KOMMbIOTEPOB B CETU
[MpenoTBpaLleHne NCMorb30BaHNUA OJNHAKOBBIX |P-
aapecoB B CETU



NTorn

ARP (Address Resolution Protocol) — npoTokon
paspeLLeHns agpecoB

[No3BonseT aBToMaTudecku onpeaenutb MAC-
agpec KoMnbloTepa no ero IP-agpecy

Pexxum paboTbl 3anpoc-OTBET:

e 3anpoc OTrNpaB/iISeTCs Ha WNPOKOBEeLlaTeNIbHbIN
aapec

« OTBeT NochblIaeT TOJIbKO KOMMbIOTEP C
3anpoweHHbIM IP-agpecom

PesynbraTtbl paboTbl npoTokona ARP
3anucbiBatoTcst B ARP-Tabnuuy Ha komnbloTepe



Npotokon DHCP



NpoTtokon DHCP

DHCP (Dynamic Host Configuration Protocol) -
NPOTOKO/1 AMHAMNUYECKON KOHPUIypaLunm XoCTOB

Ons paboTbl B ceTu KOMMNbIOTEPY HYXeH IP-aapec

MeToabl Ha3HadyeHuda IP-agpecos
 Bpyu4Hylo
e ABTOMATUYECKU

[TfpoTokon DHCP

 [lo3Bondetr Ha3HadaTb I[P-agapeca KOMMbOTEpaM B CETU
aBTOMaTU4YeCKu

« TpebyeT cozgaHuna nHppactpyktypbl (DHCP cepsep)

 IP-agpeca XoCTOB MOryT MEHATbLCH



NpoTtokon DHCP

KnneHt DHCP

« KoMnbloTep, KOTOpbIN nosiydaeTt IP-agpec aBToMaTnyecku

CepBep DHCP

« KoMnbloTep, KoTopblh obecneymBaeT Ha3HadeHue IP-
aapecos

« Beper Tabnuuy BblgeneHHbIX IP-agpecoB, 4TOObLI
n3bexxatb Ay61mMpoBaHus

KnneHT mn cepsep o6MeHMBalOTCad coobLieHnsamum
DHCP B peXxunme 3anpoc-oTBeT



NMonydyeHue IP-aapeca

KnneHtT
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NMonydyeHue IP-aapeca

KnneHtT

DISCOVER
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NMNonyyeHnue IP-appeca

KnneHtT

DISCOVER

NpoKOBeLLaTesbHbIN adpec
FF:FF:FF:FF:FF:FF




NMNonyyeHnue IP-appeca

KnneHtT

DISCOVER

OFFER, IP-
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NMNonyyeHnue IP-appeca

KnneHtT

"
— "
OFFER, IP-

REQUEST, IP-agpec

 »
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NMNonyyeHnue IP-appeca

KnneHtT

=
— "
OFFER, IP-

REQUEST, IP-agpec

ACK, IP-agpec
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NMNonyyeHnue IP-appeca

KnneHtT

= DISCOVER

D  »
R ] REQUEST, IP-agpec
—

50



NpoTtokon DHCP

CooGuienme DHCP

DISCOVER
OFFER

REQUEST
ACK

NACK

RELEASE
INFORM

[Monck DHCP cepBepa

[MpepnoxeHune IP-agpeca DHCP cepBepoMm
KINEHTY

3anpoc IP-aapeca DHCP knneHTOM

[MoaTBepXxaeHne Ha3zHavyeHusa IP-aapeca
DHCP knueHTty

3anpeT UCnosib30BaHMS 3anpoLleHHOoro
DHCP knuneHTtoM IP-aapeca

OcBoboxnaeHune IP-agpeca

3anpoc un nepeaava AOMOJHUTENIbHOW
KOH(pUrypaunoHHON MHpopMaLummn
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3ayeM HYXXHO 4YyeTbipe wara?

KnunenTt CepBep

DISCOVER

OFFER, IP-

REQUEST, IP-agpec

ACK, IP-agpec

52



3ayeM HYXXHO 4YyeTbipe wara?

KnunenTt CepBep

=
— "
OFFER, IP-

ACK, IP-agpec
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OBa DHCP cepBepa B cetu
Cepsep 1

KnneHt

=

DISCOVER DISCOVER
—
OFFER, IP-agpec 1 OFFER, IP-agpec 2
—
REQUEST, IP-agpec 2 REQUEST, IP-agpec 2
4  —>

ACK, IP-agpec 2

| rapamer

54



Ownbkm Nnpm nepepaue

KnneHtT

DISCOVER

OFFER, IP-
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Ownbkm Nnpm nepepaue

KnneHtT

=

AN

DISCOVER

OFFER, IP-

ACK, nckaxxeHHbIn IP-agpec
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Ha3zHauyeHue aapecoB B DHCP

POuKCcMpoBaHHbIN
 BbloeneHHbln IP-aapec anga kaxaoro MAC-aapeca

[INHaMmnyecknim
 BbigeneHmne komnbtoTepy nwboro IP-agpeca w3 nyna

agpecos

[Tyn agpecos
« Cnucok (amana3oH) IP-agpecoB, KOTOpble Ha3Ha4vaeT

DHCP cepBep
« DHCP cepBep cneanTt 3a YHUKANIbHOCTbIO pacnpeaeneHus

agpecos



BpemMmsa apeHabl B DHCP

IP-agpec BblAEeNsAeTCS DHCP KITNEHTY Ha

orpaHN4eHHoe BpeMA
- Bpemsa apeHAabl (lease time)
 TunmnyHoe Bpem4a: 1 yac, 1 cyTkun, 3 CyTOK U T.M.

[loche OKOH4YaHuUA BpeMeHM apeHabl IP-aapec
ocBoboXXaaeTcs

DHCP knmMeHT MOXeT npoannTb UCnonb3oBaHue IP-

agpeca rnocsjieé OKOH4aHunsAa ap€EHTbI
« CokpalleHHasa npoueaypa nonydyeHuda IP-agpeca



O6HoBNneHune apeHabl IP-aapeca

KnuneHt CepBep

’1
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O6HoBNneHune apeHabl IP-aapeca

KnuneHt CepBep

REQUEST, IP-agpec

ACK, IP-agpec
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lpekpaweHme Mcnosib30BaHUA agpeca

OKOoH4YaHue ncnonb3oBaHua IP-agpeca

« CoobuweHmne DHCP Release
« CepBep MOXET Ha3HauuTb ocBoboaAMBLUMNCA aapec

NPYroMy K/neHTa

CoobuieHune DHCP Release aBTOMaTUYECKMU
oTnpasBngeTca coBpeMeHHbiMM OC npu KOpPppPEKTHOM
BbIK/THOYEHUNN

OTtcyTtcTBue coobuweHns DHCP Release
 [10 okOH4YaHunAa cpoka apeHabl DHCP cepBep cuuTtaet IP-

agpec 3aHATbIM
 [locne oKoOHYaHUA apeHabl agpec 0cBOboOXAaeTcs



KoHdpurypaumoHHaa mHdopMmaums

Onsa paboTbl B CeTU HYXeH He TosbKo IP-aapec

KoHdurypaumoHHble napaMeTpbl nepeanatotcsd DHCP B
KayecTBe onuuu

DHCP npegocrtaBngeT AONONHUTENBHO:
« Macky noacetu
 MaplwpyTmnsaTtop rno ymosidaHuio (Lir3)
« Aapeca DNS-cepBepoB
« AApeca cepBepoOB BpeEMEHMU
« MapuwpyThl
* N APYryr MHpopMauuio



Nounck DHCP cepBepa B cetHn

KnnenT
DHCP
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Nounck DHCP cepBepa B cetHn

KnnenT
DHCP
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Nounck DHCP cepBepa B cetHn

KnnenT
DHCP
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Nounck DHCP cepBepa B cetHn

KnnenT
DHCP
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Nounck DHCP cepBepa B cetHn

KnnenT
DHCP
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Nounck DHCP cepBepa B cetHn

KnnenT
DHCP DHCP

Relay ‘L!!!l L;:;]
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Nounck DHCP cepBepa B cetHn

KnnenT
DHCP DHCP

Relay ‘L!!!l L;:;]
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Urtorm

[TpoTokon DHCP

ABTOMaTMnyeckoe Ha3HadeHue IP-aapecoB wn Apyrou
KOHUrypayumoHHOM MHpopMaLmmn

ApXUTEKTYpa KIIMEHT-cepBep
* Pexum paboTbl 3anpoc-oTBeT

[Tpouecc nonydyeHunsa IP-aapeca
- DORA

AZpec BblJaeTca Ha orpaHMYeHHbI CcpoK (apeHaa)

DHCP cepBep A0/1KeH HaxoaUTCA B TOW Xe MOACETH,
4yTo U KnmeHt DHCP



