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A Anbda-baHk

MHCTpYKUMA NO yCTaHOBKE U HAacCTpPoOUKe
vAaneHHoro goctyna K cucteme CA PAM
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[MlepBOE Nnopgkn4YeHue —

lNepen nepBbIM NOAKITIOYEHUEM, C UCMNOMNb30BAHNEM CUCTEMBI
yaanénHoro goctyna CA PAM, Bam Heobxoanmo
NPOBEPUTL/BLINOMHUTL criegyroLlme AencTBUs:

1. UT-3asBKa Ha yganeHHbIn 4OCTYyN K CUCTEME corflacoBaHa u
NCMOJSIHEHA

2.Y Bac ecTb nporpaMmHbIin nnu annapaTtHbin RSA kntou,
reHepupyroLwmn ogHopa3oBble naponm

3. YcTtaHoBreH n HactpoeH VPN knneHT (cMm. crnangbl 3-12)

4. YctaHoBneH un HacTtpoeH CA PAM knueHT (cMm. cnanabl 13-21)



A Anbda-baHk

YctaHoBKa n Hactpouka VPN knueHTa
Check Point Endpoint Security VPN

CkayaTtb ANCTpmnBYTUB MOXHO MO CChISIKE:

Ona OC Windows:
https://supportcenter.checkpoint.com/support

[Ona OC Mac OS:
https://supportcenter.checkpoint.com/support

center/portal/role/supportcenterUser/page/def

center/portal/user/anon/page/default.psml/me

ault.psml/media-type/html?action=portlets.DC

dia-type/html?action=portlets.DCFileAction&e

FileAction&eventSubmit doGetdcdetails=&fil

ventSubmit doGetdcdetails=&fileid=96032

eid=103038
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YctaHoBKa VPN kKnueHTa

(BbINONHSIETCA €eAMHOPA30BO)

1. 3anycTtute yctaHoBky VPN KnneHTta oT uMeHn agMUHUCTpaTopa
2. Haxxmnte Next
3. Beibepute Endpoint Security VPN 1 Haxxmute Next

1§ Check Point VPN Installation Wizard - X #7 Check Point VPN Installation Wizard — <
Client Products Check Point
i
Choose a product to install E son'n?:glcumxgn 10,
Welcome to Check Point VPN Installation Wizard
(® Endpoint Security VPN

Enterprise Grade Remote Access Client, including basic Endpoint

Installation Wizard will install Check Point VPN on your SEcly Esaliise (Hechempnadiet for Saciet I erincen ).

computer. To continue, click Next.

(O Check Point Mobile
Enterprise Grade Remote Access Client.

(O) secuRemote
Basic Remote Access Client.

E’ Check Point

SOFTWARE TECHNOLOGES LTD

Back [ _Ned || cancel Back || Next || Cancel




YctaHoBka VPN knueHTa A ana-san

(BbINONHSIETCA €eAMHOPA30BO)

4. Npmnte NUUEH3NOHHOE cornalleHune

5. Bblbepute anpekTopuio anst yCTaHOBKU KINMEHTA
6. Haxxmute Install n goxxgntecb OKOHYaHNA npoLecca yCTaHOBKU

ﬁ Check Point VPN Installation Wizarc — ﬂ Check Point VPN Installation Wizard

License Agreement B Destination Folder AR

J&] Check Point™

HOFTWARE TECNNCCOGIES LD, Click Next to install, or click Change to install to a different folder.

J&] Check Point

SOFTWARE TECHNCLOGIES LYD.

Please read the following license agreement carefully.

Software License Agreement & Limited Hardware Warranty A~ f—‘j Install Check Point VPN to:

Check Point Software Technologles Ltd. C:\Program Files (x86)\CheckPoinf\Endpoint Connect\ ' Change...

PART I- SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter “You™ or “Your”) and Check Point Software
Technologies Ltd. (hereinafter “Check Point”).

@ | accept the terms in the license agreement
O | do not accept the terms in the license agreement

Back Next Cancel Back “m Cancel
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YctaHoBKa VPN kKnueHTa

(BbINONHAETCA €ANHOPA30BO)

/. 'locne 3aBepLUeHNa YCTAHOBKM HaXXmute Finish v
nepesarpy3mte KOMnboTEP

:E Check Point VPN Installation Wizard — ﬁ Check Point VPN Installation Wizard —

Installing Check Point VPN
The program features you selected are being installed.

[_:‘] gheck Point’

Installation Wizard Completed

FTAARE TECHNOLOGIES LYD.

";'.' Please wait while Check Peint VPN is being installed. This may take several
=%  minutes.

Check Point VPN is successfully installed on your computer.
Click Finish to exit the wizard.

Status:

E Check Point

SOFTWARE TECHNOLOGEES LTD

Back Next Cancel Back 7 Cancel
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Hactpounka VPN knueHTa

(BbINONHSIETCA €eAMHOPA30BO)

1. 3anyctute mactep HacTtponkm VPN n3 meHto VPN Options

2. B oTkpbIBLLEMCSA OKHe Sites Haxxmnte New
3. B oTkpbiBLWEMCA OKHe Site Wizard Haxxmunte Next

Welcome to the Site Wizard

The wizard will guide you through the configuration of a new site
for the VPN client.

Connect
Connect to...
VPN Options

Help KopavHa

Show Client

Shutdown Client 10:36 l:'

e—— fdx PYC
IS (7 22.12.2017

Back Cancel Help
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Hactpounka VPN knueHTa

(BbINONHSIETCA €eAMHOPA30BO)

4. BBeaute agpec wnt3a: 21/7.12.96.114
5. BBeaute Ha3BaHue canta B none Display Name (onunoHansHO)
6. Haxxmnte Next

£ site Wizard X
Welcome to the Site Wizard \ 1
A site is your gateway to network resources. \’J
To continue, fill in the required information and click next.
Server address or Name: 217.12.96.114
(4] Display name: cAPAM

Back Next Cancel Help




HacTtpouka VPN knueHTa A nnpa-san

(BbINONHSIETCA €eAMHOPA30BO)

/. Belbepute Login Option — Standard (Default) n Haxxmnte Next

8. Bbibepute SecurlD Authentication — Use Key FOB hard token
9. Haxxkmute Next

& site Wizard X &) Site Wizard X
Login Option Selection e | SecurlD Authentication )
Selectyour login sequence choice from the options set by your aifnia' Selectyour SecurlD device type for authentication. \,I,

Q Use Key FOB hard token

This device connects easily to any key ring and fits into pocket or

Please select your preferred login option from the following list :
small carrying case.

Standard (Default) % (O Use PinPad card

Shaped as a credit card, the PinPad card contains a numeric

keypad. The code displayed is a combination of the PIN and the
current authenticator code.

(O use SecurID software token

A software implementation of the SecurID authentication.

L/

Back Next Cancel Help Back Next Cancel | Help




Hactpounka VPN knuneHTa

(BbINONHSIETCA €eAMHOPA30BO)

10. Haxxmute Finish

A Anbda-baHk

@ Site Wizard

Site created successfully

Back

Finish

Cancel

Help
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YctaHoBKa VPN coeanHeHus

(BbII'IOﬂHFIeTCFI NMPUN KaXaoMm nO,EI,KﬂI-O‘-IeHMM)

1. OTtKkponTe macTtep noaknoyeHus Beldbpas onuymio Connect
(3HAYOK KNMEHTa HaxoauTcs B Tpee)
2. BBegute cBou y4yeTHble AaHHbIE N HaXXmMuTe KHonKy Connect

Endpomt secumy. . Chegl(nf;?ggr
Site: CAPAM X

Connect to...
Authentication

VPN Options
Please enter your credentials: :
Username: | Bawa yuyetHan 3anuck B opmare U__ . ]
Help ’ PIN: AH- 4 uy ' '
I MuH-kog. 4 undpel |
Tokencode: | TokeH-koa, 6 ungp |
Show Client
Shutdown Client

Connect .~ Cancel | Help

Selected Login Option: Standard Change Login Option Settings
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YctaHoBKa VPN coeanHeHus

(BbII'IO.ﬂHFIeTCFI NMPUN KaXaoMm HOAKHI'O‘-IGHMM)

3. doxautecb ycnewHoro nogknoveHnsa B cetb baHka

@ Connected to CAPAM

Endpoint Security- = Check Point

we  SOFTWARE TECHNOLOGIES LTD

Check Point Endpoint Security
Connected to CAPAM

I 100% Client is compliant

6
Connection succeeded

| Disconnect | | ' Details >> |
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A Anbda-baHk

YctaHoBKa n HacTtpounka CA PAM knueHTa

CkavaTb LI,I/ICTpM6yTVIB MO>XHO MO CCbIJIKE:

Ona OC Windows: [Ona OC Mac OS:



YctaHoBka CA PAM kKnueHTa A Anpa-sanx

(BbINONHSIETCA €eAMHOPA30BO)

1. 3anyctute yctaHoBky CA PAM KnneHTta oT UMeHU
agMUHUCTpaTopa

2. pumunTe NMUEH3NOHHOE cornalleHmne, NpomMoTaB TEKCT B
KoHel n Haxxmute Next

&/ CA PAM Client &|ca PAM Client i

Introduction License Agreement

Installation and Use of CA PAM Client Requires Acceptance of the

InstallAnywhere will guide you through the installation of CA PAM
Following License Agreement:
&

Client.

Select the "I accept the terms of the License
Agreement” radio button, and then click on the
"Next” button to accept the terms and conditions
of this Agreement as set forth above and proceed
with the installation process.

Itis strongly recommended that you quit all programs befare
continuing with this installation.

Click the 'Next' button to proceed to the next screen. If you want to
change something on a previous screen, click the 'Previous' button.

Select the "I do NOT accept the terms of the

License Agreement” radio button and then click on
the "Cancel™ button to halt the installation

process.
=

(™ Ido NOT accept the terms of the License Agreement

You may cancel this installation at any time by clicking the 'Cancel’
hutton.

InstallAnywhere

Cancel Previous

InstallAnywhere
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YctaHoBka CA PAM knueHTa

(BbINONHSIETCA €eAMHOPA30BO)

3. Beibepute Tnn ycraHosku Typical

4. Ykaxunte nyTtb ong ycraHoskn CA PAM knneHTa
(pekoMeHOyeTCca OCTaBUTb NYyTb YCTAHOBKU KITMEHTA NO
YMOJST4YaHUI0)

S/ CA PAM Client = CA PAM Client - X
Choose Install Set

& .+ Typical
ﬂ Installs all product files on this computer

Please choose a destination folder for this installation.

Where Would You Like to Install?
'® Run C:\Users\J_M11YN\CA PAM Client
Do not install product, but extract product contents into a

temporany location and execute the product Restore Default Folder | Choose...

InstallAnywhere

Cancel Previous




YctaHoBka CA PAM kKnueHTa A Anpa-sanx

(BbINONHSIETCA €eAMHOPA30BO)

5. loxauTech 3aBepLUEHUsI YCTaHOBKM U yOeauTech B TOM,
4YTO YCTaHOBKA 3aBeplLLeHa ycneLHo

&|ca PAM Client K

Install Complete

Please Review the Following Before Continuing: Conagratulations! CA PAM Client has been successfully installed to:

AU J MITYN'CA PAM Cii
Product Name: C:\Users'U_M11YN'\CA PAM Client

CA PAM Client

Install Folder:
C:\Users\U_MI11YN\CA PAM Client

OAANANAAAN

Disk Space Information (for Installation Target):
Required: 178 864 469 Byvtes
Available: 151 338 418 176 Bytes

InstallAnywhere

Previous




MoakniovyeHue K cucteme CA PAM A Anipa-sanx

(BblﬂOﬂHﬂeTCﬂ NMPUN KaXaoMm HO,EI,KHI-O‘-IeHVIM)

1. 3anyctute knneHt CA PAM
2. 3anonHuTe gaHHble nogkntodeHnsa n Haxkmute Connect

Address: BBeaute umsa cepsepa CA PAM (aaHHaa nHdopmauma coaepxmtca B yBeaomMrieHUn od ncnonHeHnm Bawen
3asBKMU oT Service Manager)

UmeHa cepsepos CA PAM:

capamZ2.moscow.alfaintra.net

capam3.moscow.alfaintra.net

capam4.moscow.alfaintra.net

capamb.moscow.alfaintra.net

Connect Mode: Bbibepute onumto WEB

@ CA Privileged Access Manage

Ca CA Privileged Access Manager

Address: capamS.moscow.alfaintra.ne ¥

Connect Mode: WEB v

e X6, | Conmect | Cancel




NMoaknoueHue kK cucteme CA PAM

(BbII'IOﬂHFIeTCFI npn nepBomMm HOAKHI-O‘-IGHVIM)

A Anbda-baHk

3. BbinonHUTE MMNOPT BCexX cepTUdPUKaTOB, KOTOPLIE

rnpegiaraloTcAd KIimeHToM

[na nmnopTa cepTnumkaTtos nocrenoBaTerbHO BbIMOSTHUTE
cnepywoLwme 0encTBuUS:

- HaxmuTte kHoriky View Certificate

- BblbepuTe Bknagky Certificate 1 n HaxmuTe Import, 3atem Yes
- BblbepuTe Bknagky Certificate 2 n Haxmute Import, 3atem Yes
- M TaK panee...

- HaxmuTe KHonky Continue

@ Verify Certificate X

The identity of the remote computer cannot be verified. Do you want to
connect anyway?

The remote computer could not be authenticated due to
problems with its security certificate. It may be unsafe to
proceed.

Location: capam5.moscow.alfaintra.net

/ Continue ‘ Cancel
s ——

Confirmation X

&
'0' Are you sure you want to import and trust "capam5.moscow.alfaintra.net" certificate?

Q Verify Certificate

The identity of the remote computer cannot be verified. Do you want to

connect anyway?

The remote computer could not be authenticated due to
problems with its security certificate. It may be unsafe to

proceed.

Location: capam5.moscow.alfaintra.net

Certificate 1 Certificate 2 Certificate 3 |

Subject

Common Name (CN)
Organization (O)
Organizational Unit (OU)
Country (C)

State (ST)

Locality (L)

Email Address (E)

Issuer

Common Name (CN)
Organization (O)
Organizational Unit (OU)
Country (C)

State (ST)

Locality (L)

Email Address (E)

capam5.moscow.alfaintra.net
AO ALFA-BANK

RU

MSK
Moscow

Alfa-Bank Sub2 CA 2012




MopgkntouyeHume K cucteme CA PAM A ana-san

(BbII'IO.ﬂHFIeTCFI NMPUN KaXaoMm HOAKHI'O‘-IGHMM)

4. ObHOBUTE N Nepe3anyCcTuTe KNUeHT

x| x|
CA Privileged Access Manager CA Privileged Access Manager
ted! es fec hes
Update is required Updating client files

Current Version: 2.8.0
MNew Yersion: 283
Size of Update: 58,12 MB

Update Back Cancel Cancel

] 8%

X
CA Privileged Access Manager

technologies
Restart is necessary

Critical update received. Restart is necessary.




MoakniovyeHue K cucteme CA PAM A Anipa-sanx

(BblﬂOﬂHﬂeTCﬂ NMPUN KaXaoMm HO,EI,KHI-O‘-IeHVIM)

4. BeBeante y4yeTHble gaHHble N Haxxmute Login

Username: BBeante 06LLebaHKOBCKYHO YYETHYIO 3anuchb (U_...)
Password: BBeanTe 06Le0aHKOBCKNI AOMEHHbIN Naponb
Authentication Type: BbiGepuTte onumto LDAP+RSA

Domain: BbiGepnTe COOTBETCTBYIOLMI BaLlen Y4ETHOM 3annCcK AOMEH

Passcode: BBegnTe B ogHOM none 4 undpbl NnH-koga 1 6 unudp TokeHa nocregoBaTenbHO (oTobpakatoTesi B Bbl4aHHOM
Bam TOKEHE)

@ CA Privileged Access Mat
(‘a CA Privileged Access Manager
Login to capam5.moscow.alfaintra.net

Username:

Password:

Authentication Type: LDAP+RSA v
Domain: moscow.alfaintra.net v
Passcode (PIN+Tokencode):

' Login | Cancel
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NMoaknoueHue kK cucteme CA PAM

(BbII'IOﬂHFIeTCFI NMPUN KaXaoMm HO,EI,KHI-O‘-IeHMM)

5. Ybeautech, YTO coegnHeHNEe yCneLwwHo YCTaHOBIIEHO U B
cnucke npucytcteyeT Baw pabounn INK
6. lNogknounTech K cBoemy pabodemy K

Ons nsameHeHusi pasmepa okHa HeobXoaMMO 3afepkaTb Kypcop Ha Haanucuy rdp Ha 5 cekyHa, He
HaXknmasi KHOMoK MblLLIN

@ CA Privileged Access Manager Client - capam3.moscow.alfaintra.net - O X

m. CA Privileged Access Manager

nnnnnnnnnnn




