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3D files browser AMESAIDEE

3 months
Web-based 3D files browser, with authentication and admin tools where

admins can manage 3D files and users.
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Implemented Functions \MCBRIDGE

Engineering Software Development Made Easy

Lab Work 1 Lab Work 2
-« Implementation of Files Storage « Creation of users management, which
Server; consists of server APl and client part;
- Ready Files Storage has ability to: « The app has a web interface with the
* upload; ability to:
* update; * view users list;
* get; * Create;
» delete files. * update;

°* remove users.
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Implemented Functions

Lab Work 3

« Creation of models management,
that consists of server APl and client
part;

* The app should has a web interface
with the ability to manipulate models

like creating, updating and deleting;
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Engineering Software Development Made Easy

Lab Work 4

* Implement authentication and
authorization;

* The app should has a web interface
with the ability to login user ;

* Implement a permission to
create/update/delete users only for

Admin role;
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Technologies Used

Laboratory work 1

Q@ @
0

—press  JS

mongoDB
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Laboratory work 2

ASP.NET

(.:re WK ARM A

Entity Framework

INGULAR (GTe
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Technologies Used

Laboratory work 3

ASP.NET

@re WK ARMA

Entity Framework

INGULAR (eTe
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Laboratory work 4

ASP.NET
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Deployment diagram

User
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Browser

Web-browser

Angular

Web-interface

HTTP:4200

Data exchange interface
for the server

~AMCBRIDGE=

Engineering Software Development Made Easy

ASP.NET Core

HTTPS: 5001

HTTP:3000

Data exchange
interface for the

server

Interface database

Data exchange
interface for the
server

Node.js

Interface database

A

)

MongoD8

maongodb://127.0.0.1:27017/Files

A
)

MS SQL Server
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App Architecture AMCSRDGE

ASP.NET

ore

Components
’ (user-authorization)

Service
(UserService)
VIeW “ components Seivice Cogfr%rller
Templates (model,model-dialog) model-service
s Components Service

(user,user-dialog) (user-service) Models Semvi ’
Controller ervice

(ModelService)

Models
(user, model)
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Database relationships ANMCBRIDGE

icrosoft@<< -
SQL Server . mongoDB.

Models |
T d
- v ud
::s(:puon Modelld
Filekey Tagid storageFiles
PreviewBlobKey [=O- oy
CreatedAt
Createdsy id Objectid filename string
UpdatedAt
UpdatedBy g
e path string length varchar
metadata string content_type varchar
o createdAt datetime uploadDate string
T d
Email Modelid i
Fettiome Fiekey updatedAt datetime md5 string
LastName Createdat
ImageBlobKey i '
PasswordHash Sy metadata Stl’l ﬂg
PasswordSalt
Roleld
_?
?d
Name
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Sequence diagram (login page) AMCBRADGE

Front-End (Angular) Back-End (ASP.NET Core Web API ) Database Server
Component Controller Service
RELE (UserAuthorization) (AuthController) (UsersService) e
User H i : :
—  htto/flocalhost 4200/login i |
Call component UserAuth
» hitp:/flocalhost:5001/get-token ; )
Authenticate(AuthenticateRequest)
get user >
return AuthenticateResponse class | | _ return user
i JWT <
b Navigate to htip:/localhost/4200/models
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» Sequence diagram (user page)

hitp ocanost 4200/usars
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Engineering Software Development Made Easy

Front-End (Angular) Back-End (ASP.NET Core Web API) Database Server
Route Component Service Controller Service MS SQL
{UsersComponent) { ) (UsersController) (UsersService) Server
Call UserC. nt 1 UsersList() “ M 5 §
%! ampone:! gb! serslisy ™
http:/ocalhost/5001/; d v
£ S oo 'l et users i Back-End (Node js, Express, Mongoose)
Resull<List<Users> | e j —— —
i UArn raturn List<Usars return Resull<bist<User>> _]‘ Route cmﬁ‘olb[
urn Us:
hﬂp:fn'bC&hOSLQUOév’ﬁ@'{id} getUserByld(reg res) ‘

Display data

v
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» Sequence diagram (create model)
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Engineering Software Development Made Easy

Front-End (Angular) Back-End (ASP.NET Core 'Web API ) Dalaboyon Server
S on ; = Contraler Service MS
3 g ) ‘ CressdeboouisyncMoce | O] .] ke mccw 5 Back-End (Node j=. Express, Mongoose) ms
ik el tmouied
vl | Roue | Controler | ‘ e
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Nodejs & express

1. Import URL of database server

2. Connect express, routers and create application object

3. Install routers to handle all requests along the route

(/file)

4. Setup connection through port(3000)

AMC Bridge confidential. For internal use only
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Engineering Software Development Made Easy

imporf url from './url-list.json’

const express = require('express’)

const app = express();

const cors = require('cors');

konst router = require('./routes/fileRouter’);

app.use(cors());
app.use('/files', router);

app.listen(url.PORT, () => {
console.log('We are live on ' + url.PORT);

1)
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mongoDB & mongoose AMCBRIDGE

Engineering Software Development Made Easy

1. Connecting mongoose 4. Create connection with mongoDB

1 const mongoose = require('mongoose’);
20 - mongoose.connect(mongourl,

21 {
. 22 useNewUrlParser:true,

2. Creatlﬂg SChema 23 useUnifiedTopology : true
2 b

3 const fileSchema = mongoose.Schema ({ 25 () =>{

2 path: String, 26 gfs = Grid(connect.db, mongoose.mongo);

> mekadata ¢ Hutfer; 27 gfs.collection('uploads');

6 createdAt : {type: Date, default: Date.now}, : ?

7 updatedAt : {type: Date, default: Date.now}, 28 )

8 filename : String

9

D 5. Create file storage

30 const storage = new GridFsStorage({

. . . 31 url: mongourl,
3. Creating model and exporting it o | et
. 33 return new Promise((resolve, reject) => {
34 crypto.randomBytes(16, (err, buf) => {
35 if (err) {
14 module.exports = mongoose.model('File’, fileSchema); 36 return reject(err);
37
38 const filename = buf.toString('hex') + path.extname(file.originalname)
39 const fileInfo = {
40 filename: filename,
41 bucketName: ‘uploads’
42 ¥
43 resolve(fileInfo);
44 s
45 s
46 i
a7 1;
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Angular (Implement operations with
files from service) AMCBRDGE

1. Implement adding file in database

87 public async setFileIntoDb(file : File){
88 const endPoint = urls.fileurl;

89 const formData = new FormData();

20 formData.append("file", file, file.name);

91 let uploaddedFile = await this.http.post(endPoint, formData).toPromise(); 2 |mp|ement Updat|ng CAD ﬂle |n data base

92 return uploaddedFile.value0Of();

> ; 95 public async updateCADFileFromDb(file : File, model : Model){
96 const endPoint = urls.fileUrl;
97
98 const formData = new FormData();
99 formData.append('file', file, file.name);
100 let updatedFile = await this.http.put(endPoint + "/" + model.filekKey, formData).toPromise();
101 return updatedFile;

3. Implement updating images in database 102 |}

104 public async updateImageFileFromDb(file : File, model : Model){

105 const endPoint = urls.fileUrl;

106

107 const formData = new FormData();

108 formData.append('file', file, file.name);

109 let updatedFile = await this.http.put(endPoint + "/" + model.previewBlobKey, formData).toPromise();
110 return updatedfile;

111 }

AMC Bridge confidential. For internal use only Copyright © 2020, AMC Bridge LLC | www.amcbridge.com



Entity Framework Core (Create a U—
database context for MS SQL Server)

1. Creating a collection for entities that are mapped 3. Creating primary key of table.

tO database tables 119 ’ : Emod(ZelBuilq;{‘.Er»!'_ci>ty<Rol(j:>().Hi;sKgy(x_=> %.Td)5

' ‘ 28 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item

15 public DbSet<User> Users { get; set; } . . .

: . 9 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item 4_ Creatlng COlumnS and addlng ReqU|red
16 public DbSet<Role> Roles { get; set; }

i : 17 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item

17 . public DbSet<Model> Models { get; set; } Conﬂgu ratIOﬂ

' ' 19 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item

18 i ' public DbSet<Tag> Tags { get; set; }
E 3 2 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item 120 {_i : : : modelBuilder. Entity<Role> (entity 55
19 -  public DbSet<ModelHistory> ModelHistories { get; set; } T! ! !
i A 4 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item 121 ¢ ! . { )
20 ¢+ public DbSet<ModelTags> ModelTags { get; set; } 122 ' ‘ ‘ + entity.Property(e => e.Id);
o 123 i entity.Property(e => e.Name).IsRequired();
124 |1 D

2. Creating connection with database in Startup class. h Ao les

modelBuilder.Entity<User>()

e [1 4
41 i1 i string connection = Configuration.GetConnectionString("DefaultConnection"); 137 s E 5 .HasOne(u => u.Role)
42 : services.AddDbContext<DBContext>(options => options.UseSqlServer(connection)); 138 J g ] .withMany()
139 X ( ‘ .HasForeignKey(r => r.Roleld);
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ASP.NET Core (Implement Data

~AMCBRIDGE=

Transfer Object and AutoMapper )

1. Implement Data Transfer Objects to transfer data between application subsystems

17 references | Mykola Golovach, 15 days ago | 1 author, 2 changes | 2 work items
public class UserDTO

o e e e e e

[Required]
5 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
public string Email { get; set; }

[Required]
3 references | Mykola Golovach, 15 days ago | 1 author, 1 change | 1 work item
public string Password { get; set; }

[Requiredﬂ
5 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
public string FirstName { get; set; }

[Required]

5 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
public string LastName { get; set; }

5 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
public string ImageBlobKey { get; set; }

[Required]

5 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
public string Roleld { get; set; }

AMC Bridge confidential. For internal use only

public class ModelDTO 4 references | Mykola Golovach, 15 days ago | 1 author, 1 change | 1 work item

public class AuthenticateRequest
public string Name { get; set; }
2 references | Mykola Golovach, 15 days ago | 1 author, 1 change | 1 work item
public string Email { get; set; }
2 references | Mykola Golovach, 15 days ago | 1 author, 1 change | 1 work item
public string Password { get; set; }

public string Description { get; set; } 1
public string FileKey { get; set; } 5
public string PreviewBlobKey { get; set; } T
public Guid createdBy { get; set; }

public Guid updatedBy { get} set; }

19 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item

public ICollection<Guid> Taglds { get; set; }

L T ]

Realize mapping from DTO to models

20 references | Mykola Golovach, 15 days ago |1 author, 4 changes | 3 work items

public class MappingProfile : AutoMapper.Profile 47 ‘ | User user = mapper.Nap<User‘>(userDto);

19 references | Mykola Golovach, 15 days ago | 1 author, 4 changes | 3 work items
public MappingProfile()

CreateMap<UserDTO, User>(AutoMapper.MemberlList.Destination)
.ForMember(x => x.Id, action => action.Ignore());

CreateMap<ModelDT0O, Model>(AutoMapper.MemberList.Destination)
.ForMember(x => x.Id, action => action.Ignore());

CreateMap<AuthenticateRequest, User>(AutoMapper.MemberlList.Destination)
.ForMember(x => x.Id, action => action.Ignore());

B e LR
D e ]
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ASP.NET Core ( Creating Generic class
Result<T>)

1. Creating generic class to return from service to controller

more advanced concept of the result

10
11

12
13

14
15
16
17
18

19
20
21
22
23
24

al

B o e e e A e e e e e e e S e T RSN

90 references | Mykola Golovach, 62 days ago | 1 author, 1 change | 1 work item
public class Result<T>

D e e B e T e )

27 references | @ 9/9 passing | Mykola Golovach, 62 days ago | 1 author, 1 change | 1 work item
public T ResultObject { get; set; }

22 references | @ 8/8 passing | Mykola Golovach, 62 days ago | 1 author, 1 change | 1 work item
public bool IsSuccess { get; set; }

26 references | @ 13/13 passing | Mykola Golovach, 62 days ago | 1 author, 1 change | 1 work item
public string MessageError { get; set; }

15 references | Mykola Golovach, 62 days ago | 1 author, 1 change | 1 work item
public static Result<T> GetWithError(string message)
{
E return new Result<T> { IsSuccess = false, MessageError = message };
¥

13 references | Mykola Golovach, 62 days ago | 1 author, 1 change | 1 work item

public static Result<T> GetWithSuccess(T value)
{

return new Result<T> { ResultObject = value, IsSuccess = true };

}

AMC Bridge confidential. For internal use only

2. Example of using:

4 references | @ 2/2 passing | Mykola Golovach, 50 days ago | 1 author, 3 changes | 3 work items
public async Task<Result<User>> DeleteUserAsync(Guid userId)

User user = await GetUserById(userld);
if (user != null)

_dbContext.Users.Remove(user);
await _dbContext.SaveChangesAsync();
return Result<User>.GetWithSuccess(user);

e

else

e s e

Copyright © 2020, AMC Bridge LLC |
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Engineering Software Development Made Easy

return Result<User>.GetWithError("Failed request. There are not any user with such Id");

www.amcbridge.com



ASP.NET Core (Creating interfaces for

services)

1. Creating IUsersService service

8 references | Mykola Golovach, 7 days ago | 1 author, 4 changes | 2 work items
public interface IUsersService

T e e e

4 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
Task<Result<IEnumerable<User>>> GetUsersAsync();

4 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
Task<Result<User>> CreateUserAsync(UserDTO user);

5 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
Task<Result<User>> UpdateUserAsync(Guid userId,UserDTO userDto);
4 references | Mykola Golovach, 61 days ago |1 author, 1 change | 1 work item
Task<Result<User>> DeleteUserAsync(Guid id);

3 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
Task<Result<IEnumerable<Role>>> GetRolesAsync();

4 references | Mykola Golovach, 61 days ago | 1 author, 1 change | 1 work item
Task<Result<Role>> CreateRoleAsync(string name);

2 references | Mykola Golovach, 15 days ago | 1 author, 1 change | 1 work item
Task<AuthenticateResponse> Authenticate(AuthenticateRequest user);
2 references | Mykola Golovach, 7 days ago | 1 author, 2 changes | 1 work item

Task<string> GetAccessTokenByRefreshToken(string refreshToken);
4 references | Mykola Golovach, 15 days ago | 1 author, 1 change | 1 work item

Task<User> GetUserById(Guid id);

AMC Bridge confidential. For internal use only
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Engineering Software Development Made Easy

2. Creating IModelsService service

4 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item

10 =H public interface IModelsService
11 o
: : 3 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
12 E ' Task<Result<IEnumerable<Model>>> GetModelsAsync();
: : 5 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
13 f E Task<Result<Model>> CreateModelAsync(ModelDTO model);
E E 12 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
14 y g Task<Result<Model>> UpdateModelAsync(Guid id, ModelDTO model);
s f 4 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
15 : \ Task<Result<Model>> DeleteModelAsync(Guid id);
E E 4 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
16 E E Task<Result<IEnumerable<ModelHistory>>> GetModelHistoriesAsync(Guid id);
! ¢ 3 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
17 ' i Task<Result<IEnumerable<Tag>>> GetTagsAsync();
. ! 4 references | Mykola Golovach, 57 days ago | 1 author, 1 change | 1 work item
18 E E Task<Result<Tag>> CreateTagAsync(string name);
19 E }

3. Calling method AddScoped to implement

independence

43 services.AddScoped<IUsersService, UsersService>();

services.AddScoped<IModelsService, ModelsService>();
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ASP.NET Core ( Generating JSON Web
Token ) AMCBRIDGE

Engineering Software Development Made Easy

1. Creating generating JSON Web Token 2. Creating generating refresh token

k 4 Vi i R
3 references | Mykola Golovach, 10 days 2go | 1 author, 4 changes | 2 work items 2 references | Mykola Golovach, 10 days ago | 1 author, 2 changes | 2 work items

187 B 1 private string GeneratelwtToken(User user) 284 =i | public RefreshToken GenerateRefreshToken()
188 T . 205 |1 1
189 i var tokenHandler: = new JthecurltyTokenHan?ler‘(), 206 = | using (var rngCryptoServiceProvider = new RNGCryptoServiceProvider()
190 ! ' var key = Encoding.ASCII.GetBytes(_appSettings.Secret); 207 { ' : {
191 ’—‘ t var tokenDescriptor = new SecurityTokenDescriptor 208 1 ' H : var randomBytes = new byte[64];

: ' ! ; ! : i 5 2
192 i i ' { . X X . 209 ! ! ! i rngCryptoServiceProvider.GetBytes(randomBytes);
193 = | ] ! Subject = new ClaimsIdentity(new Claim[] 210 = ! ! : R s g
194 PoEoF oo e PO I T T R
195 : : ' new Claim(ClaimTypes.Name, user.Id.ToString()) 212 : H : 1 Token = Convert.ToBase645tring(randomBytes),
196 EAE . ) ) 213 ||! ! 1 | Expires = DateTime.UtcNow.AddDays(7),
197 ' ' ) Expires = DateTime.UtcNow.AddMinutes(5), 214 1 5 1 ' ) Created = DateTime.UtcNow
198 . SigningCredentials = new SigningCredentials(new SymmetricSecurityKey(key), SecurityAlgorithms.HmacSha256Signature) 215 : : 4 ) | }
199 [f 1 3 s [T
200 ! ! i var token = tokenHandler.CreateToken(tokenDescriptor); 217 | 1 }
201 {1 | return tokenHandler.WriteToken(token); g ;
202 o)
203 P

‘ 1 1 2 references | Mykola Golovach, 19 days ago | 1 author, 1 change | 1 work item

1 ' 2 . .

150 B! ' public async Task<string> GetAccessTokenByRefreshToken(string refreshToken)
151 A
152 ‘ : i User user = await _dbContext.Users.FirstOrDefaultAsync(x => x.RefreshTokens.Any(t=>t.Token == refreshToken));
153 : ' : if (user == null)
154 : : : return null;
155 ; : :
156 , , . string jwtToken = GeneratelwtToken(user);
157 ; ' 1 return jwtToken;
158 b}
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Angular (Implement Httpinterceptor)

~AMCBRIDGE=

Engineering Software Development Made Easy

1. Creating AuthorizationService class to 2. Creating refreshToken function

. 38 public refreshToken() : Observable<any>{
I m p | e m e nt Httpl nte rce pto r' 39 const token = JSON.parse(localStorage.getItem('token'));

40 if(ltoken){

41 this.logout()
12 export class AuthorizationService implements HttpInt tor g

P i .Orl ahlon 'rVI < 1,p PAASERGED { 43 const refreshToken = token['refreshToken']
13 constr‘uctor’(pr‘}vate ttp : HttpClient, 44 const headers = new HttpHeaders().set('Content-Type', 'application/json; charset=utf-8');
14 private router : Router, 45 return this.http.post(urls.authurl + "/refresh-token", JSON.stringify({token: refreshToken}), {headers:headers}).pipe(
15 public toastr : ToastrService){}| 46 tap((resp : any) => {
16 g 47 token.accessToken = resp.accessToken;
17 intercept(req: HttpRequest<any>, next: HttpHandler): Observable<any> { a8 })1°C‘315t°"age'seutem('toke”" JSON. stringify(token))
N 49 5

18 req = this.addAuthHeader(req); =4 A HERFOR(ERROT) S50
19 return next:handle(r‘eq).plpe(catchEr‘r‘or‘(er‘r‘ => { 51 this.logout();
20 return this.handleResponseError(err,req,next); 52 return throwError(error)
21 M) 53 )
22 } 54 )

55 }

4 I r r Ip | er r Ie nt 57 handleResponseError(error, request?, next?) {
3. Creating addAuthHeader function ' NP
. g 59 if(error.status === 400){
60 this.toastr.error("Bad request!”, "Error!™)
handleResponseError  «
62 if(error.status === 401){

30 public addAuthHeader(req){ 63 return this.refreshToken().pipe(

31 if(localStorage.getItem( 'token")){ 1 64 switchMap(() => {
32 : fu n Ctl O n tO h a n d | e th e 65 request = this.addAuthHeader(request)

const token : string = JSON.parse(localStorage.getItem('token'))[ accessToken'];

33 return req.clone({ headers: req.headers.set('Authorization’, 'Bearer ' + token) }); 66 return next.handle(request)
34 } 67 1>
35 return reg; errors . i 3 ey
36 } 69 1-F(err.statgs I== 401){
70 return this.handleResponseError(err);
71 }
72 )
73 )
74 }
75 }
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Testing of project
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Postman AMEBSAIDGE

1. Get the list of users 2. Create user by Admin

v File

GeT GetFiles

GET v https://localhost:5001/api/users POST ~  https://localhost:5001/api/users/
CreateFile
Params  Authorization ®  Headers (7)  Body  Pre-requestScript  Tests  Settings Params  Authorization ®  Headers (9)  Body ®  Pre-requestScript  Tests  Settings
GeT GetFileByld
Type Bearer Token ~ Token o 7
Type Bearer Token M Token ~ A eyJhbGCiOIJIUZIINilSINRSCCIBIKpXVCI9.ey.
8 eyJhbGciOiJIUzITNilsInRScCIBIKpXVCJI9.ey.
veL DeleteFileByld e ! B Y
The at header will be
. < generated when you send the request.
PUT UpdateFile @ et BRI 1SR fG: Sratis; 2000k Learn more about authorization »
Pretty Raw Preview Visualize JSON v =
v Models
& I
GeT GetTags 2 i
3 "id": "3aeca831-4b53-4a3c-9466-08d9408£1380"
CreateTag 4 "email": "stevergl942@gmail.com", Body Cookies Headers (4) TestResults @ staws: 200 0K
5 : "Steve",
6 "Rogers”, Pretty ~ Raw  Preview  Visualize  JSON v  Tp
GeT GetModels 7 "imageBlobKey": "60e474814581fa2c744ce665", 2
8 Besg 2 “id": "e4046411-9c19-4ae2-93c3-08d9501elca0",
. 9 "041a0908-1951 - 4dd5 - b855-d3b£d8428159" , 3 “"email": "Steve1941@gmail.com”,
CreateModel o "ger® 4 "firstName’: "Steve",
11 2, 5 “lastName": "Backham”,
DeL DeleteModel 12 "roleld": "041a0908-1951-4dd5-b855-d3b£d8428159" - ;‘imigfﬁl‘zwey": null,
role":
13 3: 8 "id": "©41a0908-1951-4dd5-b855-d3bId8428159" ,
pUT UpdateModel 9 “name": "User"
10 3
X GET v https://localhost:5001/api/users b "roleId": "041a0908-1951-4dd5-b855-d3bid8428159"
GeT GetHistoryOfModel 12
Params Authorization @ Headers (6) Body Pre-request Script Tests Settings .
et = 3. Delete user by Admin
@®none @ form-data x-www-form-urlencoded @ raw @ binary @ GraphQL °
GeT GetUsers
This request does not have a
puT Update User DELETE v p: i 11-9¢19-422-93¢3-08d950Te1ca0
Add Role Params ~ Authorization ®  Headers (7)  Body  Pre-requestScript  Tests  Settings
=
Add User ype Bearer Tokan v Token eyJhbGCiOUIUZITNilSINRSCCIBIKpXVCJS.ey.

The authorization header will be automatically
GeT Get Roles generated when you send the request.
Learn more about authorization »
DL Remove user
3ody Cookies Headers (4) Test Results @ Status: 401 Unauthorized

Authenticate Pretty Raw Preview Visualize Text v =

AccessTokenByRefreshToken 1

Body Cookies Headers (3) Test Results @& status: 200 OK
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Postman

Authenticate user

POST v https: 001/api) tok

Params Authorization @ Headers (9) Body ® Pre-request Script Tests Settings

@ none @ form-data ) x-www-form-urlencoded @ raw binary @ GraphQL JSON v

"Email”:"nickfury@gmail.com”,
"Password": - "TestPassword"

BwN R

Body Cookies Headers (4) TestResults

Pretty Raw Preview Visualize JSON v =3
1
"id": "f6cf6d52-fa5f-4214-9461-08d94a86b206" ,
3 "accessToken": "eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCIS.

@ Status: 200 0K Time: 225 ms  Size: 530 B

eyJ1bmlxdWVibmFtZSI6ImY2Y2Y2ZDUyLWZhNWYtNDIXNCOSNDYXLTA4ZDkOYTg2Y  IwNiIsIm5iZiTI6MTYyNzISNDgIMSwiZXhwI joxNFI3MIkIMTUXLCIpYXQi0iE2McyOTQANTFI.

LYM2Q1_2HZ5HCc7i89W0zxr590yimVBQPehzd0idAO-E",

IS

"refreshToken": "cChPrmZYwTBmPCBs+CgQDoDPel sb0jBKQUEgEDTYKRKLRENs/L1KPMqQgs04zURYoZ7nmAwAvdwr@IXSTKduoQ=="

Save image in database

POST v http://localhost:3000/files
Params  Authorization ®  Headers (9) Body ®  Pre-request Script Tests Settings
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE

jackvorobey.png X

Key

Body Cookies Headers (8) Test Results

Pretty. Raw Preview Visualize JSON v =

14

2 “_id": "6@fe8cfi9e548133ecBeddld”,

3 “filename": "027dc7ad27£4e£27719ccabOc36aedds. png” ,
4 “"path": "60fe8cff9e548133ecBedd12",

5 “"metadata”: null,

6 “createdAt": "2021-07-26T10:22:55.3182",

7 “updatedAt": "2021-07-26T10:22:55.3192",

8 S

9 B

AMC Bridge confidential. For internal use only

DESCRIPTION

Description

@® status: 200 OK

~AMCBRIDGE=

Engineering Software Development Made Easy

Delete image from database

DELETE v http://localhost:3000/files/60fe8cff9e548133ec8e4d14
Params Authorization @ Headers (7) Body ® Pre-request Script Tests
@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL
KEY VALUE
[ ] fie
Key Value

Body Cookies Headers (8) Test Results

Pretty Raw Preview Visualize Text v =

1 Unauthorized

DELETE v~ http://localhost:3000/files/60fe8cff9e548133ec8e4d14

Params Authorization ® Headers (7) Body ® Pre-request Script

Type Bearer Token M Token

The authorization header will be automatically
generated when you send the request.
Learn more about authorization »

Body Cookies Headers (8) Test Resuits

Pretty Raw Preview Visualize JSON v =
1
2 "message": "File was succesfully deleted"

Settings

DESCRIPTION

Descriptic

® status: 401 Unauthorized

Tests Settings

eyJhbGciOiJIUzINilsInRScCIBIKpXVCJ9.ey.

@® status: 200 OK

Copyright © 2020, AMC Bridge LLC | www.amcbridge.com



>

Karma

beforeEach(async() =>{
TestBed.configureTestingModule({
\ declarations: [ModelComponent, SearchFilterPipeModel],
imports: |[[Httpedule, HttpClientTestingModule,MatDialogModule,ToastrModule.forRoot()f,
providers: [HttpClient, ModelService,{ provide: MAT_DIALOG_DATA, useValue: {} },
{ provide: MatDizlogRef, useValue: {} }]
}) .compileComponents();
b))
beforeEach(()=>{
fixture = TestBed.createComponent(ModelComponent);
component = fixture.componentInstance;

de = fixture.debugElement.query(By.css('.table-container'))
element = de.nativeElement;

1

it("Should have ModelComponent®, () => { -

b

it("Should have a table to display medels data", ()=>{:

b))

it("Should have sort the models by any field. e.g. tagName", () => {
let list = [
1

let resultlistByTagName = [

1

component.sortByField('taghName', list);

expect(list).toEqual(resultListByTagName);
b]

it("Should search model by fields", () => {
let tagsList : Tag[] = [
{id:'1', name: 'Cube'},
{id:'2', name: 'Sphere'},
{id:'3", name: '3D'}

]

let modelsList : Model[] = [

1

let search = new SearchFilterPipeModel();

let filteredModelsList : Model[] = search.transform(modelsList,'Cube');

expect(filteredModelsList[@]).toEqual{modelsList[@]);
bl
s

AMC Bridge confidential. For internal use only

76
77
78
79
80
81
82
83
84
85
86
87
88
89
102
103
104

106
107
108

it('should create ModelFormComponent’, () => {
expect(component).toBeTruthy()

)

it("should create a form",()=>{
expect(element.innerHTML).toContain("form™")

b

it("should create a list of tags", () => {
expect(element.innerHTML).toContain("mat-autocomplete™)

b))

it("should have search tag", () => {
let tagsList : Tag[] = [ -~

1

let searchFilter = new SearchFilterPipeTag();
let filteredList : Tag[] = searchFilter.transform(tagsList, 'Teapot')
expect(filteredList[0]).toEqual(tagsList[2]);

s

it("Should have User component”,() => {
expect(comp) . toBeTruthy()

it("Should have a table to display data”, ()=>{
expect(element.innerHTML) . toContain(“thead");
expect(element. innerHTML) . toContain(“tbody”);

}

it("Should have sort the data by the any field”, () => {
let list : Role[] = [~
1

let resultlist : Role[] = [
I

comp.sortByField( name’, list)
expect(list).toEqual(resultlist);

it("Should search user by field", () => {
let list : Role[] = [--
]
let userslist : UserModel[] = [~
1
let search = new SearchFilterPipe();
let filteredUser : UserModel[] = search.transform(usersList, LUser3');
expect(filteredUser[0]).toEqual (usersList[2]);

21 specs, 0 fa

~AMCBRIDGE=
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Result

@Jasmine

res, randomized with seed 35172

UserComponent
+ Should search user by field
+ Should have sort the data by the any field
« Should have User component
+ Should have a table to display data

UserFormComponent
« should create UserFormComponent

UsersService
+ Get base url
« Get list of users not to be null
+ Get roles list not to be undefined

UserAuthorizationComponent

AuthorizationService
« should be created

ModelService
+ Get base url of models' list
« Get the list of tags do not be undefined

UserModel
« should create an instance of user

AuthGuardService
+ should be created

Mode 1FormComponent
+ should create ModelFormComponent
« Should create a list of tags
« Should create a form
« Should have search tag

ModelComponent
« Should have ModelComponent
« Should have sort the models by any field. e.g. tagName
+ Should have a table to display models data
+ Should search model by fields

Copyright © 2020, AMC Bridge LLC | www.amcbridge.com



Example

251

252
253
254
255
256
257
258
259
260
273
274
275
276
277
278
279
280
281
282
283
284
285
286

T

=]

0!

XUnit

[Fact]
@ | 0 references | Mykola Golovach, 53 days ago | 1 author, 1 change | 1 work item
public async Task DeleteModel_ ExpectedResult_ErrorMessageNotCorrectModelId()

var options = new DbContextOptionsBuilder<DBContext>()
.UseInMemoryDatabase(databaseName: "usersStoreDb").Options;

Guid modelld = Guid.NewGuid();

Guid tagIld = Guid.NewGuid();

Guid userId = Guid.NewGuid();

string expectedErrorMessage = “"Failed request. There are not any model with such id";

Model tempModel = new ModelI:];

using (var context = new DBContext(options))

E context.Models.Add(tempModel);

1 await context.SaveChangesAsync();

}

using (var context = new DBContext(options))

ModelsService modelsService = new ModelsService(context, null);

Result<Model> model = await modelsService.DeleteModelAsync(Guid.NewGuid());
Assert.Equal(expectedErrorMessage, model.MessageError);

}

B et )
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Result

~AMCBRIDGE=
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Test = Duration Traits Error Message ~ } Group Summary
4 & WebApilab2T... 15.7 sec WebApilab2.Tests
4 @ WebApilab... 15.7 sec Tests in group: 30

4 & ModelsSe... 3.9 sec (® Total Duration: 15.7 sec

@& CreateM... 1.2 sec
Outcomes

@ CreateM... 22 ms P —
@& CreateM... 14 ms
@ CreateT... 1.1 sec
@ Createl... 2ms
Q DeleteM... 1ms
& DeleteM... 10ms
@& GetMod... 65 ms
@& GetMod... 11 ms
& GetMod... 353 ms
& GetTags... 940 ms
Q Update... 36 ms
Q Update... 17 ms
& Update... 10 ms
& Update... 14 ms
& UpdateT... 32ms
& UpdateT... 21ms
& UpdateT... 122ms
Q UpdateT... 13 ms

4 @& UsersSenvi... 11.8 sec
& CreateR... 1.1sec
@ CreateR... 993 ms
@ CreateU... 1.1 sec
@& CreateU... 1.2 sec
@ DeleteU... 932 ms
Q DeleteU... 1sec
@& GetAlR... 907 ms
& GetAllU... 1 sec
& Update... 1.3 sec
D 110, 14 M.
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Live Demo
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Login page

C  ©® localhost

onIDGE=

Engineering Software Development Made Easy

or v #* (N

Reading list

Home ‘ Models l

AMC Bridge confidential. For internal use only

Login

nickfury@gmail.com?2

Invalid Email Address

Password must be at least 8
characters long

Login

Copyright © 2020, AMC Bridge LLC
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c ) localhost

=

i Apps

Home ‘ Models ‘

Models list page ( Unauthorized user )

% * M
[E] Readir

‘ Login

New Search
Picture vName vDescription ~vTags vLast Update vActions ‘
13-07-2021 12:21 b =
Cube Cube description Cube 597 v Va [ ]
TestName
. 19-07-2021 19:23 by =
" i Teapot 3D, Teapot g 7 923 Vd [ ]
e J Tony
= -07-: :55 by
=l Robot robot description D o) 2 [ ]
L% ¥ 2 TestName 4 =
>
4‘\“"5 19-07-2021 21:39 by .
% Tokarnyi stanok Model: Leadscrew 3D T9 7 3903 P [ ]
ony

AMC Bridge confidential. For internal use only

< C @ localhost

i Apps

onIDGE=

Engineering Software Development Made Easy

[E Reading

Tony

Home | Models | Error!
I o Sorry, but you are not
authorized!
New
Picture vName vDescription vTags vLast Update vActions
13-07-2021 12:21 by —
Cube Cube description Cube S E V4 [ ]
TestName
- 19-07-2021 19:23 by =
Y 7 Teapot 3D, Teapot TQOIIZ 2320 Vd u
< 13-07-2021 15:55 b;
=i Robot robot description D e B »* u
Ehs: A P S TestName 2 -
>
e J 19-07-2021 21:39 by —
% Tokarnyi stanok Model: Leadscrew 3D S 390 ’, [ ]

Copyright © 2020, AMC Bridge LLC
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Users list page AMCSTIDCE

Admin role Another role

G C @ localhost:
@ localhost:

Home Users ‘ Models ‘ test@gmail.co ‘ Logout ‘

Home ‘Usss‘ Models

Search (Qsearcn

Picture ~First Name vLast Name vEmail vRole vActions ‘ Picture vFirst Name vLast Name ~Email vRole ‘
—
-
B Steve Rogers stevergi942@gmail.com | User Va [ 1 Y) Steve Rogers stevergi942@gmail.com User
E TestName TestLastName test@gmail.com User Vd u E TestName TestLastName test@gmail.com User
E Arnold Schwarzenegger terminator@gmail.com | User P [ E Arnold Schwarzenegger terminator@gmail.com User
E Peter Parker peter@gmail.com User Va 1 E Peter Parker peter@gmail.com User
Tony Stark tony@gmail.com Admin V4 [ ] Tony CIATR tony@gmail.com Admnn
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» Create and update user dialog AMCORDCE

First Name St

Last Name Rogers

Email

steverg1942@gmail.com

Password
Password

Role

User

Choose File | No file chosen

Choose File | No file chosen

Submit

AMC Bridge confidential. For internal use only Copyright © 2020, AMC Bridge LLC | www.amcbridge.com



Create and update model dialog AMCORDCE

Name Cube

Cube description

Description

Tags

Tag

Upload preview Upload preview

Tags
Cube W
Tag
Upload CAD file Upload CAD file

Submit St

AMC Bridge confidential. For internal use only Copyright © 2020, AMC Bridge LLC | www.amcbridge.com



» Input data validation

First Name

First Name is required

Last Name

Last Name is required

Email

Email is required

Password

Password is required

User

Choose File |No file chosen
Submit

AMC Bridge confidential. For internal use only

Name

Name is required

Test Description

Add

Tag
Upload preview | robot.png

Upload CAD file | cupjpg

~AMCBSAIDG=

Engineering Software Development Made Easy

Warning!

A This tag is already exists in your
collection!

Copyright © 2020, AMC Bridge LLC | www.amcbridge.com



\ M :EF -
Create new data —

o V Success!
User was created succesfully!
Picture vFirst Name vLast Name vEmail vRole vActions
TestFirstName B Jack Richard jack@gmail.com User V4 [ ] &
TestLastName
Nick Fury nickfury@gmail.com Admin V4 [
testemail@gmail.com
o B Mark Hardy markhardy55@gmail.conj User v 0
Bisdr B Don Omar omardon@chnu.edu.ua | User Va (1
Choose File | Testimage jpeg E Vin Diesel dieselg5@gmail.com User Va (1
Submit
TestFirstName TestLastName testemail@gmail.com User Va (1
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Search an

Search by tag 3D’

er data

Home ‘ Users

Models ‘

30|

Picture vName vDescription vTags ~vLast Update ~vActions
Y 7 Teapot 3D, Teapot 19-07-2021 19:23 by Tony Va [ 1

-
:‘fﬁ Robot robot description 3D 13-07-2021 15:55 by TestName | #* 1

»

‘ 5]
E Tokarnyi stanok Model: Leadscrew 3D 19-07-2021 21:39 by Tony P
a Mustang Mustang 2020 Car, 3D 19-07-2021 19:20 by Nick Va ]
u Cup acup of tea 3D 19-07-2021 19:21 by Nick vV u
ﬁ House vellow house 3D 06-07-2021 18:41 by Steve vV [ 1

AMC Bridge confidential. For internal use only

Filter by the field ‘Name'

SIDGE=

Engineering Software Development Made Easy

New ( Q search )

Picture ~Name ~Description ~Tags ~Last Update vActions
. Cube Cube description Cube 13-07-2021 12:21 by TestName | #* u

r " 5 =

J Cup a cup of tea 3D 19-07-2021 19:21 by Nick V4 [ ]
ﬁ House yellow house 3D 06-07-2021 18:41 by Steve Vs ]

@ Monitor DELL company 3D 14-07-2021 14:06 by TestName | #* u

m Motorcycle it has two wheels 19-07-2021 19:26 by Tony Vs ]
‘ Mustang Mustang 2020 Car, 3D 19-07-2021 19:20 by Nick Vs [ ]
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Team Members AMCERIDEE

Engineering Software Development Made Easy

 Oleksandr Ohorodnik - Team leader

« Mykola Golovach - Developer
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