Client-side e-mail spoofing



Who we are

CneunanucTtbl oTaena aHanusa
3aWuLLEHHOCTN KOMMNaHUU
«MHdpopm3aaLymTa»

Telegram:

e @empty jack

e @nOtabug

Twitter:

* https://twitter.com/mylittlepapers




O yeM 3TO BCe

* SMTP ya3BUM by design (kan)

» [1aHHaa ya3BMMOCTb NPUCYTCTBYET Ha
KITMEHTCKUX NMPUITOXKEHNAX:
— Anpekc.[loyTta (Android, i0S, Web)
— Microsoft Outlook (i0OS, OWA, Office, Android)
— Mail.ru + myMail (iOS, Android)
— HekoTopble gpyruve... @

« CNOXHOCTb 3KcnayaTaLmu:




Anpekc.lloyTa

eee00 bynanH LTE 16:12 QO 69% )

< Bxogsuyme [Z

Password renewal

1 nucbemo

Gs Google Support

CerogHs, 16:11 v

Hello, %ousername %!

We've discovered an attack to your account, you
need to change password ASAP!

Here you can change it:
http://evilsite.com/gmail_change pass.php




Anpekc.lloyTa

eee00 bynanH LTE 16:12

< Bxogsime

Password renewal

1 nucbmo

Gs noreply@gmail.com 4_

CerogHs, 16:11 v

Hello, %busername %!

We've discovered an attack to your account, you
need to change password ASAP!

Here you can change it:
http://evilsite.com/gmail_change pass.php




Anpekc.lloyTa

KOHTAKTbl JAWCK AOEHbIM  EWE

Hanucate [lpoeepute Oteetute OTBetuTb BCcem [lepecnate  Yganute 370 cnam!  He npouwtaHo Metka v B nanky v 3akpenutb Ewe

Password renewal

Google Support

Hello, %username%!

We've discovered an attack to your account, you need to change password ASAP!
Here you can change it:
http://evilsite.com/gmail_change_pass.php




H

ekc.lloyTa

2 yandex.ru

Received: from mxfront7j.mail.yandex.net ([127.0.0.1])
by mxfront7j.mail.yandex.net with LMTP id pEbQ7zRG
for <sestodance@yandex.ru>; Fri, 10 Feb 2017 16:11:28 +0300
Received: from mail-1f0-f66.google.com (mail-1f0-f66.google.com [209.85.215.66])
by mxfront7j.mail.yandex.net (nwsmtp/Yandex) with ESMTPS id 73xvn5DZ6L-BSS8mRTS;
Fri, 10 Feb 2017 16:11:28 +0300
(using TLSv1.2 with cipher ECDHE-RSA-AES128-GCM-SHA256 (128/128 bits))
(Client certificate not present)
X-Yandex-Front: mxfront7j.mail.yandex.net
X- Yandex Tlmenark 1486732288

Authentlcatlon Results mxfront7j.mail.yandex.net; spf=pass (mxfront7j.mail.yandex.net: domai

r <sestodance@ andex.ru>; Fri,

9
d=1e100.net; s= 20161025
h=x-gm-message-state:message-id:date:from:subject;
bh=yYKvL99XckMpUtnfVvkZ+/jKGatc8WGVKxzVID5eXdc=;
b=pGMtA9nY4k73zxwmQrCpdWnswItM5FsKklfuUriIL]f1eTEOBRATWOWTpUGWWgWID8
KOIExdUtizR9AC931mFwc+iwDUsN7gVFuLpc7voCYQ9zrF1iBqctZU1Dr4xKjQENFtsa
0jADD5B1bQVNnnIFuHkSoxZEPuSJHR20QQChPY1e6KTg6u2EgpgDnn9]1fsTxnCX1R1Q
BX6xDy7XqrvVSuz9aU/+bo4Vb50USV4C7c8f07bZaQl4a00mLo5IeN6L/YpK1VpCZ1A8
jxrd9/JsoqzelRjL4Tqyghc9belatzo91wA428s1IBhd1sgU3mG2/5/FH/MOrkFE2Zul
TUVA==
X-Gm-Message-State: AMke39k68DD9Y7/LUf2PUAchzMC5mvvyNGPVSa5eg2]fuyWl7XStJAlwQGrlgbGFUMTjvg==
X-Received: by 10.25.16.101 with SMTP id f98mr26028411fi.120.1486732287703;
Fri, 10 Feb 2017 05:11:27 -0800 (PST)
Received: from [ NN N
by smtp.gmail.com with ESMTPSA id 1133sm5210361fg.40.2017.02.10.05.11.27
for <sestodance@yandex.ru>
(version=TLS1 2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);
Fri, 10 Feb 2017 05:11:27 -0800 (PST)
Hessage ID: <589dbbff. 8bd4190a f2c67 25da@mx google.com=>

Return- Path ishopper.corporate.store.llc@gmail.com
X-Yandex-Forward: 7389e7ff8631e5ccab9c2c42ff76941c

Hello, %username%!
We've discovered an attack to your account, you need to change password ASAP!

Here you can change it:
http://evilsite.com/gmail_change_pass.php




3arofnoBokK From

ishopper... - noO4YTa 3/TI0YyMbILLUITIEHHUKA,
3aperncTpmpoBaHHada Ha gmail.com

From: Google Support <noreply@gmail.com> <ishopper.corporate.store.llc@gmail.com>
Subject: Password renewal

Hello, %username%!

We've discovered an attack to your account, you need to change password ASAP!

Here you can change it:
http://evilsite.com/gmail change pass.php

noreply@gmail.com — 3a Koro
3JIOYMbILWLUJTEHHUK MNMbITAETCAH BblAATb cebs



¥ C

3arorfioBokK From ‘lé’?

« KnmneHTtckoe npmnnoxXeHme HeKOPPEKTHO pasbupaet
3arofioBok From nncbma ->

 [1punoxeHne B npoLecce pa3dbopa 13 3aronoBka
From ygoanaeTt nocnegHun agpec (Hactoawmm
afpec atakyrwlLlero) ->
« B 3arornoBke From ocTaeTcs 3Ha4YeHue:
Spoof Name <spoof@mail.com>

* ﬂ,aHHOe 3Ha4YeHNe OTPUCOBbLIBAETCA NMPUITOKEHNEM
KaK Mno4Ta oTrnpaBnUTENA

« BAXKHOQO! B 3aronoBke From nucbma OomxeH
npucyTCTBOBAaTbL agpec u3 3aronoska MAIL FROM



PenopT B AAHOEKC

Crartyc:



Microsoft Outlook

From: Egor Bogomolov <e.bogomolov@infosec.ru> <ishopper.corporate.store.llc@gmail.com>
Subject: Password renewal

Hello, %usernameS!

We've discovered an attack to your account, you need to change password ASAP!

Here you can change it:
http://evilsite.com/gmail change pass.php
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Microsoft Outlook

[TloaTarmeaeTtca dpotorpadpuma n nHdopmauus
N3 Exchange




Outlook.com

( Bxoasuwme NN

Password renewal

Egor Bogomolov <e.bogomolov@infosec.ru>
Yt 09.02.2017 11:54

Hello, %username%!

We've discovered an attack to your account, you need to
X >
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Bxopsline

oday

Egor Bogomolov <e.bogomolov@infosec.ru>

Egor Bogomolov Py e

Password renewal

Hello, %cusername?s! We've discovered an attack to yo
Hello, %username%!
gle L
We've discovered an attack to your account, you need to change password ASAP!
Here you can change it:
Hello, 7ousername’! We've discovered an attack to vo \ http://evilsite.com/gmail change pass.ph

Important! Change your Gmail password
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Outlook for iOS

Bxooauwume

CopTupoBka Lpyrue

Bogomolov Egor
Password renewal
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Outlook for iOS

€0000 bunanH LTE o 14:38 Q 61% W)

Password renewal

Egor Bogomolov

Pa3BepHyTb

Hello, %username%!

We've discovered an attack to your account, you need to
change password ASAP!
Here you can change it:

http://evilsite.com/gmail_change_pass.php
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PenopT B Microsoft

Crartyc:



% C

OTBeT OT BeHAopa i&’

Thank you for contacting the Microsoft Security
Response Center (MSRC). Upon investigation we
have determined that this does not meet the bar for
security servicing. The display of the sender message
header could be forged or omitted just as easily as
the from header. Additionally, while it's true that
SMTP can be easily spoofed, it’s the burden of the
receiving mail provider to check the content and
origin of messages. Any mail genuinely originating
from Microsoft can be authenticated using SPF and
DKIM, making this a failing of the mail service in not
rejecting the message or sending it to a junk mail
folder.
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\YETIRgY

74 %

[pyron BEKTOP. CBA3aHHO C
OCODEHHOCTBIO 0OpPabOTKM 3arofmoBKOM
NPUNOXEHNSIMU

MAIL FROM: ishopper.corporate.store.llc@gmail.com

RCPT TO: pentest.mail.2017@mail.ru

DATA

From: Google Support> <noreply@gmail.com ishopper.corporate.store.llc@gmail.com
Subject: Password rene ‘al

<message text>
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Mail.ru

Bxogswue 1 v Q 2

® <Google Support>
Password renewal

Hello, %username%! We've discovered an
attack to your account, you need to change pas...







Password renewal

noreply@gmail.com NOOPOBHEE

Hello, %username%!

We've discovered an attack to your account, you need to cha-
nge password ASAP!

Here you can change it:
http://evilsite.com/gmail_change_pass.php




myMail

Crartyc:



Kak pelnTb?

» CTpornm DMARC
* [lpaBuno onga aHtucnama

* [lpaBUNbLHO
pasdupartb/oTobpaxaTtb
3arofoBoOK From

* BbiBOOUTL npenynpexaeHne o
HECOOTBETCTBUM 3arofiIOBKOB
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HopmanbHoO aenav — HopmManbHO £ m
oyoer ’4*

* OOVH N3 NPUMEPOB pPELLEHUSA:

Egor Bogomolov <e.bogomolov@infosec.ru> <ishopper.corporate store llc@gmail.c

KOMY: |»

Hello, %username%!

Weve discovered an attack to your account, you need to change password ASAP!
Helo )/ou can change |f
vils CO /
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HopmanbHo genai — HopmarnbHO
oyoer o

 PeanunioBaHa 3awuTa

«nN3  KOpobkuM» B  Mozilla
Thunderbird
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Bonpochl?
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