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besonacHocTb B VIHTepHeTe
Paboty BbinonHmna:
CanenkuHa Hatanbs BanepbeBHa
BMQOY MO «CTynuHckuit TexHukym umenn A.T.TymaHoBa»



UYTO TAKOE KWBEPBE3OINACHOCTbL?

Kubep0Oe30macHOCTh sSIBIIsIET cO00i HA0OOp CPENICTB,
CTpaTerui, NPUHIMIIOB 00ECIICUeHUs 0€30I1aCHOCTH,
rapaHTuil 0€30MaCHOCTH, MOAXO00B K YIIPABICHUIO
pHUCKaMH, JIEMCTBUM, TPO(PEeCCHOHATILHON ITOATOTOBKH,
CTPAaXOBAaHHUS U TEXHOJIOTUH, KOTOPbIE UCIOJIb3YOTCS
JUIS 3aIUThl KHOEPCPEAbl, PECYPCOB OpraHu3alui 1
nnojp3oBareiaei. Knudbepoe3onacHOCTh NOApa3yMeBaeT
NOCTHIKEHHUE U COXPAHEHHUE CBOMCTB OC30ITACHOCTH Y
PECYPCOB OpraHMU3allMU WJIN I10JIb30BaTENCH,
HampaBJICHHBIX IIPOTUB COOTBETCTBYIOIIUX KHOEP-yIpo3.



BEE3OINACHOCTU CHATAKOTCA: AOCTYINHOCTb,
LENOCTHOCTDb, BKITFOYAKOLWAA AYTEHTUYHOCTb, A

TAKXXE KOHOMOEHUNATIBHOCTb.
KMBEPBE3OINACHOCTb ABITAETCA HEOBXOOAMMbIM

YCJ'IOBI/IEM PA3BUTUA NHOPOPMALIMOHHOIO




OCOBEHHO OCTPO, BO MHOIOM 13-3A CINABON HOPMATMBHO-
MPABOBOW BA3bl. PAKTUYECKW, COOPMYNNPOBAHHbLIV U
3AKPEMMNEHHbIV LIENTOCTHbLIV MOAX04 K HALIMOHANBHOMU
MPOBNEMATUKE KWBEPBE3OMNACHOCTW HA CEFOAHALIHY OEHb
OTCYTCTBYET,




O6bLeKTbI Yrpos

['paxxnaune

busHec

T'ocynapcTBo

Buabl yrpos

YTeuka u o6HapoaoBaHMe YacTHOM nHcpopmauum,
MOLLUEHHUYeCTBO, pacnpoCcTpaHeHue ONnacHOro KOHTEHTa,
BO34EeUCTBME Ha FINYHOCTb NyTeM c6opa nepcoHarnbHbIX
AaHHbIX U aTaku Ha UHPPACTPYKTYpPY, UCNONb3YyeMyHo
rpaxgaHamu B OO bIYHOM XXU3HMU.

Bo3gencrtBue Ha CUCTEeMbl MHTEPHET-0aHKUHra,
OGrnokmpoBaHue CMCTEM MOKYMNKN OMneToB, OHNaunH-
TOpProBnv, reouHpopMaLMOHHbIX CUCTEM U
XaKepCcKue aTakm Ha YaCTHble CaulTbl.

ATaKu Ha Knro4YeBble rocyAapCTBEeHHbIe CUCTEeMbI yNpaBrieHUs
(3neKkTpoOHHOE NpaBUTENbLCTBO, CauTbl FOCOPraHoB),
3KOHOMMYecKas 6nokaaa (macwutabHoe OTKNYeHMEe NaTeXHbIX
cucTeMm, cuctemM 6poHUpoOBaHUA), annapaTHana aTaka Ha
nepcoHasnbHble KOMNbIOTEepPbl, CMapT(OHbI rpaXaaH u
opraHusaumin, atakm Ha ObITOBble 00 BLEKTbI, KOTOPbIE
ynpaBnsoTCcs C NOMOLLbI MHPOPMALMOHHO-KOMMYHUKaLMOHHbIX
TEXHOJIOTMN, N KPUTUYECKU BAXKHYIO UHPPACTPYKTYpPY.



OMNACHOCTb YCTPONCTB

HecMoTpst Ha MONyIApHOCTh U YIOOCTBO «YMHBIX»
YCTPOMCTB M 00JaYHbIX TEXHOJIOTUM, HE CTOUT 3a0bIBaTh,
4TO UX MOAKJIIOYCHUE K CHCTEME O€30ITaCHOCTH MOXKET
HECTH OMPEAECICHHBIE YTPO3bl BAM U BalllUM OJIU3KUM
IIPA HEMTPABWJILHOM OOpalieHnu ¢ HUMu. OCOOEHHO 3TO
KacaeTCsi CAaMOCTOATEIILHO COOPAHHBIX CUCTEM, KOTOPHIE
B COYETAaHMH CO CIA00M 3alIMTON CETH, MOJABEPraroT Balll
JIOM CETE€BBIM aTakaM WU (DU3MUYECCKUM HalaJICHUSIM.



I’ maBHas mpoOiieMa BCeX MCCIEAYEMbIX CHUCTEM 3aKI04aeTcs B
BO3MOKHOCTH MOJIYYEHHUS JOCTyIA K JIMYHOW HH(POpMAIIUM
IIOJIb30BaTEIIs Yepe3 00auHbld nHTEepderc. [IporncxoauT 3To Tax.
Hcnonp3ys chenraibHOE IpOorpaMMHOE 00ECIIEUEeHUE, XaKepam
HE COCTAaBUT TpyJa Moao0paTh Baliu 4- WM 6-3Ha4YHbIC JTOTHH U
1apoJjib, TeM 0oJiee 4To BO Bcex 10 cucTeMax HMCIOJIb30BAIUCH
caMbl€ POCThIE Mapoian, Hanpumep 12345. [lomydnB AOCTyN K
BallieMy MOOMJILHOMY WM BeO-UHTEp(PElcy, OHU MOIYT:
3aIllyCTUTh CUTHAJIM3AllUI0, Y3HATh, KOIJIa X035i€B HE OBIBAET J0Ma
WU OLCHUTH JIOM U3HYTPH, IIOCMOTPEB BUEO C Kamep
HaOIIONeHNA.
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LIENb _

Kubep0be30n1acHOCTh CTaBUT CBOCH 1IEIIbIO
OpraHMu3aluio 0€30IaCHOCTH KHOEpCpEasl,
CHUCTEMBI, B KOTOPYIO MOTYT BXOJHUTh

AKIIMOHEPHI, OTHOCAIIMECSI KO MHOT UM
OOIIECTBEHHBIM U YaCTHLIM OpraHM3alIUsIM,
MCIOJIb3YIOIIMM Pa3HOOOPa3HbIE KOMIIOHECHTHI
1 pa3HbIC NOAX0/bl K BOIIPOCY 0€30MaCHOCTH.



1.KonkpeTHbIe Mepbl o0ecniedeHns: KnoepOe30IacHOCTH MOTYT ObITh
ONpPEAEIICHBI MO PE3YIbTaTaM OIIEHKU PUCKOB M B paMKax IUIAHUPOBAHUSA
JNEUCTBHM MO MOBBIICHUIO 0€30MTaCHOCTH aKTUBOB. CTaHJapT MPEACTaBIISIET
psAzl 0a30BBIX MEp, HAMPABICHHBIX HA PEIICHUE 3a7a4:

2.00ecneucHrs OS30IMaCHOCTH IPUI0KCHUI;
3.00ecrieueHus1 0€30MaCHOCTH CEPBEPOB;

4.00ecrieueHnss 0€30MaCHOCTH KOHEUHBIX MOIb30BaTeIICH;
5.3alUThl OT aTaK METOJIaMH COIMAIbHON MHKCHEPHUH;

6.I1oBBIIIEHNST TOTOBHOCTH.
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B CTPATEI'M KUBEPBE3OINACHOCTU

3ATPATUBAIOTCA CIIEAYIOLWWUE TEMbI:

1.0npedenenue yeneti u cnocobo8 pazeumusi 20Cy0apCmMeeHHbIX B03MONCHOCEN U
HeoOX00UMOU 3aKOHOOAMeNnbHOU 0a3bl 0151 BCMYNIIEHUSL 8 MENCOYHAPOOHYIO 60PbOY
¢ KubepnpecmynHocmoio.

2.1nanuposanue u onpeoenenue HeoOX0OUMBIX NOTUMUK U Pe2YTUPVIOUIUX
MexaHu3mMo8, Yemkoe 0003Ha4yeHue pojel, npas U OmeencmeeHHOCmu OJisl
YACMHO20 U 20CYOAPCMBEHHO20 CEeKMopd.

o.[losvluenue 2comosHocmu, ymeHbuleHUe 8peMeHu peaKyuu Ha UHYUOEeHmbl,
pazpabomka niaHa 80CCMAHO8eHUs NOCNe CO0e8 U MEXAHUZMOB 3auumbl O
KTII04e8blX UHDOPMAYUOHHBIX UHDpaACMPYKMYD.

4.Pazpabomka cucmemHo20 U UHMe2PUPOBAHHO20 NOOX00a K 20CYOAPCHIBEHHOMY
YNPAaBIeHUI PUCKAMU.

5.0npeodenenue u 0bo3nauenue yenel UHHOPMAYUOHHBIX NPOCPAMM, NPU3BAHHBIX
NPUBUMb NOJIb30BAMETISIM HOBble MOOeU NOBEOEHUS U MOOelU pabomul.



NPOLUJTbIE TOOA

[1o ombITy mpomieanux JET MOXKHO C
YBEPEHHOCTHIO TOBOPUTH O TOM, YTO CAUTHI
POCCUUCKUX CTPYKTYP , KaK CHUIJIOBBIX, TaK
U TOCYIAPCTBEHHBIX, JIOCTATOYHO XOPOIIIO
3alIMUIIEeHBI. /JlJaHHBIE 00 yTEUKE
MH(OPMALIMK C HUX IIOCTYIIAlOT B
OTKPBITBIN JOCTYII KparuHE PEIKO.



OcHoBou KnbOeparak sSIBISIFOTCS 3apaKCHHBIC
KOMIIBIOTEPHI TTOJIb30BaTEIEH, JIMOO 3apaKEHHBIE
cepBephl. B ganbHeeM 00bSIUHSIIOTCS B CETh
10JI YIIPaBJICHUEM KaKOT0-1100
3JIOYMBIIIJICHHUKA U, B IOCJICICTBAN OHU
MCIIOJIb3YIOT KOMIIBIOTEPHI )KEPTB, YTOOBI
pacchlIaTh cHaM, OCYIIECTBIATh XaKePCKHUE
aTaKH.



Ha ceroaHsIHUM I€Hb HA Y KOI'O U3 HAC HE
OCTaJIOCh COMHEHUS B TOM, YTO BCE
BEAYIIHE CIICLCIYKObI MUPa HAYMHAKOT
AKTUBHO HCIIOJIb30BaTh KMOECPIIPOCTPAHCTBO
17151 00ECIICYCHHUSI CBOMX HACTYIaTEIbHbIX
BO3MOKHOCTCH.






