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Introduction to the lecture
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Quickly identify networking issues by leveraging the power of SDN
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Introduction to the lecture
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HP Network Visualizer key features
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HP Network Visualizer key features

(" Monitor and analyze the network: You can narrow down the source of
network problems, know the traffic peaks from any network device, and
validate network connectivity

\
/~ Visibility: N I
e Client address identification

e GUI-based real-time
monitoring of captured packets

e Dashboard charts
¢ Detailed capture session view
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\I e Custom — Configure the source/destination ;

IP address, source/destination MAC address,
port, and protocol for a capture session.

e User — Configure the user, user group,
device(s), and application for a capture

/I session.
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Network Visualizer installation instructions

/

~

G1/0/4

G1/o/a

G1/0/2

UserVM2
10.20.20.2

-

G/or?

7
2

SDN Apps

HP SON Controller
192.168.56.13

G1/0/3

61/0/6

P2

UserVM3

10.30.30.3 10.40.40.4

UserVM4

12



Install the HP Network Visualizer Application

4 )
192.168.56.13
\_ J
4 )
http://192.168.56.13:8443/sdn/ui.
\ <
\_ J
4 N )
e Username: sdn
e Password: skyline
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Install the HP Network Visualizer Application

Applications
(/) WP VAN SDN Controller ~ ~ 621 2 sdn
Refresh New Upgrade Uninstall Enable Disable

Alerts
Applications o Name Version State
Configurations » Path Diagnostics 25.15 ACTIVE
auditlo » OpenFlow Link Discovery 25.15 ACTIVE

9 OpenFlow Node Discovery 25.15 ACTIVE
Licenses v#” path Daemon 25.15 ACTIVE
Team
SupportLogs AppStore - Purchased Applications Login to view applcatiorns...

Name Version

OpenFlow Monitor
OpenFlow Topology
OpenFlow Trace
WARNING!
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Install the HP Network Visualizer Application

New
General / Applications
Refresh New Upgrade Uninstall Enable Disable
7

Name A Version State
v Path Diagnostics 2:9:15 ACTIVE
» OpenFlow Link Discovér ¥ 2.5.15 ACTIVE
» OpenFlow Node Discover/ €40 B b ACTIVE
» Path Daesmon 2.5.15 ACTIVE

AppStore - Purchased Applications
Name Version
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Install the HP Network Visualizer Application

i )
Browse New Application
s Desktop | "
SDN Lab Files
Cancel
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Install the HP Network Visualizer Application

\

hp-net-visualizer-v1.0.7-x64

com.hp.networkvisualizer v1.0.7.1499.zip

J
& Open =
X ; u {Ji =« Sof_. » hp-net-visuaslizer-viO07T-.__ » -~ i ‘s V| Scorch Po-net-visvofizer-v1.0 F-3
Crganize — MNew folder = - .
- F == = Name = Date madified Type
B Desictop i. com.hp.networkvisualhizer_v1.0.7.14899 zip S/22/,2005 6:52 AN Compaess
w» Downloads 3—5 Network -Vicualizer-Relesce-Notes-SOUR - S/227:X0S 148 AR Adobe Ac
o Recent Places
—a Libranes

= Decwuments
J‘- Muszsc
— Pactures
B videos

I Computer

€RE Netnork il = »
File narme: corm hp.networkvisualcer V1 0.7.1 « [All Files . ']

[ Open ["]'; V Cancel

-~ .
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Install the HP Network Visualizer Application

Upload Deploy

New Application New Application
comhp.networkvisualizer_v1.0.7.1499.zip Browse comhp.networkvisualizer_v1.0.7.1499.zip Browse
|
Upload \_ Completed Upload
Name: Name: Network Visualizer
Verelan: Version: 1.0.7.1499

ID: 1D: com.hp.networkvisualizer
|

C {
Cancel St




Install the HP Network Visualizer Application

\
ACTIVE
J
General / Applications
Refresh New Upgrade Uninstall Enable Disable
Name Version State l
» Network Visualizer 1.0.7.1499 ACTIVE _
» Path Diagnostics 515 ACTIVE N
» OpenFlow Link Discovery 2315 ACTIVE
» OpenFlow Node Discovery 2.5.15 ACTIVE
» PathDaemon 2.5.15 ACTIVE
AppStore - Purchased Applications Log in to view applications...
Name Version
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Install the HP Network Visualizer Application

[ Network Visualizer ]

@ HP VAN SDN Controller ~ .27 2

General Network Visualizer / Dashboard

Refresh f \

Dashboard Sessions CaptureSessions Failure
Create (apture Session

Configuration

Session Monitor

Eventlogs

20



Install the HP Network Visualizer Application

[ General Licenses ]
() HP VANSDN Controller - “21 2 sin
m General f Licenses

Refresh Add | Ent 3 Deactivate  CopyUninstall Key
Alerts
Applications
Configurations InstalliD: 61951246538401
AuditLog Serial# Product Licensed For Qty Type Status ExpireBy Uninstall...
Team
SupportLogs

21



Network Visualizer licensing

~N

e A VAN SDN Controller Base license
e A Network Visualizer license

Y4

N
~

¥

App E-LTU
e J9863AAE HP VAN SDN Controller

Base Software with 50-node License
E-LTU

~

J

J
« JLO91AAE HP Network Visualizer SDN

N

J
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Network Visualizer licensing

e Install the HP VAN SDN Controller.

 Install the SDN Applications that you would like to evaluate. If you
are using the AppStore, install the Trial Mode SDN applications.

e Go to the My Networking Portal
http://www.hp.com/networking/mynetworking and select SDN
Evaluation Licenses.

e Enter your install id. MNP generates every evaluation license
possible for this install id.

* Apply the relevant licenses to the controller and applications.
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Network Visualizer licensing

This is a confirmation of your registration with the license details:
License key: BUYRMEYNOSCBO-NJTFY /S4NBTPN-YWA4QREQZXAGB—RCUFS40BRCMRKA
Registration ID: CF7MHX2-XEQP79T-FJ4VEVY—4MCWXCS

Product number: JLOY91AAE

Product name: HP Network Visualizer SDN App E-LTU

License guantity: 1

Install ID: €13951246538401

Status: Active

Activation date: 22-Jun—2015

Expiration date: 21-Jun—-2016

Friendly name: Visualizer App

Customer notes:
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Network Visualizer licensing

(/) HP vANSDN Controller - ~27 =2 sdn
m General / Licenses
Refresh Add | Enter License Deactivate Copy Uninstall Key
Alerts
i o
Configurations InstalllD: 61951246538401 -\_\
AuditLog Serial# Product LicensedFor Oty Type Status ExpireBy Uninstall...
Team
SupportLogs
4 )

% Desktop\SDN Lab Files\Software\Network Visualizer license Key.txt y
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Network Visualizer licensing

General / Licenses

Refresh  Add ‘ -YWMQKEOZXQGB-R(UFMOBK(MKA; Deactivate  Copy Uninstall Key

Install ID; 61951246538401

Serialk  Product LicensedFor Qty Type Status ExpireBy  Uninstall...
1948 HPVANSD... Controller... S0 DEMO ACTIVE 2016-06-2...
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Network Visualizer licensing

General / Licenses

Refresh Add | Enter License Deactivate  Copy Uninstall Key

InstallID: 61951246538401

Serial#  ~ Product LicensedFor Qty Type Status Expire By Uninstall...
1951 Network Visualizer ~ Enabled 1 DEMO ACTIVE 2016-06-2..

1948 HP VAN SON CtrlBase ControllerN.. S0  DEMO ACTIVE 2016-06-2..
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Capture destinations

-

\_

~N

J

-~

o

Managed
destination:

\ * Runs as a daemon service that receives

capture packets and persists them in pcap
format. A local managed destination is
installed when you install Network
Visualizer. You must configure and deploy
remote destinations from Network

/- Visualizer.

N

J

-

\_

Unmanaged
destination:

~N

y

* You can run a program or solution to
process the incoming copy traffic from the
network device.
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Capture destinations

State
Destinations
Network Visualizer / Configuration
Receiver for copied traffic
» SNMP Profies
» Local Destination installed by default v LA Polle

» Caphre Sessioes

» Managed destination

Configure destinations to capture of redrect the packets.

-Local or remote service e - e

locEAgen! 192.168.96.13 oeployed Yes
-PCAP capture format
» Unmanaged destination

-Application to capture incoming packets

Destnason Name PAwress Managed FileSize (NB)  File Ceunt
Jumphast 192168565 Add Clewr
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Custom mode capture

Create Capture

Session
@ HP VAN SDN Controller ~ ~27 a
» General Network Visualizer / Dashboard

m Sessions CaptureSessions Failure

Create (apture Session
Configuration

Session Monitor
Eventlogs

No data to display No data to desplay
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Custom mode capture

( )
— /
4
Custom: » Configure the source/destination IP address, source/destination MAC
’ address, port, and protocol for a capture session. )
) —
. )
User: » Configure the user, user group, device(s), and application for a
’ capture session.
\, y J
Filter Policy A5 (ustom M ode N;w«tVlsuallzul(rute(qnn Session
« Legacy ACL-like match conditions
L SUppOftS scheduled capture mt,r:l:.y.dwa:sxoumwnY-esttostorcmhoxmme:auuewsmn You (annavigate 10 Gifereat stegs by Cicking
* Supports local or remote destination
SessionName  UservM4
« Supports activate/deactivate =R T
Custom Mode : Select Protocol, Source and Destination Forts, P/MAC Addresses

32



Custom mode capture

4 )
- J
4 In the first step, )
\_ J
4 )

e User
e Custom
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Custom mode capture

[ In the second step ]

Network Visuelizer / Create Capture Sesslon

Filter Criteria ~
= Select Switch by IP address A S e

Choose traffic direction to monitor SricVP 011254 *
Bdrec tonsl e N

IP address: source, destination IR e

» MAC address: source, destination Disthiter
Souwce NAC
» Protocol Destieton MA:
« L4 Port: source, destination :”‘w' =
= Configure capture file name DestinsienPuct
FleName U Vsl VMR X0
Note
« All fields are optional, but at least
one must to be configured
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Custom mode capture

\

7

N
V.

7

\

7

 IP address of the network device
* Select the traffic capture direction by clicking one of the

following: Yes: Captures packets sent and received by the user.
No: Captures packets sent by the user

e I[P address of the source (for example, 10.40.40.4)

y

3

[P address of the destination (for example, 192.168.56.51)

—————————————————————————————————————————————————————————————————————————————
‘ * MAC address of the source (for example, aa:bb:cc:dd:ee:ff)

)

* MAC address of the destination (for example, aa:bb:cc:dd:ee:ff)

P eSS
\————————————————————————)

e Network protocol. By default, protocol is All

——

e Layer 4 port for the source

y

* Layer 4 port for the destination

7

* Name of the pcap file in which to save the packets
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Custom mode capture

third step

—_——
fourth step

\_ _J
Sc h edu le Notwark ¥isuatizer / Create Capture Session
Roset
* Select one schedule type
Set captare session schwdule.

Note Schedute INoSetecton  |=
* No selection results in activated session ;":' i

running immediately, and only stops when Mty Woodey ikl

> N - el Werbnd [Sateeday and Suady,
session is deactivated. Weeldy ’




Custom mode capture

* Monitoring of a capture session is not scheduled.

* Monitor the capture session once. Specify the Start Time and

Stop Time.

-
* Monitor the capture session everyday. Specify the repeat interval
in Repeat every (days), Start Time, Stop Time, and End Date.
. y, J
4 N )
* Monitor the capture session on weekdays. Specify the Start Time,
Stop Time, and End Date.
/
) N\
* Monitor the capture session on weekends. Specify the Start Time,
Stop Time, and End Date.
\ Yy J
4 N )

\_ v

* Monitor the capture session on a weekly basis. Select the days of
the week to capture the sessions with Repeat on check boxes.
Specify the Start Time, Stop Time, and End Date.
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Custom mode capture

The last step

Behavior after Activation

= Non-scheduled session: capture rule is
installed immediately if devices are
discovered

= Scheduled session: scheduled session is
saved, and once time range is reached,
capture rule is installed if devices are
discovered

= In both case, system updates number of runs

How to Activate

= At the end of wizard, click “Activate” button
to activate session.

= Configuration = Capture Session, click
“Activate” to activate selected session

» Session Monitor 2 Select session and click
“Activate”

Metmork Vanellzen / Greate Coptare Sexlon

Creare New

Swcesshily Loligued the Sassonrd

AU € > A0S T 0029700 SHE0M ST ABAZYIS 20 Sosson Mooy
Dot - » Norgos W Dest B ¢

38



Session Monitor

Network Visualizer / Session Monitor

. & Refresh Filter Export All Create Delete Activate Deactivate
Session Operational
Session Name state SHIIU\MG Source Status Destination Status
Status © UseruMa ACTNE UNSCHEDULED - -
» Session failure reason
« Flows installed for activated
session
» Number of runs
vane UseiVMda
1510tus: ¥ Jarectional:Yes Fleres JampiUs VNG ~TINESTAMP=.nCSD
custom ! Information
SQur(e 020509 veslingtion P 1521685851
Ptelog wp
lNﬂlt 1P Address Status Latest Captur
Jumphost 122168565 Uemanaged iw o

Flow Entles

Device SrcIP /Port Dst IP /ot $rc Mac Dst Mac Protocol Status Thn¢
101.1.284 100404 192 188868V . p v 201S07.0200..
101.1.254 1S2 168551 1040404/ . p v 201S.07.0200.
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Session Monitor

( )

View

Refresh

Filter

Export All

Create

Delete

Activate Deactivate

Enable Disable

40



Session Monitor

HP YANSDN Controllar - - 1%

Session Monitor ,
Goncral Notwork ¥isualzer / Sossion Monitor
« Activated session —— —

: 3 1 Viewlasest Capouwe 3
- " ”»
Click “View" Button S — P e
Configuration = CaptureSession =" « SARSD . PEMRTE MLMARIE T, L. . ;i 2. 1
Comfinpss a vk s 2135439 19216210918 132.16810.077 T(P 893 eomdu = 2865 -f
- . SRR ‘ “r 2 3a0d19 192,168 10197 1921681018 TP hd 28567 re-md.,
» Activated session e o3 2155057 192,163 10.118 132,168 10.017 TCP 03 ey » 2455
. v HISCEIPE oty 2155510 192163 10.118 19216810117 TP m oty = 2455
= (Click “View" Button asp 296033 192.16810.187 19216510018 TP 6a 20567 » e.nd.
1 2539422 19216810118 192.16810.017 T(P 4z ¢.tdu > 2655
2 2735350 19216810117 19216510118 TCP 64 28567 » e-md..
3 256578 19216810118 19216810117 1(P 1283 eméur 2866
&e 2545244 1921681070 1826810017 1P 1233 e mdu - 2866
&5 2545360 19216310118 18216210117 TCP 123 emdun 2466
& 254587 19216810110 182.16810.017 TCP Y emeus 2466
&y 25a%528 192,168 10718 1320681017 TCP 1283 endu » 2356
&5s 25a5682 192,162 10.18 132.168.10.017 TP 1233 wmdu = 2356
@s 1505612 1921681071 19216810007 TP 1233 eemdunZ488. -~
fetresh r e e lastal

View
Refresh

41



Network Visualizer Dashboard

Dashboard Network Visualizer ]

.

@ HP VAN SDN Controller ~ ~27 2

Network Visualizer / Dashboard

» General
BT e
m Sessions CaptureSessions Failure

Create (apture Session

Configuration
Session Monitor
Eventlogs

No data to desplay No data to desplay
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Network Visualizer Dashboard

Sessions

» Sessions chart displays the current state of all
the capture sessions

Capture Sessions Failure

*» The information about the deployment of
monitoring policies across configured
network devices for the most recent five
unique sessions

Discovered Devices by 0S

» Discovered devices by operating systems

Discovered Devices by Type
» Discovered devices by device types

W 1D

) X

e B B s B e B s

e M e

Barvewnd Do vy 04

Bt vems @ e v W @ ——

Ll Ll LN B
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Sessions chart

-

\_

Created — Number of created capture Sessions
sessions

Active — Number of active capture sessions
Inactive — Number of inactive capture

sessions

Partial — Number of sessions for which the
network traffic capture failed on a few
devices

Failed — Number of sessions for which the
network traffic capture failed

Scheduled — Number of sessions for which
network traffic capture is scheduled 8 Acive @8 nacive B Faled B Created @ Parial B Scheduied
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Capture Sessions Failure chart

(

\_

~

-

~

!
£
2

| I
| ] I l
0 . v v .
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Capture Sesslons Fallure

AllMace  justMac AllMacs MonSossion  bobSecsion
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Discovered devices

4 )

Discovered Devices by 0S Discovered Devices by Type

B Ancoxs @B Windovs B 105 B Others B8 LapopDeskicp W McbieTablets B Servers Bl Unknown
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Discovered devices

/ \I * Android: Indicates the number of devices with Android \
operating system.

* Windows: Indicates the number of devices with Windows
operating system.

* [OS: Indicates the number of devices with iOS operating system.

e Others: Indicates the number of devices with any other

\ /| operating system. /

( )

\. J

4 N )

* Laptop/Desktop: Indicates the number of discovered laptops
and desktops.

e Mobiles/Tablets: Indicates the number of discovered mobile
devices and tablets.

e Servers: Indicates the number of discovered servers.
e Unknown: Indicates the number of discovered unknown devices.

o N J
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Example topology for instructions

N

P

SDN Apps

HP SDN Controller
192.168.56.13

61/0/3

7
N < L
2

61/0/2

UserVYM2 UserVM3
10.20.20.2 10.30.303

P2

UserVM4
10.40.40.4
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Switch configuration

4 )
N /
openflow

controller-id 1 ip 192.168.56.13 controller-interface vlan 1
instance “vlan2@"

member vlan 20

controller-id 1

version 1.3 only

enable

exit

enable

50



Switch configuration

snmpv3 enable
snmpv3 restricted-access
snmpv3 user sdn auth md5 skyline priv des skyline

snmpv3 group ManagerPriv user sdn sec-model ver3

 WARNING!
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Switch configuration

This is an example of SNMPv3 configuration on a 3800 series switch:
Pl (config)# snmpv3 enable

SNMPv3 Initialization process.

Creating user 'initial'

Authentication Protocol: MDS

Enter authentication password: ***di%*

Privacy protocol is DES

Enter privacy password: **%*ii4

User 'initial' has besen created

Would you like to create a user that uses SHA? [y/n] n

User creation is done. SNMPv3 is now functional.

Would you like to restrict SNMPvl and SNMPv2c messages to have read only access (you can
set this later by the command 'snmpv3 restricted-access')? [y/n] y

Pl (config) # snmpv3 user sdn auth md5 skyline priv des skyline

Pl (config)# snmpv3 group ManagerPriv user sdn sec-model ver3

52



Instructions

N\

—————————————
P —————————
P —————————

J

P2# show wversion

Image stamp:

/ws/swbuildm/rel portland gqaoff/code/build/tam(swbuildm rel portland gaoff rel portland)

Jun 17 2015 16:04:30
Ra.15.17.0007

238

Boot Image: Secondary

Boot ROM Version: Ka.15.09

Active Boot ROM: Primary
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Instructions

Network Visualizer
Configuration
¢/ HP VANSDN Controller ~
» General Network Visualizer f Configuration
Dashboard Configurable Feature
Anorymous Mode
Create Capture Session SNMP Profiles

Capture Sessions
Destinations
Applications

Licers

Event Logs

Export Support Logs

Session Monitor
EventlLogs

\ AK AR Al HE SE S A0 A
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Instructions

-

~

\_

Profiles

o

SNMP

e Name: SNMPv3Profile

e Type: snmpv3

e Username: sdn

e Auth Type: MD5

e Authentication Password: skyline
¢ Privacy Type: DES

e Privacy Password: skyline

/'
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Instructions

Network Visualizer f Configuration

Specify a set of SNMP parameters to be used for switch communication.

Description Type Delete
Default SNMP key SNMP

Result: SNMP
Profile is added

/

Clear

Name Type User Name
SNMPv3Profile snmpv3 ¥ sdn

AuthType  Authentication Password  Privacy Type Privacy Password
MDS Y ssssuss DES v sisnmns ‘ Add

| |
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Instructions

4 N )
e [P address: 192.168.56.13
 Port number: 22
% e Protocol: SSH y
sdn@sdnctl3:~5 ping 192.168.56.251
Result: " ; s
All pings sdn@sdnctl3:~5 ping 10.1.1.252
should sdn@sdnctl3:~$ ping 10.1.1.253
succeed.

sdn@sdnctl3:~5

ping 10.1.1.254
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Instructions

Plf conf

Pl (config)# openflow

Pl (openflow)# controller-id 3 ip 192.168.56.13
Pl (openflow)# instance wvlan30

Pl (of-inst-vlan30)# disable

Pl (of-inst-vlan30)# no controller-id 2

Pl (of-inst-vlan30)# controller-id 3

Pl (of-inst-vlan30)# enable

Pl (of-inst-vlan30)# end

Pl$

controller-interface wvlan 1
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Instructions

Pl# show running—config

---<omitted>

snmp—server community "public” unrestricted
snmpv3 enable

///’ ‘\\\ snmpv3 restricted—access

snmpv3 group managerpriv user "sdn" sec—model wver3

snmpv3 user "initial"”

snmpv3 user "sdn"

cpenflow

controller—id 1 ip 192.168.5€.11 controller—interface wvlan 1
controller—id 2 ip 192.168.5€.12 controller—interface wvlan 1
controller—id 3 ip 192.1€68.56.13 controller—interface vlan 1
instance "vlan30"

member wlan 30

controller—id 3
\\\‘ A/// version 1.3
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Instructions

Pl# show openflow instance wlan30
Configured OF Version : 1.3
Negotiated OF Version : 1.3

wvlan30

Instance Name
2Zdmin. Status : Enabled
Member List : VLAN 30
«ce. <comitted>...

Controcller Id Connection Status Connection State

3 Connected Active No Egual

Pl1#

Result:
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Instructions

P2 conf

P2 (config) # openflow

P2 (openflow) # controller-id 3 ip 192.168.56.13
P2 (openflow) # instance vlan40

P2 (of-inst-vland0)# disable

P2 (of-inst-vlan40)# no controller-id 2

P2 (of-inst-vland40)# controller-id 3

P2 (of-inst-vlan40)# enable

P2 (of-inst-vland40)# end

P2#

controller-interface vlan 1

61



Instructions

P2# show running—config

- - .-<omitted>

snmp—server community "public" unrestricted
snmpv3 enable

/’7 ‘\\ snmpv3 restricted—access

snmpv3 group managerpriv user "sdn" sec—model wver3

snmpv3 user "initial"™

snmpv3 user "sdn"

openflow

controller—id 1 ip 192.1€68.56.11 controller—interface wvlan 1
controller—id 2 ip 192.1€68.56.12 controller—interface wvlan 1
controller—id 3 ip 192.1€8.56.13 controller—interface vlian 1
instance "vlan40"

member vlian 40

\\» <// controller—id 3

version 1.3




Instructions

PZ2# show openflow instance wlan4O

Configured OF Version : 1.3
Negotiated OF Version : 1.3
Instance Name : wvlan4d4O
2Zdmin. Status : Enabled
Member List : VLAN 40

- .-.<omitted>...
Controcller Id Connection Status Connection State Secure Role

3 Connected Actiwve No Egual

P2#

Result:
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Instructions

[ Event Logs

@ HP VAN SDN Controller ~

» General Network Visualizer / Event Logs
~ Network Visualizer Refresh Filter Delete
Dashboard Time Level Message

today 04:46:... INFO  Network Visualizer license is installed
today 05:44:.. INFO  DeviceIP 10.1.1.253is discavered
today 05:46:.. INFO  Devic2IP 10.1.1.254 s discovered

Create Capture Session
Configuration

Session Monitor

EventLogs

~ 27

Area

CONFIGURATION
CONFIGURATION
CONFIGURATION

[ Result:

64



Instructions

Configuration Destinations.

\_

Y e Destination Name: Jumphost )

e |IP address: 192.168.56.5 (this is the IP address of the
Jumphost PC)

e Managed = Unchecked (off)
A Click Add (see Figure): )

@ HP VAN SDN Controller ~

» General

Dashboard

Create Capwure Session
Session Monitwor
EventlLogs

Network Visualizer f Configuration

Configurable Feature
Capture Sessions
Configure destinations to capture or redirect the packets.

Destination Name
localagent

IP Address State
192.168.56.13 deployed Yes

Managed

DestinationName
Jurmphost

P Agdress Managzd File Sze (ME}  File Count
192.168.56.5 Acd




Instructions

Create Capture Session

Create Capture Session

@ HP VAN SDN Controller -

~ 27 2 sdn

» General Network Visualizer / Create Capture Session

v Netwwork Visualizer Reset
Create Capture Session
Configuration

Session Monitor

EventLogs

This wizard walks you through the steps for configuring the capture session. You can
navigate to different steps by clicking on theleit panel.

Session Name

Session Mode = User Custom

User Mode : Select User, User Group, Devices or Application
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Instructions

In the first step

e User: You can configure the
user, user group, device, and
application for capture
session monitoring.

e Custom: You can configure
the source/destination IP
address, source/destination
MAC address, port, and
protocol for capture session
monitoring.

Network Visualizer / (reate Capture Session

Reset

Sessin Name

This wizard walks you through the steps for configuring the capture session. You can
navigate to gitlerent steps by clickng on the [21t panet,

SessionName  UserVivd

SessionMode  User * Custom

Custom Mode : Select Protocol, Source and Destination Ports, IP/MAC Addresses

Next

67



Instructions

Network Visualizer / Create Capture Session

In the second step Filter
Policy

Reset

Set up Custom liter criteria

Swhanip 10.11.254 v

e Switch IP: 10.1.1.254 Source P 10.40.404

Destination P 192 168.25.51

e Bidirectional: Yes sosak

e Source IP: 10.40.40.4 S

e Destination IP: soucabor
192.168.56.51 ::w'e“ e

e Protocol: TCP

[ Next J
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Instructions

e Switch IP: IP address of the network device

* Bidirectional: Select the traffic capture direction by clicking one of the
following:

* Yes — Captures packets sent and received by the user

* No — Captures packets sent by the user

* Source IP: IP address of the source (for example, 10.40.40.4)

* Destination IP: IP address of the destination (for example, 192.168.56.51)

* Source MAC: MAC address of the source (for example, aa:bb:cc:dd:ee:ff)

* Destination MAC: MAC address of the destination (for example,
aa:bb:cc:dd:ee:ff)

* Protocol: Network protocol; by default, protocol is All

* Source Port: Layer 4 port for the source

* Destination Port: Layer 4 port for the destination

* File Name: Name of the pcap file to save the packets
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Instructions

The third step . The fourth step  Schedule

Destination Jumphost No
Next Selection Next
Network Visualizer / Create Capture Session Network Visualizer / Create Copture Session
Reset Reset
Seliect s conligured destination to copture the packets. SET APl @ wession SChidule
Destination  Jumphest v Schedule No Selecwion

Destination
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Instructions

e No Selection: Monitoring of capture session is not scheduled.

e Once: Monitor the capture session once. Specify the Start Time and
Stop Time.

* Everyday: Monitor the capture session without day restrictions.
Specify the repeat interval in Repeat every (days), Start Time, Stop
Time, and End Date.

* Weekday (Monday to Friday): Monitor the capture session on
weekdays. Specify the Start Time, Stop Time, and End Date.

* Weekend (Saturday and Sunday): Monitor the capture session on
weekends. Specify the Start Time, Stop Time, and End Date.

* Weekly: Monitor the capture session on a weekly basis. Select the
days of the week to capture the sessions with Repeat on check boxes.
Specify the Start Time, Stop Time, and End Date.
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Instructions

Finish

Network Visualizer / Create Copture Session

Reiex

Summaey af the (apture Sessieon options

SSSSon Name LIS eruivg

Switch o 10.1.1.254

Sadiectional Yas

Source I 1040 90.4

Oextinaiion & 1221580565

Protocc TP

F e Name FIrre/ 1 ISorvivia pc as
S ——— Do<tmative rrorocT
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ireshark

Activate the session

| M The Wireshark Network Analyzer [Wireshark1.126 (v1.12.
Eile Edit View Go Capture Analyze Statistics Tel

-
Wireshark
\_
Capture
Interfaces

Interfaces..

© 4 ®m

Options...

Capture Filters...
Refresh Interfaces

DQRLENOO

Cti+l |
Ctrl +K
Ctil+E
Ctul +E
Ctrl+R

73




Activate the session

N

Lab Network Options )

| M Wireshark: Capture Interfaces - ﬁilj[ﬁ].
Device Description IP Packets Packets/s

r ;E! DONOTTOUCH Intel(R) PROS1000 MT Netwark Connection feB0::15ee;16da:2cdd:b740 176

---------

(Vg LabNetwork  Intel(R) PRO/1000 MT Network Connection 192.168.56.5 11

--------

4

\

Help ‘ Start Stop [ Options J Close
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Activate the session

Use promiscuous mode
Start

\_

Captwre
Cagture Iterface Link -layer headerPromn. Mode Snaplen [B) Buffe [MEB) Capture Fulter -
DO NOT TOLOH =
DD T § G DA DS Cthaermat < i3bles 242222 2
242223
- Lab Network . o - ma = arasss - an - aaan .
Capture on all interfaces | 'Mon),c mdmsl
BeTsST—— |
Coptore Fies) | EEETETE =\

=3

(=] [compie sectea 8P

Capture Fdes

Oiusplyy Options
Fde 'g,m_‘ 7 Updse hat of pickets an e13l Bene
7  Butomatically el dureg lese Caphare
Use gnuitple fles v Use pcapng fommat d 2
N 2 - — 3 . BZe capture inko calog
de file wuery 1 e atrntels) -
Next fle cwery i - rresute(s) - MNarme Resodon
o o ¥ ow ™, > - '

. Pasolhe MAAL addrazser

Sop Capture Autornatcally Afver. Fesohe petwork-lyyer mames

2 - ol 2 . =1 Fezobse sranspat-lyer mseme
i - packe 3  § e g ate(s)

"
S

1 $lels)

. e £5) > . Use sternal network -

Help J | art | "_ — Chose
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Activate the session

Network Visualizer / Create Capture Session

Create New

Successiulty Corfigured the Sesson |

ACtivatg - > ACtivates the craated sossion and nivigates 10 Sassion Monitor
Done ->Navigates to DashBoard

Activate

o J
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Session
Monitor

Activate the

Network Visualizer / Session Monitor

Refresh Fiter Exportall
fescion Name State
L ACTVE
gisien Name: Uservmd
Slatus: v Bidiractionali Ves
1040404
Ip
Name 1P Adéress Status
Jumprost 192168565 Unfminaged
Device SrcIP fPent DstIP /Port
01254 1040804/~ 192. 1685651~
101,1.254 192168 S6SY- 1040404/«

session

Create Delete AtTivate Deactivate
Session Type Source Statug Destination States
UNSCHEQULED - -

Fie Maene - JUmepfUseryMA. <TIMESTAMP > peap

121685551
Latest Captur
Sre Mac Dst Mac Protocol
p v
p v.

Status Time
01507200
2015.07-0200..

77



Activate the session

* SDN Networking x N
| C [ wwwhp.com

@ For Home For Work Support

Software-Defined Networking

An agile, automated, programmmable network from data center to campus

branch.

2 (T

Why SDN? &
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Activate the session

| ]

1p.src == 10.40.40.4 || 1p.dst == 10.40.40.4 and click Apply:

| ]

ip.addr == 10.40.40.4
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Activate the session

 Capturing from Lab Network  [Wireshark 1126 (v1.12.6-0-geelfce6 from master-112))] (ol ® [

Fil: Eat View Go Capture Analyze Statitics Telephony Tools Intemals Help
codm BEXR A+*»aT2EE QAaQAD FDB% O

Fitter: ip.stc == 1040404 [|ip dst == 10.40.4).4 v | Bxpression... Clear Apply Swe
No. Time Source Destination Protocel Length Info

8938 448 08"37010 40 40 4 102.168. §6.51 TCP 112 4‘)314 80 [svn] ch-O w‘in-8192 LQn-O HSS-1460 Wi=4 SACK_PCAI-

8840 448 08’5?3 102 168 Sv 51 10.40.40.4 TCcP 11" 80‘40314 [SYH N‘K] ..eq 0 Ack-l Mn-14600 Len-O MS5=1460 S

8842 448 08:375 10 -IO 40 4 192.268. 56,52 TCP 106 49314-80 [ACK] .wq-i Acl -1 win-DS?OO I..en-O

- ke -

B e e aA wn anm amm ws e . — PAS wees

§ Frame 8838: 112 bytes on wﬁre (896 bits), 112 bytes captured (896 bits) on interface 0
5 Ethernet 1XI, Src: HewlettP_37:a4:07 (78:48:50:37:24:07), Dst: Vmware_07:28:03 (00:50:56:07:28:032)
® Intarnet Protocol version 4, Src: 10.1.1.254 (20.1.1.254), Dsv: 102.168.56.5 (192.168.56.5)
» Flags and version: 0x2000
Protocol Type: Transparent Ethernet bridging (0x6558)
Key: 0x0000138d
¢y Ethernet 1X, Src: Vmware_97:26:77 (00:50:56:97:26:77), Dst: HewlettP_37:ad:9f (78:48:59:37:a4:9f)
# 802.1Q virtual LAN, PRI: O, CFI: O, ID: 4¢
B INtérnet protocol version 4, src: 10.40.40.4 (10.40.40.4), DST: 192.168.56.51 (192.168.56.51)
- Transmission CONTtrol Protocol, Src POrt: 49314 (49314), 0st Port: 80 (80), seq: 0, Len: 0
Scurce POrt: 49314 (49314)
pestination Port: 80 (80)
[stream index: 409]
[TCP Segment Len: 0]
Sequence number: 0 (relative sequence number)
acknowledgment number: 0
Meader Length: 32 bytes
« lxws 000070000 0010 = F1ags: 0X002 (SYN)
window size value: 8192
[Calculated window size: 8192]
¥ Checksum: 0xS5be [validation disabled]
urgent pointer: 0
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Activate the session

\ S

~

& Capturing from Lab Network
File Edit Yiew ¢

©© 4 n X

" Vireshark 1.12.6 (vl.12.6-0-geeifce6 from master-1.12)]
nalyze Statistics  Telephony Tools Intemals  Help

A2 AP DTE QQQM @#BEN %

Filter: | ipusre == 10.40,40.4 || ip.dst == 10.40.40.4 |~ | Bpression.. Clear 2pply Save
No. Time Source Destination Protocol Length Info
8838 448.08237010.40.40.4 192.168. 56. 51 TCP 112 49314-80 [SYn] Seq=0 win=8192 Le

10.1.1. "_';": CMP 140 pestination lh'r‘fa'l'l‘i]lr’: (Protoc

B el B .~ R b e B e - - -~ - -~ -~ -~ ——— - s P L - - -~ - . -~

o Frame 8838: 112 hytes on wire (896 bits), 112 bytes captured (886 bits) on 1nterface

® Ethernet II, Src: HewlettP_37:a4:97 (78:48:59:37:a4:97), Dst: vmware_97:28:03 (00:50:56:97:28:03)
) Internet Protocol version 4, src: 10.1.1.254 (10.1.1.254), Dst: 192.168.56.5 (192.168.56.5)

+ Generic Routing Encapsu’lation (Transparent Ethernet bridging)

;Ethernet II, Src: Wmware_07:26:77 (00:50:56:07:26:77), Dst: HewlettP_327:24:0f (78:48:50:237:24:0f)
) 802.1Q vw‘rtua'l LAN, PRI: 0, CFI: O, ID: 40

# Internet Protocol version 4, src: 10.40.40.4 (10.40.40. 4), DST: 192.168.56.51 (192 168. 56. 51)

+ Transmission Control Protooo'l Src Port: 49314 (49314), bDst Port: 80 (80), Seq: 0, Len: 0O

\

CROEOEG
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Activate the session

e Layer 2: Ethernet Frame with source MAC address of an HP switch
and the destination a VMware virtual machine (Jumphost)

e Layer 3: IP source of 10.1.1.254 (ProVision P2) and IP destination of
192.168.56.5 (Jumphost)

e Layer 4: GRE tunnel

* Encapsulated Layer 2: Source MAC address of VMware host
(UserVM4) and destination MAC address of an HP switch
(Comware switch C1)

e Encapsulated 802.1Q VLAN information

* Encapsulated Layer 3: Source IP address of 10.40.40.4 (UserVM4)
and destination IP address of 192.168.56.51 (hp.com test website)

* Encapsulated Layer 4: TCP destination port 80
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Activate the session

—— . . —
M *Lab Network [Wireshark1.126 (v1.126-0-geelfeed from master-112))

fle Edt Yiew Qo Copture fnalze atistics Telephony Tools Internals Help
CouamE BOHXR Ae»9F 2B A0 WERE B
Fiter: ' ipasrc == 104040.4)) ip.ddst == 10.40,40.4 fopression... Clear Apply Save

Ne.  Time Source Destination Protocol Length Info |
8838 448, 082370 10.40.40 . 192,168, 36, 31 TCP 112 49314+80 [SYN] Seqs=0 win=8192 Len=0

8830 448, 082423 192,168, 56. 5 10.1.1.254 ICMP 140 pestination unreachable (Protocol u

ARMIA 1 IM ARANRWE AAR AAA Pp Pa - AAS AA iANA b P T - A e |l A W'

¥ Frame 8838: 112 bytes on wire (896 b1ts) 112 bytes captured (896 bits) on interface 0

# Ethernet IX, Src: HewlettP_37:a4:97 (78:48:59:37:24:97), Dst: Vinware_97:28:03 (00:50:56:97:28:03)

¥ Internet Protocol version 4, src: 10.1.1.254 (10.1.1.254), Dst: 192.168.56.5 (192,168.56.5)

# Generic Routing Encapsulation (Transparent Ethernet bridging)

¥ Ethernet II, Src: vmware_07:26:77 (00:50:56:07:26:77), Dst: HewlettP_37:a4:0f (78:48:59:37:24:9f)

# 802,1Q virtual LAN, PRI: 0, CFI: 0, ID: 4¢

# Internet Protocol version 4, src: 10.40.40.4 (10.40.40.4), 0st: 192.168.56.51 (192.168.56.51)

+ Transmission Control Protocol, Src Port: 49314 (49314), Dst Port: 80 (80), Seq: 0, Lem: 0
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Activate the session

General

OpenFlow Monitor
(/) 1P vaNSDN Conwalter ~ * 3 2 sn
m General / OpenFlow Monitor

Refresh Summary  Ports  Flows  Groups

Alerts
Applications DataPath ID Address  Negotiate... Manufacturer H/WVersion  S/WVersion  Serial®t
Configurations 0019145800!00080 10.1.1.253 1.3.0 HP 3800-246-25F... KA1S170007 SG49G0V430
AuditLog 00:28:14:58:60:/0b¢:80  10.1.1.254 1.3.0 HF 3600-246-25F,.. KA 15.17.0007 S5G49G0V437
Licenses
Team
SupportLogs

OpenFlow Monitor
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Activate the session

Flows

Flows for Data Path ID: 00:28:14:58:d0:f0:bc:80

Summary Ports Flows

TablelID Priority Packets Bytes Match Actions/Instructions Flow Class 1D
0 0 0 0 goto_table: 100 com.hp.sdn.normal
' 100 30500 13 0 eth_type: ipv4 &pply_actions:
ipvd_src: 10.40.40.4 output: 285213523
ipvd_dst: 192.168.56.51 output: NORMAL
ip_proto: tcp
' 100 30501 11 0 eth_type: ipv4 &pply_actions:
ipvd_src: 192.168.56.51 output: 285213523
ipv4_dst: 10.40.40.4 output: NORMAL
ip proto: tcp
4 )
Result:
\_ J
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Activate the session

P2% show openflow instance vland( flows
Flow 2
Match

Incoming Port : Any Ethernet Type : IP
Source MAC : Any Destination MAC : Any

Destination MAC Mask : 000000-000000

VLAN ID : Any VLAN priority : Any
Source IP Zddress : 10.40.40.4/32

Destination IP Address : 192.168.56.51/32

IP Protocol : TCP

IP ECN : 2Any IP DSCP : Any

Scurce Port : Any Destination Port

Attributes

Priority : 30500 Duration : 1420

Hard Timeout : 0 seconds Idle Timesout

Byte Count : NA Packet Count : 13
Flow Table ID : 100 Controller ID
Cookie : 0x3cb7c

Hardware Index: 17
Instructions

Lpply Actions

Output : ServiceTunnell$B

Normal

0 seconds
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Activate the session

Flow 3
Match

Incoming Port : Any Ethernet Type : IP

Source MAC : Any Destination MAC : Any

Source MAC Mask :
Destination MAC Mask : 000000-000000

VIAN ID : Any VLAN priority : Any

Source IP Address : 192.168.56.51/32

Destination IP Address : 10.40.40.4/32

IP Protocol : TCP

IP ECN : Any IP D3CP : Any

Source Port : Any Destination Port : Any

Attributes
Priority : 30501 Duration : 1420 seconds

Hard Timeout : 0 seconds Idle Timeout : 0 seconds
Byte Count : NA Packet Count : 11
Flow Table ID : 100 Controller ID : 3

I
Cookie : 0x3ch7c

Hardware Index: 17
Instructions

Apply Actions
ServiceTunnellf

Output :

Normal
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Activate the session

Filter: http && ip.src == 10.40.40.4 || ip.dst == 10.40.40.4

-
A “LabNetwork (Wireshark 1126 (v1.126-0-geelfce6 from master-112)) fo @
File Edit View Go Capture Bnabyze Ratistics Telephony Tools [ntemals Help

CO AamME BORS Ae»T 2 OE QaaaD $B@B % O

r—1
Filter http &&tipsrc == 10.40.4).4]| ip.dst == 10.40.40.4 LV} Expressior... Clear Agoly  Save
No. Time Source Destination Protocol Length Info .

8843 648 083:76 10 40 40.4 102.168.56. 51 HTTPR SOl GE‘I’ / HTTP/l .

8348 448 08469: 192 168 ‘6 5' 10.40.40.4 HTTP ‘49 HTTP’l 1 "00 OK (tex!/htrﬂ)

8350 -‘48 10"100 10 40 40 - 192.168, 56, 51 HTTP 524 GCT /inagc./'dn png HTTP/L.L -
Frame 8843: 501 bytes on wire (4008 bits), 501 bytes captured (4008 bits) on interface O
Ethernet II, Src: HewlettP_37:a4:97 (78:4B8:59:37:34:97), Dst: vmware_97:28:03 (00:50:56:97:28:03)
Internet Protocol version 4, sSrc: 10.1.1.254 (10.1.1.254), Dst: 192.168.56.5 (192.168. 56.5)
Generic rRouting Encapsulation (Transparent Ethernet bridging)
Ethernet II, Src: Vmware_97:26:77 (00:50:56:97:26:77), Dst: HewlettP_37:a34:9f (78:48:59:37:a4:9fF)
) 802.1Q virtual LAN, PRI: O, CFI: O, ID: 40
Internet Protocol version 4, sSrc: 10.40.40.4 (10.40.40.4), Dst: 192.168.56.51 (192.1€8.56.51)
Transmission Control Protocol, Src Port: 49314 (49314), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 401
Hypertext Transfer Protocal ) z
< GET / HTTP/L.AN\r\n S |
Accept : image/ipeq, app11cation/ans-app1ication. image/gif, application/xaml+xml, drmage/pipeqg. application/x-ms-xbap, “/“\r‘\u
Accept-Language: en-us\r\n
User-agent: M0zi172/4.0 (compatible; MSIE 8.0; windows NT 6.1; Trident/4_0; SLCC2; .NET CLR 2_.0.50727; .NET CLR 32.5.30729; . NI
Accapt-Encoding: gzip, deflata\r\n
Host : hp.com\r\n
Connection: xeep-alive\r\n
\r\n
rull regues RI: ht
[HTTP request 1/8]
[Next reguest in frame: 88451

At'oo‘ouoo
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Activate the session

——

M “Lob Network [Wireshark 112.6 (v1.12.6-0-geelfce6 from master-1.12)] =
Eile Edit View Go Capture Analyze Statistics Telephony Tools [Intermals Help

Co dAma BNXS Ae+aT a2 (EEB QaaABD @B % B

Filter: http 88 ip.src == 10.43.40.4 | ip.dst == 10.40.40.4 [+] Expression... Clear 2ppy  Swve
No. Time Source Dzsunation Protocol Length Info

8843 448 08337610 40. 40. 192...63 56 51 HTTP SO]. GET 'a HTTF'fl 1

1040 40 549 HTTP/l 1200 oa< (te/h‘tm'l)

8850 448 10‘100 10 40 40. 192.168.56. L 8 HTTP 574 GET /images/sdn png HTTP/l 1

Content-eEncoding: g=zip\r\n
# Content-Length: 177\r\n

Keep-Alive: timeoutr=5, max=100\r\n

connecrion: Keep-Alive\r\n

content-Type: text/html\r\n

\r\on

[HTT? response 2/8]

[Time since request: 0.001283000 seconds]]

Prev - in fr Z 1

[Request in frame: 88451

[NexT response in frame: 38491

Content-encoded entity body (gzip): 177 bytes -> 225 bytes
= Line-based text data: text/html

<!doctype html>\r\n

<html>\r\n

<head>\r\n

ameta <harset="utf-8">\r\n

<title>sSonN Networking</titlex\r\n

<stylexN\r\n

body {\r’\n

NTmargin:o; \r\n

\Tpadding:0; \r\n

Nr\n

</style>\r\n

</head>\r\n

N\

<body>\r\n

<img src="4images/sdn.png"” alt="Homepage" />\r\n

</body=r‘\n

</ hrmi>\r\n
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Activate the session

Deactivate
(/) e vavson conoter - "N 2
v Genenal Network Visualizer / Sesslon Monitor |
Refrsh  Fiker  BpotMl  (rate  Ddew  tianw Dexctivate _
Dishaoarg session Name stte Sesrion Type Source Status A Destination Status
Croot CptureSestion o LseVd ACTIE UNSCHEDULED v /

(onfiquration

SessionMonitor

EventLoge
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Activate the session

\
Create Capture Session

Session Name UserVM3
Session Mode Next

Network Visualizer / Create Capture Session

Re<etr

This wizard walks you through the steps for conliguring the ceplure session. You can navigateto

different stens by clicking on thele-t parsl

SsessionName UserVM3

Session Mode User = Custom

Custorm Mode - Select Protaocol, Source and Destination Ports, ID/MAC Addresses
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Activate the session

4 N . N
e Switch IP: 10.1.1.253

¢ Bidirectional: Yes
e Source IP: 10.30.30.3
¢ Leave other options and default values and click Next:

\_

Network Visualizer f Create Capture Session

Reset

Set up Custom fillter criteria

Swritch P 101 1.2S= -
ERUSCRONOY. ESgirectional =- Yes No

Source 10.30.30.=
Destination 1P

Source MAC

Destination MAC

FProtocol AL -
Source Fort

Destination Por:t

File Narme SenplUser WM. pcap
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Activate the session

[ Destination Jumphost Next ]

Network Visualizer f Create Capture Session

Reset

Select a configured destination 1o capture the packets.

Destination Jurmphost v
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Activate the session

No Selection
Next

Network Visualizer fCreate Capture Session

Reset

Setl capture sesson schedute.

Schedule No Selection
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Activate the session

[ Finish ]

Natwork Visaalizer f Create Capture Session

Reses

Sumarary of the (spture Sassion options

Secson Namrme Lihsaruwz

Swrmech &> 1020253

D ectionad Yes

Sausce ¥ 10530303
Promocce 1

FileName Famp User VIS poop

Desniration Jomptest
Sy



Activate the session

[ Activate ]

Network Visualizer f Greate Caplure Session

Create New

Successiully Conligured the Ses=ion

Artwate - > ACtivalos 1he Oredted SESHEon 00 NVEgates 10 Session Monior
Dore <> Novigotes te DoshSoarc
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Activate the session

Session Monitor

Network Visualizer / Session Monitor

Refresh Filter Export &ll Create
Session Name State
= Uservm3 ACTIVE
UservMa INACTIVE
Session Nam e UservmMs
Overall Status v Bidirectional:Yes f
Custom filter Information
ource [P 1030303
Destinatios
Name IP Address Status
Jumphost 192.168.56.5 Unmanaged
Flow Entries
Device SrcIP /Port DstIP fPort
10.1.1.253 -4- 10.30.30.5/-
10.1.1.253 10.3030.3/- -f- -

|

Delete

Session Type

UNSCHEDULED
UNSCHEDULED

Src Mac

ACTivate

Source Status

~

v

Nare  ftmpfuseriVM3- <TIMESTAMP = pcap

Latest Captur

s

v IEW

Dst Mac

Deactivate

Protocol
v

-~

Destination Status

-

v

Time In
2015-07-02 0832
2015-07-02 0832

Status
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Activate the session

o~

‘ *Lab Network [Wireshark1.126 (v1.126-0-geclfceb from master-1.12)]
File Edit Virw Gr _fapture  Analyze Statistics Telephony Tools Internals Help

0o i xp aecooTL EE QAR D @6

Filter:  http &8—prre rorvrorrer—rP.05t == 10.40.40.4 BExpression... Clear Zpply Save

Continue without Saving

Do you vwant to save the captured packets

before starting a nevr capture?
Your captured packets will be lost if you don’t save them. /

' Sawe i [ Cancel J [Continue ukhoumg—]

- - —_— —

= Capturing from Lab Netwark  [Wireshark 1126 (v1.12.6-0-geelfced from master-1.12))

File Edt Yiew Go Capture ZSnalyze Statistics Ttlcphonz Tools [ntermals Help
©® 4 m ;;tf"xef\qac@@‘-';:;QQ*‘/&Eﬂnm;:p:
\ Filter http && sp.src == 10.40.40.4 || ip.dst == 10.40.40.4 E]Expnm‘on., Clesr Apply Save
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Activate the session

C:\Users\Student>ping 192.168.56.11
Pinging 192.168.56.11 with 32 bytes of data:
Reply from 152.168.56.11l: bytes=3Z2 time<lms TTL=63
Reply from 192.168.56.11: bytes=32 time<lms TTL=63
Reply from 152.168.56.11l: bytes=32Z time<lms TTL=63
Reply from 192.168.56.11: bytes=32 time<lms TTL=63
Ping statistics for 192.168.56.11:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

2 :\Users\Student>
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Activate the session

Stop

icmp

M *Lab Network [Wireshark 1.12.6 (v1.12.6-0-geelfceb from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

©© AR & BDNRXS] AS2aTFTR QQQ B &3 MR

Filter: icmp E] Expression.. Clear ~pply Save

No. Time Source Destmatlon Drototol Length Info v i
20 7. 46617000 10 30. 30 3 192 168. 56.11 ICMP 120 Echo (p’ing) request  id- xOOO'
22 7. 46647400 102.168.56.11 10. 30 303 ICMP 20 Echo (p-ing) rep1y 'id 0><000’
24 8.48143200 10. 30. 30. 3 162,168, 56,11 TCMP T20 Echo CpIng D reaiest 3 620X000"
25 8.48143500192.168.56.11 10.30.30.3 ICMP 120 Echo Cping) reply 3 d=0x000:

B Frame 20: 120 bytes on re (2960 birts), 120 bytes captured (960 bits) on interface O
Ethernet II, Src: HewlettrP_58:6d:d0 (78:48:59:58:6d:d0), Dst: vimware_97:29:41 (00:50:56:97:29:41_
Internet Protocol version 4, Src: 10.1.1.253 (10.1.1.253), Dst: 162.168.56.5 (192.168. 56.5)
Generic Routing Encapsulation (Transparent Ethernet br-idging)
Ethernet II, Src: vmware_97:26:de (00:50:56:97:26:de), DsST: HewletiP_58:6d:2e (78:48:59:58:6d:e2_
802.1Q virtual LAN, PRI: O, CFI: 0, ID: 30
Internet Protocol version 4, Src: 10.30.30.3 (10.30.30.3), Dbst: 1592.168.56.11 (192.168.56.11)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©O
Checksum: 0x4d4sS [correct]
Identifier (Be): 1 (Ox0001)
Identifier (LE): 256 (0Ox0100)
Sequence number (BE): 22 (Ox0016)
Sequence number (LE): 5632 (0x1600)
@ pata (32 bytes)

CRCRCRORGRG

1UU



Activate the session

ICMP message

\

-

M *Lab Network [Wireshark 1.12.6 (v112.6-0-geelfces from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools [ntemals Help

C O AN I BNEDB AEePDTE QQ@Q[ | @80 mMm%
Filter: icmp Bixpression... Clear Apply Save

Protocol

Time Source Destination Length Info

reguest

unreachabls

24 8. 481432001 .320. 303 - 162.168. 56.11 Echo (ping) request d=0x0001
25 8.48143500192.168. 56.11 10.30.30.3 ICMP 120 Echo (ping) reply §d=0x0001 ,

Frame 20: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface 0
Ethernet II, Src: HewlettP_58:6d:d0 (78:48:59:58:6d:d0), Dst: vinware_97:29:41 (00:50:56:97:29:41)
Internet Protocol version 4, Src: 10.1.1.253 (10.1.1.253), Dst: 192.168.56.5 (192.168.56.5)
Generic Routing Encapsulation (Transparent eEthernest bridging)
Ethernet II, Src: viware_97:26:de (00:50:56:97:26:de), Dst: HewlettP_58:6d:ee (78:48:59:58:6d:ee)
802.1Q virtual LAN, PRI: 0, CFI: O, ID: 30
| Internet Protocol Vversion 4, Src: 10.30.30.3 (10.30.230.3), Dst: 102.168.56.11 (192.168.56.11)
= Internet control Message Protocol

Type: 8 (Echo (ping) reguest)

Code: O

Checksum: 0x4d45 [correct]

Identifier (BE): 1 (0x0001)

Identifier (LE): 256 (Ox0100)

sequence number (BeE): 22 (0x0016)

sequence number (LE): 5632 (0Ox1600)

[Response frame: 22]
% Data (32 bytes)

CRORCRORORCRG
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Activate the session

e Layer 2: Ethernet Frame with source MAC address of an HP switch
and the destination a Vmware virtual machine (Jumphost)

e Layer 3: IP source of 10.1.1.253 (ProVision S1) and IP destination of
192.168.56.5 (Jumphost)

e Layer 4: GRE tunnel

* Encapsulated Layer 2: Source MAC address of VMware host
(UserVM3) and destination MAC address of an HP switch
(Comware switch 1)

e Encapsulated 802.1Q VLAN information

* Encapsulated Layer 3: Source IP address of 10.30.30.3 (UserVM4)
and destination IP address of 192.168.56.11 (HP VAN SDN
Controller)

e Encapsulated Layer 4: ICMP echo request message
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Activate the session

M *“Lab Network [Wireshark 112.6 (v112.6-0-geelfcet from master-112)]
File Edit View Go Capturs Analyze Statistics Telephony Tools Intemals Help

©© AmME BIIRXLB2BI A>T o EBE acaaB@ @M B

Filter: icm w | Expression... Clear Apoly Save
P P Y

No. Time Source Deshnatlon Protocol Lenh Info

24 8.4514320010.30.30.5 192.168. 56.11 ICMP 120 Echo (ping) request id=0x0001,
25 8.48143500192.168. 56.11 10.30.30.3 ICMP 120 Echo (pina) reply  d=0x0001,

Frame 22: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface 0
Ethernet 1I, Src: HewlettpP_58:6d:d0 (78:48:59:58:6d:d0), Dst: Vmware_S7:29:41 (00:50:56:97:29:41)
Internet Protocol Version 4, Src: 10.1.1.253 (10.1.1.253), Dst: 102.168.56.5 (102.168.56.5)
Generic Routing Encapsulation (Transparent Ethernet bridging)
Ethernet 1II, Src: HewlettP_58:6d:ee (78:48:59:58:6d:2e), Dst: Vinware_G7:26:de (00:50:56:97:26:de)
802.1Q virtual Lan, PRI: 0, CFI: 0O, ID: 30
Internet Protocol version 4, Src: 192.168.56.11 (192.168.56.11), DstT: 10.30.30.3 (10.30.30.3)
Internet control Message Protocol

Type: 0 (Echo (ping) reply)

IRCRCROCRCRORORE

code: 0 Result: An echo reply message from 192.168.56.11
Checksum: 0x5545 [correct] . .

Identifier (BED: 1 (0x0001) to 10.30.30.3 can be seen in the above figure. The
Identifier (LED: 256 (Ox0100) . .

Sequence number (BE): 22 (0x0016) packet shows the original echo reply packet
sequence number (LE): 5632 (0Ox1600) .

TRBGGaET Franes 20 encapsulated in a GRE packet.

[rResponse time: 0.304 ms]
9 Data (32 bytes)
1U3



Activate the session

General OpenFlow
Monitor

@ HP VAN SDN Controller ~ ~ 3

General / OpenFlow Monitor

Refresh Summary  Ports Flows  Groups
Alerts

Applications Data PathID Address  Negotiated Ver... Manufacturer  H/W Version S/W Version
Configurations 00:1e:14:58:d0:10:db:80  10.1.1.253 1.3.0 HF 3800-24G-2SFP... KA 15.17.0007
Audit Log 00:28:14:58:d0:10:bc:80  10.1.1.254 1.3.0 HP 3800-24G-25FP... KA. 15.17.0007
Licenses

Team

SupportLogs

OpenFlow Monitor
OpenFlow Topology
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Activate the session

Flows

QD HP VAN SDN Controller ~

Flows for Data Path ID: 00:1e:14:58:d0:f0:db:80

Table ID
%,
* 100

* 100

* 100

* 100

' 100

* 100

Priority

0
30501

60000

31000
31500

31500

30500

Packets

0
24

244

2827

152

Bytes Match
0
0 eth_type: ipv4d

pvd_dst: 10.30.30.3

0 2th_type: bddp

0 eth_type: arp

0 eth_type:ipv4
p_proto: udp
udp_src: 67
udp_dst: 68

0 eth_type:ipv4
p_proto: udp
udp_src: 68
udp_dst: 67

1411911090...

0 ath_type:ipvd

pvd_src: 10.30.30.3

~ 34 X

Summary Ports Flows

Actions/Instructions Flow ClassID
goto_table: 100 ccm.hp.sdn.normal

apply_actions:
outpur, 265213523 —
OUBDUL NDRMAL 8

apoly_actions: com hp.sdn bddp.steal
output: CONTROLLER

goto_table: 200

goto_table: 200

com.hp.sdn.arp.copy
com.hp.sdn.dhcp.copy

goto_table: 200 com.hp.sdn.dhcp. copy

cem.hp.sdn.normal

l

<

apoly_actions:
output: NORMAL
apnly_actions:
output: 285213523
output: NORMAL

105




Activate the session

ITncoming Porco — Any Etcherneto TP = — re
Souxrce ME = % e D= T inacTtcion M2REC = Anxwr
Source ST Mas=ss3ic = OO0O0CO0O0O—0OO0O0000
Desctcination MaAETC Masic = OO0 00O —0OO000 0O

VI DT IrDp — Ansy VILAN prioxri Ty — =

Sourcse TP Adddress = oS s Bt

PDestTcinatctcion TP BSEddress = F 0O _30_30_3/7573=2

e ProTcocold = =

IreP =ECIy = aEanxy I P DPDSCP = =

Sourxrce Poxro — = Destinacion PoxrtT = =
ATt ryrITburTtes

PrxrioxricTty — SO0OS oL Duration — =92 490 Sceconds
Haxrd43a TimeowutT = O Ssecondas T4l e TTimeouto = O Scecondads
By Te CountT = NE Packet CTCountc — =4

Flow Tabilase D — 300 Controllex D — =3
Coolkis = Ox=x33cbhbh7c

Hardwar<s ITrnde>x = 17

ITmnstrucocions

2Py iv Acuotions

OuTpPputc = Ser~viceTunnel 1 e

Normal
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Activate the session

8N
W Hp M
! ()
f 4
0
H
b

(l
()
h

g PoxrtT — AEans EchexrnetT Tvwippes = S =
ource MAC = oS st Desctcinatction M2RECOC = =
Sourxrce AT Ma = Ic- = OO0 0CO—0O0O00000
Desctcination MaAaECOC Masic — OO0 —OO OO0 O0
VIEDT e — Ansy VILAN prioxXri TS = =

Descination 2 55 = SBddadress — P
EE Pryotocoli = =

re =T — = Xre DSCP — =

Sourxrce Poxr o = = Destinmnacion Poxrto — =T

Artcridbutes

Pxrxr3ox3i TsF = 05090 Dur-atiIon = S09S= SsScecondags

Hara Timeoutos — O SsSseconds Tdle= TTimeouto = O Sceconds
v e CouantT = NA Packet Couantcoc = 1S3

Flow Tablis D = 100 Contrxrollex D — 3

Coo Ik — O=x3Scbhbh77c

=
are ITrnde>x = 17
CcCTions

Haxrda3a
ITrnnsTtx

ra
=

2o

< &
T
g =1
= CcCTcions

CuTrIoutT = ServiceTunnei 1 8
Normaeld
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Open vSwitch

General / OpenFlow Monitor
Refresh  Summary  Ports  Flows  Groups

Data Path 10 Address Negotiated Version
U0:00:000000:00:00: 15.212.220.23) .30
0VS as a Network Device

* OpenFlowv1.3 only
*  Tunnel type: GRE

Manufacturer
Nicia, Inc.

/W Version
Upen viwich

S Version
20,2

Serlal 2
Nome
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Active Directory integration
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Active Directory integration

Configurations
LDAP Profile
¢/ HP VANSDN Controller ~
» General Network Visualizer f Configuration
Dashboard Configurable Feature
»  Anornymous Mode
Create Capture Session » SNMP Profiles
Session Monitor » Capture Sessions
EventlLogs » Destinations
» Applications
* lLlcers
» EventlLogs
» ExportSupport Logs

112



Active Directory integration

LDAP Profile

= Configuration = LDAP Profile
* Enter all fields

Enable SSH Server

» |Install SSH server on Windows Server
running Active Directory

= Openssh or Winssh or others
Support
« Support Windows 2008R2, 2012,2012R2

« Ensure Windows Management Framework
4.0 1s installed on the system

Network Visualizer / Configuration

Configurable Feature
* Anonymous Mode

* SNMP Profilzs
* LDAP Profile

Speciiy 3 set of LOAP parameters for user attribute queries.

Profe Name User Name Password

demoAD sdminastrator eessnecne
DomanName P Adcress Authonizaton Port

013 hpntmedemo.com 192.168.10.50 389

Directory Sync (inMirs) Health Check Interval inMrs)

20 i [ add || clex
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Active Directory integration

* Profile Name: Name of the profile

e User Name: Active Directory account name; user must have read
access to Active Directory event logs

e Password: Active Directory system password
* Domain Name: Active Directory system domain name
e [P Address: Active Directory system IP address

e Authorization Port: Port on which Active Directory is configured;
default port is 389

* Directory Sync (in Minutes): The sync up interval to fetch user
records from Active Directory

e Health Check Interval (in Minutes): The interval to check the
health of SSH connection between Network Visualizer and Active
Directory
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