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Llenu n 3agayun paboTbli @

= Uenb

e pa3paboTka nNpeanoXeHunm rno 3awute MHgpopmaumm Ha
XOCTUHIOBbIX CepBepax B oOpraHu3auuMn «XOoCTUHroBblE
CUCTEMbI», C YY4ETOM Hanbonee pacrnpoCcTPaHEHHbIX Yrpo3

=3a4a4um

AHanums3 opraHusaumm «XOCTUHIoBble CUCTEMbI». AHanu3
Hanboree  YyA3BUMbIX  KOMMOHEHTOB  XOCTUHIOBbIX
cepBepoB U  yrpo3 ©OesonacHoctu  MHdopmauun,
obpabaTbiBaemMou Ha cepBepax opraHusauymm
«XOCTUHIOBblE CUCTEMbI»

« PaccmoTpeHne MeTodoB 1 cpeacTB, KOTOpble MOTYT ObIThb
UCMonb30BaHbl  ANSA  OCYLIECTBNEeHUst  Yyrpo3  Ha
XOCTUHIOBbIX cepBepax

» PaspaboTka npearnoXxeHum no Ncnorib3oBaHUO 3aLLUTHbBIX
cpeacTB, obecnevmBaroLmx 6e3onacHOCTb MHdopMaL MW,
obpabaTbiBatoLLLENCA HA XOCTUHIOBLIX cepBepax U aHanus
NX 3KOHOMMNYECKON 3 PEKTUBHOCTU



Cxema pasmeLieHMA 00bLEKTOB B MOMELLEeHUAX @
AdTa-LEeHTpPa .
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Cxema pa3melieHnsa o0 bLEeKTOB Ha cUcTeme @
MOHUTOPWUHra




CeTeBas CTpPyKTypa opraHusauumu
«XOCTUHIOBble CUCTEMbI»
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AxkTtyanbHble YBIOH @

" Yrpo3bl
* BbIABIEHNA NApOnen

 «AHanmM3a ceTeBOro Tpaduka» C nepexsaTom
nepegasaemMou no cetu nHdopmaumm

* CKAHUPOBAHWA, HanpaBfneHHble Ha BbISIBEHUE
OTKPbITbIX MOPTOB U CIYX6

* BHEOPEHUS1 NOXHbIX OOBEKTOB B CETAX
* yaaneHHOoro 3anycka npunoXxeHumm
* Tuna «OTKas B 0b6Cny>XnMBaHUN»

* BHEOPEHUS MO CETU BPEAOHOCHbIX NMporpamMmm



MpennoxeHnsa no 3awmrte uHopmMmaLumn Ha
XOCTUHIOBbIX cepBepax

= OT Yrpo3 BbiIsIBJIEHUSA Naponen

« YcTaHOBKa Maposnsi, KOTOPbIA OyaeT CnoXHbiM A4S
CpeacTB, Ucnonb3yLmnx metoa nepebopa. BeinonHeHne
NPOBEPKM Ha  CIOXKHOCTb Maponsd W 3anpeT
MCMOnb30BaHUsA NErkoro napons

* lAcnonb3oBaHWe cpeacTB, MO3BOMAOLWKMX ONOKMPOBAaTb
ip-agpec npu onpegeneHnm MHOIMOKPAaTHbIX MOMbITOK
nogobopa naponen, a Takke yBedoMIeHMe 06 9ToMm
aAMUHUCTPATOPOB CEPBEPOB HAa INEKTPOHHbLIN aapec

« OcyulecTBrNeHNne [OOCTYNOB K cepBepaM  TOMbKO
NocpeacTBOM KIto4a, 6e3 ncnonb3oBaHUs Naponen

« CMeHa nporpaMMHbIX MOPTOB, KOTOPbIE MCMOMb3YHTCSH
cepBucamMn Ons peanuvsaummn 4ocTyna K cepBepy



XOCTUHIOBbIX cepBepax

MpepnoxeHus no 3awmrte uHopMmaLUmn Ha

= OT Yrpo3 CKaHMpoBaHuUA nNopToB U aHalin3a ceTeBoro

Tpaduka 5 .
* NporpamMmHas HaAcTpomKa MexXceTeBoro 3kpaHa netfilter c

ncnonb3oBaHMeEM YTUNNTLI iptables, nossonatowme dnokmpoBaTb
Ip-agpeca Ha OCHOoBaHMWM haunioB UCTOpMM OOCTyna, W
pa3brioknpoBaTtb C NOMOLLLIO BBOAA MPOBEPOYHOro Koga
= OT Yrpo3 BHeApeHUd No ceTu BPeAOHOCHbIX
nporpamm
* pasrpaHu4yeHuns anrioB KNMEHTOB MNOCPEOCTBOM MNpaB Ha WUX
NCMosib30BaHne

° UCMOSIb30BaHME W TOrosiHeHne 0a3sbl OaHHbIX  BUPYCHbIX
CUrHaTyp AOna noucka U ycTpaHeHua BPeaoHOCHOro koda C
nocnenyoLweun OTnpaBKOW OoT4yeTa CUCTEMHbIM
agMUHMUCTpaTopam 06 MCrofib3oBaHUM BO3MOXKHON YSI3BUMOCTU



MpennoxeHusa no 3awmrte MHopMaLmm Ha
XOCTUHIOBbIX cepBepax

= OT yrpo3 tnuna «OTKa3 B 00Cny>XmBaHUn»

* 1CMONb30BaHne OTAENbHbIX CETEBbIX
MHTEPMENCOB AN yNpaBleHNsa cepBepamu
* YCTaHOBKA CUCTEMDbI MOHUTOPUHrA,

NO3BONAKOLIEN TOHKO HacTpauBaTb KaxablW
OTAENbHbIM NapaMeTp cepBepa

* ycnonb3oBaHue 3awmTHbiX mep oT ICMP-, UDP-,
HTTP- " SYN-dnynoos nocpeancTBoMm
nporpaMmmMHoONu HaOCTPOUKMK onepaunoHHbIX
CUCTEM

° paclmpeHne nponyckHouW CrocoOHOCTU KaHaros
3a CYET ucnonb3oBaHUa bond-MHTEpdENCOB



COBOKYﬂHaFI CTOMMOCTDL BJiaaeHUs

HanmeHoBaHue
Ne LleHa, KonuyectBo,| CTOMMOCTD,
cpeacrtBa
n/n 3alUTL! TbIC.py0O LUT. TbIC. pyoO.
CepBep DEPO
Storm 1400G2
1 | Ha Oa3e 186,6 2 373,3
npoueccoposB
Intel Xeon
KVM
2 [nepeknrvaresnb 1,7 1 1,7
D-Link DKVM-4K
UToro 3 375




BbIBOObl @

= pa3pabortaHa onucartenbHaa mopgens WMC opraHunsauum
«XOCTUHIOBbIE CUCTEMbI»

° MIoOKas3aHo, 4YTo
* NC cocTtouT 13



BbIBOObl @

= onpeadernieHbl  aKkTyalibHble  yrpo3bl  ©e3onacHOCTU
nHdopmaunm, obpabarbiBalOWENCA Ha XOCTUHIOBbIX
cepBepax

* YCTAHOBJIEHO, 4TO



BbIBOObl @

= pa3paboTaHbl npeanoXeHus no nporpamMmmMHoO-
annapaTtHbiMm C3U

* npeanoxeHo NcnoJsib3oBaThb



BbIBOAbI @

= OoObOoCHOBaHa 93KOHOMMYecKass 3PAEKTUBHOCTb
npeanaraembix C3W INAH Ha ocHoBe moaenen TCO

n ROI
* COBOKYMHAasi CTOMMOCTb BfnageHUs CoCTaBnseT

BENNYNHY
TCO = 374879 py6.
* nokasaTternb ROI bonbLue 1, 4yTO
CBUOETENLCTBYET 00 9KOHOMMNYECKOU
9PPEKTUBHOCTH pa3paboTaHHbIX

npeanoXxeHun



