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Alice's Self-Made Chain

replacement e

transaction

e

Bob ships

TIME



Ordering Solution:
The Block Chain

Block #2A4 Block #7CF Block #8FA
prev #473 prev #2A4 prev #7CF

txn 634... txn 43e... txn 8be...

txn a98... txn 12a... txn 839...
txn 44c... txn 326...

TIME




Time attacker must outpace
or "out luck" the network.

|<—>

<

< < [ < < <

more Secure less secure

>

TIME



Travis's
Block Chain

Your
Block Chain

Carol's
Block Chain

branches
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Block Puzzle

New Block

prev block:
#78A...

transactions:

txn 839....
txn a76...
txn 91c...
txn 383...

random number (guess):
30282937

f( block ) < target

Cryptographic Hash (SHA256)



L Transaction Chain
History of Ownership

Jane — Fred

= txn txn

. e n
Transactlon Chaln._
History of Ownership .
Juan — Fred
txn txn
> Y

Charles — Alice Charles — Emily

Charles — Charles
Zack — Charles two outputs
. Block #2A4 Block #7CF Block #8FA
B|OCk Chaln: <« prev #473 |<—1 prev #2A4 | prev #7CF
i " txn 634... txn 43e... txn 8be...
Transaction Ordering b 296.. b 12a.. b 839..
txn 44c... txn 326...




Bitcoin Transaction Security

1. Digital Signatures
2. Referenced Transactions




Existing Block Chain

Block #2A4
prev #473

txns...

Block #7CF
prev #2A4

txns...

Block #8FA
prev #7CF

txns...

potential next blocks

New block
prev #8FA

txns...

New block

prev #8FA

txns...

Jack's
new
block

Frank's
new
block



087...

prev block:
T8A...

txn 888

T8A...
prev block: prev block:
497... 78A...
txn 555

41F...

prev block:
112




Block Creation

Unconfirmed
Transactions

- ' New Block
Existing Block Chain orev block

txn 487...
o *— 'ﬂ— txn 373...
txn 664...




Double Spending Fraud

1st txn

mPUts ship to Alice

HOT3A.. =

e

outputs

Frank — Alice Bob 5.0 BTC
50BTC

double spend txn

inputs
#273A...

outputs
Alice 5.0 BTC




Hash outputs = Block IDs

Block 78A... Block 087...

prev block: prev block:
#497... #T8A... €

Hash output of
prev block

transactions: transactions:

txn a78.... txn 839....
txn ffe... txn a76...
7 i 4 txn 91c...
t t

%Ni223... xn 383...

random number (guess): random number (guess):







Double Spending Fraud

Bob

Alice




Travis's
Block Chain

Your
Block Chain

Carol's
Block Chain
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